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Lea rning Point : new Terminology Definition — Clear Concept

1. HTTP Protocol used for Webpages
- Create Cyber Space by HTML Web Program Language
2. Paros Web Hacking Tool
— Strong Tool for Web Vulnerability Measure, Java Open Source Based
3. Web Log Analysis
— Fundamental Knowledge of Hacking Type Analysis
4. Web Defensing Know-How

- Become a Cyber Soldier — Cyber Salvation Army
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Web Browser (UA Platform) - Cyber Space Shuttle (1993 Netscape Navigator)

Chronicle : Netscape (NCC) = IE (MS)-> Chrome (Google: Open Source)

Client Server
Access
Request Webpage »
Web Web
Browser Server
User . Response Webpage
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Cyber Space Protocol — HTTP (Hyper Text Transport Protocol)

1. Web Browser request Webpage 2. Server Process
4. Execute HTML Engine & Java Script 3. Response Webpage
Connect, Session Start
Show up — Process
Screen Web
' Request Webpage (URL/URI) Program
—>
HTML File Translate Response (HTML File) ‘
-« Response
HTML HTML
Disconnect, Session End
— Webpage
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Cyber Space Protocol - HTTP e Tt Tarspon Prcos

Client Server
Connect(Session Start)
Translate > Process
HTML File HTML Request Webpage(URL) | I:’r\c/)Verbm
Show up Response(HTML File) gra
Screen < File

4Disc:onnec’[(Ses.s.ion End)

Connect (Session Start) N

made File Reuse_ Process
d Image File Request Image (URL/URI) Imaqge
in Cash Response (Image File) Progrgam
Otherwise < File

Request _Disconnect(Session End)
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Cyber Space Shuttie - Web Browser Doing :
—>Browser 3 Step Procedure

Webpage Instances

Step 1. Session Start

Step 2. Data Communication 2 HTMLS, CSS, ...

Step 3. Session End -—>Server-side Program : ASP, JSP, PHP, ...
-SQL DBMS Language

= - Embedded Multi-Media Languages
: Audio, Video, Image, Streaming Service

: File Upload, Download

i W
- ebpage : Send & Receive eMail

: CSV, Excel file between DBMS, ... etc.

10
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Cyber Space Protocol - HTTP : Step 1. Session Start Procedure

SNl Server
7  Ready to Service

Client

1. Request Connection | —
(send SYN)

2. Accept Connection
(Send SYN, ACK)

3. Confirm Connection
(send ACK)

R

—> 4. Session Start

Global Client-Server Communication Protocol

11
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User (Browser)

1. Request Webpage Ready to service
(HTTP method, Request | —
document-PSH) . | 2. TCP Checksum Routine
| (SendACK)
-— —| 3. Give Webpage
4. TCP Checksum Routine| «— (document-PSH)
(send ACK) - _. | 4 Repeatuntil Completed

Global Client-Server Communication

12
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Cyber Space Protocol - HTTP : Step 3. Seson End Procedure

User (Browser)

1. FIN-WAIT 1 _
(send FIN, ACK) — | 2.CLOSE-WAIT

Request Disconnection / (send ACK)
3. FIN-WAIT 2

— 4. LAST ACK
- (Send FIN, ACK)
5. TIME WAIT -
(send ACK) —
— 6. Session End

Global Client-Server Communication Protocol

13
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Cyber Space Protocol -TCP Date lossless Protocél Packet Format

Bits
0

16

31 Code - Flag Bits

source Port

Destination Port

/ ( Packet Control Code)

Acknowlgdoment Number

Data Offset

Window

i ksl * URG : Urgent Packet
NoWIgagr « ACK : Acknowledgement of Message Received Well
i « PSH : Push Request Task

Rasenrecl'l Code :

« SYN : Data Communication Session Creation

. Ste-2
| Checksum |

Urgent Pointer

 FIN : Graceful Session End Request

Options

Padding

« RTS : Emergent Session End Request

Data

Transmission Control Protocol (TCP) Packet Header

14
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HTTP Request & Response Message Format

HTTP Request Message S

Header

Body

HTTP Response Message

Header

Body

15
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Cyber Space Protocol -

GET /home/index.html HTTP/1.1
Host:www.evenstar.co.kr

Accept:text/html, text/plain
Accept-Encoding:gzip. compress
Accept-Language:ko

If-Modified-Since:Sat. 31 Jan 2004 12:00:00 GMT
User-Agent:Iinternet Explorer6.0

HTTP Request Mesage'ﬂFr'mat

Header :

HTTP Method + Host Domain +
Client Platform Information

White Space One Line as Separator

Body :

Whole Parameters & Data

16
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Cyber Space Protocol - HTTP GET Method Request Massage

o HTTP GET Method Format (Message Header Only)
o0 Message Size : Max 2K Byte Data Length?! ( Not enough to BBS content, etc.)

Method Format Description
GET Method request
GET GET [request-uri]?query_string HTTP/1.1 Webpage to Server with
Host:[Hostname] or [IP] URI(URL) in its Message
Header Part.
http://www.evenstar.co.kr/webpage/biglook.html : URL Window in Browser

URL/URI(Universal Resource Identification/Location)
http://www.evenstar.co.kr/wizboard.php?BlD=notice : Bulletin Board
URL/URI Query String

17
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Accept =

Feferer: http:ihwannte evenstar co kriwebpadgetop_menu.khtml

Accept-Language: kKo

A-CPL: %36

Frowy-Connection: Keep-Alive |

Lser-Agent: Mozillard4.0 (compatible; MSIE 7.0 Windows NT 5.2 EmbeddedW™E 14.52 from: hitp:isseaee bsalsa.com
fEmbeddedWB 14.82; MET CLR 1.1.4322; NET CLR E.D.EDTEF‘le'arnsIH.E.“I 3|

Host: wwanwn evenstar.co ke

Massage Header Part

£

Massage Body Part is Empty

Raw View,,, =

18
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Cyber Space Protocol - HTTP GET Method unmest /Message Scan

c e

—1. GET /index.html HTTP/1.1

I/l Request Method, Webpage, HTTP Version
2. User-Agent: MSIE 6.0; Windows NT 5.0

I/ User's Web Browser; Platform Version
3. Accept: text/html; */* // Acceptable Data Type

4. Cookie: name = value // User Authenticate Information

~=5. Referer: http://www.bbb.com // Previous passage URL

6. Host: www.evenstar.co.kr

// Request Domain

19
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Cyber Space Protocol - HTTP Post Method Request Method

© HTTP Post Method Format (Header + Body)
Message Size : No limit ! ( Enough to BBS content, etc.)

Method Format Note
POST [request-uri]] HTTP/1.1
Host:[Hostname] or [IP] 1. Data Communication of
Content-Length:[Bytes] Form Based Web Page
POST Content-Type:[Content Type] with Various Data &
. —_— i Parameters.
| One White Space Line 2. Browser can’t show up it at
URL Window!
[query-string] or [Data]
O http://www.evenstar.co.kr/wizboard.php ( http Header)
URI

BID=notice Query String ( http Body )

20
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Form based Webpage

) icact.org/papersubmission/paper_update.asp

Faper Information

ves + Title of Paper Experimental Validation of Multipoint Joint Processing of Range Me
iper + Kewword Analytical model, Distance measurement, Radar signal processing,
o + Topics Wireless Communication

+ Upload File Choose File |Nn file chosen PDF file only!
‘edure

20170442 Paperpdf <—— Please confirm vour latest upload file

nission Do wou want to upload wour file? © Yes ® No
th F":ap.ers [ Abstract(l page) ® Full Paper(Min.3 pages)

+ Mumber of Pages 11 »
.

+ E-mail{Cne - : :

o W " grihafokin@gmail.com

mation

21



Cyber Space Protocol - HTTP Post Method ﬁuést Message Scan

Hespnnse" Trap|

: Heferer.http.fmu'awevenstar.c|:|.Hrﬁmzhnard.php?mnde-Ingm&EIID-news&categDm&nmnde-wnte&UID-&CUHH
_: EMT_PAGE=
Content-Type: appl|cat|nnf}:-ww-fnrm-urlencnded Header Part
UA-CPLE %86 —
Prow-Connection: Keep-Alive
User-Agent Mozillaid.0 (compatible: MSIE 7.0; Windows MNT 5.2 Embedded™B 14.52 fram: hitp:ihasase bsalsa.com
[EmbeddedWB 1452 NET CLR 1.1.4322 MET CLR 2.0.50727) Parosf3.2.13 -

BID=news&Mode=MemberLogin&categon=E&UJ10=8&mode=login&nmode=write ECLIRREMT _PAGE=EMEMBERPAZS=
FASSWORD

Body Part

22
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Form based Webpage

Request | Fesponse | Trap

|| hitp:fficact.orglpapersubmission/paper_update proc.asp HTTRM.A
Host: icact.org

Proxy-Connection: keep-alive

Content-Length: 16749

Zache-Control: max-age=0
origin: hitp:ficact.org Header Pa rt
Lipgrade-Insecure-Reguests: 1

ar-A0ent Maozilla/S 0 findows MT 611 Appleiebki GAKHTML like Geckol Chrome/S6.0. 2924 87 Safari/a37.36
SLCEDL TER AT a]a0) (=) 1 o] G EE: AT AP PICATOTE M g=U0d ITa geiw e o, g=U.o
Referer: hitp:ficact. org/lpapersubmission/paper_update asp
Acrantd anguans KoKE ko oA e o 0=0 B A 0o (A e o o e o o o o e
Cookie: ASPSESSIONIDAQBBBTOT=CCHNNEPMNACCPHCHOJIDAKAROD i - SQSSlon(COOkle)
—WebKitFormBoundanzRAADSNJETYEBUTI
Cuntent—Dispnsitiur‘ form-data; name="pnao” I
20170442 BOdy Pa rt

——WebKitFormBo '
Zontent-Dispositiony form-data; name="ptitle”

Experimental Validation of Multipoint Joint F'rm::essmg of Range Measurements via Soflware-Defined Radio Testbed

——WebKitFormBao
Content-Disposition) farm-data; name="keyword”

Analytical model, Distance measurement, Radar signal processing, Radio navigation, Soflware radio

HTTP Post Method
Request Message
Scan

—WebKitFormBoundanzEAADSNJETYEBLUTI
Cuntent—Dispnsitiur{ form-data; name="field" I

23
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Cyber Space Protocol - HTTP Response Massage Format

1. HTTP/1.1 OK 200 Il http version, Response Status Code
2. Server: NCSA/1.4.2 I/l Web Sever version
3. Content-type: text/html }// MIME Type (Multipurpose Internet Message Extensions)
4. Content-length: 107 ]ll HTTP Message Body Size
Header Part
One Empty Space Line as Separator
\

5. <html>
<head></head> // Requested HTML Webpage Sody Part

<Title>http protocol</Title>

<body>

The understanding of http protocol

</body>

</html> /

24
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Response Massage | feauesifesaonse| Tv |

HTTP1.1200 0K | € HTTP Response Status Code

Scan Date: Tue, 14 Feb 2017 08:28:32 GMT
senver: Microsoft-115/6.0
LR owered Oy ASENET
[ Content-Length: 198081

Zache-control: private

=l 2016-10-29-toma-Full paper default——m————=
=l 2012-05-20- edited by toma, provide the Journal—-—=
=l 2010-10-16- edited by toma, provide the uploaded paper view =
r- ---------------------------------------------I
1 =5cript type="textijscript” language="javascript” src="fincludel/script js™==/script= |
=html=
<head=

=meta hitp-equiv=Content-Type content="text/html;charset=euc-kr=
=meta hitp-equiv=Cache-Control content=MNo-Cache=

=meta hitp-equiv=FPragma content=Mo-Cache=
=title=www.icact. org=iitle=

=link rel="stylesheet” href="/csslicact.cas™=

=5cript language="javascript” src="/include/common js™==/script=
<fhead=

Trap requestl Trap response I e
25
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B FPaper Information

+ Title of Faper
+ kesvword
+ Topics

+ | pload File

+ Number of Fages

+ E-mail{Cne
address onlv)

Experimental Validation of Multipoint Joint Processing of Range Measurements v

Ihnalyﬁ[:ai model, Distance measurement, Radar signal processing, Radio naviga

'Wireless Communication v |
‘ Choose File |Nn file chosen POF file onlw!
20170442 Paper.pdf <—— Please confirm vour latest upload file here!

Do wou want to upload wour file” ® Yes | No

. Abstract(] page) & Fyll Paperitin,3 pages)

1 ]

!gﬂhafﬂkin@gmail.cﬂm
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Request(URL/URD) 1’_%,
. Response(Status Code) & AHi -_;_«_‘.- s
Web Browser « 200 : OK, Request Success Web Server

« 201 : File Created in Server

« 302 : Moved to Webpage (<Previous Webpage)
* 304 : Used Local Cache Info.

» 401 : Fail Authenticate

* 403 : Denied Access

« 404 : Not Exist Webpage

* 500 : Severe Error (DB Access Error € Injection)
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Cyber Space Web Programing Method - Statele .s vs State Oriented

Cyber Space has Huge Users - Challenge & Chance
Pros & Cons : Web Server Cost Performance, but User Authentication needed

Client . 'l Login P’I = Thomas Sever

- I Money Transf’_'er = Who?
§ 1, Confirm Balagce = Who?

| Log Out VI = Who?

Banking Service Work Flow

28



Client Keeps

Cookie

Filz. Ei wortes  Tools  Help

@F‘tk . @ B @ ;/h pSearch \:\%Faynrites @ @- % B3

Address{@http:mn.lmmu.mw %‘.Ga Links
3 hitp:4/10.100.100.150 - Susce... [£ ]2 [

Username Guest]

Pasoword[sesssens | Authentication

Successful !
&l @ I B

&) Done & e

271649

= Thomas

= Thomas

= Thomas

= Thomas

Server
User
Authenticate

29
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Stateless Web Programmi Methods : Cookie

Server

E@ﬁ‘pJ = Thomas User
Authentication

Client Keeps

| |
| |
Pl EdE Vs o — — ” L e
@ @ D@@pShNF aaaaa tes. J' )
Addra: |@http {10,100, 100,150 _ v ‘u' inks > )
E } — l Confinmn B4lance I = Thomas
£ 0.100.100.150 - Suece... | || 5/
Username - |Guest] .
.

. . * L]

Rl AR | Authentication ‘. .
.
Successful ! R
.
.
“1 Legout
= Thomas
S e
it

@Dona | ==l ==il B Internet L 'N"

30
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Stateless Web Programing Methods : Cookie

Storage Disk File Browser Memory

Life Time Time-Out Value, Browser End
Delete by User

When Initial Website Send Cookie No Send Cookie

Connection

Usage Reconnect Website  Access Webpages

31
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Stateless Web Programing Methods : Session Cookie Names

Name, Password, Data +UA ++Session ID
No Expire Time Time-Out Browser End
Very Simple Secure Very Secure

Store in Client Store in Client Critical Date in Server

32
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Stateless Web Programing Methods : Cookie

2. Create Cookie
3. Send Cookie
6. User Authenticate

1. Initial request Webpage
4. Store Cookie
5. Request Webpage + Cookie

Client Connect, Session Start N Process Server
Show up
Screen Web
t Request Webpage (URL/URI) Program
=l
Translate Response (HTML FiIe) '
- Response
HTML HTML
Disconnect, Session End
= Webpage

33



ICACT2017, 19th International Conference

o , . - : ‘
) on Advanced Communications Technol
i -

.
1_

Cookie Programing.Methods ; Hidden Parameter from Server
Feguest HESDGHSEI TraDI B

H'I‘I'F'.n"l.‘llgﬂ{} Ok I
Crate: Sun, e T 060315 GMT

Server: Microsoft-llS/6.0

Content-Length: 532
Content-Type: text/html
Cache-contral: private

=farm name="frm"~ method="post™= I

=input type="hidden” name="eMail” value="tcmayoon@ieee.org™=
<input type="hidden” name="pwd" value="1111"=
or

m=

=script language="javascript™

=l—

alert("tomaycon@ieee.org Authentication Successfull Go to the Annual Scheduler I');

frm.action = "schedule.asp™;
frm.submit();
L

fl—=
ferrint=

Faw Wiew v | || Trap request Trap response Continue | | Drop

n.altools.comialbninfo?no=1500&bnver=16.4.28.0 406 Mot Acceptable 349ms ™
pdateadd. alfools . comidefault. ashx?1=38&i0s=6 2 2.1 9&p=ALC. .. 406 Mot Acceptable 351ms
200 OK 2065ms

laspischedule_login.asp



Report Tools Help

|Request Response| Trap

< X ‘ ([ icact. org/aspfschedule login. aspl

POST hitpficact orgfasplschedule_login_proc.asp HTTRM A P
Host icact org
Proxy-Connection: keep-alive
Content-Length: 34
Cache-Control. mak-age=0
| Origin: http:icact.org
Upgrade-Insecure-Requests:; 1
User-Agent: Mozilla/s.0 (Windows NT 6.2; Wing4; x64) AppleWebKit537 .36 (KHTML, like Gecko) Chrome/s6.0
2924 87 Safariis37 .36
Content-Type: applicationf-www-form-urlencoded
Arcept testhtml applicationthimil+xmlapplicationtml:q=0.9 imagefwebp, *™q=0.8
Feferer: hitp:/ficact orgifaspfschedule login.asp
| Accept-Language: ko-KR ko:g=0.8,en-US;g=0.6 en:q=0.4
Cookie: ASPSESSIONIDAQCCETRS=NOOJLFHCDDOGADBMCGIGMGAE, ASPSESSIOMNIDASCBDOTQS=EFD
‘ MIDEDEDAOFNPEBGHMAML] o
|
| elail=tomayoon%40ieee org&pwd=1111
||Raw View v Trap request)[ | Trap response Continue Drop
in.altools.comdalbninfo?no=15008&bnver=16 4 28 .0 406 Mot Acceptable 349ms e
ipdateadd.altools comidefault ashx?=3&i0s=6,2,2 1, 9&p=ALC... 406 Mot Acceptable 351ms
Waspischedule_login.asp 200 OK 2065ms

How 318 visitors
Today 460 Yesterday 1038
Total 5027161

20170212, Weak 7

Welcome Message
Statistics & History
ICACT Committee
ICACT-TACT Journal
Paper Archives

call .For.i:"aper
Author page

Author Page

- Paper Procedure
- Journal Procedure
- Presartation

Dt D el i e

Bib o 2o x C wwiw.icact.org

Scheduler Entrance

Type vour ebdail & Passwd

ehdail

Passwo rd

Iiomayoon@ieee.org

1111

Forget your Password?
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L (S R R B A T / (™ icact.org/asp/schedule | X ”'a{

Cookie Programing Methods : User Authentificate —

icact.org says:

tomayoon@ieee.org Authentication Successfull! Go to the Annual
Scheduler !

‘ < X | (D icact.org/asp/schedule_login_proc.asp

Mow 322 wisitors Scheduler Entrance

Today 476 Yesterday- 1033
Totalr 5027108

Type yvour eMail & Passwd

EZOITF—02-12. Weak T

Welcome Message

Statistics & History el _Ilﬂmﬂ?ﬂnn@feee org

D Password  |1111
ICACT Committee .

1CAC T-TAC T Journal B

Paper Archives

T I Forget P rd?
Call For Paper orget your Passwo
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Web Service

» Giri ( fomayoon@ieee.org ) Home  Logout

nnual Schedule

ID_no(TCSnn, HOMnn, ORGnn, TPCnn, LOCnn) D-day(MM-DD)

CK |D_no D-day Task InformTo Ownerlehail)

HOW| [O1-] ICACTZ017 Session Owvervew with Faper secretariat@icact.org tomayvoon @eee.org

L]

HOW| 02— ICACTZ017 Conference Proceedings secretariat@cact.org tomayoon @eee. org

HOW| [02-] ICACT2017 KwanagWon Convention Bureau secretariat@cact.org tomayoon @eee,org

LOC 1024 |Invite Session Chalr secretariat@icact.org tomayoon@eee,. org

VIFEO] [O2-] ICACTZ017 VIF Inwite Confirmaton secretarial@cact.org tomavoon@eee.org

TCSY (OB |Confirm Committee Member secretariat@cact.org tomayoon @eee,org

TCS| 105 |Invite General Chair secretariat@cact.org tomayoon@deee, org

TES [08=] (|EACT2O17 CFPRPDE secrefariat@icact.org tomayoon @eee.org

(O[O 0.0)0|]0
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Request(URL/URD) 1’_%,
. Response(Status Code) & AHi -_;_«_‘.- s
Web Browser « 200 : OK, Request Success Web Server

« 201 : File Created in Server

« 302 : Moved to Webpage (<Previous Webpage)
* 304 : Used Local Cache Info.

» 401 : Fail Authenticate

* 403 : Denied Access

« 404 : Not Exist Webpage

* 500 : Severe Error (DB Access Error € Injectjon)



Web Log Analysis Scan

1 .
GET | hitp:Micactorgfindex.asp 200 OK B28ms
GET | hitp:ficact.org/manage/index.asp 302 Object moved B35ms
GET | hitp:ficact.org/manage/review/paper list.asp 404 Mot Found 10ms
GET | hitp:fficact.org/manage/review/paper list.asp 404 Mot Found 1dms
GET | hitp:ficact.org/programipapers.asp 200 OK Po3Zms
GET | hitp:ficact.orgiuploadf2016/0004/20160004 _biography.pdf 200 OK 125ms
GET | hitp:ficactorgfasplschedule_login.asp 200 OK 361ms
FOST | hitp:ficact.orgfasplschedule_login_proc.asp 200 OK 14ms
FOST | hitp:ficact.orgfasp/schedule.asp 200 OK 23ms
POST | hitp:ficact.orgfasplSchedule_proc.asp 500 Internal Senvery. 18ms
GET | hitp:ficactorgfindex.asp 200 OK Gl7ms
GET | hitp:ficact.org/manage/index.asp 302 Object moved 540ms
GET | hitp:ficact.org/manage/review/paper_list.asp 404 Mot Found 4ms
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‘//:ervtr Filesystem

I, .

MySsQu
Database
Mail Server
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HTTP Intercept Tool - Paros!!

Paros Client Proxy Capability
« HTTP Analysis Capability
 Web Server Hacking
 Vulnerable Point Analysis

43
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HTTP Intercept Tool — Paros Installation !!

/{s G paros proxy download - X H‘-\

< =2 C ‘ @ Pt8E | https://www.google.ca/webhp?sourceid=chrome-ir

Google  paros proxy download

All Mews Videos Images Maps Wore :

About 34 200 results (0.69 seconds)

Paros download | SourceForge. net
https://sourceforge_net/projects/paros/ ~

* i Rating: 2.7 - & votes

Aug 14, 2013 - Download paros-3. 2. 13-win exe. A Java based HTTR/HTTFS proxy fo
application vulnerability. .. Other featuers include spiders, client cerificate, proxy-cha
scanning for X535 and SCOL injections efc.

Paros - Browse /Paros/\Version 3.2.13 at SourceForge.net
hitps://sourceforge_net/projects/paros/files/Paros/Version%203.2.13/ ~
AJava based HTTP/HTTPS proxy for assessing web application vulnerability. It suppt

paros-3.2 13-win.exe (1.7 ME}). Home / Paros / Version ... 44
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HTTP Intercept Tool — Paros Installation !!

—~
J/ E Paros download | Source X \\\

< & | a PHEE | https://sourceforge.net/projects/paros/

Home / Browse / Security & Utilities / Security / Paros

Paros

Brought to you by: paros, yukusan

Summary Files Reviews Supporkt Wiki Tickeks - Discussion Code
W 2.7 Stars (6)
+ 6598 Downloads (mhis Week;

_‘-; ‘
9 Last Update: 2013-08-14 —— _

w Tweet [T RNE E m ‘,[ é Browse All Files

Description

A Java based HTTP/HTTPS proxy for assessing web application vulnerability. It supports
editing/viewing HTTP messages on-the-fly. Other featuers include spiders, client certificate, proxy-

chaining, intelligent scanning for XSS and SQL injections etc.

Paros Web Site (%>

Categories License 45
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HTTP Intercept Tool — Paros Instal!ation

Setup - Paros 3.2.13 =

Welcome to the Paros 3.2.13 Setup
Wizard

This will install Paros Version 3.2.13 on your computer.

ltis recommended that you close all other applications before
continuing.

Click Nextto continue, or Cancel to exit Setup.

Mext = Cancel
J b
. 9




HTTP Intercept Tool Paros Installatlon

Setup - Paros 3.2.13

Completing the Paros 3.2.13 Setup
Wizard

Setup has finished installing Paros 3.2.13 on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

Finish .

47




i g r~
. -

Paros Developed for x86 environment only

SRFE Program Files (x86)
File Home Share View
B = \ M=
= _E'] é - i Move to - 7% Deleta = LB
= [l Copy path -
Copy Paste _ L2 ¢ S Mew
P E] By L=l Copy to =0 Rename S
Clipboard Organize Mew
© > 1| b « Local Disk(C) » Program Files (x86)
£ MName
‘& Computer
. i |, Paros
£ local Disk (C)
I Common Files
| apache-ant-1.10.0-b
_ ) | naver
). Bitnami
| ESTsoft
}. Intel o
| IPinside_LWS
| PerfLogs
; | RaonSecure
). Picture )
. | Wizvera
| Program Files o
= . : | iniLINE
| Program Files (x86) )
: | Microsoft
). Record 1
! Initech
| System.sav
L INICIS61
L llearc

R D, - H
- (& a4

Properties
= s ) o
Open
W ('_"; S¢
Date modified

2017-02-10 2+ 3
2017-02-10 £2F 2;
2017-02-04 2% 5
2016-12-07 2% 1.
2016-12-01 27 4;
2016-12-01 28 4
2016-12-01 2F 4
2016-11-30 2% 4;
2016-11-28 2F o
2016-09-21 2= 2;
2016-07-24 2= 4;
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Paros Execution

49




Problem with Shortcut ‘

The item 'javaw.exe' that this shortcut refers to has been
g changed or moved, so this shortcut will no longer work
properly.

Mearest match based on size, date, and

C:\ProgramData'Adobe\C55\jre\bin'javaw.exe

Do you want to fix this shortcut to point to this target or do you
just want to delete it?

Fix it

50
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Paros needs JDK

=
Microsoft Windows [Uersion 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

C:\Users\Thomas>java -version
"java’ 1s not recognized as an internal or external command,

operable program or batch file.

C:\Users\Thomas>
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¥

o
A )

. ' ' | [ =1 Libraries
JDK Installation !!
: e Yoow M System
;py . [ copy ||‘ & » Control Panel » System and Security » System v ¢ | SearchC. P
E| Paste a
~
Clipboard Control Panel Home ; & 5
: View basic information about your computer
& @ e
Device Manager Windows edition
. Favorites %' Remote settings w8 -
L]
ls Downloads 4 System protection Enterprise - Wl n d OWS" 8
» Recent places $ Advanced system settings D 2012 .- .
I Desktop Microsoft
Corporation.
= All rights
| Libraries e
+% Homegroup System
E Rating: Windows Experience Index
$ Computer Processor: Intel(R) Core(TM) i5-5200U CPU @ 2.20GHz 2.20
L. Local Disk (C) GHz
|$ DnA (D) Installed memory (RAM):  8.00 GB
<> USB DISK (E) System type: 64-bit Operating System, x64-based processor
E [PCIDAMMY-PC Pen and Touch: Mo Pen or Touch Input is available for this Display
See also ) y
%. Network ) Computer name, domain, and workgroup settings
Action Center
) i Computer name: Thomas-PC @Change settings
-items Windows Update
Full computer name; Thomas-PC

Performance Information and
f— Tools Computer description;

R ———
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JDK Installation !!

- C ‘ & CHEE | https://www.google.ca/webhp?sourceid=chrome-insta

=

_Gmglé jdk download

All Videos Mews Books Images More Settin

Abpout 674,000 results (0.82 seconds)

Java SE - Downloads | Oracle Technology Network | Oracle

www.oracle.com/technetwork/java/.. /downloads/index-jsp-138363.html ~
Java S5E downloads including: Java Develuwem Kit E.JI:II'l::I-I Senver Java Runtime
Environment (Server JEE), and Java Euntime Environment (JEE).

Java SE Development Kit 8 Java SE Runtime Environmel
Java SE Development Kit & Java SE Runtime Environment &
Downloads. Thank you for ... Downloads. Do vou want to run ..
Java SE Downloads Server JRE (Java SE Runtim
MetBeans - Java Fx - Java - Java EE - Server JRE (Java SE Runtime . The

Server JEE is a runtime .,

Mare results from oracle.com = 53



JDK Installation — x86

Java SE Development Kit 8u121

You must accept the Oracle Binary Code License Agreement for Java SE to download this
e,

' Accept License Agreement| '® Decline License Agreement

Product / File Description File Size Download

Linux ARM 32 Hard Float ABI 77.86 MB #jdk-8u121-linux-arm32-vip-hflt tar.gz
Linux ARM 64 Hard Float ABI 7483 MB #jdk-8u121-linux-arm64-vfp-hfli.targz
Linux x86 162.41 MB  #jdk-8u121-linux-i586.rpm
Linux x86 177.13 MB  #jdk-8u121-inux-i586.targz
Linux xG64 159.96 MB #jdk-8u121-linux-x64.rpm
Linux xG64 17476 MB  #jdk-8u121-linux-xB64 tar.gz
Mac OS5 X 22321 MB  #jdk-8u121-macosx-x64.dmg
Solaris SPARC 64-bit 139.64 MB #jdk-8ul121-solaris-sparcv9.tar.Z
Solaris SPARC 64-bit 99.07 MB _'_jdl-c 8u121-solans-sparcv9.targz
Solaris x64 14042 MB #jdk-8u121-solaris-x64 tar.Z

olaris x&d 96 9 MB _#idk-8u121-<olars- ;ﬂ&jam?

| Windows]x86 | 189.36 MB_# jdk8u121-windows-i586 exe |

Windows xG4 19551 MB _Jdln: Bu121-windows-x64 exe

Java SE Development Kit 8u121 Demos and Samples
Duwnluads

o - a =0 . '} _— s . g " '} '} 0 2B " .
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JDK Installation !!

Welcome to the Installation Wizard for Java SE Development Kit 8 Update 121

This wizard will guide you through the installation process for the Java SE Development Kit 8
Update 121.

The Java Mission Control profiling and diagnostics tools suite is now available as part of the
JDK.

55
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JDK Installation Completed !! S

i Java SE Development Kit 8 Update 121 - Complete E

Java SE Development Kit 8 Update 121 Successfully Installed

Click Next Steps to access tutorials, API documentation, developer guides, release notes and
more to help you get started with the 1DK.

Mext Steps

Close
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Picture i Date modif

Program Files _
_ I jdk1.8.0_121 2017-02-10

Program Files :
I jre1.8.0.121 2017-02-10

Record

System.sav

Users

i

Windows
4 DnA (D)
<> USB DISK (E) -
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JDK Installation - Confirm !!

—

Microsoft Windows [Uersion €6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

C:\Users\Thomas>java -version
java version "1.8.08_121" |
Java(THM) SE Runtime Environment (build 1.8.8_121-b13)

Java HotSpot(THM) 64-Bit Server UM (build 25.121-b13, mixed mode)

C:\Users\Thomas>




©

Faros License Agreement - the Clarified Artistic License,

Paros

For the other libraries included in Faros, please refer to respective
licenses of the libraries enclosed with this package,

Gianluca Della Vedova a

Preamble

The mtent of this document 1s to state the conditions under which a Package
may be copied, such that the Copyvnight Holder mamtams some semblance of
artistic control over the development of the package, while giving the users of
the package the nght to use and distribute the Package m a more-or-less
customary fashion, plus the right to make reasonable modifications.

Definitions: W

rﬁ«ccent | Decline !
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PAROS Execution , Paros -

20 Dares

Version 3.2.13
Copyright (C) 2003-200% Chinotec Technologies Company

Dizclaimer; %ou should onhy use this software to test the security of your
ow'n web application or those you are authorized to do so. parosproxy.org
takes no responsibility for any problems in relaticn to running Paros against
any applications or machines.

TS program is free Sﬂﬁw&re; You can reqistrioute it and/or rm:u:ﬁf}r it under
the terms of the Clarified Artistic License as published in the Free Software
Foundation. This program is distributed in the hope that # will be useful, but
WITHOUT ANY WARRANTY, without even the implied warranty of
MERCHANTABILITY or FIMTNESS FOR A PARTICULAR PURPOSE. See the
Clarified Artistic License for more details.

For gueries please send to contacti@parosproxy.org i

Thig product includes softwares developed by the Apache Software
Foundation hitp:iiweww apache.org licensed under Apache License 2.0
HSOLDE is licensed under BSD license. JDIC i licensed by Sun
Microsystems, Inc under the LGPL license. The Copyrights of these
softwares belong to their respective owners.
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Request

Response

User (Browser) User Proxy
1. Request , }itlmy — - 2. Modified RqueSt_
4. Modified A, -
Response 3. Response
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Cyber Space Hacking Tool — Paros

O Paros Main Functional Modules

1. Crawl : Collect URL Structure, Webpage Information

2. Scan : Find Vulnerable Pattern by Collected Information

3. Report : Report Vulnerable Points
4. Proxy : Provide HTTP Proxy Platform

62



PI‘O)(y server ) ruovsrvwwwenavercomy O -~ & |m MNAVER x | | N it (SE
Setting l: iew Favorites Tools Help ' ' -

R = E Internet Options L
IE Browser 2 e Ooj Al .@ HOlA | | General I Security I Privacy I Content | Connections lFm-gr&ms I Aduancedl
IRIEr [T AfEZ= - 7 |
B E—— : To set up an Internet connection, click | Setup |
Setup.
Dial-up and Virtual Private Nebtwork settings
| Add vPN... |
Ramose. ..
Choose Settings if you need to configure a proxy Settings
server for a connection.
(@ Mever dial a connection
' bial whenever a nebwork connection is not present
) Aharays dial my default connection
Zurrent More Set default
SR = Pl = .
= Ak e Local Area Network {LAMN) settings
| LAM Settings do not apply to dial-up LAMN settings
: connections. Choose Settings abowve for dial-up
settings.
oK | | cancel Apply
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Proxy Server
Setting
IE Browser

Automatic configuration

Automatic configuration may override manual settings. To ensure
the use of manual settings, disable automatic configuration.

[ ] Automatically detect settings

|:| Use automatic configuration script

LAddress

FProsxy server I

se a proxy server for yvour LAN (These settings will not apply to
fial-up or VPN connections).

A{:[-:iress:l 127.0.0.1 ||F{:|-rt{ sOoo0 |l Advanced |

| | Bypass proxy server for local addresses

| | Cancel

Local Area Network {(LANY) settings

LAM Settings do not apply to dial-up | LAMN settings

el T S R Tl Tt e bl P A= e
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Proxy Server / % settings x \§

Sett'“g < G I @ chrome://settings |
Chrome Browser

Chrome Settings
People

Extensions

Settings - toma (current)

o Enable Guest browsing
About

lw#| Let anyone add a person to Chrome

Add person... Edit... || Remove.. || Import boo

Default browser

The default browser is currently Google Chrome.

‘ Show advanced settings...

<« I — 65




Proxy Server
Setting
Chrome Browser
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. ICACT2017, 19th International Conference
"% —~  on Advanced Communications Technology}

)

/ £ Settings * \._

| (O chrome://settings

Chrome Settings
|
Extensions Page zoom: | 100% -
I Settings
Network

Google Chrome is using your computer's system proxy s¢

About

i Change proxy settings... | ‘

Languages

Change how Chrome handles and displays languages. Le,

Language and input settings...

W Offer to translate pages that aren't in a language you

66
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Proxy Server = C | (@ chrome://settings
Setting = Internet Properties ? —

Chrome _ _ :
Ch rome Browser | General | Security | Privacy | Content Connections | Programs | Advanced |
Extensions
To set up an Internet connection, click Setup
Settings e
Dial-up and Virtual Private Nebtwork settings
About 6l
Add VPN...
Remove...
Choose Settings if you need to configure a proxy Settings
server for a connection.
(@ Never dial a connection
| Dial whenever a nebwork connection is not present
I Ahvays dial my default connection
Clirrent Mane Set default
 ————
Local Area Metwork (LAN) settings
b LAMN Settings do not apply to dial-up LAM settings
connections. Choose Settings abowve for dial-up
settings. 67
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Proxy Server

« Internet Properties ? RS

. &

Setting | =
= Local Area Network (LAN) Settings -

Chrome Browser i

Automatic configuration

Automatic configuration may override manual settings. To ensure
the use of manual settings, disable automatic configuration.

[ | automatically detect settings
| | use automatic configuration script

Adddress

Proxy server

e @ proxxy server Tor your LAN (These settings will not apply to
Hial-up or VPN connections).

Am:tress;l 127.0.0.1 || Port: \| S000 |' Advanced |

| | Bypass proxy server for local addresses

‘| = |‘| e

Local Area MNetwork (LAN) settings

LAM Settings do not apply to dial-up | LAM settings |
connections. Choose Settings above for dial-up
settings.
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Setting Paros Local Proxy : Tools>>Options>>Local Proxy

File Edit “iew Analyse Report Help

Sitag ] Filter...
Encoder/Hash,.,

Manual Request Editor,,,
Check for Updates,,,

——® Sites

Options, ..

Raw View ~

History Spider” Alarts || Output|

= Cptions
Connection

L ocal pro=y

Local proxy

Address (eg localhost,

Fort (eq S0S0)

127,00, 13

localhost

5000

Set vour browser proxy setting using the abowe, The hittp port
and https port must be the same pod as above,

[ DH69][ Cancel ]
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Web Port Number = Jump to Pertinent Service Program

HTTP Client HTTP HTTP Server
(Browser) (over TCP/IP) (hostname: port)

— (T TT DI U

Request Message -
HTML pages,

Response Message

L

\r

TCP/IP Network

Application HTTP

Presentation SSL

Session

Transport TCP Multiplexing (Port), Re-transmission
Network Addressing (IP Address), Routing

___ Data Link

14



Web Port Number(16bits-64k) = Assigned Servnce Handler

IANA:
Internet Assigned

Numbers Authority

Label on Service Name UDP and TCP Port
Column Numbers Included

DNS Domain Name Service — UDP UDP 53

DNS TCP Domain Natme Service — TCP TCP 53

HTTP Web TCP 80

HTTPS Secure Web (SSL) TCP 443

SMTP Simple Mail Transport TCP 25

POP Post Office Protocol TCP 109, 110

SNMP Simple Network Management TCP 161,162 UDP 161,162

TELNET Telnet Terminal TCP 23

FTP File Transfer Protocol TCP 20,21

SSH Secure Shell (terminal) TCP 22

AFP IP Apple File Protocol/TP TCP 447, 548




J Google - Microsoft Internet Explorer

mE BEE =AY SHFNWL

= 0 BEOP

=D

CEEH

24 Sesa) @ 3

UK 3

# Untitled Session - Paros

(D) @ http//www, google, co, kr/

Edit

|Eile View Analyse FReport Tools Help

HTTP Request

HTTP Response

Coovie = Fruxy: (none)

v|'®Ty|Jed URLs (1) Wisted URLs 2 Cache () Passwords () Foms  |[Cookll Sites ]

Fequest | Response | Trap|

Google

QA © 99 0

-

=H 0mE e w4 &0 HO2 | d22 -

Grail

L Google H4 il I'm Feeling Lucky ]
OHNE Q=0 ¢

® [} [ ] @ [ ] ®
#an ZE EHt  OA3E  Picasa YouTube

| ZDEZ2IH | Y2EE | Google BE | Google,com in English

azons- HAHE

Referer: http:Mawww goagle.co ke
Content-length; 0

GET:jobs

-

- @ GET:language_toolschl)
~# GET:options

-# GET:preferencesihl}
~# GET:wrl{pref,pval.g.sa)
3 ig

E'ﬁ Sites GET hitp:fhww.gooale.co kradvanced_search?hl=ko HTTRM 1
=+ http /S weweir, google, oo kr Host wwvew.google.co.kr
""" ® GET:ads _ User-Agent Mozillard 0 (compatile; MSIE 6.0; Windows NT 6.0;) Paros3.2.13
""" L MSET advanced_search P . h
# GET:favicon.ico ragma. No-cacne
Se GET:ig Content-Type: applicationf-wwaw-farm-urlencoded

Header part

Crawl

Body part

Structure

URI found during crawl:

hittp: L google . oo ke isupportiobshinfanswer py ranswer=63022
hittp: Ly google oo ke fsupportiobsbinfanswer py ransywer=65482
http: Lhoewewe google oo keintbkodprivacy bitml

[

Crawl Information

<

URI found but out of crawl scope:

URL/URI

hitp: Mranzlate .google .co krtranslate_sthi=kof&g=E=sl=nl&tl=nl
http: Mtranzlate google .co krtranslate_t
http: fAranslate google .co krtranslate_s

httge itranslste google co ke translste_trlangpsir=
hitp: Mranzlate .google co kriranslate

Web Log Information

b

Histary | Spider .-’-\Ierts" Output|
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A A Simple Form with JavaScript Yalidation - Microsoft Internet Explorer <head>
O WEE) 20 SAFIE 2D TEZH)

Qiz- Q- NEAG Paashan @ - % & - JH 4 {title>n Simple Form with JavaScript Validation<{/title>

Za(0 |@ http:/fevew, elated, comn/res/File/articles/development/javascript/form-validation-with-javascrip
Cooxie |F'mxy {none) v| 1) Typed URLs () Visited URLs (D) Cache F) Passwo

{script type="text/javascript">

Please Enter Your Name {1--

YourName:| | Function UEI].i[lEItE_Fl]I‘FI { )

valid = true;

Microsoft Internet Explorer |§|

if { document.contact form.contact name.value == "" )

[E Pleasze fill in the “Your Name" box,

alert { "Please fill in the 'Your Hame' box." };
yalid = false;

}

fi--2

=]

€ 28
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Paros intercept &
modify HTTP Data

SGET hitp:ficact.orgfindex.asp HTTRM.1
! Haost: icact.org
3 | Proxy-Connection: keep-alive
Upgrade-insecure-Requests: 1
TNl User-Agent: Mozilla/g. 0 (Windows MNT 6.1} AppleWebKit/537.36 (KHTML, like Gecko) Chrome/s
WN6.0.2924 87 Safarire37 .26
Accept: textihtml, applicationfhtmil+xml, applicationf<ml;g=0.2 imageifwebp **;q=013
3 | Referer: hitp:fficact.orgd
C || Accept-Encoding: sdch
Wl Accept-Language: ko-KR ko:q=0.8,en-US;9=0.6,en;g=0.4
1| Cookie: ASPSESSIOMNIDASDBBTOS=AHOFCLHCCAMNBOACDMPHIMECRM
N
k
q
\Fiawe Miew - Trap request || Trap response | Continue || Drop |
naver.cominaver/MaverCleanern@t/Setup/MNCleanaerinstagen... 200 Ok 5mr a-|
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Tools Help

Paros intercept & | el ]

HTTP/.1 200 OK o

modif HTTP Data Date: Thu, 16 Feb 2017 03:36:34 GMT

y Server: Microsoft-112/6.0
¥-Powered-By: ASP MNET
Content-Length: 44228

Content-Type: text/html
Cache-control: private

m

L Weelk [ =i1d=<ir= i

Welcome Message =

=tr height="32"=<=td id="m13" name="m13" background="fimages/m_bg.gif class="m E'
enu” onmouseover="this.classMame="menuz:” onmouseout="this.classMame="menu”*" 0
nclick=" go_menuhitp:icact. orglobjectivesiobjectives. asp’ ) =Welcome Message=Ad==jtr=
=l Statistics & History =

=tr height="32"==td id="m0" name="m0" background="/images/im_bg.gil" class="men
U anmouseover="this.classMame="menuZ;” ocnmousecut="this.classMame="menu"" oncli
ck="go_menu(’hitp:fficact.org/objectives/Aboutl CACT . .asp’) =3tatistics & History=itd=<itr=
=l Commiltee =

=tr height="32"=<=td id="m1" name="m1" background="images/m_Dbqg.gif" class="men
U anmouseover="this.classMame="menuz’” onmousecut="this. classMame="menu"" oncli
ck=" go_menu{hitp:Micact. org/commaon/commiltee asp " =ICACT Commiltee=fd==itr=

=l Journal Publication =
=tr height="32"=<=td id="mZ" name="m2" background="fimages/m_bg.gif" class="men -

Raw Wiew -v] [~] Trap reque*'#rap'respnnsé I[ Continue ]i Drop ]
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Paros Demonstration !

http://www.skku.edu/index pc.jsp  >>global
http://www.skku.edu/eng home/index.jsp

GET http://admission-global.skku.edu/admission/about/welcome.jsp
HTTP/1.1

GET http://admission-
global.skku.edu/admission/undergraduate/schedule.jsp HTTP/1.1

Hack
http://admission-global.skku.edu/admission/about/contact.jsp

76


http://www.skku.edu/index_pc.jsp
http://www.skku.edu/eng_home/index.jsp
http://admission-global.skku.edu/admission/about/welcome.jsp%20HTTP/1.1
http://admission-global.skku.edu/admission/undergraduate/schedule.jsp%20HTTP/1.1
http://admission-global.skku.edu/admission/about/contact.jsp
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Wrap Up!
1. Stateless Web Programming
2. Cookie

3. HTTP GET and POST Method
4. Paros Proxy Server Capability
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WWW Web Service Overview — Look Arod !

HTTP Client HTTP HTTP Server
(Browser) (over TCP/IP) (hostname: port)

— (T TT DI U

Request Message -
HTML pages,

Response Message

L

\r

TCP/IP Network

Application HTTP

Presentation SSL

Session

Transport TCP Multiplexing (Port), Re-transmission
Network Addressing (IP Address), Routing

___ Data Link

14
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Web Hacking & Defensing! - OWASP p 10 vulnerabilities

OWASP : Open Web Application Security Project
#1 SQL Injection
#2 Broken Authentication and Session Management
#3 XSS: Cross-Site Scripting
#4 Insecure direct object reference
#5 Security misconfiguration
#6 Sensitive data exposure
#7 Missing function level access control
#8 Cross-site request forgery
#9 Using components with known vulnerabilities
#10 Invalidated redirects and forwards

21



FAILED OWASP TOP 10

How many apps fail the OWASP Top 10
upon initial risk assessment?

SKI  RISKI Rk RISkl RISK!

‘Q 58% -msu! - RISK! sk RISKE S RISKL o RISKL = 69%%
Healthcare

Inancia arvices i ealthcare
Financial  Financial servi Health
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