International Conference on Advanced Communications Technology(ICACT) 1

[oT Security Vulnerability: A Case Study of a
Web Camera

Yogeesh Seralathan*, Tae (Tom) Oh**, Suyash Jadhav**, Jonathan Myers**, Jachoon (Paul) Jeong+,
Young Ho Kim", and Jeong Neyo Kim"

xCollege of Computing and Information Sciences, Rochester Institute of Technology, Koch
ester, NY United States of America

x*x Department of Computing Security, Rochester Institute of Technology, Rochester, NY,
United States of America

+ Department of Interaction, Science Sungkyunkwan University, Suwon, Republic of Korea

“Cyber Security Research Division, Electronics and Telecommunications Research Institute
, Daejeon, Republic of Korea

ys4815@rit.edu, tom.oh@rit.edu, ssj8127@rit.edu, jlm4508@rit.edu, pauljeong@skku.edu, wtowto@etri.re.kr, jnki
m@etri.re.kr

Abstract— The Internet of Things (IoT) are devices which are connected and controlled over the internet. The use of IoT devices has
increased exponentially over time and knowingly or unknowingly our data is captured by IoT devices on a daily basis. Recent news on
malware targeting IoT devices and some current research reveals that in most cases there are no security controls implemented on
these devices. The exponential rise in the use of IoT devices, more processing of sensitive data by these devices, and their mass
exploitation was the motivation behind our work. Malware like Mirai is currently being used to build large botnets which are used in
DDoS attacks where up to 1.2 Terabytes of networks traffic is generated every second. We will discuss the threats when there is a
compromise of an IoT device’s security and provide a case study of an IP camera. We also cover aspects of how and why modern
malware targets IoT devices specifically. We finally discuss the importance of securing IoT and provide essential security practices for
mitigating device exploitation.
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