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Editor Guide

B Introduction for Editor or Reviewer

All the editor group members are to be assigned as a evaluator(editor or reviewer) to submitted journal
papers at the discretion of the Editor-in-Chief. It will be informed by eMail with a Member Login ID and
Password.

Once logined the Website via the Member Login menu in left as a evaluator, you can find out the paper
assigned to you. You can evaluate it there. All the results of the evaluation are supposed to be shown in
the Author Homepage in the real time manner. You can also enter the Author Homepage assigned to
you by the Paper ID and the author's eMail address shown in your Evaluation Webpage. In the Author
Homepage, you can communicate each other efficiently under the peer review policy. Please don't miss
it!

All the editor group members are supposed to be candidates of a part of the editorial board, depending
on their contribution which comes from history of ICACT TACT as an active evaluator. Because the main
contribution comes from sincere paper reviewing role.

B Role of the Editor

The editor's primary responsibilities are to conduct the peer review process, and check the final camera-
ready manuscripts for any technical, grammatical or typographical errors.

As a member of the editorial board of the publication, the editor is responsible for ensuring that the
publication maintains the highest quality while adhering to the publication policies and procedures of
the ICACT TACT(Transactions on the Advanced Communications Technology).

For each paper that the editor-in-chief gets assigned, the Secretariat of ICACT Journal will send the
editor an eMail requesting the review process of the paper.

The editor is responsible to make a decision on an "accept"”, "reject", or "revision" to the Editor-in-Chief
via the Evaluation Webpage that can be shown in the Author Homepage also.

B Deadlines for Regular Review

Editor-in-Chief will assign a evalaution group( a Editor and 2 reviewers) in a week upon receiving a
completed Journal paper submission. Evaluators are given 2 weeks to review the paper. Editors are
given a week to submit a recommendation to the Editor-in-Chief via the evaluation Webpage, once all or
enough of the reviews have come in. In revision case, authors have a maximum of a month to submit
their revised manuscripts. The deadlines for the regular review process are as follows:
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Evalution Procedure Deadline
Selection of Evaluation Group 1 week
Review processing 2 weeks
Editor's recommendation 1 week
Final Decision Noticing 1 week

B Making Decisions on Manuscript

Editor will make a decision on the disposition of the manuscript, based on remarks of the reviewers. The
editor's recommendation must be well justified and explained in detail. In cases where the revision is
requested, these should be clearly indicated and explained. The editor must then promptly convey this
decision to the author. The author may contact the editor if instructions regarding amendments to the
manuscript are unclear. All these actions could be done via the evaluation system in this Website. The
guidelines of decisions for publication are as follows:

Decision Description

Accept An accept decision means that an editor is accepting the paper with
no further modifications. The paper will not be seen again by the
editor or by the reviewers.

Reject The manuscript is not suitable for the ICACT TACT publication.
Revision The paper is conditionally accepted with some requirements. A
revision means that the paper should go back to the original
reviewers for a second round of reviews. We strongly discourage
editors from making a decision based on their own review of the
manuscript if a revision had been previously required.

B Role of the Reviewer

Reviewer Webpage:

Once logined the Member Login menu in left, you can find out papers assigned to you. You can also
login the Author Homepage assigned to you with the paper ID and author's eMail address. In there you
can communicate each other via a Communication Channel Box.

Quick Review Required:

You are given 2 weeks for the first round of review and 1 week for the second round of review. You must
agree that time is so important for the rapidly changing IT technologies and applications trend. Please
respect the deadline. Authors undoubtedly appreciate your quick review.
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Anonymity:
Do not identify yourself or your organization within the review text.
Review:

Reviewer will perform the paper review based on the main criteria provided below. Please provide
detailed public comments for each criterion, also available to the author.

® How this manuscript advances this field of research and/or contributes something new to the
literature?

Relevance of this manuscript to the readers of TACT?

Is the manuscript technically sound?

Is the paper clearly written and well organized?

Are all figures and tables appropriately provided and are their resolution good quality?

Does the introduction state the objectives of the manuscript encouraging the reader to read on?
Are the references relevant and complete?

Supply missing references:

Please supply any information that you think will be useful to the author in revision for enhancing
quality of the paperor for convincing him/her of the mistakes.

Review Comments:

If you find any already known results related to the manuscript, please give references to earlier papers
which contain these or similar results. If the reasoning is incorrect or ambiguous, please indicate
specifically where and why. If you would like to suggest that the paper be rewritten, give specific
suggestions regarding which parts of the paper should be deleted, added or modified, and please
indicate how.
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Journal Procedure

Dear Author,

» You can see all your paper information & progress.

» Step 1. Journal Full Paper Submission

Using the Submit button, submit your journal paper through ICACT Website, then you will get new
paper ID of your journal, and send your journal Paper ID to the Secretariat@icact.org for the review and
editorial processing. Once you got your Journal paper ID, never submit again! Journal Paper/CRF
Template

> Step 2. Full Paper Review

Using the evaluation system in the ICACT Website, the editor, reviewer and author can communicate
each other for the good quality publication. It may take about 1 month.

> Step 3. Acceptance Notification

It officially informs acceptance, revision, or reject of submitted full paper after the full paper review

process.
Status Action
Acceptance Go to next Step.
Revision Re-submit Full Paper within 1 month after Revision Notification.
Reject Drop everything.

» Step 4. Payment Registration

So far it's free of charge in case of the journal promotion paper from the registered ICACT conference
paper! But you have to regist it, because you need your Journal Paper Registration ID for submission of
the final CRF manuscripts in the next step's process. Once you get your Registration ID, send it to
Secretariat@icact.org for further process.

> Step 5. Camera Ready Form (CRF) Manuscripts Submission

After you have received the confirmation notice from secretariat of ICACT, and then you are allowed to
submit the final CRF manuscripts in PDF file form, the full paper and the Copyright Transfer Agreement.
Journal Paper Template, Copyright Form Template, BioAbstract Template,

Copyright 0 2019 GiRI (Global IT Research Institute)



Journal Submission Guide

All the Out-Standing ICACT conference papers have been invited to this "ICACT Transactions on the
Advanced Communications Technology" Journal, and also welcome all the authors whose conference
paper has been accepted by the ICACT Technical Program Committee, if you could extend new contents
at least 30% more than pure content of your conference paper. Journal paper must be followed to
ensure full compliance with the IEEE Journal Template Form attached on this page.

» How to submit your Journal paper and check the progress?

Step 1. submit | Using the Submit button, submit your journal paper through ICACT
Website, then you will get new paper ID of your journal, and send your
journal Paper ID to the Secretariat@icact.org for the review and editorial
processing. Once you got your Journal paper ID, never submit again! Using
the Update button, you can change any information of journal paper
related or upload new full journal paper.

Step 2. Confirm | Secretariat is supposed to confirm all the necessary conditions of your
journal paper to make it ready to review. In case of promotion from the
conference paper to Journal paper, send us all the .DOC(or Latex) files of
your ICACT conference paper and journal paper to evaluate the difference
of the pure contents in between at least 30% more to avoid the self
replication violation under scrutiny. The pure content does not include any
reference list, acknowledgement, Appendix and author biography
information.

Step 3. Review | Upon completing the confirmation, it gets started the review process thru
the Editor & Reviewer Guideline. Whenever you visit the Author
Homepage, you can check the progress status of your paper there from
start to end like this, " Confirm OK! -> Gets started the review process -

> ...", in the Review Status column. Please don't miss it!
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Comprehending Taawan ATM Heist: From
Cyber-attack Phases to Investigation Processes

DaYuKAO

Department of Information Management, Central Police University, Taoyuan 333, Taiwan
dayukao@gmail.com

Abstract—Cybercriminals increasingly use sophisticated tools
and advanced methods to attack bank systems. Cyber black
markets for hacking tools or services are gaining widespread
attention as more advanced persistent threat attacks are relevant
to such markets. The recent cyber-attacks on banks or financial
ingtitutions have increased the technical expertise of
cybercriminals. This study reviews ATM threats and highlights
the cybercrime investigation of ATM heist. An incident
investigation strategy from 1SO/IEC 27043:2015 is proposed to
embed cyber-attack phases and detect ATM heist. It demonstrates
how this strategy can provide investigators with exceptional
abilities to interpret evidence. By integrating an effective
cybercrime investigation strategy, investigators can minimize the
cost of collecting evidence in a forensically sound manner.

Keyword—Cybercrime, ATM Threats, Bank Malware,
Criminal Group, ISO/IEC 27043: 2015, Cybercrime
Investigation, Maware Family

I. INTRODUCTION

A. Cybercrime Threats on Sophisticated ICT environment

ThelInternet has become an integral part of our society, and it
enriches our lives in countless ways. Information and
communications technologies (ICTs) are the integration of
telecommunications, computers, and software, which enable
usersto accessinformation. Asthe computer systems of the new
ICT environment get more sophisticated than before, so do the
criminals. ICTs have facilitated not only the methods in which
crimes are committed but also the methods in which criminals
interact in committing them.

1) Exploitable Vulnerabilitiesto Computer System

Zero-day vulnerabilities are exploitable weaknesses that a

software vendor is not aware of and for which no patch has been

Manuscript received Jan. 1, 2019. Thiswork was a follow-up of theinvited
journal to the accepted & presented paper of the 21st Conference on Advanced
Communication Technology (ICACT2019), and this research was partially
sponsored by the Executive Y uan of the Republic of China under the Grants
Forward-looking Infrastructure  Development Program (Digital
Infrastructure-Information Security Project-109).

Da-Yu Kao is with the Department of Information Management, Central
Paolice University, Taoyuan 333, Taiwan (Corresponding Author phone:
+886-3-328-2321; fax: +886-3-328-5189; e-mail: dayukao@gmail.com).

created. However, half-days are also prevalent in the black
market where the software creator may know of the weaknesses.
A patch may be available, but few users are aware of and
implementing those patches [18]. That is where the danger lies.
People are the greatest threat to a computer system [8]. More
exceptional care hasto be paid to the individuals' authorization
to access sensitive data in the computer system since this can
reduce the number of attack incidents.
2) Increasing Expertise of Cybercriminals

The Internet has come to represent both attractive and
available for finding victims. The data breach of hacking
activities becomes prevaent. The sophistication of
cybercriminals and their advantageous positions as attackers
will target the transactions for a data breach, and innovate in
ways to infiltrate computer systems [12].
3) Undetected Cybercrimes on Malware Attacks

Cyberspace consists of interrelated and interdependent ICT
devices. That includes the Internet, telecommunications
networks, and computer systems [4]. As ICT continues to
change and evolve, some cybercrimes remain undetected.
Cybercriminals increasingly use sophisticated tools and
advanced methods to distribute a wide range of malicious
attacks [6]. Cybercrimes require the advanced hacking
capability to target financial services, and the global economy
reguires a proactive and coordinated response.

B. Financial Technology

Financia Technology (FinTech) refersto the use of software
and digital platforms to deliver money exchange services to
consumers and make it easier than ever to make transactions
between two entities[21]. While much cybercrimeis committed
by individuals acting alone, a significant amount of criminal
groups have tended to vary significantly in their criminal
activities. Cybercrimes are developing exponentially and
threating our FinTech. To fight against the unlimited growth of
Automated Teller Machine (ATM) security threats, a sound
knowledge of the problem and perpetrators can contribute to
preventing cybercrimes.

1) Advantages

a) The Traditional Need for Strict Security Controls
Banks use many electronic systems for the operation of their
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economic environment. Traditionally, they use strict security
controls overall operational and transaction-related procedures.
In terms of segregation of duties, al systems administration
must have dual login controls, rare network protocols, and
multiple seria firewalls for internal banking communications
[3]. However, banks generally choose an open system due to
friendly user-interface, convenient process, or insufficient
budget. That raises severe concerns on ATM protection.
Several measures can be adopted by banks to detect, prevent,
and minimize the cybercrime damage on the Internet.
b) Online ATMs for Convenient Payment Activities

Once computers or ATMs connect to theinsecure Internet, no
one can guarantee their security. Online ATMs have gained
increasing popularity al over the world, as they provide
convenience to the public in managing their banking accounts
and payment activities[21]. The vulnerability of acomplicated,
fragmented ATM system relies on many providers to get
customers to cash on demand. Due to the growth of FinTech,
some ATM services have offered convenient payment solutions
to facilitate online internal examination.
2) Disadvantages

a) The Lack of Cybersecurity Awareness

Exploits take advantage of weaknesses or vulnerabilities in
software. A vulnerability run malicious code onto compromised
computers. Maware can further infect other internal computers
without users knowledge [14]. Financial ATMs to
internet-connected industrials should not be built using
commercial operating systems for safety concerns. The lack of
cybersecurity awareness may enhance the vulnerability of
individuals and organizations. The threat of cybercrime
impedes the development of information technology. It could
contribute to the weakening of a nation’s economic security.

b) Unauthorized Access of Internal ATM Details

How can the crimina group obtain the internal ATM
information? Internal |P Address, computer name, and device
name should be challenging to match them. As far as ICT
governance is concerned, thiskind of datais limited to internal
vital persons. The main threat arising is the possibility of
unauthorized access and use of bank card/ATM information by
afraudster [3]. Once malware isin place, buyers can rent them
to deliver a variety of attacks. Active crime groups have
recognized the benefits of the Internet [21]. A bank system
should have the boundary of aclosed system for safety concerns
[10]. A closed system has no external interactions and is an
isolated system that exchanges neither matter nor information
with its environment. No interactions can take the form of
information or materia transfers into or out of the system
boundary.
3) Proper Security Measures

Banks may implement several organized policies to protect
against computer security threats. Moreover, banks need to
provide information security training to staff, increase their
awareness of the Internet dangers, and create effective practices

1232

to prevent its happening [22]. The following security measures

for banks are recommended both to the cashpoints and the

environment they are placed in, with sufficient lighting and

cameras monitoring all activity [14].

@ Review the physical security of all ATMs

@ Consider investing in quality security solutions.

® Replace all locks and master keys on the upper hood of the
ATMs

@ Ditch the defaults provided by the manufacturer.

@ Install an alarm and ensure it isin good working order.

@ Change the default BIOS password.

@ Ensure the machines have up-to-date antivirus protection.
Theliterature reviews of organized cybercrime activities and

ATM threats are discussed in Section 2. Section 3 describes

specific questions and behavioral attributes in Taiwan ATM

Heist. An incident investigation strategy from ISO/IEC

27043:2015 is proposed to embed cyber-attack phases and

detect ATM heist in Section 4. Our conclusions are given in

Section 5.

Il. LITERATURE REVIEWS

A. Organized Cybercrime Activities

Cybercrime has grown tremendously over the past decade as
public administration and private service gained a more
fabulous online presence than before. The increasing risk of
cyber-attack is driven by continuously changing technology,
vulnerabilities, and advanced persistent threats. An ongoing
chronology of serious data breaches raises awareness about
cybercrime issues [16]. A review is a necessary step in the
continued growth of a multi-faceted lens on cyber-attack or
investigation process. The cybercrime investigation discipline
intersects several fields, including computer science,
criminology, and management. Cybercrimeisarapidly growing
phenomenon that requires a proactive and coordinated
response. The convenience for a user has become another
advantage for criminals [14]. The diversity of organized
cybercriminal exploits by state and non-state actors alike.
Criminal offenders or nation-states have entailed a diverse set of
organized activities. Thefollowing activitiesin Table | describe
some organized cybercrime activitiesin recent years[7, 8].

1) Cross-broader Hackersin Organized Crime Groups

Geographical  boundaries have become trivid as
cyber-attacks are theoretically able to carry out from anywhere
in the world. The cyber exploitations can occur outside of the
reach of local Law Enforcement Agencies (LEAS)[4]. The
Carberp malware source code was leaked and enhanced to
create new threat products for sale to the underground fraud
community [14]. The future damage cannot be limited or
controlled. The do-it-yourself malwaretoolkit sold by the group
has been used to make unauthorized banking transactions.

2) Malware Black Market for Hackers
Thearrests or takedownsin cyber-attacks often lead to public

Copyright 0 2019 GiRI (Global IT Research Institute)



ICACT Transactions on Advanced Communications Technology (TACT) Val. 8, Issue 5, September 2019

media coverage. Even if agroup or individual getstaken down,
the vast majority of criminals do not be arrested [9]. The black
market of the organized group is on the increase and often
connected with crime groups or nation-states. The hackers in
online black markets or dark web grow smarter as they learn
from LEAS investigative techniques. Cybercrime vendors sold
access to awide selection of malware or compromised zombies
from any country. Price tags for remote desktop-based access
run no more than a few dollars. The criminal group could buy
access to bank employee computers that were aready
compromised by massively distributed opportunistic malware
[14]. Theinternational reach of LEAs has some difficulties, and
the development of bank malware continued. Cybercriminals
would like to hide in any particular jurisdiction and avoid
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prosecution. They can make use of the lucrative malware black
market, raise funds for their activities, and gather intelligence
on possible targets [2].
3) The Need for Profiling Hackers

Investigating hackers is a time-consuming effort. The
Internet offers a degree of anonymity which affords organized
crime groups the ability to recruit cross-broader hackers. The
hacker forums offer criminals awide variety of malware for low
prices to assist them in criminal activities. The topic of
identifying apractical framework of cybercrimeinvestigationis
a challenging one. No current set of profiling cybercriminals
exists. In this regard, the emergence of a useful cybercrime
investigation framework may rely on the experiences of
cybercrime investigation pioneers.

TABLE |
ORGANIZED CYBERCRIME ACTIVITIES
Y ear Group Name Actor Behavior Type Activity
19932001 DrinkOrDie (DoD) An _|nterr_1a[|onal group  of IIIegaIIy.reproduced and distributed software, games,
copyright pirates and movies over the Internet.
19961998 The Wonderland A members-only group Exchanged illicit images of children.
Club
Non-state | A decentralized group of activist | Focus on website defacements, distributed denial of
2003~ Anonymous L ” . .
and hacktivist entities. service attacks, and prominent symbols
A forum for the exchange of | Take advantage of the criminal opportunities
2006~2008 Dark Market stolen credit card and banking | presented by the advent of electronic banking and the
details, and malicious software. increasing use of credit and debit cards.
PLA Unit 61398 A Ia_rgescgle program  of quU|reqmqssve vglume of Qatafrom §W| de variety
industrial espionage of industries in English-speaking countries.
20062010 Shady RAT An ongoing series of | Hit at least 71 organizations
cyber-attacks
Aurora A series of cyber-attacks Aim at dozens of other organizations
GhostNet A cyber espionage operation Operate from commercial Internet accountsin China.
A systematic harvesting program | Capture and store a wide range of Internet data on the
20072013 PRISM of (#gltal |nf0r.mat|on by the US | following prominent IT companies. Microsoft,
National Security Agency (NSA). | Google, Yahoo!, Facebook, Pal Tak, YouTube,
State Skype, AOL, and Apple.
Lazarus, Guardians Compromised several banks and | Be famous for Operation Troy, Ten Days of Rain,
2009~ of Peace, or Whois Fintech companies. Sony breach, Operation Blockbuster, WannaCry,
Team cryptocurrency attacks
. . A collaboration between the US | Disrupt the Iranian nuclear enrichment program.
Operation Olympic . . .
National Security Agency and its
Games . .
2010~ Israeli counterpart, Unit 8200.
A malicious computer worm is | Involve the clandestine insertion of a complex and
Stuxnet believed to be a jointly built | sophisticated set of software into communications and
American-Israeli cyberweapon. control systems at the Natanz nuclear facility.
Software engineers in Eastern | Gain access to the computers of individuals employed
2010~2012 Ukrainian Zeus Europe in a variety of small businesses, municipalities, and
Non-state non-government organizations in the United States.
Stole millions from U.S. & | Target Banks, financial institutions, and legal firmsin
2016 MoneyTaker Russian Banks the United States, UK, and Russia.
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B. The Shadowy Criminal Group on ATM Threats

Cyber threats are still profitable for cybercrime groups and
sponsored groups, who may attack bank systems for financial
profits or political reasons. Cyber risks and their follow-up
losses are becoming increasingly international across the world
[7]. Cybercrime investigation of these cyber threats through
hacker tools, techniques, and proceduresis critical for LEAs to
protect users and reduce fraud risk.

Some of the most notable malware families are ZeusS (its
successor Carberp) and Carberp (its successor Carbanak). The
crimina’s pragmatic approach starts a new chapter in the
cybercrime ecosystem [14]. In this era of increasing
cyber-attacks, many different maware families are
programmed, especialy for the majority of internet banking
fraud through malware. Bank heists are attracting large-scale
hackers with its unlimited borders, as cybercrime against
financial banks turns out to be an increasingly convenient way
to withdraw big money. This study focused on the Carberp
malware, and it showed there was a grey area between APT and
malware. There are a variety of shadowy criminal groups that
focus on banks and payment providers. The shadowy criminal
group members began actively taking an interest in retail
organizations or bank payment systems. Hackers hacked up to
$1 billion from more than 100 banks in 30 countries. ATM
hacking is becoming a new trend for an organized cybercrime
group. There are a particular tutorial, tricks, and techniques
online about ATM devices hacking like Diebold, Defcon, or
Wincor Nixdorf [14, 19]. It is not easy to cheat an ATM
computer. If cybercrime targets financial services, it requires
advanced hacking capability. Profit or money is always an
initial motivation for criminals, who have targeted ATMs to
withdraw cash even without the need for a card.

An organized group of criminals from Russia and Ukraine
has broken into internal networks at dozens of commercial
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banks and installed malware that allowed the group to drain
bank ATMs of cash. The ATM malware family in Latin
America, Europe, and Asiaareidentified as‘ Carberp,' ‘ Qadars,’
‘Ploutus,’ ‘ Tyupkin,' * Anunak," or ‘ Carbanak’ during the period
from 2009 to 2015 in Table Il [19]. This malware has evolved
and has added functionality beyond banking credential theft.
The details of each maware are somewhat different. The
stealthy APT methods used by the attackers in these heists
would work across a broad range of commercia banks one by
one. This group specializes in hacking into banks directly and
then working out ingenious ways to funnel cash directly from
the financia ingtitution itself. Since 2009, researchers have
warned that hackers were developing malicious software for
ATMs [14]. The online banking maware of the Carberp
program is reported to have impacted hundreds of financial
institutions around the world since 2009. In addition to its
malicious capabilities, the Carberp maware family uses a
combination of evasion techniques from the Zeus malware, and
the invisible persistence feature from other viruses, worms,
Trojans, or botnets. Hackers can resort to open source codes to
achieve their goals [13, 19]. Since 2012 several ATM heists of
thistype were reportedly carried out in Russia, Europe, and the
USA. It appeared to be attacked by organized crime gangs, and
the compromised ATMs were reprogrammed to dispense cash
using malware. in 2015, an international organized crime ring
had stolen up to US$1 billion from more than 100 banks in 30
nations [19]. Hackers may exploit security flaws in specific
ATMs, and cause the compromised machinesto spew aflurry of
billson stage. Table Il illustrates the behavioral comparison of
the ATM malware family. Thesethree caseswere all arrested by
LEAs.

TABLEII
THE FUNCTIONAL COMPARISON OF ATM MALWARE FAMILY
l\lﬂzzjr\rl]ﬁl;e Carberp Qadars Ploutus Tyupkin Anunak Carbanak
|dentified Federd . Office for Wmantec, Symantec, Group-1B
Companies Information Security, | Microsoft, Microsoft, and | Symantec, Kaspersky and FoxeI T Kaspersky
b BSI and Trend Micro | and Sophos SafenSoft
Finding December
Time 2009 May 2013 August 2013 March 2014 2014 2015
. Netherlands, France, Eastern Eyropg the Eastern Russia, the United
Victim . h . U.S,, India, China,
. Russian Canada, India, Mexico ; Europe, the States, Germany,
Location Australia, and Ital Russia, lsradl, France, |, o China, and Ukraine
& y and Malaysia. o &
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TABLE Il
THE BEHAVIORAL ATTRIBUTE COMPARISON OF ATM MALWARE FAMILY
Category Case 1 2 3
An organized criminal | Carberp, Pawn Storm or | Unlimited Russian Mdfia
group name APT28 Operations
Suspect numbers 8 8 19
Who Arrest by Russia USA Taiwan
Arrested suspects name | Germes and Elvis Rafgel Rodriguez, Emlr Anglre;s Peregudovs, Mlhall
(from New en) Arashi (Alizs) Yasser Yeje, and Alberto Yus | Colibaba, and Nikolay
P L ajud-Pefia Penkov
What USI? theft in an ATM $1 Billion 45 Million $2..6. Million  (NT$83.27
looting Million)
When From planto ATM heist | 2009 ~ February 2015 December 2012 and February 2013 | July 2016
Arrest date March 2012 May 2013 July 2016
. Moscow New York in the USA Taipei City, New Taipei City,
Where ATM location in Russia (More than 24 countries) and Taichung in Taiwan
How Money from the financia institution | Prepaid Debit Accounts the financia institution itself

1. SampLE CASE: TAIWAN ATM HEIST

In recent years there has been a tremendous increase in
organized crimes. Banksin many countries are becoming new
targets of severa independent cybercrime groups. Traditional
organization crimes have a hierarchica top-down
command-and-control structure, but cybercrime groups tend
to involve a loose network or even a peer-to-peer
decentralized structure [1]. The group operated in closed
cells, and the suspects did not know each other involved in the
ATM heist [14]. These attacks rely upon both highly
sophisticated hackers and criminal cells whose role is to
withdraw the cash as quickly as possible. The crime chain is
the series of steps cybercriminals go through to transform its
ATM invasion into something of higher value. They make
their output worth more than the sum of itsinputs.

A. Specific Questionsin Taiwan ATM Heist

The ATM transactionsin the USA’s Unlimited Operations
require only general bank card information to effect payment,
such as the bank card number, and PIN code [19]. However,
Taiwan's Russian Mafia Group in July 2016 further
compromises the ATM systems and criminals can withdraw
money without any bank card information. The ATM heist of
Taiwan First bank isbased on awell-known Carberp malware
family, which is available for sharing, sale or cooperation on
such markets. Investigators seek to explore cyber-attacks. The
arrest was made after police officers spent many sleepless
nights watching surveillance videos and checking hotel
registries in Taiwan. Putting relevant data al together
becomes essential to support or refute a cybercrime. The
guestions go along the lines of whom, who, how, and why [13,
20, 23]. Without understanding these root causes, it would be
difficult to use evidence from multiple independent sources,
develop astrong association between a criminal and an event,
and explore the incident under control.

1) Who Are Victims?

The ATM attack in Taiwan targeted the First Bank's
network. The ATM heist occurred between July 9 and 10
2016, when members of ATM heist gangs stole over USD 2
million from 41 ATMs in Taipei, New Taipel and Taichung
using malware to hack into the computer system [15]. The

Wincor Nixdorf ATM framework was targeted. They use
malicious software and defy the bank effort to strengthen the
security controls of ATM fleets. That case has demonstrated
that bank systems lack adequate security measures to stop
cybercrimes.

2) Who Are Cybercriminals?

Three cybercriminals were arrested on July 17, 2016, and
each was sentenced to prison terms of 12 years. The 19
escaped cybercriminals have been put on a wanted list, and a
total of 22 cybercriminals from six countries were involved
[15].

3) How Did Hackers Do?

The heist was committed without using cards, but the
ATMs spat out bills. LEAs have identified some patterns to
trigger withdrawals. As a result of access to internal bank
networks, hackers also gained access to ATM systems,
infected these computers with their specific malware, and
launched the fraud command from London, UK. The
dispensing of the cash could have been triggered by a mobile
phone, a laptop, or a hacked private bank computer. The
cybercriminals use Whatsapp and other Internet-based
communication methods to communicate internally and with
other criminal cells [15]. They used an old spying technique
of dead drops and modern technology to move the stolen
money around. A dead drop is a method of espionage
tradecraft used to pass items or information without meeting
each other directly. Another method of a live drop is used
when two persons meet to exchange items or information.

4) Why Did this Attack Happen?

Organized criminals can rent hackers to conduct attacks or
hire mediators to handle the sale of stolen information.
Cybercrime as a service (CAAS) increases when the ATM
malware is sold to the highest bidders. Criminals no longer
need to rely on their knowledge, abilities, and abilitiesto carry
out exploits, build threats, and launch attacks. This ATM
malwareissold only to selected people. Most of theinfections
arefrom adifferent group and share the command and control
(C&C) servers [13]. The profit attracts hackers by running
vulnerable services. Cybercriminals try to maximize their
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financial gain while minimizing their risk [2].

B. Behavioral Attributes of ATM Malware Family

In severa historica data breaches, hackers have exploited
security flaws in specific ATMs, and cause the compromised
machines to spew a flurry of bills on stage. The behaviora
comparison of the ATM malware family islisted in Table IV
[13, 19]. Their local LEAs arrested these three cases. In
March 2012, the 8-member arrest of Department K group in
Moscow by the Russia Ministry of Interna Affairs
(MunucrepcTBo BHyTpeHHHX 7aenm) Was a great example of
international collaboration between both private industry
research and international law enforcement (seethecase 1 in
TablelV). A lack of awareness of cybersecurity may enhance
the vulnerability in the public or private sectors. Their
differences are likely due to the type of cybercrime
victimization, the effectiveness of cybersecurity measures, or
the extent of online banking services. Unlike the traditional
forms of crime, cybercrimes can act without leaving a
fingerprint for their actions. Not only the Internet but also
commercial bank systems are facing increasing physical and
virtual risks[17].

TABLE IV
THE BEHAVIORAL ATTRIBUTE COMPARISON OF ATM MALWARE FAMILY
Category 1 2 3
An organized | Carberp,
criminal group | Pawn Unlimited Russian
name Storm or Operations | Mafia
Case APT28
Arrest by Russia USA Taiwan
Arrest date March July
2012 May 2013 | o016
Criminals
under arrest v v v
Shadowy v v v
criminal group
Physica Assistance
from other v
countries
LEAS
On-premises to
withdraw cash v v v
32-hit
Windows
ATM \Y \Y \Y
platforms
Through  the Vv
ATM's pin pad
. No user
Vi - ount v v v
required
On-Premisesto
install the \%
malware
Avoi Q| ng v Vv v
detection

Note: ‘V' means match.
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1) Access Controls

The ATM operation is continuing to become more
complex, challenging, and costly. Most ATMs are still
running Windows XP, which is first released on October
2001. When Microsoft has ended support for Windows XP,
most ATM manufacturers continued to use this version [19].
The old system often opens security holes for hackers. There
will be a persistent increase in ATM robbery around the
world. Theaccesscontrolsof ATM theft still leave muchto be
desired. They are networked devicesthat have many potential
weaknesses if not carefully configured, updated, and
physically secured. It is vital to improving the security
controls within banks. Although security controls can never
be perfect for implementing and expensive to deploy, it
remains of critical importance for security measures to be
continually managed, reviewed, and improved. Insufficient
budget can never be used as the reason for not taking action
[21]. The default setting for any usersis no or limited access.
If nothing has been correctly configured for an individual or
the groups, users should not be able to access that resource.
Banks should enforce strict access criteria, and pay more
attention to limiting and monitoring the usage of administrator
and other privileged accounts.

ATMs need remote access to communicate with bank data,
so network attacks are also a possibility [14]. A trade-off
between convenience and security lies in  wireless
communication over the public Internet or dedicated
connections. If convenience increases, security must
decrease. The availability of access to bank ATMs from
internal network segments opens excellent opportunities for
hackers. Security holes or mistakes of a system configuration
in the internal bank network left sensitive databases exposed
to hackers. The strategy should remove or limit the remote
access for ATMs.

2) Physical Process

a) Criminalsunder Arrest
Three organized criminal groups were arrested in Russia,
USA, and Taiwan. They were involved in large scale ATM
jackpotting. Their methods of operation were similar to each
other.
b) Shadowy Criminal Group
The group allegedly used a piece of malware, pilfered cash
from ATMs, and made millions by infecting ATMs acrossthe
world.
C) Assistance from other Countries’ LEAs
It is difficult for any country to expand its power to other
countries. The cybercrime arrest needs assistance from other
LEAs. Arrests often take years because the cybercriminals
were located in countries where the local authorities would
not arrest them.
d) On-Premisesto Withdraw Cash
LEAs can theoretically catch criminals in the act with
security cameras since they must be on-premises to withdraw
cash. However, it is difficult to obtain relevant evidence and
differentiate a criminal and aregular customer.
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3) Virtual Process

a) 32-bit Windows ATM Platforms
ATM malware worked on ATMs that run Windows 32-bit
operating systems.
b) Through the ATM's Pin Pad
With the help of ATM malware, cybercriminals were able
to empty the infected ATM cash cassettes by issuing
commands through the ATM's pin pad.

€) No User Account Required

The malware allows its operators to withdraw cash from
ATMswithout the requirement of any payment card.
d) On-Premisesto Install the Malware
Cybercriminals started by unlocking an ATM's
enclosure and infected the computer with a piece of malware.
Days later, they returned to the computer and dispensed from
the ATM without the need for user account verification.
€) Avoiding Detection
The ATM malware kept the exploit hidden most of the
time and had severa features that helped it avoid detection
[23]:
® |t was only active at specific times of the night on certain
days of the week.
® ATM maware implements anti-debug and anti-emulation
techniques
® The malware could disable the anti-virus system from the
infected system.

IV. COMPREHENDING TAIWAN ATM HEIST: FROM
CYBER-ATTACK PHASES TO INVESTIGATION PROCESSES

A. Embedding Cyber-attack Phases into the ATM Heist
Investigation

According to public reports surrounding the incident
investigation of Taiwan ATM heist, criminals deleted traces
of the cyber-attack to prevent from detecting irregularities in
the ATM behavior. Some malware behaviors and file names
have been identified from the cyber-attack phases[14, 15, 19,
24].

1) Reconnaissance and Footprinting

In this phase of reconnaissance and footprinting, criminals
gather information about computer systems, reveal system
vulnerabilities, and find ways to intrude into the cyberspace
[18]. Most exploits are dependent on operating systems,
applications, ports, or services. Hackers may perform
reconnaissance for about 2 to 3 times to gather a big-picture
view of anetwork or servers before they attempt an exploit. It
identifies the | P addresses, open ports, running services, and
operating systemsin the target network [22, 24]. Footprinting
identifies the operating system, service pack or patches of the
target, gathers the maximum information about the computer
system or a network, evaluates the security of any IT
infrastructure, and determines the follow-up attack path. It is
used to get detail information on a specific target. For
example, if a server islistening on port 80, it is running the
HTTP protocol andisvery likely aweb server. It is often used
as part of amore significant reconnaissance attack. I ncreased
access to the Internet has enabled cybercriminals to perform
reconnaissance on their targets. Cnginfo.exe and
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cnginfo_new.exe can read the information insidethe ATM in
the phase of reconnaissance and footprinting.

2) Scanning or Enumeration

In this phase of scanning and enumeration, hackers gather
in-depth information on the victims. Enumeration often
occurs after scanning [17]. The more hackers know in
advance, the fewer surprises they will have. They run
scanning activities to infer vulnerabilities on the Internet.
Once acomputer is found vulnerable, they attempt to control
or infect that computer based on the inferred vulnerability.
Running a ping sweep or a network mapper can explore what
systems are on the network. Running a vulnerability scanner
can aso determine which ports may be open on a particular
system. Enumeration refers to actively connecting to a target
system, and identifies usernames, computer names, network
resources, shares, and services. It also refers to actively
connecting to a target system to acquire this information.
Once avulnerability is identified, a cyber-attack is relatively
easy to disguise. There is no clear evidence from criminals
scanning or enumeration. These activities can be found from
the target's firewall log files. Auditing logs can be monitored
to detect threatening incidents promptly. By monitoring logs
of digital evidence, LEAs can look for the triggers or
something suspicious.

3) Gaining Access

In the phase of gaining access, these attacks can access
insecure access [18]. Hackers can gain access to the system,
crack a password, and escalate privileges. The hackers
initially compromised a vulnerable telephone recording
computer used by the targeted bank in order to establish
network access. Cngdisp.exe and cngdisp_new.exe
potentially contain more robust capabilities than cngdisp.exe,
executed the function of dispensing bills in the phase of
gaining access.

4) Maintaining Access

Gaining access to a connection does not mean hackers can
access everything. The objective of maintaining access is to
ensure that hackers can have long-term access. Hackers used
this network access to move laterally within the targeted
bank's network and subsequently gained access to deliver
software updates across the network. They use the update
service to send malware to the target ATMs. The malware
masqueraded as a software update. They utilized the remote
commandsto empty the cash-carrying cassettesin the infected
ATMs. There was no action required at the ATM except the
collection of the money.

5) Covering Tracks

In the final phase of covering tracks, hackers attempt to
conceal their trails, manipulate the event logs, and avoid
detection by the system administrator or LEAs. Log files
contain information about every computer activity. Hackers
may try their best in hiding or obscuring the applications they
leave behind. That leads hackers into paying attention to log
files. Covering tracks consists of removing or altering log
files, hiding files with unclear attributes, or using tunneling
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protocols to communicate with the information system [18].
Hackers need to evade detection, erase evidence of a
compromised computer, and remove the portions of logs that
can reveal their presence. A significant amount of malware
deploysvarious anti-forensicstricksin an attempt to make the
analysis more difficult. In the final phase of the cyber-attack,
the criminals deleted (sdelete.exe) components of the
malware employed in the ATM heist. Sdelete.exe and batch
file cleanup.bat deleted the other programs in the phase of
covering tracks [15].

B. Detecting ATM Heist Using ISO/IEC 27043:2015
Incident Investigation Processes Classes

The regulation of cyberspace law often lags behind
technological development in cybercrime. Hackers will try
their best to hide their identity and reduce their chances of
detection across jurisdictional broader. A threat determines
the risk, but for each risk, LEASs can determine the following
countermeasures. The cybercrime investigation processes in
ISO/IEC 27043:2015 are purposely designed at an abstract
level for different types of cybercrimes[11]. In Table V, the
cybercrime investigation processes in cyber-attack scenarios
from LEAS perspective can be further discussed and
analyzed into the following processes classes: Readiness,
Initialization, Acquisitive, Investigative, and Concurrent.

TABLEV
CYBERCRIME INVESTIGATION FROM I1SO/IEC 27043:2015
Processes S
roc People Process/Activities | Technology
Class
Pre-incident
Readiness S/St?n_] investigation/ plan IcT
administrators Governance
and prepare
o First beerp rlme Live
Initialization investigation/ .
responders forensics
respond
Physical
o mvesggaﬂon/ Dead
Acquisitive | Labanalysts identify, collect, .
) forensics
acquire, and
preserve
IrEe\éir:struction/ Digitdl
Investigative | LEAs forensic
understand, report .
analysis
and close
Obtaining Authorization Process, Documentation
Process, Managing Information Flow Process,
Concurrent Preserving Chain of Custody Process, Preserving
Digital Evidence Process, and Interaction with
Physical Investigation Process

1) Readiness Processes Class. Prepare the ICT

Governance from System Administrators

The first class of readiness processes is prepared in
advance for an investigation. Investigators can plan incident
detection, identify potential digital evidence sources, anayze
digital data, and explorethetruth in alegally proper way. This
class deals with pre-incident investigation processes and
ensures that incident detection systems are in place [5].
Deploying adigital forensic readiness program can favorably
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impact LEAs by maximizing the potential of digital evidence
and minimizing the time and costs of an investigation [11].
Theinvestigators of data breaches can initiate some plans for
taking the actions, reinforces a direct relationship between
cybercrime investigation and fact-finding. Cybercrime
prevention requires the participation of Internet users, the
system administers, or enterprises to maintain persona or
commercial data. The whole society should be encouraged to
participate more fully and effectively in cybercrime
prevention in order to provide for a harmonious online world
[21]. A supplementary strategy isintended to achieve the goa
of information security. Thismethod can assist banksor LEAS
in dealing with today’s ever-increasing ATM heist.
2) Initialization Processes Class. Initiate the Live
Forensics from First Responders

The second class of initialization processes deals with
uncovering the potentia digital evidence and searching for
traces of digital evidence in a legal process. It includes
incident detection, first response, and preparation [11]. The
implementation of cybercrime investigation procedures
includesthe responsibilities for establishing adirection for its
execution. The identification of appropriate best practices
should develop a cybercrime investigation strategy,
implement risk management, and meet the need for an
investigation with acceptable efforts. There is an opportunity
to actively collect potential evidencein theform of log filesor
network traffic records in a forensically sound manner. Live
forensics primarily targets volatile data from a running
system. Ignoring the volatile data of computer memory is
impossible in collecting digital evidence. It can be the first
step toward an incident response scenario. Live forensics can
anadlyze volatile data, system running processes, cached
processes, network connections, and opened ports without
shutting down a system. Practitioners can directly make
contact with the suspect and ask what has happened.
Investigators can locate, extract, and analyze datafrom digital
devices, which LEAsinterpret to serve aslegal evidence[16].

3) Acquisitive Processes Class. Perform the Dead
Forensics from Lab Analysts

The third class of acquisitive processes deals with the
physical investigation of a case where potential digital
evidence is identified and handled. It includes identification,
acquisition, transportation, and storage in potential digital
evidence [11]. In dead forensics, practitioners can
conveniently minimize system modification when working
with a copy of a write-protected drive at laboratories. An
examination of the computer is conducted systematically to
ensure the admissibility of the evidence. The investigator
should achieve continual improvement of the cybercrime
investigation and take reactive activities based on the results
of the case reviews or other relevant information. The
investigation procedure will continue to evolve together with
the requirement to incorporate new evidence and associated
knowledge. LEASs have actively gathered evidence to support
alegal defense [23].
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4) Investigative Processes Class: Conduct the Digital
Forensic Analysis from LEAs

The fourth and last class of investigative processes
develops alikely sequence of events. It includes investigating
the incident, analyzing the evidence, interpreting results from
the analysis, and reporting on results of the digital evidence.
Investigators can examine the pieces of evidence to measure
performance against the determined objectives and report the
results to the appropriate recipients for review. A singular
strategy can not resolve the majority of cybercrime
challenges. Technical minds alone cannot solve the issue of
prosecuting cybercriminals. Given limited time and
resources, it is essential to maximally leverage knowledge,
capabilities, and investments in a range of public-private
partnerships to improve foundations of trust and enhance
agility and resilience.

5) Concurrent Processes Class. Take Place in Company
with these Processes Classes
The following concurrent processes class takes place in
company with the former processes classes [5, 11, 20].
a) Obtaining Authorization Process
Having authorization from the appropriate authorities
makes sure that the appropriate countermeasures are ready to
solveit.
b) Documentation Process
Investigators must maintain documentation of digital
evidence from the beginning of the e-discovery process until
the end.
€) Managing Information Flow Process
Information flow could describe the use of trusted PKI| and
time stamping to identify the exchange of digital evidence
between each of the processes in the same investigation.
d) Preserving Chain of Custody Process
The documentation comprises the chain of custody form
and records relating to the evidence analysis.
€) Preserving Digital Evidence Process
In order to preserve the integrity of the digital evidence,
investigators should guarantee that the original evidence is
not changed.
f) Interaction with Physical Investigation Process
There are some complex interactions with the physica
investigation according to the digital investigator’s needs and
fast adaption to changing boundaries, scope, or investigation
objectives. All of the complexities must be simplified to
ensure an efficient investigation.

V. CONCLUSIONS

ICT innovationsare not only set to bring enormous benefits
to the general public, but also bring new technological risksto
individuals and businesses. Cybercrimes haverapidly evolved
for the dissemination of malware. Criminals increasingly use
sophisticated tools and methods to commit their cybercrimes.
Major information systems of modern society are under the
burgeoning attack. Cybersecurity for banking or financial
institutions becomes a vital business enabler to enhance
customer confidence and bring in more business. It is vital to
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leverage investments in a range of societies to assure societal
services. The ATM withdrawals happened so quickly that
none of the commercia banksinvolved noticed intimeto stop
the perpetrators. ATM technologies are evolving fast and
making payments more convenient. Organizations need a
balance between security and functionality in information
security. This study outlines a set of profiling cybercrime
investigation that aimsto identify digital piecesof evidencein
the face of increased complexity and vulnerability in hacking
activities. It is our sincere hope to bring the technical details
to the attention of information security specidlists and to
minimize risks by preventing information security incidents.
A small sacrifice inconvenience can be useful to prevent an
attack on the ATM's door. ICT governance should be
employed by banks to heist ATM money with more barriers.
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Abstract—The SHA-256 algorithm is used to ensure the
integrity andauthenticity of data in order to achieve a good
security thus is playing an important role in various
applications, such as e-transactions and bitcoins. The
SHA-256 computation capacity is a main research direction
of Hashing Algorithm. In order to improve the computation
capacity of hardware, the proposed design first uses pipeline
principle and circuitry of timing prediction to find a most
efficient architecture for implementation. Then it is
optimizedwith hash function and hardware characteristics
to give a high-performance hardware architecture of
SHA-256 hash. Three pipelines are used to replace the
critical path in the round functions which can shorten the
timing path, and divide the computation chain into
independent steps. Multi-computation of SHA-256 is
working in parallel pipelines, indicating that the
computation capacity can be 3 times of that with standard
SHA-256 implementation. The proposed SHA-256 hardware
architecture has been implemented and synthesized with
Intel 14nm technology. Simulation and synthesis results
show the proposed SHA-256 hashing throughput can be
improved by 3 times with 50.7% power reduction, at an area
cost of 2.9 times compared to that of the standard
implementation.

Keyword—Application specific integrated circuits,
Cryptography, High-speed integrated circuits, Low-power
electronics

I. INTRODUCTION

ECURE hashing algorithm is used to ensure the data
integrity and authenticity while being stored and
transferred. Hash functions take input data of arbitrary
length and convert them into some fixed data, called hash
value or message digest. The SHA-256 of hashing

Manuscript received Jan. 10, 2019. This work is afollow-up of the invited
journal to the accepted & presented paper of the 21th International Conference
on Advanced Communication Technology (ICACT2019), and Grant ID is
ICACT-20190011.

Ruizhen Wu is with the Inspur Electronic Information Industry Co.,Ltd,
Xi’an, Shaanxi 710071 China.  (Phone: +86 15909206044; e-mail:
wuruizhen@inspur.com).

Xiaoyong Zhang is with the Biren Technology Ltd, Shanghai 201210
China. (E-mail: xyz8070@126.com).

Mingming Wang is with the Inspur Electronic Information Industry Co.,
Ltd, Xi’an, Shaanxi 710071 China. (E-mail:
wangmingming02@inspur.com).

Lin Wang is with the Inspur Electronic Information Industry Co.,Ltd,
Xi’an, Shaanxi 710071 China. (E-mail: wanglinlc@inspur.com).

algorithm is playing an important role in various
applications. Almost all e-transactions, high-throughput
designs of security schemes are needed. Bitcoin is a new
and popular use of SHA-256, as the POW (“Proof of
Work” [1]) mentions in the Bitcoin protocol: the POW
requests ahuge number of SHA-256 computations to find
aproper 32-bit numberto satisfy the protocol requirement.
The first finder is awarded by bitcoin, which means the
computation capacity of SHA-256 is the key factor to get
awarded, therefor the main research direction.

The SHA-256 hash architecture acts more and more
important nowadays thus several improved designs are
proposed. To embed a security engine in a RFID tag, two
compact SHA-256 implementation are presented, a low
area design and a low power design [2]. To achieve the
improvement several adder cycles and adder selectors
were added in the round computation which made it very
suitable for power-area balanced applications.

One application of ideas and techniques from functional
languages to the model-driven design and synthesis of
hardware artifacts for SHA-256 was proposed in [3]. The
co-design of hardware and software not just made the
SHA-256 algorithm easier to implement, but also gave a
more effective way to optimize the performance of
SHA-256 from software to hardware based on designer’s
need.

However the most challenging request of SHA-256 is
high processing speed and low power in hardware. An
optimized pipelined architecture of SHA-256 hash function
has been implemented in [4] which used custom data path
that enforces the reuse of modules based on which novel
processor architecture was implemented. Reference [5]
proposed a SHA-256 unfolding design based on
reconfigurable hardware modules. The complex linear
computing of SHA-256 was reconfigured by newly added
computation modules. Reference [6] implemented
SHA-256 architecture based on operation rescheduling to
minimize the critical path delay. Reference [7] proposed a
more effective hardware to control the SHA-256
computation, which was using the finite state machine
(FSM).

The purpose of this paper is to provide a high

Copyright 0 2019 GiRI (Global IT Research Institute)



ICACT Transactions on Advanced Communications Technology (TACT) Val. 8, Issue 5, September 2019

performance parallel computation hardware architecture in
ASIC of SHA-256 hash. The organization of this paper is:
Section 2 describes the classic SHA-256 algorithm;
Section 3 uses the pipeline principle and circuitry timing
prediction to find the most efficient pipeline architecture
for SHA-256. Section 4 presents the proposed SHA-256
parallel computation hardware architecture with 3
pipelines. The implementation results and comparison
with other designs are in Section 5. The last section
provides the conclusions.

Il. SHA-256 ALGORITHM

This section describes the function of SHA-256 hash. A
detailed description of the SHA-256 hashing algorithm can
be found in the official NIST standard [8]. The SHA-256
computation can be divided into 2steps. The first step is to
pre-process the original messages. It involves message
padding and expanding the message for the round
computation. The padding means appending bits
according to some rules until the total length is integer of
512-bit. Afterwards every 512-bit willbe expanded to 64*32
bit for SHA-256 round computation.

Here we use “t” to indicate the number of trans formation
rounds.

When 0<t<15: W, = input message

When 16<t<63:

W, = Uf256> Wi—s) + W7+ o§®? (W,_15) + W16 @)

The first 16 W are input messages. And after that the
others are fromiterative operation. In equation (1) the ¢ is
calculated by:

oi®(z) = ROTR () ® ROTR" () ® SHR*(z) (2)

i (z) = ROTR" (z) ® ROTR" (z) ® SHR" (z) (3)

In (2) and (3), the ROTR"(X) means aright rotation of x by
n bits, and SHR"(X) means shift right of xby n bits.

The whole SHA-256 computation is showed in Fig. 1.

Kt |
e

— | J‘
— ) Wt
[G] | FH
F|

"2 ’E]
[E]

||

@I“I

a

Maj(A,B,C)
m
]

2

M
o
4
11
L1

Fig. 1. SHA-256 hashing algorithm

The second step is called round computation shown in
left part of dotted line in Fig. 1 is to obtain the “a”~ “h”,
which can be calculated by:

Ti=h+ Y () +chle,f,g) + K®Y+W, (4)

T, — ng’m (a) + Maj(a,b,c) (5)
h=yg ©)

9=/ Y

f=e )

e=d+T1T; 9

d=c (10)

c=b (11)

b=a (12)

=T +T, (13)

Thefirstround ofa, b, ¢, d, e, f, g and h are assigned by
the initial value of SHA-256 definition. The K is a constant
in 32-bit and 64 values overall. And the four function
computations are showed in (14)-(17):

Ch(z,y,2) = (@ ANy) @ (—z Ay) (14)

Maj(z,y,2) = (z ANy) ® (xA\z) & (yNz) (15)

S "% (4) = ROTR?(x) ® ROTR™ (x) "
@ ROTR ()

S () = ROTR® (z) ® ROTR" (x) -

@ ROTR* (x)
The & represent bitwise XOR operation, the A
represent bitwise AND operation and the — bitwise
complement operation.

Copyright 0 2019 GiRI (Global IT Research Institute)



ICACT Transactions on Advanced Communications Technology (TACT) Val. 8, Issue 5, September 2019

Each round of (6)-(13) can generate 8 hash values, they
were showed in the right part of Fig. 1 and calculated by:

HY =a+H{™" (18)
H{=b+ H{™" (19)
HY =c+H{™" (20)
HY =d+ H{™" (21)
HY=e+H{" (22)
HY =f+H{Y (23)
HY =g+ H{™ (24)
H{ =h+H{" " (25)

The final output is obtained by the 64th round hash
value as below:
output = Ho || Hy || H, || Hs || Hy || Hs || He || Hr  (26)

I1l. PIPELINE ARCHITECTURE

It is clear from [4]-[7] that to achieve high processing
speed and low power in hardware the pipeline architecture
is agood choice of implementation which has gained a lot
of interests. From hardware design perspective the
pipeline architecture can work in various forms as long as
the algorithm calculation units can be divided to satisfy
the pipeline architecture needs.

So to find a most efficient pipeline architecture for high
processing speed and low power in hardware we need to
consider the change of delay and area cost in SHA-256
hardware architecture.

A. State-of-art Pipeline principle

The pipeline architecture’s core concept is to use FFs
(Flip-Flops) to divide the serial working flow and rebuild it
into a parallel working flow. So the timing model based on
the hardware function requirement have to be built first to
find out the most efficient hardware architecture solution.
From [9-15] we used the state-of-art pipeline method to
consider the relationship between delays and timing
combinations with a piecewise linear model. Consider the
serial working flow’s path delay is “D” and area is “G”.
And the parallel working flow’s one stage pipeline path
delay is “S” and area is “L”. Then the relationship between
the serial working flow and parallel working flow can be
described as Fig. 2 showed.

D

Original critical path

o on 8] .. —om[*

n stage pipelines insertion
Fig. 2. N stage pipeline insertion into a critical path

The serial working flow can be described as an original
critical path which can insert n stage pipelines to work as a
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parallel working flow. So the new path delay with n stage
pipelines inserted is:
D

D:
n

The new area with n stage pipelines inserted can be
described as:

+ S (27)

G =G+nXL (28)
To give a most efficient pipeline architecture means to
find an optimum solution which can have the smallest
frequency per area. And that equals to the same question
of finding out the smallest area cost for maximum
achievable frequency. Considering the maximum
achievable frequency can be described as “1/D” so the
area cost is:
Cost =G XD (29)
Which means the n stage pipelines cost can use (27)-(29)
to summarize as:
Cost’ =G’ X D’

:(G+n><L)><<%+S> (30)

_GxD

+GEXS+LXD+LXSXn

B. Update the pipeline principle
Evolve the theory and model of TIL.A with II’s SHA -256

algorithmto update the pipeline architecture, the N stage
pipelines insertion of Fig. 2 can be described as:

ABCDEFGH(0)
ABCDEFGH(1

Fig. 3. N stage pipeline insertion with SHA-256

From Fig. 3 it is clear to see that besides the (30)
considering FFs’ cost there are additional cost needed for
MUX and DEMUX’s input and output. So for A~H’s
calculation each pipeline insertion needs an extra 8
registers to temporarily store values of A~H for MUX and
DEMUX. No matter how many pipelines are inserted the
hardware architecture only needs a pair of MUX and
DEMUX. Taking Intel 14nm technology devices’
parameter for reference to calculate the area cost with (28),
the area of (28) can be updated to:

G'=G +8XnXL+2X (n—1)L,.
=G+T7.5XL+9.5XnXL

The Lmeais the area cost of MUX and DEMUX, which is
almost 0.25L of (28). The 8*n*L represents the extra 8
registers area cost for n pipelines insertion.

Do the same calculation to find the delay relationship of
MUX and DEMUX with (28) to update the (27):

v D (0,46 10, () +1) XS

(31)

D’ =
n

The 0.46 here is because in STA report it can find that

(32)
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one AND gate’s delay is almost 0.46 time of a FF’s delay.
Use (31) and (32) to update the cost equation as shown in
(30):

Cost”’ =G’ X D”

=(G@+T7.5XL+9.5XnXL)

X (%+ (14 0.46 x1og,(n)) ><S>
’ (3)
=(G+7.5%XL) x;+9.5><L>< (D+Sxn)

+ (G+T7.5X L) x0.46 Xlog,(n)
+4.37TX LXS8XnXlog,(n)

In (33) only the “n” is a variable, the others are all
decided by the technology lib used which can be
considered as fixed values here. So the optimum solution
means to find out the minimum value of (33).

With the actual technology lib’s parameters. the fixed
values of (33) can be calculated as:

G =11.2579um? (34
D=1712.57ps (35)
L=0.67um? (36)
§=131.71ps @37)

Calculating the (33) with (34)-(37), the relationship curve
of cost’” with different n is showed in Fig. 4.

Fig. 4. Relationship curve of cost’’ with different n
According to Fig. 4 it is clear to see that when n=3 the

cost gets the minimum value which means the most
efficient pipeline architecture for SHA-256 calculation with
Intel 14nmtechnology lib is 3 pipelined architecture.

IV. PROPOSED DESIGN

To realize the 3 pipeline architecture of SHA-256 we
need to divide the SHA-256 calculation into 3 parallel
working flow in an efficient way. From the SHA-256
hashing algorithmwe can see what limits the computation
speed mostis (4)-(17). In fact the (1)-(3) can be done quite
earlierbut has to wait a very long time for (4)-(17) to finish
a round of whole SHA-256 computation. The proposed
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design is to optimize the (4)-(17) in order to get a better
performance in 3 steps.
A. Critical Path Analysis

To analyze the critical path of SHA-256 we unfold the
computation steps, which are showed in Fig. 5.

E(t) v\\@ D(t) ~_
F(t)-4Ch} " s T E(t)

G(t) / S

KeW() ~_ 7

H(t) - /\,\¢B}+ A(t+1)
AW <t Db
BI(t) I}B%
C(t)

Fig. 5. Critical path

The symbols in Fig. 5 are same as Fig. 1, and the “+”
represents the addition modulo 232. As known the most
problematic characteristic of SHA-256 is the addition
modulo 232, which slows down the speed heavily versus
the other calculation steps [16]. Based on this fact, we find
the most critical path in SHA-256 round calculation. As Fig.
5 shows, the most critical path is showed in dotted line,
which means from calculation e(t) to obtain a(t+1) in each
round is the longest path worth optimizing (same as other
long path with 3 “+” calculations).

B. Break Critical Path

To optimize the SHA-256 computation it needs to break
the critical path into shorter paths thus make it possible for
the whole computation chain to workat a higher frequency.
For this need, we consider each addition modulo 232
calculation as one basic unit of SHA-256 calculation in
each round. To separate all calculations we insert FFs to
each minimumunit.

E(t)
F(t) E(t+1)
G(t)
K+W/(t)
A(t+1)

Alt)
B(t)
C(t)

Fig. 6. FFs insertion

As Fig. 6 shows, we insert 4 32-bits FFs (The grey
rectangles) in each round of SHA-256 to separate all basic
units. With the insertion, there is only one addition
modulo 232 calculation between each two FFs. And the T1
(t) and T2 (t) mean the FFs for T1 and T2 calculation as
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what equation (4) and (5) show, n means the round number
of whole SHA-256 computation. T11 (t) and T12 (t) are
intermediate results for T1, “t” the same as before.

Because the long path is broken , we can run almost 3

times faster than before, but each round will take 3 cycles
now.
C. Reschedule With Parallel Pipeline

In standard SHA-256 computation, variable “A” to “H”
are calculated one after another. But most of themare just
a bit shifting operation which is much easier compared to
addition modulo 232 calculation. Consequently, we
reschedule the SHA-256 computation based on step B’s
basic units with parallel pipeline.

E(t+1)

A(t+1)

D(t+1)

cD
(t)

Fig. 7. Variable update

As Fig. 7showed, to achieve parallel computation, a key
intermediate FF “C_D” is added, to preserve C and update
D later. With this rescheduling the SHA-256 is separated
into 3individual steps to update “A” ~“H”, in subsequent
3cycles. The functional diagram in sequence is showed in
Fig. 8.

di L L L

P
HashO A-H inputfreHo) K+w401{ A0, | Doo) {Ereum kow(u] ABC(l) ] D(l) [ [ |
= ~— =
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[ FGH(Z) 1 Bc(z| ] AED) ] i |

i
HashOA-Houtput\ FGHm [ BC(l) ADE
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HashlAHlnputELFGH[O xwio] ABCO) [ (o) [ersuikewin] ABC() | Dft) 1
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HasmAHoutput\ FH(1) | Bcl)
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Fig. 8. Rescheduled parallel pipeline SHA-256

As the Fig. 8 shows, with parallel pipelines three
SHA-256 hashes can be calculated at the same time. The
hardware architecture is showed in Fig. 9.
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Kt+Wt(0)

ABCDEFGH(0)

Kt+Wt(1) SHA—256 DE
{ABCDEFGH(1)> '
ABCDEFGHleWl(Z)MUX computation| [MUX
ABCDEFGH(2)>—]

Fig. 9. Parallel computation SHA-256 hardware architecture

The proposed architecture gains 3 times performance
with a 3 times higher clock frequency, compared to the
standard architecture.

V. RESULT AND DISCUSSION

The proposed high performance parallel computation of
SHA-256 is successfully implemented in Verilog. The
hardware architecture is fully verified at RTL level and

synthesized with Intel 14nm technology lib. The
comparison results are showed below:
TABLEI
HARDWARE COMPARISON RESULTS
Clock(ps) Area(um?2) Power(mW)
Standard 1959 4916.7 3.3794
Proposed 653 14272.6 6.855

The proposed high performance parallel computation
hardware architecture of SHA-256 is 3times faster than the
standard architecture as we expected.

The area cost to achieve this improvement is 2.90 times
compare to standard SHA-256, which is because there are
reused function modules to save area.

The power of proposed parallel SHA-256 is just 2.03
times of standard SHA-256 to have same 3 times output.
That’s because the sequential logic consumes much
bigger power than the combinational logic, and the
proposed architecture can exactly save much sequential
logic.

VI. CONCLUSIONS

The parallel hardware architecture is the best solution to
achieve high processing speed and low power
consumption in hardware. This paper first builds the speed
and area modelwith SHA-256 algorithmand technology lib
to find the most efficient pipeline architecture is 3 pipeline
stages for SHA-256 realization. Then it is dividing and
updating the architecture with SHA-256 calculation
unfolding by FFs to give a high performance hardware
architecture for parallel computation in AISC. The design
is synthesized with Intel 14nm technology and the
comparison results demonstrated the improvement of 3
times computation speed with 50.7% power consumption,
at a cost of only 2.9 times area.
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