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Abstract—In ESS2008, Yang et al. suggested a key-exposure-
free chameleon hashing scheme, and it can be used to design
signature and some other cryptography mechanism. In this
paper, we construct a new timeliness optimistic fair exchange
protocol based on this key-exposure-free chameleon hashing
scheme. The new scheme does not require the use of interactive
zero-knowledge proofs in the exchange phase. In our scheme,
both parties can contact the trusted third party and settle
the argument before the deadline. Moreover, the new scheme
achieves fairness and timeliness.
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I. INTRODUCTION

Fair exchange of electronic information (contract signing,
e-cash payment, etc.) is one of the main security problems
in e-commerce transactions. A fair exchange protocol (FEP)
is defined to ensure no party in an electronic commerce
transaction can gain an advantage over the other party by
misbehaving, misrepresenting or by prematurely aborting
the protocol. In other words, an exchange protocol achieves
fairness if it guarantees that either both parties obtain each
other’s data or none of them get anything useful. Fair
exchange protocols can be broadly categorized into three
types: (I) gradual exchange protocols [1, 2]: This kind of
scheme requires many steps of interactions for exchanging
message; (II) protocols requiring an online trusted third party
(TTP) [3]: An online TTP who acts as a mediator receives
the message from both parties in each transaction and then
forwards them to the accurate receiver; (III) protocols requir-
ing an offline TTP (or optimistic fair exchange protocols)
[4-6]: The offline TTP does not participate in the actual
exchange protocol in normal cases, and is invoked only in
abnormal cases to dispute the arguments between the two
parties to ensure fairness.

Asokan et al. [4, 5] first proposed the optimistic fair
exchange protocol (OFEP) which is based on the concept
of verifiably encrypted signature (VES). In that scheme,
Alice encrypts her signature with the TTP’s public key, and

proves to Bob that she indeed encrypted her valid signature.
After receiving her expected item from Bob, Alice proceeds
to open the encryption. The approach of [4, 5] was later
generalized by [6], but all those schemes involved expensive
and highly interactive zero-knowledge proofs (ZKP) in the
exchange phase which greatly reduces the efficiency.

To improve efficiency, Park et al. [7] proposed a non-
interactive OFEP based on regular RSA signatures. The
protocol uses the ZKP only in the setup phase—this is a
one-time cost. Later, Dodis et al. [8] shown that the fair
exchange protocol presented by Park et al. [7] is insecure.
Recently, the notion of non-interactive OFEP has attracted
a great extension [9-14].

In ESS2008, Yang et al. [14] designed a key-exposure-free
chameleon hashing (KEFCH) scheme based on discrete log-
arithm assumption. Their KEFCH scheme is secure which
satisfies: collision resistant, semantic security, message hid-
ing and key exposure freeness. Yang et al. also proposed an
optimistic fair exchange protocol based on KEFCH scheme.
Unfortunately, the YYK scheme has two weaknesses. These
weaknesses may lead to an unfair situation that Bob can
obtain Alice’s signature, but Alice can not obtain Bob’s
signature.

In [15, 16], the authors proposed some discussions of
the most common timeliness-related mistakes and some
informal guidelines for the OFEP design. In this paper,
followed [15, 16], we construct a new timeliness optimistic
fair exchange protocol based on the KEFCH scheme [14].
The new scheme does not use VES and does not require
ZKP in the exchange phase, which will greatly reduce the
communication overhead and managing cost. In our scheme,
both parties can contact the TTP and solve the exchange
whenever they want before the deadline. Furthermore, the
new OFEP achieves fairness and timeliness.

The rest of the paper is organized as follows. In Section
2, we introduce the concept of the CH scheme which is
proposed by Yang et al. In Section 3, a new timeliness
optimistic fair exchange protocol is presented. We analyze



the security of our proposed protocol in Section 4. Finally,
Section 5 concludes the paper.

II. OVERVIEW THE KEFCH SCHEME

Yang et al. [14] proposed a key-exposure-free chameleon
hashing scheme based on the discrete logarithm assumption.
The KEFCH scheme satisfies: collision resistant, seman-
tic security, message hiding and key exposure freeness.
Formally, the KEFCH scheme consists of the following
algorithms:

GenKey: Let t be a prime power, and E(Ft) is an elliptic
curve over finite field Ft. ]E(Ft) denotes the number of
points of E(Ft), and P is a point of E(Ft) with prime order
q, where q|]E(Ft). G is a subgroup generated by P . Hash
function H : Z∗q × {0, 1}∗ → Z∗q is cryptographic secure.
Choose two random elements x, k ∈ Z∗q , and compute Y =
xP , K = kP . The private trapdoor key is TK = (x, k),
and the public hash key is HK = (T,K).

Hash: Given a message m ∈ Z∗q , the label L ∈ {0, 1}∗,
randomly select r ∈ Z∗q . The chameleon hash function is
defined as follows:

h = Hash(L,m, r) = e(P +K) + rY,

where e = H(m,L).
UForge (Universal forge): Given the private trapdoor key

TK, the original hashed value (m, r) and the message m′

to be forged, a collision (m′, r′) can be found by computing

r′ = r + (e− e′)(x−1 + kx−1) mod q,

where e′ = H(m′, L).
Note that

Hash(L,m′, r′)
= e′(P +K) + r′Y
= e′(P +K) + rY + (e− e′)(x−1 + kx−1)Y
= e′(P +K) + rY + (e− e′)(P +K)
= e(P +K) + rY
= Hash(L,m, r).

SForge (Instance forge): Let (m, r) and (m′, r′) be a pair
of collision, i.e. Hash(L,m, r) = Hash(L,m′, r′), another
collision pair (m′′, r′′) can be computed by

r′′ = r′ + (e′ − e′′)(e− e′)−1(r′ − r),

where e′′ = H(m′′, L).
Indeed

Hash(l,m′′, r′′)
= e′′(P +K) + r′′Y
= e′′(P +K) + r′Y + (e′ − e′′)(e− e′)−1(r′ − r)Y
= e′′(P +K) + r′Y + (e′ − e′′)(P +K)
= e′(P +K) + r′Y
= Hash(L,m′, r′)

III. NEW OPTIMISTIC FAIR EXCHANGE PROTOCOL

In this section, we present a new optimistic fair exchange
protocol based on key-exposure-free chameleon hashing
scheme [14]. Before describing the new scheme, we intro-
duce some notations. IDA, IDB and IDT represent Alice’s,
Bob’s and TTP’s identities, respectively. Label L is used to
identify a specific protocol, and links all messages generated
in this protocol. We also assume that the communication
channel is secure. In practice, the secure channel can be
realized through cryptographic techniques. Our proposed
scheme consists of four procedures: Initialization, Main
exchange protocol (MEP), Abortion sub-protocol (ASP)
and Dispute resolution protocol (DRP). In the following,
we describe the new OFEP as a sequence of rounds, and
each round consists of multiple messages.

Initialization: Let t be a prime power, and E(Ft) is
an elliptic curve over finite field Ft. ]E(Ft) denotes the
number of points of E(Ft), and P is a point of E(Ft)
with prime order q, where q|]E(Ft). G is a subgroup
generated by P . Hash function H : Z∗p × 0, 1∗ → Z∗q
is cryptographic secure. Let (Sign, V er) be any provably
secure signature scheme. The TTP chooses two random
elements x, k ∈ Z∗q , and computes Y = xP, K = kP .
The private trapdoor key is TK = (x, k), and the public
hash key is HK = (Y,K). The TTP publishes params =
{E(Ft), q, G, P,H, (Sign, V er), HK}, while keeps TK
secretly. Alice has key pair (xA, YA) = (xA, xAP ), Bob
has key pair (xB , YB) = (xB , xBP ), where xA, xB ∈ Z∗q .

Main exchange protocol (MEP): Alice and Bob want to
exchange their signatures on the same message m. Let Alice
be the initiator. The main process of the MEP is shown as
follows:

Step 1. Alice→Bob : {L, T, IDA, IDB , IDT , (rA, σ
∗
A)}

Step 2. Bob→Alice : {IDA, IDB , (rB , σ
∗
B)}

Step 3. Alice→Bob : (rA, σA)
Step 4. Bob→Alice : (rB , σB)

In detail, as a initiator, Alice chooses a deadline T
which refers to the TTP’s clock, selects a random number
rA ∈ Z∗q , and computes H∗A = rAY . Alice runs the
signing algorithm Sign with the signing key xA to sign
the message H∗A, denotes σ∗A = SignxA

(H∗A). Then, Alice
sends {L, T, IDA, IDB , IDT , (rA, σ

∗
A)} to Bob.

Upon receiving {L, T, IDA, IDB , IDT , (rA, σ
∗
A)}, if

Bob does not agree with the deadline T , he can stop
the protocol. Otherwise, he uses Alice’s public key YA to
check the validity of (rA, σ

∗
A)}. If V erYA

(σ∗A) 6= rAY , he
does nothing, the exchange protocol ends without disputes.
Otherwise, he selects a random number rB ∈ Z∗q , computes
H∗B = rBY , and runs the signing algorithm Sign with his
private key xB to sign the message H∗B , denotes σ∗B =
SignxB

(H∗B). Then Bob sends {IDA, IDB , (rB , σ
∗
B)} to

Alice.



Upon receiving {IDA, IDB , (rB , σ
∗
B)}, Alice checks the

validity of (rB , σ
∗
B). If V erYB

(σ∗B) = rBY , Alice computes
the chameleon hash value HA = Hash(L,m, rA) = e(P +
K)+rAY and its signature σA = SignxA

(HA) for label L,
where e = H(m,L||IDA||IDB ||IDT ). Then, Alice sends
(rA, σA) to Bob. Otherwise, Alice invokes the ASP before
the deadline.

Upon receiving (rA, σA), Bob checks the validity of
(rA, σA) using Alice’s public key YA. If V erYA

(σA) =
e(P + K) + rAY , he computes the chameleon hash value
HB = Hash(L,m, rB) = e(P + K) + rBY , and its
signature σB = SignxB

(HB) for the label L, where
e = H(m,L||IDA||IDB ||IDT ). Then, Bob sends (rB , σB)
to Alice. If Bob dose not receive (rA, σA) or only receives an
invalid (rA, σ̄A), he executes the DRP before the deadline.

Upon receiving (rB , σB), Alice checks the validity of
(rB , σB) using Bob’s public key YB , if V erYB

(σB) =
e(P + K) + rBY , the protocol ends with success. If Al-
ice dose not receive (rB , σB) or only receives an invalid
(rB , σ̄B) , she executes the DRP before the deadline.

Abortion sub-protocol (ASP): If Alice claims that she
does not receive the message or receives an invalid message
from Bob after Step 1 of the MEP, she can execute the ASP.
The main process of the ASP is shown as follows:

Step a. Alice→TTP : {L,T ,IDA,IDB ,IDT ,(rA,σ∗A),
SignxA

(′′Abort the exchange′′)}
Step b.

IF (Request is invalid)
TTP→Alice : Signx(′′Request is invalid′′)

ELSE IF (State=DRP)
TTP→Alice : (rB , σB) and
TTP→Bob : (r∗A, σ

∗
A)

ELSE
TTP→Alice and Bob : Signx(L,IDA,IDB ,IDT ,

′′Exchange aborted′′)

In detail, if Alice wants to abort the exchange, she must
send the message {L,T ,IDA,IDB ,IDT ,(rA,σ∗A),SignxA

(
′′Abort the exchange′′)} to the TTP. The TTP checks its
validity, if any validation fails, the TTP sends the message
′′Request is invalid′′ to Alice. If the TTP is at the state
of the dispute resolution, the TTP sends their signatures
(r∗A, σ

∗
A) and (rB , σB) to each other. Otherwise, the TTP

sends the message ′′Exchange aborted′′ to Alice and Bob.

Dispute resolution protocol (DRP): If Alice or Bob
claims that she/he does not receive the message or receives
an invalid message from the other party, she/he can execute
the DRP. The main process of the DRP is shown as follows:

Case 1: Alice executes the DRP.

Step a. Alice→TTP : {L, T, IDA, IDB , IDT , (rB , σ
∗
B),

(rA, σA), SignxA
(′′Recovery′′)}

Step b.

IF (Request is invalid)
TTP→Alice : Signx(′′Request is invalid′′)

ELSE IF (State=Aborted)
TTP→Alice : Signx(L, IDA, IDB , IDT ,

′′Exchange aborted′′)

ELSE
TTP→Alice : (r∗B , σ

∗
B) and

TTP→Bob :(rA, σA)

In detail, if Alice executes the dispute resolution protocol,
Alice must send the message {L,T ,IDA,IDB ,IDT ,(rB ,
σ∗B),(rA, σA), SignxA

(′′Recovery′′)} to the TTP. The TTP
checks its validity, if the time exceeds the deadline T , or
V erYA

(σA) 6= e(P + K) + rAY , or V erYB
(σ∗B) 6= rBY ,

the TTP sends the message ′′Request is invalid′′ to Alice.
If the TTP is at the state of the ASP, the TTP sends the
message ′′Exchange aborted′′ to Alice. Otherwise, the TTP
computes r∗B = rB − e(x−1 + kx−1) mod q, then, sends
(r∗B , σ

∗
B) and (rA, σA) to Alice and Bob, respectively.

Notice that

Hash(L,m, r∗B)
= e(P +K) + r∗BY
= e(P +K) + rBY − e(x−1 + kx−1)Y
= e(P +K) + rBY − e(P +K)
= rBY
= H∗B

Case 2: Bob executes the DRP.

Step a. Bob→TTP : {L, T, IDA, IDB , IDT , (rA, σ
∗
A),

(rB , σB), SignxB
(′′Recovery′′)}

Step b.
IF (Request is invalid)

TTP→Bob : Signx(′′Request is invalid′′)

ELSE IF (State=Aborted)
TTP→Alice : Signx(L, IDA, IDB , IDT ,

′′Exchange aborted′′)

ELSE
TTP→Alice : (rB , σB) and
TTP→Bob:(r∗A, σ

∗
A)

In detail, if Bob executes the dispute resolution protocol,
Bob must send the message {L, T, IDA, IDB , IDT , (rA,
σ∗A), (rB , σB), SignxB

(′′Recovery′′)} to the TTP. The TTP
checks its validity, if the time exceeds the deadline T ,
V erYB

(σB) 6= e(P + K) + rBY , or V erYA
(σ∗A) 6= rAY ,

the TTP sends the message ′′Request is invalid′′ to Alice.
If the TTP is at the state of the ASP, the TTP sends the
message ′′Exchange aborted′′ to Bob. Otherwise, the TTP
computes r∗A = rA − e(x−1 + kx−1) mod q, then, sends
(rB , σB) and (r∗A, σ

∗
A) to Alice and Bob, respectively.



Notice that
Hash(L,m, r∗A)
= e(P +K) + r∗AY
= e(P +K) + rAY − e(x−1 + kx−1)Y
= e(P +K) + rAY − e(P +K)
= rAY
= H∗A

IV. SECURITY DISCUSSIONS

The kernel of the new optimistic fair exchange protocol
is the KEFCH scheme. So, the security of the new OFEP
follows directly from Theorem 1.

Theorem 1. The key-exposure-free chameleon hashing
scheme is secure under the assumption of the discrete
logarithm problem (DLP) in G is intractable.

Proof: The scheme satisfies the properties: collision resis-
tance, semantic security, key exposure freeness and message
hiding. We refer the reader to [9, Section 3] for the concrete
process.

The new optimistic fair exchange protocol satisfies the
following features:

Theorem 2. The new OFEP satisfies the effectiveness
requirement.

Proof: We assume that both Alice and Bob are honest, thus
they will follow the MEP properly. They can obtain each
other’s signature without the involvement of the TTP when
the exchange protocol ends. So, the new OFEP satisfies the
effectiveness requirement.

Definition 1. The new OFEP is fair if it guarantees that
either both parties obtain each other’s data or none of them
get anything useful when the protocol ends.

Theorem 3. The new OFEP satisfies the fairness require-
ment.

Proof: The proof can be completed by the following steps.
There are three possible cases that Alice can get Bob’s

signature. Firstly, Alice and Bob perform properly, Alice can
obtain Bob’s signature at step 4. Secondly, Alice executes the
ASP, if the TTP is at the state of the dispute resolution, Alice
can obtain Bob’s signature from the TTP. Thirdly, Alice
executes the DRP, and must send {L,T,IDA,IDB ,IDT ,(rB
σ∗B), (rA, σA)} to the TTP. However, according to the DPR,
the TTP will compute (r∗B , σ

∗
B) for Alice only if {L,T,IDA,

IDB ,IDT ,(rB , σ
∗
B),(rA, σA)} are valid. Then, the TTP will

forward (r∗B , σ
∗
B) to Alice.

There are two possible cases that Bob can get Alice’s
signature. Firstly, Bob can obtain Alice’s signature after
the step 3, while they perform properly. Secondly, Bob
executes the DPR, and must send {L, T, IDA, IDB , IDT ,
(rA, σ

∗
A), (rB , σB)} to the TTP. However, according to the

DPR, the TTP will compute (r∗A, σ
∗
A) for Bob only if Bob

gives correct {L,T,IDA,IDB , IDT ,(rA, σ
∗
A),(rB , σB)} to

the TTP. Then, the TTP will forward (r∗A, σ
∗
A) to Bob.

According to the definition 1 and the proof above, the
new OFEP is fair.

Definition 2. (Timeliness) Each party can finish the
protocol at any time without loss of fairness.

Theorem 4. The new OFEP satisfies the timeliness re-
quirement.

Proof: Timeliness refers to the protocol to be ended in
a limited time, and does not undermine the fairness. Alice
and Bob can contact the TTP and finish the execution of
the exchange at any moment. According to the new OFEP,
Alice can conclude the protocol in one of the two ways:
• executes the ASP to abort the exchange before step 3.
• executes the DRP to settle the argument before the

deadline T .
Bob can conclude the protocol in one of the two ways:
• stops at any time before step 2.
• executes the DRP to settle the argument before the

deadline T .
To sum up, the new OFEP satisfies the timeliness require-

ment.

Theorem 5. The new OFEP satisfies the non-repudiation
requirement.

Proof: According to the Initialization of the new OFEP,
we assume that (Sign, V er) be any provably secure signa-
ture scheme. With this signature scheme, not only any third
party can not forge the signatures of Alice and Bob, but
also Alice and Bob can not deny their signatures that they
really signed. So, the new OFEP satisfies the non-repudiation
requirement.

V. CONCLUSION

According to Yang et al.’s OFEP [14], Bob can execute
the DRP to finish the exchange, but Alice can not execute
the DRP at any moment even in case of not receiving Bob’s
signature. In fact, the authors stated that Alice does not need
to execute the DRP. Unfortunately, this kind of resolution
has two weaknesses. Consider the following scenarios: (I)
after step 1 of the YYK scheme, Bob has the advantage
of carrying on the exchange at a time of his choice (e.g.,
Bob does not send his signature to Alice, or he delays the
exchange intentionally). Alice may have to wait indefinitely.
Because, the protocol does not ensure a deadline for Bob to
contact the TTP ; (II) if Bob sends an incorrect signature to
Alice, Alice can detect this, and halts the protocol. Then,
Bob may execute the DRP. The TTP would accept the
request, and recover Alice’s signature to Bob. This may
lead to an unfair situation, because Bob can obtain Alice’s
signature, but Alice can not.

In this paper, we proposed a new optimistic fair exchange
protocol with timeliness based on the key-exposure-free
chameleon hashing scheme [14]. The new protocol over-
comes those weaknesses. So, both parties can contact the



TTP and solve the exchange whenever they want before the
deadline. Furthermore, the new OFEP achieves fairness and
timeliness.
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