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Abstract — In this paper, we propose a novel algorithm for
pattern matching at multi gigabit network. It is called as the
IPM. Our proposed algorithm can minimize the system
overhead which is generated to extract patterns at out-of-
sequence packets since the IPM does not require a buffering,
reordering and reassembling to keep sequence of packets. Our
proposed algorithm performs independently partial pattern
matching to extract the pattern from incoming multiple packets
at multi gigabit network. The IPM is implemented by FPGA,
TCAM and SRAM. Consequently, we show the IPM can reduce
87% of TCAM entries to extract 17 bytes pattern and w=4.
Moreover, we observed that IPM can perform the scanning of
packets at 10.941Gbps and it spent 5.79LC/Char to implement
the IPM. Then, we achieved the 1.89 Gbps/LC of PHC score.
This means that IPM provides the optimal performance in
contrast with hardware complexity. Therefore, we propose the
cost-effective algorithm to extract the pattern at multi gigabit
network.

Keywords— Pattern Matching, IPM, TCAM, FPGA, Out-Of-
Sequence packet

I. INTRODUCTION

Recently, Internet popularization is caused to increase
network traffic for services like e-business, VoIP, VoD and
P2P. Data for these services is divided into multiple packets
with fixed size. Sometimes, it may not guarantee a stable
service by an abnormal situation on network. To guarantee
QoS for real time service like VoIP, it must be kept steady
packet delivery time between peer to peer points. TTA
(Korea Telecommunication Technology Association) had
measured the QoS for VoIP service by packet delivery time
on August, 2004. MOS (Mean Opinion Score), which is a
value to measure QoS for VoIP service, is changed from 3.0
to 3.8 in this experiment. MOS is kept more than 3.8 to
supply a stable VoIP service. This means that it is important
to guarantee a steady packet delivery time in order to satisfy
QoS for the real time service like VoIP.

Internet popularization yields to intrusion type through a
network from direct to indirect intrusion as well as increasing
network traffic. Indirect intrusion reveals to the information
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and destroys the system after worm virus or spyware — Codered,
Trojan horse, Nimda - in packets are hidden, and infected to the
system. To prevent the indirect intrusion, it detects the
abnormal behaviour from incoming packets and then report to
administrator. The abnormal behaviour is commonly called the
violation of the security policy, and malicious activities which
hinder an integrity, confidentiality and availability.

To gurantee QoS for real time servie and prevent the indirect
intrusion, it is necessary the special function — called DPI
(Deep Packet Inspection) to inspect TCP header and payload
and extract the pattern. The DPI will identify and classify the
traffic based on a signature database that includes information
extracted from the data part of a packet, allowing finer control
than classification based only on header information [20].

NIDS is the system to perform the DPI. In general, the NIDS
(Network Intrusion Detection System) uses the method of
pattern matching or a statistical analysis to detect the indirect
intrusion activity on network. The method of pattern matching
extracts signatures from network traffic by using the pre-
defined rule-set. The performance of signature-based NIDS has
been shown to dominate by the speed of string matching
algorithms. Snort is signature based open source network
intrusion prevention and detection system (IDS/IPS) developed
by Sourcefire[21]. Measurements on Snort show that 31% of
total processing and 80% in the case of Web-intensive traffic
are due to string matching[6][15]. Moreover, an implementing
of different algorithms achieves up to 500% increasing in
performance for Snort 2.0[15][19]. There are two kinds of
NIDSes, namely software based NIDS and hardware based
NIDS. Software based NIDS is not suitable to perform the
pattern matching at multi gigabit network because of a
performance issue. For example, Snort equipped with a dual 1-
GHz Pentium III system can sustain a throughput of only
50Mbps.[17] Therefore, it is necessary a hardware based NIDS
to excute the real time pattern at multi gigabit network.

We propose a novel pattern matching method — called /PM
(Independently Pattern Matching) - for hardware based NIDS.
IPM minimizes an additional memeory and high performance
processor to require for extracting the pattern at out-of-
sequence packet. It is commonly called the system overhead in
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this paper. We adapt TCAM to extract parts of signatures
from incoming multiple packets at wire speed and FPGA to
implement our proposed algorithm.

This paper is organized as following: we reviewed the
related work and summarized the relevant TCAM
background and described the network attribute in Section 2.
We define a problem for pattern matching at OOS (Out-Of-
Sequence) packet in Section 3. Section 4 and Section 5
explain our proposed scheme and performance evaluation.
Finally, we conclude the paper in Section 6

II. RELATED WORK

It has been extensively studied about pattern matching. In
this section, we discuss the previous pattern matching
scheme and network attributes to explain the system
overhead. We first review software based pattern matching
scheme and explain to hardware based pattern matching
scheme.

A. Software based pattern matching scheme

The most influential software-only algorithms are: KMP
(Knuth-Morris-Pratt), BM (Boyer-Moore), Aho-Corasick
and Commentz-Walter[13]

These methods are based on the brute force algorithm. The
KMP and BM are designed for a single pattern matching.
These algorithms build a skip table to avoid back tracking
and to help shift forward. The scanning time for m bytes
pattern in n bytes packet is O(n+m). If there are k patterns,
the scanning time is O(k(n+m))[14].

Aho-Corasick and Commentz-Walter are proposed for
multiple pattern matching. These algorithms are pre-process
the pattern and build a finite automaton which can process
the incoming packet in O(n) time.

The algorithms for contents based packet handling have
been proposed from a few years ago. The AC BM (Aho-
Corasick-Boyer-Moore) algorithm, which is proposed by
Silicon Defence, combines with the BM and AC algorithms
[18]. The SBMH (Setwise Boyer-Moore-Horspool)
algorithm increases an average performance better than Aho-
Corasick and Boyer-Moore. These algorithms like BM_AC
and SBMH can increase a performance of pattern scan.
However, a software-only pattern matching is not adapted for
a pattern matching at multi gigabit network because of a
performance issue.

B. Hardware based pattern matching scheme

It requires hardware based pattern matching scheme to
resolve a performance issue of software based pattern
matching scheme. Normally, hardware based pattern
matching scheme uses a bloom filter, CAM or TCAM with
co-processor as a hardware component. We adopt TCAM,
SRAM and FPGA to implemnet our proposed algorithm.
TCAM is used for scanning of pattern from the incoming
packets at wire speed, and FPGA is used for increasing the
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performance of pattern matching due to their reconfigurable
capacity and parallel ability.

C. Bloom Filter

Dharmapurikar[11] proposed the parallel bloom filter for a
multiple pattern matching. Bloom filter has a space effective
data structure to inspect the signature. These signatures have
saved to calculate lots of hash functions on rule-set. This
approach is difficult to handle with thousands of signatures.
Bloom filter has two kinds of disadvantages. First, there is the
bottleneck by hash collision which is generated to extract the
extra lookup from a hash table. To resolve this disadvantage,
Song and Lockwood proposed the EBF (Extended Bloom
Filter) which removes an additional hash table and uses the
information to increase a lookup speed. Second, the bloom
filter has a parallelism restriction since a parallel bloom filter
should be built to bloom filters for all kinds of patterns
according to a pattern length. That is, the parallel bloom filter
and EBF is possible to scan less than hundreds of patterns since
a pattern length is possessed diversely from tens to thousands
bytes.

D. TCAM (Ternary Content Address Memory)

The general memory - SRAM, DRAM and Flash Memory -
searches the data with the address but CAM searches the
address with the data. According to the supporting logic state,
CAM is classified into the BCAM (Binary Content Address
Memory) and TCAM (Ternary Content Address Memory).
TCAM provides patterns to search not only ‘0’ and ‘1° but also
“don’t care” state. On the other hand, BCAM supports only ‘0’
and ‘1’ logic state. TCAM can contain more information than
the same size of BCAM since “don’t care” state can minimize
the table size to retrieve the information. Entry is a minimum
unit to store the information on TCAM. TCAM is a high speed
and expensive memory which is possible to search information
in one clock. Accordingly, TCAM based pattern matching
scheme is important to search more than patterns on same size
of TCAM. Figure 1 shows the internal block of TCAM.

F. Yu and R. H. Katz[14] proposed TCAM based pattern
matching scheme. This scheme separates the long pattern to
several short pattern with TCAM width and is compared with
TCAM entries and incoming packets. Gao and Zhang[18§]
proposed a pattern matching scheme to increase performance of
the pattern matching. Gao and Zhang used two kinds of
TCAMs which are called the front and the back TCAMs for
pattern matching. These methods are considered only single
pattern. Sung[16] proposed the m-byte jumping window to
support the pattern matching at multiple packets and increase
the performance of a pattern matching. Sung also performed
the pattern matching per m bytes. Here, m is the width of
TCAM. The above methods for the pattern matching are based
on the hash or the linked list mechanism.

We are commonly called the sequential pattern matching
since hardware based pattern matching scheme applies the hash,
the linked list, DFA (Deterministic Finite Automata) or NFA
(Non-deterministic Finite Automata) for pattern matching.
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According to the kinds of packets, TCAM entries are
dramatically increased in the sequential pattern matching.
We discuss about this problem in Section 3.

Entry #n

_Packet | Entry #0 Ind
Priority ndex

Encoder

Memory

Content

o

TCAM

Figure 1. The internal block of TCAM

E. Network Traffic Attribute

Data is transmitted to destination by the single or more
than two packets. Sometimes, packets cannot keep the
sequence of packets by abnormal situation on network. These
packets, which do not keep the sequence of packets, are
generated by a changing routing path and a packet loss. In
this paper, these packets are commonly called the OOS (Out-
Of-Sequence) packet. Receiver performs the fast
retransmission algorithm with duplicated ACKs when it
received the OOS packets at receiver. The fast retransmission
leads to decrease a network bandwidth by reducing CW that
TCP transmitter regards to generate network congestion in
TCP receiver. TCP receiver delivers packets to higher layer
in a regular sequence. Packets are buffered to reassemble and
reorder for keeping the sequence of packets when it received
the OOS packet. It requires an additional memory for
buffering and a higher performance processor for reordering
and reassembling to maintain the sequence of packets. The
OOS packet is classified into the reordering and
retransmission packets. Reordering packets are generated by
changing routing path. Retransmission packets are generated
by packet loss. According to the study of Bennett [2], Paxon
[3] and Jaiswal [9], OOS packet is accounted to 2-5% of the
whole packets. Y. Wang [5] analysed the attributes of OOS
packet about 200 thousand connections with 3.3 million
packets which were generated during 20 days in 2003. In the
study of Y. Wang, 5.79% of whole sites received the OOS
packet, and the frequency of OOS packet is concentrated on
20% of sites which received the OOS packet. 90% of
reordering packets have the time interval less than 5.1ms but,
only 3.5% of the retransmission packets have the time
interval less than 5.1ms. Some retransmission packets have
the time interval more than one second. In case of the packet
interval, 95.3% of the reordering packets have a packet
interval less than 2 packets but 79.9% of the retransmission
packets have the packet interval more than 3 packets. There
are the retransmission packets with 55 packet interval.

III.PROBLEM DEFINITION

String R= ry, r;, ..., I,y 1s separated to a finite set of
substrings » = by, by, ..., b,; 0<n<m-1, then transfer to
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destination with packet headers through the network. Here, b is
a byte. Packet is comprised of a header and payload. In our
paper, a payload is called as the substring. Text T=ty, ¢, ..., t.;,
j=1,2,...,n , which is called as a pattern, is divided to a finite
set of subtexts #. ¢ is concealed in substrings then transfer to
destination. If T is extracted from only one substring, it is
called as a SSPM (Single Substring Pattern Matching). If T is
extracted more than two substrings, it is called as a MSPM
(Multiple Substring Pattern Matching). In this paper, we
assume that 7 has been extracted at two substrings. Two
substrings are denoted to r;, r;;. The p;is a packet interval
between r; and r;+;. If p; is m, it requires an additional memory
that size is m x I. Here, [ is the length of »; and r;.;. Generally,
hardware based pattern matching schemes saves the incoming
packets in order to detect 7 from OOS substring since it uses
the sequential pattern matching.

Fi 7
Al
C A C A

bo, by, b, by e ‘u. bers, Berz, *00, i | 0000® | f, f) [y ree “les | bo, by, ba, b3, et

Figure 2. In case of OOS substring, the position of text at r; and r;,;

IV.PROPOSED PATTERN MATCHING SCHEME

We propose a novel pattern matching scheme — called the
IPM (Independently Partial pattern Matching) - to minimize
the system overhead which is generated by buffering,
reordering and reassembling to extract 7 at the OOS substring.
Our proposed algorithm uses TCAM and FPGA for a pattern
matching from incoming substrings at multi gigabit network.

A. Proposed pattern matching scheme

IPM is consists of three kinds of stages for pattern matching.
IPM constructs the TCAM table in the first stage. To construct
TCAM table, T is divided to several number of substrings for
MSPM. Here, the length of subtext is equal to TCAM width as
denotes w. To minimize the system overhead, our algorithm
performs independently partial pattern matching. When IPM
performs the partial pattern matching, IPM does not require a
relation on the matched sequence between each subtext. If a
subtext is extracted, the related information is saved into the
lower cost memory like SRAM to decrease hardware cost. We
explain the related information at the later section. This
information is used to make decision whether T is detected or
not in the next stage. The Second stage performs no bearing on
the arrived sequence of substring. Finally, the last stage is
called as the distance inspection. The distance inspection
performs the procedure to calculate each distance of matched
subtext. IPM is considered to detect T if the result of calculated
distance is zero or meets a matched condition. IPM executes
each stage in parallel like pipeline. We explain more detail
about each stage at the following section.

B. Stage 1 : constructing searching table on TCAM
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Stage 1 performs to construct the searching table on
TCAM. As explaining in section 3, our proposed algorithm
applies to TCAM for scanning subtexts at real time on multi
gigabit network. It cannot be changed the width of TCAM if
it is once determined in the initial process. In this paper,
entry is mapped to subtext and text is divided into several
subtexts for MSPM. The length of a subtext is the w bytes.
The w bytes are equal to the width of TCAM. Subtexts are
mapped to the entries on TCAM. This process is called as the
constructing the searching table on TCAM in this paper. We
assume 7="7/2345" and w = 4. It needs only two entities (“--
-17, “2345”) for SSPM. To extract 7="12345" at sequence
packet, it needs four pairs of TCAM entries (“---17, “2345”),
(“--127, “345-7), (“-123”, “45--") and (“12347, “5---7).
Unfortunatly, in case of the sequential pattern matching, it
requires the additional four pairs of TCAM entries
(“23457,--17), (“345-7,--127), (“45--",%-123”) and ( “5---",
“1234”,) as well as TCAM entries to extract 7="12345" at
sequence packet. The size of searching table is exponentially
increased as length of pattern is linearly increased. If each
pair of TCAM entries is extracted, it is a necessary and
sufficient condition to detect 7="72345" at our algorithm.
This condition is generated at the stage 2. The relationship of
TCAM entries can depict to matrix like Figure 3. Each pair
of TCAM entries can describe to row elements of matrix.

———1 2345
| --12 45—
T 103 45—
1234 5———

Figure 3. Subtext matrix for T="12345"

(1) is the normalized matrix to detect 7 from the incoming
substring. Here, a is ceil(l/w) and b is w-1.

Y S T f
1 2 3 a
o8 5 . s
mo=| G B .. t§ (1
7R A ty |

C. Stage 2 : IPM(Independently Partial pattern Matching)

This stage is composed of two kinds of processor:
IPM _OP and IPM_CON. IPM OP extracts subtexts from
incoming substrings, IPM_CON confirms the necessary and
sufficient condition to transit into the next stage.

To extract subtexts, IPM_OP uses a shift register — called
SR (Scan register) - with w bytes. SR fetches the datum from
incoming substring and is compared with the datum and
TCAM entries. These processes are called the packet
scanning. The packet scanning is executed on each clock. If a
subtext is extracted at IPM_OP, the related information is
saved into SRAM since the possibility for extracting subtexts

ISBN 978-89-5519-146-2

- 1577 -

is remarkably lower than the frequency of a packet scanning.
The related information is used to move into the next stage and
to decide whether T is found or not. The related information
denotes i(g,/,m,s,e). i(g) is the position of 7 which is located at
strings. This is mapped to a sequential number in case of TCP
packet. i(l) indicates the position which is extracted the subtext
from substrings. That is, i(J) is equal to the movement count of
SR for SSPM and MSPM. i(m) shows the matched status
whether a subtext is found or not. i(s) and i(e) are the specific
position which supports to increase performance of our

algorithm. i(s) sets to 1 if i(l) < w, and i(e) sets to 1 if i(]) < (/-
w). The related information has one by one correspondence

relation with the element of m, Following is the matrix for
related information.

1 -2 a

ll ll ll uuuuu ll

1 -2 3 .a

12 12 lz ----- 12

— 1 -2 .3 .

mp=\i; iy 0y e i (2)
2 -a
L Iy Iy lp  eeene 13 |

For MSPM as well as SSPM, our algorithm requires only
i(glmse) and IPM _CON. IPM CON is generated in
regardless ordering of incoming substring. We denote i, as all
element of y-th row at m,. IPM condition sets to one when i,(m)
is one. This condition is easily implemented to combination
logic with a input and-gates and b input or-gate. Figure 4
shows the combinational logic for IPM condition.

ifo————
[

i(m)

I

if'(m)

iy(m)

i3m) N\
i3(m)
T eeee—| /
i3(m)
) ecc0 sooe j e
2
iy (m). \ ‘
i (m)
0000 — /
oy———

im—

ipm_____ |
i (m)y—————]
0000

i (m),

Figure 4. Combinational logic to generate the IPM_CON

D. Stage 3 : Distance Inspection

This stage calculates the distance between each matched
subtext and determines whether 7 is extracted or not. Our
proposed algorithm uses i(g, /, s, e) without i(m) to calculate

the distance between each matched subtext. We define i;‘ as

the related information for an element of x-th row and y-th
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column. Here, x = 1,2,3,...,aandy = 1, 2, 3,.....,b. For SSPM,
(3) is the condition to decide whether 7 is retrieved or not.
i (@)=} (2)=0
M -is(h=w
i (b)—i5(b)=0
"By -iy(b)=0

3)

For MSPM, (4) is the condition to determine whether 7 is
retrieved or not.

i(g)-i(g) =1

Lx+1 X (4)
i, (b)=1,(c)=1

V. PERFORMANCE EVALUATION

A. Implementation

We use a few kinds of hardware devices to implement the
proposed algorithm. TCAM is used for pattern scanning at
multi gigabit network and returns the related information to
FPGA and SRAM. FPGA can be used for the fast pattern
matching due to their reconfigurable capacity and parallel
ability. IPMH (Independently Partial pattern Matching
Hardware) is FPGA to implement our algorithm. IMPH has
three kinds of internal blocks - MemlF, IPMGen and
Dislspect. MemlIF generates signals to save/reload the related
information on/from SRAM. IPMGen generates PM_CON.
IPM_CON is activated to the DisInspect. When Dislnspect is
activated, this block calculates the distance between each
matched subtexts with the related information. The internal
block of IPMH is illustrated in Figure 5.

ey ‘Pattern Matching Block #n

‘ Pattern Matching Block #2
Pattern Matching Block #1

TCAM

Substring

-
A

Figure S. The hardware internal block of our proposed algorithm

Alarm if text is matched

Dislnpection

SRAM MemlF

IPMH is made by AHDL (Altera Hardware Description
Laguage) which is simillar withVHDL or Verilog. We use
the Startix II. Startix II is a kind of FPGA family which is
manufactured by Altera corp. IPMH has spent 330 LC
(Logic Cell) and 14 clocks to extract the text with 57 bytes.
Here, width of TCAM is 8 bytes and m, is matrix with 8x8.
IPMH can excute the pattern matching at 330MHz.
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B. TCAM efficiency

TCAM efficiency means how many texts are extracted at the
same size of TCAM. Generally, the number of TCAM entries —
denotes e, — for SSPM is ceil(l/w). It requires e, x w of TCAM
entries to extract the text at MSPM without OOS packet. That
is, e, is ceil(l/w) x w. e,, is the number of TCAM entries for
MSPM without OOS substring. In case of sequential pattern
matching, it is necessary (I+w-1) x e, of TCAM entries to
extract a text at OOS substring since the sequential pattern
matching extracts a text after reordering the OOS substrings.
That is, e, is ceil(l/w)x(l+w-1)). e, is the number of TCAM
entries for MSPM including OOS substring. However, our
algorithm does not require the ordering and reassembling to
extract a text at OOS substrings. Therefore, our algorithm
needs only e, for pattern matching at OOS substring.

Snort version 2.4 has 2,535 unique patterns. The average
length of patterns is 17 bytes and maximum length of patterns
is 364 bytes. We are depicted to the number of texts in Figure 6.
Figure 6 shows the difference of TCAM efficiency between our
proposed algorithm and the sequential pattern matching. Here,
the size of TCAM is 100Kbyte and the width of TCAM is 4
bytes. IPM is possible to extract 2084 texts on TCAM which
size is 100K bytes. However, it is only support 250 texts on
same size of TCAM in case of the sequential pattern matching.
Consequently, IPM saves 87.99% of TCAM entries which use
to extract the pattern at the sequential pattern matching scheme.

= Dzqquential(W=1Dvts)
—B— MW —4Bye)

2000

1200

1000

AN

0015 20 25 30 3 4d 4% 5 S

The Mumnber of Text{ 100K 1)

Text Length(Dyte)

Figure 6. The efficiency of TCAM (TCAM size = 100KByte)

C. Performance in contrast with hardware cost

In this paper, the hardware cost means the amount of
resources which is used to implement for pattern matching. The
hardware cost of IPMH is 5.79 LC/Char since the proposed
algorithm spent 330 LC to extract a text with 57 bytes.
Throughput for our algorithm is 10.941 Gbps since IPM spend
14 clocks to extract a text with 57 bytes. IPMH is possible to
perform a pattern matching on 330MHz. The PHC
(Performance per Hardware Cost) is defined as the throughput
per one logic cell. PHC score is 1.89 Gbps/LC on our algorithm.
If a algorithm is a higher PHC score than g algorithm, o
algorithm is possible to implement the pattern matching with a
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lower hardware resource than f algorithm. IPM has higher
87% of PHC score than Sourdis which has the second of
PHC score.

| |
2 [ P 1890
1.8

04
] & oo 318

Figure 7. The PHC (Performance per Hardware Cost)

VI. CONCLUSIONS
In this paper, we propose the novel algorithm — called

IPM - for real-time pattern matching at multi gigabit network.

IPM performs the pattern matching operation to minimize
the system overhead which is generated to extract the pattern
at OOS packet. Therefore, IPM has higher performance and
lower hardware complexity than the sequential pattern
matching. IPM can reduce 87.99% of TCAM entries than the
sequential pattern matching scheme. Our algorithm spent 330
LC and 14 clocks to extract the pattern with 57 bytes. It gets
1.89Gbps/LC for the PHC. IPM is suitable to a cost-effective
system for pattern matching since our algorithm has a higher
PHC score than other algorithm. IPM is possible to execute a
pattern matching at multi gigabit network. We show IPM can
provide better performance in contrast with hardware more
complexity than the sequential pattern matching. Therefore,
we propose hardware based cost-effective and high
performance pattern matching scheme which is possible to
adapt at multi gigabit network.
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