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Abstract— The Identity Management (IdM) is a technology for
systematically managing an entity's identity. There exist several
kinds of IdM technology and are complicated to present a
method for intersection and integration among them. It is also
difficult to provide a consistent level of security because of
mutually different certification mechanisms and strengths even
in case of using a same IdM technology. Although
authentication technologies manage the important role in the
security, the IdM technologies describe a correlation with the
authentication technologies in the abstract and general level.
They do not well present how to request the necessary
authentication technique and how to be offered as any kind of
authentication type.

This paper presents a method that provides an integration of
the IdM technologies through the common authentication
framework. The framework is able to configure dynamic CoT
(Circle of Trust) according to each authentication technology. It
also offers a consistent experience to the users not limited to a
specific CoT. If a user passes a specific authentication level, the
user can be offered an important service from non-trusted CoT
which has a different IdM technology. Namely, the proposed
framework provides the CoTs to integrate with dynamic
relationship in the Internet level.

Keywords— Circle of Trust, Dynamic relationship, Identity
Management, Interoperability

I. INTRODUCTION

Identity Management (IdM) is a technology for
systematically managing an entity's PII (Personal Identifiable
Information) and life-cycle. IdM is largely divided into
centralized, federated, and user-centric type. These types are
required to provide consistent identity life-cycle management
in common. But the existing centralized/federated types
specify a specific IdM scheme and a strict entity relationship.
They have too limited position and it is hard to expand
dynamically. On the other hand, the user-centric type is very
suitable for dynamic extension. Although the type has
various authentication schemes, it is difficult to convince that
the scheme is performed properly. Even if each entities use
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the same IdM technology, because of the different
authentication methods, it raises problems of the authentication
strength, convenience and so on. In case of centralized and
federated IdM, its security relies on the identity provider.
Therefore the trust relationship is limited to the CoT. In case of
user-centric IdM, it manages users’ identity to the Internet level
by establishing a dynamic trust relationship between the
entities. However the trust relationship is limited because a
relying party cannot convince the security of an identity
provider. Integration of the IdM technologies is also difficult in
case of a different types and a different authentication schemes.

We has been developed a single protocol to cover the
various authentication mechanisms by extending the SASL
authentication mechanism. It provides the user the negotiation
in a single protocol format. In this paper, we extend this
concept and implementation. Therefore we propose a
framework not only manage the authentication technologies not
involved in the ID management but also exceed the CoT within
the ID management scheme. The proposed authentication
framework applies to the ID management to provide universal
and static/dynamic trust domains (CoT), as well as support for
various authentication levels and services which can be
negotiated. Regardless of the interoperability and the ID
management scheme, the proposed framework can be applied
to integrate with ID life-cycle management, security (strong
authentication), authentication technologies, as well as
negotiation which includes security level mapping between the
entities which have different characteristic(ex. ID management
scheme and authentication methods).

This paper is consisted as follows. In chapter 2, we introduce
the status of the ID management technology and the
authentication framework, and will emphasize the need of the
cooperation between them. In chapter 3, we explain the
concepts and schemes for the proposed authentication
framework and then offer a detailed message, the protocol.
Chapter 4 enumerates the related works and the last we give a
conclusion and future research in chapter 5.

II. BACKGROUNDS
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Figure 1 shows the latest trend of IdM framework areas
and multi-factor authentication, and also represents their
relevance. The sites make the transition from the traditional
authentication frameworks to the ID management framework
or to the strong authentication framework. Although the ID
management technologies and strong authentication
technologies maintain their domains, the proposed
authentication framework works closely with each other and
leads the synergy effects [1,2,3,4].
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Figure 1. Transition of IdM framework area and multi-factor authentication
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From the perspective of the evolution of the ID
management  framework, existing ID  management
technology was oriented to the protocols such as SAML and
WS-FED, the service profiles, metadata for the maintenance
of the entity relationship. Recently, the IAF (Identity
Assurance Framework) [19] and IGF (Identity Governance
Framework) [20] from the Liberty Alliance has expanded to
consider the ID life-cycle. But they describe the association
with the authentication scheme in the abstract and general
level, and do not provide how the authentication technologies
are requested and provided.

Even if the user passes the same authentication technology,
there have different security levels (ex. Password strength of
id / pw). However it is out-of-scope in the traditional ID
management scheme. Even if the user has the same ID
management technology [5,6,7,8,9,10], it may provide
completely different security levels and user experience
based on the authentication scheme. It also causes the
confusion while the integration and the use. ID management
technology considers the security of the protocol level, but
the authentication process and authentication methods were
out-of-scope.

However recent hacking trends are not focus on the
vulnerability of protocol for the ID management, but the
vulnerability of the user terminal which uses the service. It
means, although the ID management scheme that provides
the convenience and reliability, sophisticated attacks such as
MITM (Man In The Middle), MITB (Man In The Browser)
[22] are still vulnerable to the ID management framework
itself and limit to provide a reliable level of authentication
for the ID management framework. To guarantee the reliable
level of authentication, we should consider how to provide
strong authentication while not undermine the convenience
of the ID management framework [11,12].

Evolution of the authentication strength is able to reduce
or block the mentioned threat of sophisticated attacks.
However, to adopt these authentication technologies in the
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actual application service, we have to define how to link these
technologies and the user's identity in the ID management
technology. While independent of the ID management, the
authentication technologies evolve to the mature frameworks
which provide stronger authentication (ex. smartcard, PKI, bio,
OTP) to the entity or resource. However, in the view of the
main purpose of the strong authentication technologies is the
reliable verification of the electronic identification, the
authentication technologies are required to define the terms of
cooperation with various ID management framework [1,2,3,4].
Maintaining the security level of reliability for the user depends
on the authentication technologies and methods. The ID
technology needs to consider the integration of certification and
authentication.

To meet the security requirements of existing applications, it
is needed to consider the current infrastructure and the
available authentication services. It also needs to define the
organized security level and apply the appropriate
authentication mechanism. If the authentication framework
applies only to one ID management technology or for a specific
authentication technology, it will be reduced the actual
utilization. Therefore, it is required that the authentication
framework is general-purpose and can be applied to the
multiple ID management schemes. Interoperable expansion is
needed to accommodate the traditional ID management cycle to
provide a reliable level of authentication. Finally, the
framework enables a more reliable level of security by
combining the ID management and strong authentication.

To summarize, an authentication framework must satisfy the
following conditions to work with ID management technology.

- Association with ID life-cycle and credentials life-cycle

- Seamless transition and integration with traditional
authentication infrastructure and ID management
infrastructure

- Guideline for the security level of services

- Common authentication methods and procedures for ID
management technology

- Various ID management services which do not referred
to the ID management standards.

- Common UX (User eXperience) without regard to ID
management

III.PROPOSED SCHEME

A. Basic Concepts

This paper presents measures to meet the above
requirements from the point of view about the interoperability,
life-cycle, security, and so on. Through a consistent and
independent UI, messages format, and the protocol, it provides
the interoperability regardless of the authentication methods
and ID management technologies (ex. SAML, CardSpace,
OpenlD). It also provides a flexible framework for
authentication methods and ID management schemes to
add/delete/change easily. In addition, without infringing on a
range of existing ID management technologies, it covers the
remaining part to apply easy integration. It runs an
authentication procedure according to the policy of life-cycle

Feb. 7-10, 2010 ICACT 2010



management, and provides various operations for the ID
lifecycle. According to the authentication level, the user
negotiates with the service provider about the authentication
method for a service. For the authentication methods, it can
support from id/pw to OTP and multi-factors.

This paper is largely based on the modeling for the type of
authentication technologies and basic requirements.
Therefore we need to classify security levels for each
authentication technology which are not mentioned in the ID
management schemes. Also, in order to perform the
negotiation which is one of the features highlighted in this
paper, it requires systematic mapping for the service level
and authentication technology. This paper presents the
warranty coverage with a simple combination of LoA (Level
of Assurance).

It is hard to expand the content of a token in ID
management schemes. Therefore we think the significant
contribution is that authentication framework covers this
expansion. To do this, this paper provides various
authentication levels whether with the support of ID
management technology by mapping LoA and the services.
The biggest contribution of this paper is to present a common
authentication framework for the integration of the ID
management schemes. It has the ability to configure dynamic
CoT for each authentication technology, and provides a
variety of experience to the user cause of not limited to the
specific CoT. Even a not trustful user from an ID
management CoT, if the wuser passes high-level
authentication in other CoT, the user can be served the
services. In other words, it combines a dynamic relationship
at the Internet level with the confidence.

B. Framework

Proposed authentication framework is consisted as follows.

ID management

technolo ‘ SAML ‘ ‘ WS-FED ‘ ‘ OpenlD ‘ ‘ ‘

User interface ‘ Consistent user experience ‘

. . . Authentication q
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Figure 2. Proposed authentication framework

el ]

The following describes each layer.

- ID management technologies; proposed authentication
framework can provide the services independent from the
applied ID management technology. It interprets the
authentication methods for each ID management scheme,

and then generates a token through the authentication process.

The token may include wuser's identity information,

authentication information/levels, and so on.
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- Consistent UI; It provides the same user experience
regardless of the authentication technology, multi-factor, and
ID management technology. The user is able to perform the
same task in the same screen when the user visits any site
which uses different ID management technologies or
authentication technologies.

- Features; Life-cycles for ID management and credential
(id/pw, certificate, bio, OTP) are organized as modular type.
Therefore each site is able to select the favorite ID management
technology and authentication methods. Over the traditional
id/pw and PKI, the proposed framework manages not only
stronger authentication such as OTP and bio but also multi-
factor authentication. It supports everything for this layer, but
the site determines what the technologies use.

- Policy; this layer manages the policies for negotiation, CoT
configuration, lifecycle management, and so on. Similar to the
metadata in SAML, it manages the supported services and
required security level for the supported services. By specifying
the other trust-able domain in point of authentication service, it
is able to configure the CoT which is set dynamically based on
the authentication method.

- Negotiation; this layer defines a protocol that specifies the
service level and the LoA to meet the agreement for the
appropriate security level with the user, the identity provider,
and the relying party. The user selects a desired level from the
presented levels, and forwards the issued authentication token
for satisfying the security level. Depending on the relying
party's policy, where the user can be issued is determined
dynamically.

After verified in the relying party of low LoA, the user may
want to access the relying party of higher LoA. In this case, the
user has to proceed with the negotiation process again because
the existing LoA is not valid for the access. Conversely, to
prevent this troublesome process, the user can negotiate with
higher LoA at first and deserve a service without additional
negotiation process.

- Authentication technologies; Authentication technologies
are optionally applied to satisfy the level of the relying party. It
also means that the user logs in the identity provider with the
following authentication methods, as well as manages the
authentication information.

C. Architecture

The authentication framework presented in this paper aims
to configure the dynamic CoT regardless of ID management
technology. Existing CoT is based on the trust relationship, and
uses the same ID management scheme. Also the authentication
levels are dependent on one or two mechanisms defined on the
identity provider on the CoT. If the proposed authentication
framework is applied, however, a service provider is able to
trust an identity provider dynamically without having to a
specific authentication protocol or authentication mechanism.
The user just issues an authentication token from the trust-able
identity provider and passes to the service provider. In case of
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multi-factor authentication, the user does not need to sign up
for the identity provider which supports all of the following
authentication methods. Among the identity providers which
the service provider trusts, the user chooses the identity
provider to get each authentication token.

CoT1(id/pw)

CoT4(id/pw)

CoT2(0TP)

B |dentity Provider
/\ Relying Party

Figure 3. Virtual service environment for the proposed authentication
framework

Figure 3 shows the virtual service environment. Various
CoTs in the figure mean that it is trusting environment go
beyond the kind of ID management technology. For example,
various ID management technologies can be used in the
CoT1. However every entity in the CoT1 trusts the identity
provider 'A'. The identity provider 'A' supports the ID
management technology which is used by the relying parties
in the CoTl. When the relying party requires an
authentication through their own ID management technology,
the identity provider 'A' is able to handle the request. The
identity provider 'A’' returns the id/pw-type token with the
corresponding ID management protocol.

If the relying party requires the same level of
authentication technology, the user can use a preferred
identity provider. It is similar to the OpenID and the
CardSpace, but it does not dependent on a range of ID
management technologies. For example, if the relying party
requires OTP authentication token, the user can select the
identity provider 'A' in the CoT2 or the identity provider 'C'
in the CoT4. If the user has an account on the identity
provider 'C' in the CoT4, the user receives an token after
authenticating the identity provider 'C'. In other case, the
relying party want an OTP token, but the relying party may
specify a list of identity providers or a specific identity
provider. It is similar to the federated approach, but the
proposed scheme can expand the trust range at easy. And it
does not depend on the ID management technology.

For multi-factor authentication, an existing identity
provider has to provide all the necessary authentication
technology. In addition, multi-factor authentication is
optional in the identity provider and relying party itself can
not require the function. It was not existed how to express
multi-factor authentication and message structure to receive
multiple authentication types at once. However, proposed
authentication framework has the structure of the message
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format to express a  multi-factor  authentication.
For example, identity provider 'A' located in the CoTl and
CoT?2 can provide both the id/pw and OTP as multi-factor. The
identity provider 'A' has an own OTP authentication system, so
it can verify the presented OTP token. Or the identity provider
'A" can verify the OTP token in the form of TTP(Trusted Third
Party).

Not only the case to support multi-factor authentication in an
identity provider, but also several identity providers may
participate in the creation of a multi-factor token. When the
relying party want to serve both id/pw and OTP as multi-factor
authentication, the user requests a id/pw token to the identity
provider 'A" and an OTP token to the identity provider 'C'. Then
the user integrates these received tokens and sends it.

IV.RELATED WORKS

A. Existing authentication frameworks

There already exist the multi-factor authentication
frameworks such as the authentication sharing framework
(ITU-T, x.sap-3, South Korea) [1], the ID sharing framework
such as SAML [14], and the distributed authentication
framework (Singapore) [9]. These models provide a service in
the form of trusted third party. Therefore, if the additional
authentication features are required, these models are able to
negotiate through their frameworks.

In case of the authentication sharing framework and the
distributed authentication framework, main purpose is to
provide the multi-factor authentication service. In case of the
identity sharing framework, however, main purpose is to
perform the effective ID management. It also performs the
multi-factor authentication service in addition. The major
difference between the frameworks is that whether the
framework vets the user's identity directly, or the framework
only verifies the multi-factor authentication. The identity
sharing framework is the former, and the authentication sharing
framework is an independent framework for the identity
verification.

B. SASL

SASL (simple authentication security layer) is an
authentication framework for providing authentication and data
security services in connection-oriented protocols via
replaceable mechanisms. It provides a structured interface
between protocols and mechanisms. The resulting framework
allows new protocols to reuse existing mechanisms and allows
old protocols to make use of new mechanisms. The framework
also provides a protocol for securing subsequent protocol
exchanges within a data security layer. [24]

Basic SASL protocol begins from the server passes the list
of authentication technologies to the client. When the client
selects one of the authentication technologies in the list, they
perform the authentication process through the selected
authentication technology. If the server requests an additional
authentication, the server passes the authentication request after
the previous authentication process.

The SASL is not associated with the ID management
technologies. There only exist how to authenticate with the

Feb. 7-10, 2010 ICACT 2010



authentication mechanism, but it does consider neither how
to register and manage the authentication mechanism nor
how to combine with the ID management technologies. In
the SASL, the negotiation means that the client is able to
select an authentication technology among the server list of
authentication technologies. Although the authentication
technology has different level of security, it is not mentioned
in the SASL.

It does not deal with the negotiation by indicating the
service level for each authentication technology, either. In
case of the multi-factor, the client cannot know how strong
level the server requires until the end of the protocol. The
client doesn’t know what authentication technologies are to
be conducted in any order. Because the SASL goes to the
next authentication only after the current authentication is
verified successfully.

V. CONCLUSIONS AND FUTURE WORKS

The existing ID management frameworks describe
abstract and general level for the association with the
authentication technology. So they do not present how to
request the necessary authentication technology but also how
to be provided the authentication token. Even the same
authentication technology, there are various levels of security
exist such as password strength of id/pw authentication. But
these descriptions were out-of scope in the ID management.
However, the recent hacking mostly uses the vulnerability
from the user terminal not the level of protocol which relates
with the ID management. It is still vulnerable to the
sophisticated attacks, and limited to provide a reliable
authentication in the ID management framework itself.
Therefore, to provide a reliable level of authentication, it
should consider how to provide more strong authentication in
the range of not undermine the convenience to the ID
management framework. In addition, it is largely dependent
on the authentication methods to maintain the reliable
security level (assurance) which the user requires. Therefore
the ID management technologies need to consider the
integration of related authentication technologies.

In this paper, we present a common authentication
framework to integrate the ID management technologies.
Proposed authentication framework is able to configure the
dynamic CoT for each authentication technology, and
provides the user a variety of experience. Regardless with the
ID management technologies, the user may receive the
valuable services from the trust-less CoT if the user passes
the high level of authentication. In other words, the proposed

framework combines he dynamic relationship in the Internet  [20]
while providing the confidence.

Although this paper presents the concept, we need to (21
define the detailed contents mentioned in the paper and
implement the proposed framework. At first, we should [22]
define the detail items which correspond to each of the layer
mentioned in the chapter 3. Authentication protocol, message (231
format, policies, and the operations to manage the ID |24
lifecycle must be defined. In addition, we must define how to
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map the LoA and the services. Proposed authentication
framework uses the FAME [21], however we have to expand
and classify it more effectively for providing the service
suitable for the LoA.
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