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Abstract— Ari Juels proposed yoking-proof protocol for
authenticating multiple tags using RFID system. Then, one-time
yoking-proof protocol, which is a lightweight version using
minimalist MACs was proposed. However, Ari Juels's protocol
is vulnerable to replay attack during the handshake process for
authentication between tags. Some solutions have been
proposed for making up for the vulnerability but those also had
some weaknesses in some ways. In this study, a protocol has
been proposed for making up for the vulnerability of one-time
yoking-proof protocol while allowing multiple authentications
instead of one, depending on the tag capacity.
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I. INTRODUCTION

RFID (Radio Frequency Identification) is a technology for
recognizing number of objects using radio frequency. It
consists of a tag with ID, a reader that reads the tag and a
back-end DB that manages ID information. RFID tag is
classified into active tag and passive tag, and this study is
related to passive tag. RFID tag is vulnerable if its
authentication process is not secured. Also. due to limited
capability of tag, the authentication of tag is difficult in terms
of technology and cost.

There have been many solutions proposed for multiple
tags authentication. One of them was from Ari Juels who
proposed a way to efficiently authenticate multiple tags using
yoking-proof. However, the standard version of the yoking-
proof requires a tag to deploy MAC (Message Authentication
Code) and it is cost ineffective. Then, Juels proposed one-
time yoking-proof, which is the lightweight version. It has
simplified the handshake process between tag and reader and
it uses one-time authentication using minimalist MAC.

However, the one-time yoking-proof protocol using
minimalist MAC is very vulnerable to replay attack. Because
only one authentication is allowed, if the first authentication
fails, the second one will be vulnerable in terms of security.
In effort to make up for such vulnerability, a study for using
timestamp was proposed but in the structure of timestamp,
time value will be increased and it is still vulnerable to replay
attack.

In this study, a protocol has been proposed where it
allows multiple authentication depending on the type of tag
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while being well protected against replay attack. The
composition of this study is as follows; Chapter 2 will briefly
describe the existing studies related to RFID and Chapter 3 will
illustrate the protocol proposed in this study, whereas Chapter 4
will analyze the security of the proposed protocol and Chapter
5 will be a conclusion.

II. EXISTING STUDIES RELATED TO RFID

A. Terms and symbols

The following terms and symbols will be used to describe
the protocol.

- T, : Refers to the RFID Tag A

- Tp : Refers to the RFID Tag B

- C, : A counter value of 74

- Cy : A counter value of T

- X, : A secretkey value of 7

- X3 : A secretkey value of Tp

- - Hash function

- MACy[viv2,...] : Use key hash values(vi, v2, ....) to
generate a message authentication code, similar to the
function f

- mMACy,[v1,v2,...] : minimalist MAC

- o/ B : Intermediate result values

- P, : Finally, when comparing the DB, the data transmitted
includes information for authentication

B. Related studies

1) Yoking-proof protocol standard cryptographic

Ari Jules's yoking-proof standard cryptographic protocol is
shown in Figure 1 and its authentication process is as follows;

Reader requests authentication to 7, through 'left proof'.
Then, T, hashes Cy, the current counter value to X, the secret
key, to produce r,, a random value. 4, the 7, identification
value, r4, the random value and C,, the counter value are
gathered into & and sent to the reader.

T sends to the reader the newly produced my and Cp, the
counter value and B, the identification value of T, where Tp
increases Cp by 1.

The reader requests authentication to 7 together with &
received from 7, through 'right proof. From & and Cj, T
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produces mp, the MAC value using X3. The reader sends ﬂ
to T, and T, uses X, to produce m,p, which is the MAC
value of & and ﬂ . And T increases C, by 1.

Tag T, Reader Tag Ty
Left Proof
7, =1y, [CJ P

a=A4cC,r) Right Proof, @

s
my =MAC, [@,C,]

B=(B,Cy,mp)

B=(B,Cy.my CyCy+l

my=MACy [a, | m
&
CocCard Py =(4,BC,.Cpmyp)

Figure 1 Yoking-proof protocol standard cryptographic

The newly produced mp is sent to the reader again and
P, the authentication value is sent proving that 7, and T
had been recognized simultaneously. P,z consists of 4 and B,
which are the identification values of 7, and T}, respectively,
and C, and Cjp, which are the current counter value of the
tags, and m 4, the message authentication code value.

In yoking-proof protocol standard cryptographic, MAC
function is used for message authentication. However,
because deployment of MAC function in RFID is costly, Ari
Juels proposed one-time yoking-proof protocol with
minimalist MACs.

2) One-time yoking-proof protocol minimalist MACs

One-time yoking-proof protocol using minimalist MACs
is shown in Figure 2 and is authentication process is as

follows;
Tag T, Reader Tag Tg
Left Proof
a=@r) | Right Proof, 7,
my, =MAC,[r,]
B,ry,my

s

m, =MAC,‘[r,]

P =By rymmy)

Figure 2 One-time yoking-proof protocol minimalist MACs

When the reader requests authentication to 7, through 'left
proof', T, sends r, to the reader. Here, unlike 2.2.1, r, is not
produced by 7, but the random value produced previously is
stored in the tag.

The reader requests authentication to 7 together with r
value through 'right proof. T generates an authentication
code Dby using the private key X for mMAC function.
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mMAC uses key bits 0 and 1 to produce the previously defined
authentication code value.

For instance, if there is mMAC function that expresses the
output of 8 bits, X; will be as shown as Table 1 and when
“11001001” is input as a function value, the output will be
“11111010”. If a vicious user inputs the function value where
all the bits are "0" and "1", MAC table of X; can be known
easily. Therefore, when producing authentication code using
mMAC, the authentication code should be produced and used
only for once.

Table 1 MAC Table of X;

X; 1| 2] 3] 4] 56| 7] 8
bit 0 1 0 1 1 0| o
bit 1 1 1 0 1 1 1 1 0

Ty is produced previously together with mp and it sends 73,
the one-time value produced by T3 to the reader. And the reader
sends rp to T,4. T, generates an authentication code m, by using
the private key X, for mMAC function.

Finally, 7, sends P, value to the reader proving that 7, and
T3 had been recognized simultaneously. P, value consists of 4
and B which are the identification values of 7, and Tp,
respectively, and C, and Cjp, the current counter value of the
tags, and m,, the message authentication code values.

However, One-time yoking-proof protocol minimalist MACs
is vulnerable to replay attacks and the verifier is unable to
know if »4 and 5, the one-time production values are actually
produced by the tag.

The replay attack on one-time yoking-proof protocol
minimalist MACs is shown in Figure 3.

1l

Reader

Tag T, Tag Tg

Left Proof

r =13, [C] WCur)
a= R

V=(.Cp.m,)

m,, =MAC, [a. ] n
AV

Right Proof, @

—_

B=B,Cy,my)

—

my = MACy [a,Cy]

Py =A4B,CCpm )

Figure 3 One-time yoking-proof protocol minimalist MACs Replay Attack

When the attacking reader with a vicious intent requests
authentication to 7, through 'left proof, he will receive r, value.
Then, he will send 7, the random number produced by himself
to T, as if it is 75 that he received from T3. He will eventually
receive m, of T4 using 7.

Being unable to know the authenticity of r, makes it
vulnerable to replay attacks.

ry received from T, is sent to T through 'right proof. Ty
produce normal mp and receives my and normal rp from the
attacking reader. Replay attack will be successful where both
T, and Tp are recognized simultanecously.
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III. THE PROPOSED PROTOCOL

In this study, a protocol is proposed where it allows
multiple authentications while being well-protected against
the replay attacks from Chapter 2. The proposed protocol is
an improved version of the standard yoking-proof protocol
proposed by Ari Juels.

It is assumed that in the proposed protocol, the key values
used for MAC arithmetics are stored in the tag and that the
keys are entered into database in the process of tag
production and already being shared.

!

Tag T, Reader Tag Tg
Left Proof
r,=mMAC, [IV,
‘ R
— Right Proof, 7,|
W, <r, _—
m, = mMAC,.[r‘ IV,
B=B,Cy,my)
m, W, <m,
X, <X, +1
=mMA ® B B
M Gln®ml| CyeCy+l
N
X, «X,+1
C,«C,+1 Py =(4,B,C,,Cym )

Figure 4 Proposed protocol

The proposed n-Time yoking-proof protocol is largely
divided into 4 steps.

Step 1 : It is 'left proof' process where a partial verification
takes place between the reader and Tag A.

Step 2 : It is 'right proof process where the result of 'left
proof' process is used and the reader executes
another partial verification with Tag B.

Step 3 : It is a process where 'left' and 'right' are both
verified.

Step 4 : Using the verification result of Step 3, the reader
can execute an actual verification of the tag through
communication with DB.

Looking into the details of each step, it can be divided into
another 10 steps.

Step 1 : The reader requests 'left proof' to 7

Step 2 : T, produces a random value, r, using IV, as
follows.

r,=mMAC, [IV,]

Step 3 : T, sends to the reader its ID, 4 along with Cy, the
counter value of the current tag and r,, the random
value produced in Step 2.

a:(AJCA’rA)

Then it renews IV, value to r,.
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IV, «r,
Step 4 : The reader, from the values it received from 7,
sends 74 to T and requests for 'right proof'.

Step 5 : Using the values of 4, and IV} it received from Step 4,
T produces mp, which is its partial authentication.

my =mMAC, [r, ® V]

Step 6 : Ty sends to the reader its ID B along with Cp, the
counter value of the current tag and mjp, which was
produced in Step 5.

B =(B,Cy,my)

Then it renews [V value to mp and by increasing the
counter value by 1, it renews Cj, the key value.

1V, < my
Xy —X,+1
Cy—Cp+1

Step 7 : From the values it received from the tag in Step 6, the
reader sends mg to 7.

Step 8 : T, uses 74 sent in Step 3 and m to calculate m 3.

m,z =mMAC [r, ®my]

Step 9 : T, sends myp to the reader and by increasing the
counter value by 1, it renews X, the key value.

X, X, +1
C,«C,+1

Step 10 : The reader sends to the DB, 7, including m 5, and 4
and B, the identification values of 7, and Tjp,
respectively, and C; and Cp the counter values of 7
and T to get verification.

Py=(A,BC,,Cymyy)

The proposed protocol uses different key values for every
authentication, which makes it able to allow multiple
authentication while being well-protected against replay attacks.

IV.SECURITY ANALYSIS

The proposed protocol uses different key values for every
authentication session using counter. It is well-protected from
replay attacks and by preventing the re-use of key values,
which is one of the weaknesses of the MAC function to prevent
key exposure.

The proposed protocol is safe from replay attacks in the
following attacking process.

Attack 1 : The attacker obtains o =(4,C ) from 7,

through 'left proof'.
Attack 2 : The attacker sends its randomly produced mj value
to T, A
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Attack 3 : The attacker obtains m,p value produced by 7,
through mp

Then, using the information it has obtained in Attack 1~3,
the attacker exchanges authentication information with 7}
without 7.

Attack 4 : The attacker sends r, that it obtained from 7, to
Ts.
Attack 5 : The attacker receives normal g=(B,C,,m,)

from Tp.

Attack 6 : The attacker produces the authentication value
P,=(4,BC,Cym,) and requests for
verification.

In the verification process, because the value sent from the
attacker was calculated with wrong key values, the
verification will fail. Also, because the key values are
renewed everytime, it is safe even when the key value is
exposed.

V. CONCLUSION

Ari Juels has proposed 2 versions of yoking-proof for
authenticating multiple tags simultaneously, and both of
them have strengths and weaknesses. The standard version
provides maximum security but it is cost ineffective because
it deploys MAC function with keys in the tag. On the other
hand, the one-time version provides a simple and powerful
MAC function using minimalist MAC but when it is used
more than twice, it is very vulnerable in terms of security.
Also, the one-time version is very vulnerable to replay
attacks. Therefore, in this study, a new version called n-time
authentication protocol has been proposed where it made the
best of both the standard and one-time versions.
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