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Abstract— WiFi falls short in being a wireless technology for the
enterprise due to its limitations in QoS support and coverage
range. In comparison, WiMAX and LTE are much more
capable, thus presenting themselves as strong candidates as the
next generation mobile technologies for the enterprise. Known as
4G wireless technologies, WiMAX and LTE resemble each other
in some key aspects including operating in licensed spectrum
bands, high capacity, wide coverage range, and strong QoS
mechanisms. However, having evolved from different origins,
these two technologies also differ from each other in certain
aspects. In this paper, we first present the compelling usages of
WIMAX and LTE as the next generation mobile enterprise
networks and then focus on an analysis of the differences
between WiMAX and LTE from a perspective of enterprise
network requirements. In particular, by integrating WiMAX
with the current enterprise network in a recent effort, we
developed detailed knowledge about security mechanisms in the
enterprise network today, which allows us to carry out
comprehensive comparisons between WiMAX and LTE against
enterprise requirements. In WiMAX, the authentication process,
which uses either EAP_TTLS or EAP_TLS, allows an enterprise
to use private certificates and enterprise controlled username
and password, directly integrated in the authentication process.
In LTE, however, the authentication process, which uses either
EAP_AKA or UMTS_AKA, requires new ways to integrate
enterprise credentials and authentication server to IT security
infrastructure because the AKA authentication method is
designed for telecom consumer market and usage. In addition,
we will also present overall architectures to illustrate how
WiMAX and LTE can fit in an enterprise network environment.

Keywords— WiMAX, LTE, Mobile Enterprise, Network, Mobile
IP, GTP, TTLS, AKA

I INTRODUCTION

WiFi dominates as a wireless technology in mobile
networking in the enterprise today. But WiFi has its own
limitations, because it doesn’t support QoS, making it less
capable for real time services, and has short coverage,
constraining in term of outdoor usages. In comparison, the
emergent 4G technologies, WiMAX and LTE, are stronger in
where WiFi is weak, i.e. having stronger QoS support and
wider coverage, which makes them a potential candidates of
next generation of mobile enterprise network. Known as 4G
wireless technologies, WIMAX and LTE resemble each other
in some key aspects including having pure IP architecture,
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high capacity, wide coverage range, and strong QoS
supporting mechanisms[1][2][7]. However, these two
technologies also differ from each other in certain other
aspects. In this paper, we will discuss the differences between
WiMAX and LTE with regard to the usage in an enterprise
environment. Our discussion will focus on the technical
aspects and ignore any business related issues. Our
discussions will be based on a recent research effort on
WiMAX and enterprise network integration in our lab where a
test bed was built, which will be described in Section II in this
paper. Based on our research efforts, we learned there are two
primary aspects on using 4G network in enterprise
environment, which include 1) network architecture, that’s,
how the 4G network components are integrated into enterprise
IT network; 2) security, that’s, how the 4G network meet the
enterprise security requirement. We will discuss the
differences between WiMAX and LTE from these two
primary aspects. The details in this comparative study on these
two aspects will be discussed in Section III and Section IV,
respectively. Finally, we will summarize our key findings in
Section V.

I1. RESEARCH TEST BED

To explore the feasibility of using 4G wireless technology
in an enterprise environment, we took a hands-on approach by
building a 4G network test bed that is fully integrated with a
real enterprise network. This effort led us to develop some key
insights about using a 4G wireless network in the enterprise,
integration challenges that would occur, and key research
problems that must be resolved. The enterprise IT network is
usually contains an IT network backbone and a number of IT
services such as data centre, security service, email service
and internal web server, etc. The enterprise employees access
these IT services through wired network, sometimes WiFi and
VPN today. As operating network, both WIMAX and LTE has
theirs own specified network architecture. In WiMAX, a
number of network components are specified including BS
(Base Station), ASN Gateway, AAA server, HA server and
some other components for special requirement. Same as
WiMAX, in LTE network, a number of network components
are also be specified including eNodeB, Serving Gateway,
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PDN Gateway, MME and HSS. Our test bed try to explore
how to integrate these network components to enterprise 1T
network, and what is the integrated network architecture, and
how to do enterprise security in that network architecture. We
now briefly describe the network architecture of the test bed
we had built, which may serve an illustration of how an
integrated network of a 4G wireless in an enterprise network
looks like.

A. Test Bed of 4G as Enterprise Mobile Network

In our test bed, these WiMAX devices are involved
including Mobile Stations, BS (Base Station), ASN Gateway,
AAA server and HA server. All of them are plugged into IT
backbone directly, because they are all I[P based nodes. And
they can communicate with each other and with other IT
services through IT backbone. Figure 1 illustrates the
architecture of our test bed. The BS is ZTE picocell 729200,
ant it is used to perform the air interface and manage the radio
resources, it receive data from mobile stations and send data to
mobile stations by air interface, and deliver the data to ASN
Gateway or receive data from ASN Gateway; The ASN
Gateway is ZTE GW Lite, and it is used to bridge multiple
BSes to backend core service network, it also perform
mobility management between BSes and QoS policy
management[3]; the AAA server is freeradius2.1.4, which is
an open source software with our update to integrate with Intel
AD (Active Directory) and certificates, and it is the
authentication server, it performs the authentication process, it
also connect to enterprise security infrastructures so that it can
do authentication with enterprise real credentials; the HA
(Home Agent), which is also open source software called
Dynamics0.8, performs the mobile IP[6] Home Agent
functions in order to implement the roaming between ASN
Gateways; The mobile station is a laptop which is enabled
with Intel 5150 WiMAX chip and Intel WiMAX client
software, provisioning with Intel real security credentials. As
shown in Figure 1, some Intel IT services are also involved in
this test bed including DHCP server, which is used to arrange
IP addresses to WiMAC client devices, AD server, which is
used to do authentication, and CA server, which is used to
issue and verify enterprise certificates. In our test bed, the
mobile station can access Intel IT services directly through
WiMAX network.

WilAX Willax VWiMAX WilaX
BS ASH Gateway AAN Server HA Server
R F.2 3 external
( Intel IT Backbone ( )
Intel Intel Intel Intel
DHCP Server AD Server CA Server IT services...

Figure 1. Architecture of the test bed of WiMAX network in IT environment
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B. Test Bed of Enhanced LTE Authentication

Considering that the LTE has similar IP based architecture,
the feasibility of deploying LTE network in enterprise
environment should be proved by our test bed. However, the
security mechanism in LTE is quite different from WiMAX.
The LTE authentication method is AKA[8], which only
authenticate the identity (IMSI) and the key in SIM card, and
it can not meet the enterprise security requirement, because in
the enterprise environment, multiple security credentials, such
as identity, certificates and username/password, are required
to be authenticated. In order to make the LTE meet enterprise
security requirement, this paper introduced a novel method to
enhance the LTE security. In the enhanced security method,
the security credentials that are to be used in LTE
authentication include not only the identity and key but also
the enterprise certificates. In order to simplify the test bed and
focus on only the authentication problems, we just developed
a test bed to do the enhanced LTE authentication. Figure 2
illustrates the architecture of this test bed. In our test bed, we
used WPA_ Supplicant, which is open source software that
implement the EAP_AKA client functions, to simulate the
LTE UE, and use HOSTAPD, which is open source software
that implement the EAP_AKA server functions, to simulate
the LTE authentication server. As illustrated in Figure 2, Intel
CA and Intel AD are also involved into this test bed, the Intel
CA is used to issue and verify certificates and Intel AD is used
to store and verify the identity, key, certificates, user name
and password. The detail authentication processes are
introduced in section I'V.

Intel CA

I’s,si,fe the enterprise certiflcates

» -}

Enhanced Enhanced
WPA_Supplicant EAP_AKA HOSTAPD
Intel AD

Figure 2. Architecture of the test bed of the enhanced LTE authentication

I11. COMPARATIVE STUDY ON NETWORK

ARCHITECTURE

This section will introduce the details of our comparative
studies between WiMAX and LTE on architecture viewpoints.

A. Comparative study on network architecture

Comparing with the WiMAX network architecture in our
test bed, shown in Figurel, the LTE has similar network
architecture as Figure 3 shows. The involved LTE devices
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include eNodeB, which performs the air interface and radio
management functions, MME, which performs the control
message handling functions behind the eNodeB, HSS, which
perform the authentication functions, S-GW, which perform
the data delivery functions behind eNodeB, and p_ GW, which
is used to connect the LTE network to external network. In
LTE architecture, it is same as WiMAX network, all devices
are plugged into IT backbone directly, and they can
communicate with each other and with other IT services such
as DHCP server, AD server and CA server etc. Comparing
with WiMAX, the LTE component eNodeB is similar with BS;
the integrate functions of LTE MME and S-GW are similar
with ASN GW; the LTE HSS is similar with AAA server and
the LTE P-GW is similar with HA server.

LTE LTE LTE LTE LTE
elodeB IMME HSS S-GW P-G\W
31
2 S1amme S8 364 S1u S5 [=5 external
( Intel IT Backbone ( )
Intel Intel Intel Intel
DHCP Server AD Server CA Server IT services...

Figure 3. Architecture of deploying the LTE network in IT environment

B. Comparative study on the bearer over IT network and
enterprise mobility

In this subsection, we will compare WiMAX and LTE with
each other on the viewpoint of theirs bearer architecture and
enterprise mobility. In enterprise 4G network, because the 4G
network components are integrated into enterprise network, all
traffics including control traffics and data traffics are
transmitted by IT network, that means the IT network is the
bearer of enterprise 4G network. Another important feather of
enterprise 4G is enterprise mobility, which is closely
interrelated with the bearer because the mobility functions are
happened in bearer layer. From our test bed, we learned the
enterprise WiMAX bearer architecture which is shown in
Figure 4.

Client
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TCRIUDP...
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Figure 4. WiMAX bearer architecture and mobility in IT network

In this architecture, except the air interface all
communication traffics between WiMAX components are
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transmitted by IT network. From the upload link directions,
the application data in WiMAX mobile stations are sent to BS
by WiMAX radio, and then the BS wraps these data into UDP
packet and then delivered these UDP packets to enterprise IT
network. On the mobility functions, the Mobile IP technology
is used in WiMAX, with the HA server and FA (Foreign
Agent) located in the ASN Gateway.

Comparing with WiMAX, LTE has similar bearer
architecture which is shown in Figure 5. In LTE, all LTE
control traffics and data traffics are transmitted also by
UDP/IP protocol. The difference is that LTE use GTP (GPRS
Tunnel Protocol) protocol to implement enterprise mobility
but not Mobile IP. In LTE bearer architecture, the GTP
protocol is implemented in the components of eNodeB, S-GW
and P-GW.
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Figure 5. LTE bearer architecture and enterprise mobility in IT network

IV. COMPARATIVE STUDY ON SECURITY

In this section, we will compare WiMAX and LTE with
each other on security. In an enterprise environment, the
security is very important, and the security requirements
contain two main aspects: 1) the device that will be connected
to IT network must be authenticated; 2) the users that want to
use IT service must be authenticated. To meet these two main
requirements, enterprise security credentials, usually include
identity, certificates, username and password, are required to
be authenticated. To authenticate these credentials, security
infrastructures, such as AD server and CA, are usually
deployed as IT services. Therefore, in this paper, we compare
WiMAX and LTE with each other in two aspects: 1) how
enterprise security credentials are authenticated in them; 2)
how the enterprise security infrastructures are integrated to
them.

A. WiMAX Security Models for the Enterprise

The WiMAX can use both EAP_TLS [4] and EAP_TTLS
[5] protocol to do authentication. In our test bed, the
EAP_TTLS protocol is used. And in EAP_TTLS protocol, the
enterprise security credentials that introduced above can be
integrated into seamlessly. Figure 6 illustrates the details of
the authentication processes. In mobile station side, the
enterprise security credentials are provisioned, and in AAA
server side, the AAA server is integrated to Intel AD server
and CA, so that the AAA server can verify the real enterprise
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credentials. In our test bed, the EAP _TTLS protocol is
standard protocol, and no any change to the softwares and

protocols.
11 BS ASHGW AhA Server Intel AD

EAP start
EAP Request for devige identity
EAP Response with dgvice identity Pass through
Verify with AD
«Pass through EAP-TTLS start
EAP-TTLS client helloy
EAP-TTLS server hello with server certificate
EAP-TTLS dlient certificate and cipher spec
EAP-TTLS cipher exthange done
Usemame/Password|
EAP success Verify with AD
Serbice Flows ;
..............................................

Figure 6. WiMAX authentication process

B. Proposed LTE Security Models for the Enterprise

However, the LTE have totally different security
mechanisms, which is called AKA. In this authentication
mechanism, only a provisioned and pre-shared key is
authenticated. This is not enough secure in enterprise
environment. As mentioned before, the enterprise security
credentials should be authenticated to meet the enterprise
security requirement, but these security credentials can not be
authenticated in AKA protocol. This caused the LTE can not
meet enterprise security requirement. In this paper, we
introduced an enhanced-AKA authentication method, which
can authenticate all enterprise credentials. More specifically,
the LTE UE was provisioned with the identity (IMSI),
password (key) , server’s certificate and UE’s private key for
its own certificate. In this authentication method, the
interactive messages are not changed, but some of the
messages are encrypted by public key. The detail processes
are illustrated in Figure 7. There are 9 steps in this
authentication method including:

1. The authentication process starts by the authentication
server sending EAP-Request /Identity message to supplicant
(UE).

2. The supplicant responses by replying the EAP-
Response/Identity message containing the identity and NAI.

3. Upon receipt of the EAP-Response/Identity message, the
authentication server retrieves the supplicant’s certificate from
the certificate repository.

4. The authentication server generates the EAP-
Request/AKA-Challenge message using the standard AKA
way. Then it encrypts the whole package using the
supplicant’s public key derived from the supplicant’s
certificate.

5. The authentication server sends the EAP-Request/AKA-
Challenge message encrypted by supplicant’s public key to
the supplicant.

6. The supplicant decrypts the EAP-Request/AKA-
Challenge message using its own private key. After that the
supplicant runs the AKA algorithm and generates the EAP-
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Response/AKA-Challenge message.
EAP-Response/AKA-Challenge message
authentication Server’s public key.

7. The supplicant sends the EAP-Response/ AKA-Challenge
message to the authentication server.

8. The authentication server decrypts the information using
server’s private key. After that it use the AKA algorithm
verifies the EAP-Response/ AKA-Challenge message.

9. If the message is correct, the EAP server sends the EAP-
Success message to the supplicant.

It then encrypts the
with the

LTE
Supplicant

LTE
Authentication Server

Certificate
Repository

1 EAP-Requesifidentity

2 EAP-Response/identity {Identity, NAI)

3 Retrieve peer ‘s certificate by |dentity

4

S EAP-Request/AKA-Challenge
{(Encrypted by Peer's public key |

6 7 EAP-Response/AKA-Challenge
(Encrypted by EAP Server’s public

key )

S EAP-Success (RESULT, KEY)

o

g

- -+

Figure 7. enhanced LTE authentication process

V. CONCLUSION

By building pilot a 4G wireless network in real enterprise
environment, we explored the feasibility of 4G wireless as the
next generation mobile enterprise network. From the pilot
project and our research efforts, we learned there are two key
points to realize enterprise 4G, which include how to deploy
the enterprise 4G network architecture and how to realize the
enterprise security in enterprise 4G. Based on these two key
points, WiMAX and LTE, the two main 4G technologies, are
studied comparatively. And result in a conclusion that both
WiMAX and LTE can be hosted and deployed by enterprise
as the next generation of mobile enterprise network. WiMAX
and LTE resemble each other in flat network architecture,
having pure IP architecture, high capacity, wide coverage
range and strong QoS supporting mechanisms. In security side,
WiMAX can meet enterprise security naturally because the
WiMAX authentication protocols, EAP_TTLS or EAP_TLS,
can meet enterprise security requirement naturally, while LTE
is required to enhance the authentication protocol because the
LTE authentication protocol, EAP_ AKA or UMTS AKA,
doesn’t support enterprise authentication. In order to make
AKA meet enterprise security requirement, one proposal
solution was introduced in this paper.
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