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Abstract: The integration of WiMAX and Femtocell seems
to be a feasible option for better and cheaper wireless
coverage extension. WiMAX-Femtocell is currently under
development and they are expected to play an important
role in the development of broadband wireless access. There
are many researches on the integration of physical layer but
there are little about MAC layer. We want to propose a new
scheme for the authentication HIBE for WiMAX and
Femtocell. The Identity-Based Encryption is a different
method in authentication in that user uses its own identity
and the public parameters to encrypt message and only the
right base-station can decrypt that message. IBE method has
overcome the vulnerability compare to the PKM v2 such as
the security in mesh network and it also reduces the number
of messages in the authentication process. In this paper, we
provide a scheme for authentication of WiIMAX and
Femtocell and a handover process.
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I. INTRODUCTION

Worldwide inter-operability for microwave access (WiMAX)
is a promising technology that provides high data throughput
with low delays for various types and modes of operation.
Besides, Femtocells are low-power base stations operating in
licensed spectrum, which are typically installed indoors in a
house, small office, or home office by end users. The integration
of WiMAX and Femtocell will adapt the high bandwidth
services and save the cost. There are many challenges in the
integration WiMAX-Femtocell [1] but this paper only focus on
the authentication process in MAC layer and handover
authentication process.

The Identity-Base Encryption (IBC) is new method in
cryptography and the application of IBC to WiMAX has
brought many advantages [2] such as supporting “mesh mode”,
reducing the size and amount of communication overhead
messages and reducing the bandwidth in performance. In this
paper, we propose a collection of security solutions that use a
combination of Hierarchical Identity Based Encryption (HIBE)
[3] [4] and certificate based cryptography. We want to build a
system with 2 levels of security: level 1 for WiMAX and level 2
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for Femtocell. In each security level, we analyze about the
authentication, link establishment traffic encryption key (TEK),
the private key and public key. In the HIBE system, handover
and generation of a new TEK can be prepared therefore it will
reduce the time for handover.

In section II, we provide basic knowledge in HIBE systems.
In section III, we propose a scheme HIBE system for WiMAX,
Femtocell and the detail parameters for that. In Section IV, the
analysis of scheme will be explained. Finally, we present a
conclusion in section V.

II. BACK GROUND
A. Overview of bilinear pairing

The pairing or bilinear map is a function:

e:G,xG, =G,

Where: G1, G2, G3 are groups of same prime order. The
function maps a pair of points P, Q of elliptic curve E to an
element field of the multiplicative group of finite field. [5]
Pairings were initially introduced to break elliptic curve
cryptosystems (ECC) due to its useful properties:

- The Tate pairing is non-degenerate, that is for each
P e E(Fq)[n]/{0} there is some Q € E(Fq") with
e(P,0)#1

- The Tate pairing is bilinear, that is
P,R.P, c E(Fq)[n]and 0,0,.0, € E(Fq")

Wehave:  e(R+P,,0)=e(R.Q)e(,.0)
And e(P,01+02) =e(P,0)e(P,0,)

for each

B. The HIBE systems

The HIBE systems [3] [4] [6] was first described by Horwitz
and Lynn[3]. HIBE allows for the creation of hierarchies of
PKGs. An HIBE scheme is formally defined by five algorithms:
root setup, lower-level setup, extract, encrypt, and decrypt. In
this paper, we only discuss to set up and generation KEK for
MS and BS.

In level 1:
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Root Setup The parameter needed for the root Private Key
Generation (PKG) including: Param = (G,
Gr, é n, P, sy P, H, Hy) Where: G, Gr is two cycle
group HI, H2 is two hash functions, s, is master secret key in
root level, P: is one point on Elliptic curve

Mobile Station: the MS generates a private number r and the
KEK is created as follow:

KEK = H2(é(rQ,,,5,P)) = H2(&(Q,p,, P)"")

Base Station: the BS receives the encrypted parameter C1= rP
and then create the KEK as follow

KEK = H2(e(sQ,,,C,)) = H2(e(Q,p,, P)"*°)

In level 2:

Root Setup: The parameter needed for the root Private Key
Generation (PKG) including: Param = (G;, Gr, é, n, P, so P, H},
H;) Where: G;, Gt is two cycle group HI, H2 is two hash
functions, sy is master secret key in root level, P: is one point on
Elliptic curve

Extract
KO =5 *Q(IDy) +s; *Q (IDy)
K1l =s*P

Mobile Station: Let g = € (so P, Qpp;), the MS picks a
random 1 in Z, and then calculates 2 component of the cipher: C
= (UQ, U]) where: U() = rP, Ul = rQIDZ
And create KEK= H, (g")

Base Station:

BS receives C and then creates the KEK as follow:

KEK=H2(6(U°’KO)) =H2(é(rP5SOQID1 +S1Q1D2))

e(K.,U,) e(s,P,rQp,)
_Hz(é(rP’Slem)*é(VPaS1QlDz))
B e(s,P,rQpp,)

=H2(e(rP, $00m)) = H2(e(P, Q1D1)m0) =H2(g")

III. PROPOSED SCHEME

We assume that the mobile devices have a physical

interfaces it can communicatr with WiMAX and Femtocell
devices but in the authentication, the generation of the KEK and
TEK is the similarity in both networks.
In scheme, the root PKG generates the parameter and sends it to
WIiMAX PKG (level 1), Femtocell PKG (level 2) and each BS
in WiMAX PKG has a unique ID and a secret key s0, BS in
Femtocell PKG have a unique ID and 2 secret key sO and s1.

In each interface of Femtocell-interface and WiMAX-
interface, we set up the protocol as the IBC protocol in [2], it
includes 6 steps:

- Pre-configuration

- Bootstrapping

- Mutual Authentication
- Key Encryption Key
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Figure 1. The scheme of HIBE for WiMAX - Femtocell
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- Key Encryption Key Verification
- Traffic Encryption Key Formation

Step 1: Pre-configuration:

The certificate needs to be set up to base station and to
mobile station. We assume that in both BS and MS had
embedded the certificate X. 509 to their hardware. Besides the
certificates, we also assume that the base station obtain secret
key (SK) and parameter form private key generation (PKG)
from other security link. After receiving the SK and param, base
station create the public key as follow:

BSpuh =BS, || SE, || T5,
Where TS1 is the expiration time of the Bsp,

Step 2: Bootstrapping:

The BS periodically broadcasts to the air messages including
all public parameters (param). Then, subscribers register
themselves. Any new user who receivers these can identify the
network and obtain the necessary param to connect to this
network. The message is broadcasted in the format:

BS =:[BS,,, || param || TS1|| Encryp(param|| TS1) 4, ]

BS,u and param are embedded in the message to support the
distribution credential of network to all potentials subscribers.
TSI is broadcast to prevent the potential replay attack. Base on
the information received, MS creates their S,,;, by the following
format:

Spub =g || BSid || TSl

Where: S,q is the identity of MS

BSjqis extracted from the BS,;,
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Step 3: Mutual Authentication

The certificates X.509 are used to authenticate the BS and
MS. The scheme for this process as following:

BS < MS :[TS1||Certg || S, | E(TST|| Certs [|.S ) 0]

BS = MS :[TS1||TS2|| Certg || E(Spvt)spub [
E(TS1||[TS2 || Cert || E(SPVt)Spub)BSpvl]
BSCMS[TSZ||E(TS2)SW]

In the first message, the MS sends a request to a potential BS
to establish mutual authentication. It sends the TS1 to eliminate
the probability of message replay attack. Then for node
verification, Certs is added to the message. The Spub is attached
to the next message and sent to the BS to verify Sjy and receive
Spvt. In the second message, the BS sends back the received
TS1, TS2, and Certps for a new message and BS authentication.
The crucial point is that the BS encrypts S, with S, and sends
it to the MS. Therefore, during authentication the IBE private
key distribution issue is solved using only a couple of bytes. In
the last step, the MS sends back TS2 and completes the mutual
authentication step

Step 4: Key Encryption Key

The KEK is used for key exchange messages to obtain the
transmission encryption keys. It is also used when transmitting
data. The formation of the KEK as follow:

In level 1:

At MS side:

- - rs0

KEK = H2(e(rQ,p,,5,P)) = H2(e(O,p,, P)"")

At BS side:

KEK = H2(e(sQ,,,7P)) = H2(e(Q,y,, P)"")

In level 2:

At MS side: KEK=H, (g")
el Ky,
e(K,,U))

Based on section II, MS and BS can create the same KEK. In
this method the KEK is created from both MS and BS and it

does not need in the transfer through the air. It is only created in
each side.

At BS side: KEK = H2(

Step 5: Key Encryption Key Verification

After the KEK creation on both sides of the connection, the
next step is proved that both pairs have the same key but without
actually transferring it to the other end. To verify the KEK keys,
the pairs send the HMAC of their public key concatenated with
timestamps and with KEK. The timestamps are used for
preventing replay attacks.
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BS = *:[BS,, |
BS < MS : KEK —~VER — REQ[MS,, || TS1|| TS2 ||
H o (TS| TS2| BS ) 1| EO yspur )

BS = MS : KEK —VER - REP[HKEK (TS1|| TS2 ||

MS ) 1 EC-) pispe]
BS < MS:KEK —VER - ACK

param || TS1]

Step 6: Traffic Encryption Key Formation

The TEK (as sometimes referred to as session key) is used for
data encryption between any two network entities. Since the
data traffic between any two entities is the most bandwidth
consuming operation. For this reason, a symmetric key has to be
calculated using the information contributed by the both sides of
the connection

HKEK (TS1||TS2||BSpub || MSpub) = TEK

TS1 and TS2 are the timestamps exchanged at the above
steps. BS,u and MS,,, are the IBE public keys of both entities.
Therefore, without any messages being exchanged the TEK can
be calculated.

IV. SECURITY AND HANDOVER ANALYSIS

There are many advantages about security, communication
overhead [2] in the IBE systems. In this paper, we focus on the
analysis of handover in the same level and the handover from
WiMAX to Femtocell and from Femtocell to WiMAX.

A. Handover in HIBE system

1) The handover in the same level

Mobile
Station

‘ Old BS ‘

New BS‘ ‘ PKG ‘

Get Private Ke

Get Private Key|

Mutual Authentication|

KEK Ggneration KEK Generation
KEK Verification
TEK [Seneration TEK (eneration
Data R Data

Choosed- BSip + MSpup|

KEK Ggneration KEK Gerleration
for npw BS for neyv BS

HO request New KEK

KEK Verjfication
TEK Gpneration
Data . Data

Figure 2. Handover process in same level

TEK Geperation

In this scheme, the MS with private key can create KEK with
new BS

KEK = H2(@(rQ,, . 5,5,P) =H2@(Op. . 2, P)™)
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Because new BS and old BS have same private key sO and
after old BS receiving MS,,;, for new BS, it can create new KEK
for new BS.

KEK =HX@(5O;p 151 P) = HAE(Op s D))

So, we can totally pre-generate the new-KEK between MS
and new BS. The computation time for KEK during handover
process is 0.

2. The handover from Femtocell to WiMAX
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Figure 3. Handover from Femtocell to WiMAX
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In this scheme, generating new-KEK is completely same with
the above scheme because the Femtocell has private sO of level
1 similar to new WiMAX BS.

3. The handover from WiMAX to Femtocell

This scheme is different with the 2 above schemes. The new-
KEK can not be created in the WiMAX BS (old BS). After
receiving the public information of MS, the WiMAX BS has to
send it to the Femtocell BS (new BS) to generate new-KEK.

Mobile WIMAX Femtocell PKG Internet
Station BS BS
Get Private Ke
Get Private Key|
Mutual Authentication|
KEK Ggneration KEK GQeneration
KEK Verification
TEK [Generation TEK Jeneration
Data M Data

v Vv o
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KEK Generption
for new WiMAX BS
Encrypted param Encrypted para
KEK Generation
for new WIMAX BS
HO request HO request
KEK Verffication
TEK Geperation TEK Ggneration
" Data A Data
—
u T AV |
Figure 4.  Handover process from WiMAX to Femtocell
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4. Time delay of handover scenarios

In this Section, we briefly describe the delay analysis. The
HIBE authentication signaling delay is comprised of three
components, i.e., transmission delay, processing delay, and
queuing delay.

D=Dt+Dp+Dg

Where D, Dt, Dp, and Dq denote the total average signaling
delay, transmission delay, processing delay, and queuing delay,
respectively

Transmission Delay: The transmission delay is the delay
incurred due to signaling message transmission and is dependent
on message size and channel bandwidth. The data rate is very
high with WiMAX and Femtocell: up to 63 Mbps for downlink,
28Mbps for uplink and higher with data rate for Femtocell.
From the size of the basic components that is collected from
[14] [15] [16], we can calculate size of authentication message
and transmission time as TABLE 1.

TABLE 1. TIME DELAY OF HANDOVER PROCESS

Message Size of Speed
message (Byte) 28 Mpbs (ms)
Broadcast message 344 B 1
Mutual-Authen (MA) 266 B 1
Message 1
MA message 2 372 B 1
MA message 3 136 B 1
KEK verification 88 B 1
Message 1
KEK verification 302B 1
Message 2
KEK verification 256 B 1
Message 3
KEK verification 8 1
Message 4

152

Base on TABLE 1 we can see at the transmission speed more
than 28 Mbps then the time to transmit all messages is less than
Ims so in order to simple, we can consider the time to transmit
one message is 1ms for all calculation later.

Queuing Delay: The queuing delay is the delay incurred due
to packet queuing at network nodes. The queuing delay depends
on the number of coming user at one time, the number of server
and capability of server. However, in our paper we consider that
the capability of BS is powerful enough to avoid queuing delay
and we will see it more details in the future work.

Processing Delay: The processing delay is the delay incurred
during packet encapsulation and de-capsulation at the network
layer. The consume time for encryption, decryption, hash etc is
small compared to other delay so it can assign to it Ims. Time
for pairing is big and we need consider this component.
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The performance of pairing has been measured by other
researches under various implementations [8] [9] [13].
According to [9], a pairing takes 8.7 ms to 20 ms in software on
a Pentium III 1 GHz machine.

Several hardware schemes had been proposed for pairing
operation [10] [11] [12]. The reported time for pairing operation
were various in a range from 0.32 ms to 1.3 ms. We choose it
value is 1 ms in this paper.

TABLE 2. TIME DELAY OF HANDOVER PROCESS

TABLE 3.
Delay of HIBE Delay of PKM or
Femtocell authentication
Transmission | Processing | Transmission | Processing

delay delay delay delay
WiMAX- 7 ms 2 ms 15 ms Ims
WIiMAX
Femtocell- 7 ms 4 ms 13 ms Ims
Femtocell
WiMAX- 7 ms 4 ms 13 ms Ims
Femtocell
Femtocell- 7 ms 2 ms 15 ms Ims
WIiIMAX

As shown in Table 2 above we can see in HIBE model the
transmission delay is smaller than the PKM-v2 for WiMAX and
from Femtocell. The Processing delay is a bit more compared to
PKM-v2, but the total time for HIBE is smaller.

B. Security analysis

In this scheme, the KEK is generated in both side of MS and
BS without transferring through the air and the authentication
uses certification X.509. It solves almost security vulnerabilities
as compared to PKMv2. Furthermore, this protocol also reduces
a mount of messages and communication overhead, especially
in mesh mode [2].

1) Compromise attack: in this model the master key is
calculate from n PKG so if an attacker can compromise one
PKG he still can not compromise all network.

2) Bogus AP: we use the certificate X. 509 for both MS and
BS so a bogus AP can not perform with the reliance of
certificate.

3) Replay attack: because no secrete key is transferred on the
air so there are no replay attack.

4) For backhaul attack Femtocell network: because the FAP
is integrated the certificate so it is avoided the backhaul
attack.

5) KEK generation: the KEK is created from both MS and BS
and without transferred through the air so KEK generation
avoids attack. However during the fast handover process the
KEK can be created from the old BS so the transfer process
can be attacked.

6) TEK generation: TEK is created from the KEK and the
time parameter so it formation is clear.
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‘ Hyex (TS1 || TSa || Entityl pu, | Fetity2p )= TFK

The factor time TSI, TS2 is completely random and
function hash make TEK be unique.

V. CONCLUSION AND FUTURE WORK

This paper proposed a HIBE two- level scheme for WIMAX
and Femtocell. The KEK and TEK are securely generated. In the
handover, the KEK can be pre-generated, it becomes faster.
However, the MS and BS have to spend a portion of memory
and CPU for handover issues. In the future, we will research on
how much memory should be spent for this scheme.
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