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Abstract- Today, as network infrastructure is changing at a
rapid rate to support high-speed and large-scale data
transmission, several studies have been made on the design of
NIDS for next-generation network environment. In large-scale
network, there are too many traffic packets to be analysed in
stand-alone system, thus NIDS should be organized with multiple
intrusion detection nodes in parallel. An important issue on the
parallel NIDS is that distributing network traffic without packet
loss to each node in efficient way. Flow based load balancing
scheme is one of these schemes. With this scheme, the efficiency
and accuracy of analysis increase because packets belong to a
flow are analysed not in multiple system but in only one system.
This paper presents our flow based load balancing scheme which
reflects characteristics of network traffic and performance of
each NIDS node.
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I. INTRODUCTION

As information technology has been developed rapidly over
the past years, producing, processing and preserving
information has been digitalized. So national or industrial
major facilities increasingly rely on computing and network
systems to improve their performance. But the possibility of
threat against secret information and stability of information
processing systems through network also has been increased.

The researches for Network Intrusion Detection System
(NIDS) which is to deal with various threats against network
have been progressed since 1990s, and NIDS has taken charge
of important role for protecting network. An NIDS performs
monitoring and analysing network traffic so that the system
itself can detect attacks arising from inside, as well as outside
of network.

Recently network infrastructure is changing at a rapid rate
to support high-speed and large-scale data transmission. So
over the past few years, several studies such as NetSTATI[6],
EMERALD[7], Prelude[8] have been made on design of
NIDS in future network environment. In large-scale network,
there are too many traffic packets to be analysed in stand-
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alone system, thus they should be divided into managable size
and distributed to multiple network intrusion detection nodes.
Such system is called parallel NIDS. An important issue on
the parallel NIDS is that distributing network traffic without
packet loss to each node in efficient way. Flow based load
balancing scheme is one of these schemes. With this scheme,
the efficiency and accuracy of analysis increase because
packets belong to a flow are analysed not in multiple system
but in only one system. Moreover, all major NIDSs keep
significant per-flow state to facilitate reassembling TCP byte
streams, so flow based scheme is necessary for load balancing
in parallel NIDS system [5].

Hash based load balancing is the most powerful scheme for
flow based load balancing. SPANIDS[1], DHFV][2] are such
hash based schemes which are our primary concern. They are
efficient but do not reflect the characteristics of network
traffic and each node's performance properly. They also
cannot prevent packet loss efficiently and flexibly in rapidly
changing network environment. Moreover, they cannot
preserve flows to each node perfectly. This paper presents our
flow based load balancing scheme which reflects
characteristics of network traffic and performance of each
node. Our scheme also guarantees that all flow streams are
maintained to be forwarded toward the same node until the
flow ends.

This paper is organized as follows. The chapter 2 introduces
hash based load balancing scheme and related researches, and
describe about the problems of the proposed schemes. In this
chapter, we also describe about characteristics of network
traffic which have been used for our scheme. The chapter 3
presents whole structure of our proposed system and essential
mechanism. Finally, we conclude this paper in the chapter 4.

II. RELATED WORK

A. Hash based Load Balancing Scheme
Hash based load balancing scheme is for flow based load

balancing. A flow is identified by IP address pair and port
number pair of source and destination. In hash based load
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balancing scheme, hash value of these flow identification
information is used when a load balancer determine a
intrusion detection node for an incoming packet. In general,
because the range of hash value is too large, mod operation is
applied to the result of hashing. The advantage of using hash
in load balancing is that, first of all, it enables a load balancer
to perform flow based distribution due to the hash value for
same flow identification information is also the same all the
time. Second, its output for arbitary input is almost equally
distributed, thus the load for each node can be balanced.

Hash based load balancing scheme can be divided into
static scheme and dynamic scheme. In static scheme, the same
number of hash values are assigned to each node and never be
changed. In dynamic scheme, it is possible to perform
replacing the mapping between hash value and intrusion
detection node, and this behavior is called rearrangement.
Thus the distribution can be controlled if necessary [1].
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Figure 2. Dynamic hash based load balancing scheme

B. Related Studies of Dynamic Hash Based Load
Balancing Scheme

SPANIDS is a dynamic hash based load balancing system
designed in 2005. In SPANIDS, load balancer is responsible
for distribute traffic to each node. The load balancer has a
hash table that contains mapping information between each
hash value and each node. Dynamic load control can be
performed by rearranging the hash table. Each NIDS node
monitors input buffer and issue flow control messages to the
load balancer when the buffer reaches a certain threshold, so
that the packet distribution scheme can be modified before the
sensors begin dropping packets [1].

Dynamic hashing with flow volume (DHFV) is one of the
dynamic hash based load balancing scheme that uses flow
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volume for rearrangement. Flow volume is each flow's size
during a fixed period and it is calculated by adding up incoming
packet's size that is available from the packet header [2].

The following figure shows the mechanism of the DHFV
scheme. In the DHFV scheme, hash value of flow ID is
reduced to smaller size bins. The overall range of bins is set to
the size that is large enough to map each active flow with
unique bin. At every fixed period, load balancing system
observe outgoing buffer of each sublinks to node and find the
buffer reached to a certain threshold. If there are such
overloaded buffers, it reassigns the flow with the largest flow
volume from the overloaded sublink to the sublink that shows
minimum occupancy rate.

As explained above, previous studies depend on detecting
overload in the buffer that belongs to certain node for
rearrangement of mapping table. That means their scheme
does not reflect the characteristics of network traffic and each
node's performance properly. They also cannot prevent packet
loss efficiently and flexibly in rapidly changing network
environment. Meanwhile, they do not consider the flow
maintenance when rearrangement of mapping table occurs.
That means they do not perfectly maintain each flow stream to
be forwarded toward the same node.

In this paper, we present the system in which packets are
distributed by preceded calculation that consider various
aspects of network traffic and each node. Also, our system
provides the mechanism to rearrange the mapping table
without breaking flow maintenance.
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Figure 3. Load balancing algorithm of DHFV

C. The Main Characteristics of Network Traffic

Carey Williamson organized principle properties of
network traffic from his analysis of Internet traffic in 2001[3].
The study is somewhat old but it is still an important account
because almost all the protocols for network in those days are
still actively working. Following sentences describe the
considerable characteristics of network traffic for flow based
packet distribution.
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* Packet sizes are bimodally distributed. About 50% of the
packets carry the maximum number of data bytes
permitted based on the Maximum Transmission Unit
(MTU). About 40% of packets are small in size, because
of the prevalence of TCP acknowledgement packets for
data received.

* Packet traffic is non-uniformly distributed. Analyzing
the source and destination addresses carried in TCP/IP
packets shows that packet traffic is often highly non-
uniformly distributed amongst the hosts on the Internet.

* Network traffic exhibits "locality" properties. Traffic
structure is imposed implicitly by the tasks initiated by
Internet users at the application layer, and reinforced by
the TCP/IP protocols used for data transfer within the
Internet. So the flow volume of packets belong to a
certain flow is likely to be maintained for short period.

* The flows on specific port such as 80, 21 and 25 each of
them represents HTTP, FTP and SMTP respectively are
dominant among other flows.

II1. PROPOSED LOAD BALANCING SCHEME

In this chapter, we present our proposed load balancing
system. First of all, we will introduce overall structure of load
balancing system, and then describe principle mechanism. We
will also show an example scenario at the last of this chapter.

Traffic Distribution Unit

Pipeline

—
Header ,| Balancing
Parser Function Unit
Lookup
Table
r
Table
= Rearrangement

Unit

Figure 4. The structure of load-balancer
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Figure 4 shows the overall structure of our proposed load
balancing system. The structure was designed based on Gero
Dittman's load balancer, adding table rearrangement unit
which performs calculations for rearrangement at every fixed
period [4] .

Traffic distribution unit extracts flow identification
information from incoming packet and get a hash value of it.
Then the node to which the packet should be forwarded is
decided by searching the lookup table.

Table rearrangement unit operates as a independent unit,
seperated from the traffic distribution unit. It receives packet
size, flow identification information and its hash value as
input from the traffic distribution unit. With these values, it
performs calculation that we will describe in detail later and
updates lookup table at each fixed period.

Table 1 shows terminologies and variables used for
explaining operating mechanism of the table rearrangement
unit. The table rearrangement unit get each flow f; 's volume
by adding packet size indicated in IP header, for two different
periods. One is s;, that is the flow volume measured during
comparatively short period P;, and it is used for considering
temporal locality of a flow. The other is /;, that is the flow
volume measured during comparatively long period P, (= #-Py)
and it is used for sum up the amount of data forwarded to each
node during fixed period.

TABLE 1. TERMS AND VARIABLES
{/Z?;;/t)le Description
N The number of intrusion detection nodes
e range of hash values (The hash values are distribute

m Th f hash values (The hash val distributed

from0to m—1)
fi Flow i
node, Node i
P Short period
P Long period
t P, isainteger multiple of P, (P, =¢-P,)
I i Long period flow volume of f,
Znode(j) Sum of all flows belong to node j
la/] Sum of all lnodeo - lnode(N—l)
S; Short period flow volume of f,
W Weight value that represents the relative performance of

node(i) node I
Weight value that represents the relative amount of traffic
node(i) forwarded to node i

W Sum of all Wnode 0o~ Wm}de(N—l)

OrSumofall 7, "~ dee(N_l)

Table update occurs at the end of every period P;, and just
before that, the calculation proceeds as follows. First of all,
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get lyoqp by adding up all the /; s of each node. Then the
traffic proportion T4 of each node is calculated using /,p4e0
~ lyodeqv-1y and 1. For each node, T4 is compared W,pue ;)
and if T),p4 1 greater than W, ), suitable amount of flows
mapped to the node are rearranged to the node in which 7,4
is smaller than W, ;). Each flow's s; is used for deciding what
flows should be rearranged.

As mentioned in earlier chapter, Internet traffic has some
temporal locality. Thus, if the period is short enough, as the
flow volume measured in one period is longer, the possibility
of maintaining the flow with similar size is higher. It means
that, to accomplish flow based distribution, it is better to
rearrange the flows that have shorter flow volume if a
rearrangement is necessary. Therefore in our scheme, all flows
in each node are sorted by s; and the flows that have minimum
s; are decided to be rearranged.

Finally, the mapping between each flow and node is
completely decided by some calculation that using /; of each
flow to be rearranged and difference between W,,ue(), Thodeqi OF
each node. The overall rearrangement algorithm which should
be implemented at the end of every period P, is described
below in detail.

for i=0to m—1
L +=1;

unit,, = la,,/wj

for j=0to N—1
forall f;sin node;

lm)de(j) = li

Tnode(j) = |_lnode(j) /unitw
i Tode(jy = Waode(jy> 1
Eode(y =05 L5y =0, i=0
sort f;sin node; with s, by ascending order and insert
them into fSorted|[]

while lsum < ( lnode(j) - Wnode(j) . unitw )
lsum += lfsarted[i]
insert fSorted[i] into queue,
i++

else if Tue( ) = Whode(jy < -1

n
E ode(jy = Whode( )~ ULy = Lyoge( j)
else E,,4.(;)=0
while queue, is empty
dequeue f; from queue,
for j=0to N-1
if E,puecy > 1
rearrange f; to node;

Em)de(j) - li

figure 5 and figure 6 shows an example scenario of
operation implemented in table rearrangement unit. In this
example, we suppose that the number of NIDS nodes N is 4,
the entire weight value for the system performance W is 20,
and W,0400, Whode: for the nodey, node; are same as 5.
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In figure 5, there exists /; and s; values for each flow
calculated during certain period. We suppose that /,,4.0 is 550,
Lwoder 18 200 and 7, is 1600. Then the system can learn that the
proportion of traffic forwarded to node, is higher than the
value of W00 /W and to node; is lower than the value of
W .oae0! W. Therefore the flows belong to node, are sorted by s;
value and rearrangement occurs. Figure 6 shows the mapping
status of the flows and nodes after the rearrangement is done.

Hash value Long period Short period
mod m flow volume flow volume
11 I 551 max
0 Iy S
2 L 8
7 L 5.
Node 0
16 le 516
21 i5 §,  min
30 n S max
L 5
9 ly Sy :: >
28 L Sis
17 by 517 Node 1
32 "sz 53 min .
Nodei
Figure 6. Before rearrangement in certain period
Hash value Long period Short period
mod m flow volume flow volume
11 (A 51 max
L = e —>
2 L 5
3 Iy 5 Node 0
o !7 §.  eteessccccccecas ]
]
16 ':ls Sg "'"""“"“'i E
| | i
21 I S min =t-- ! |
]
30 Lo | PS5 max i E
1 5 ‘:r i
9 Iy | Sy >
28 Ly | B
17 by RES Node 1
32 L $ia min .
. : S ,O
Nodei

Figure 7. After rearrangement at the end of the period

Feb. 13~16, 2011 ICACT2011



IV. CONCLUSION

In this paper, we proposed the load balancing system in
which packets are distributed by preceded calculation that
consider various aspects of network traffic and each node's
performance to address the problems of previous approaches.
However, the value of P, P, W and the range of hash value

for better application is not presented. They will be examined
further and our proposed system will be proven better than
previous load balancing systems through simulation in future
work.
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