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Abstract— On December 2006, the Federal Rules of Civil
Procedure (FRCP) amendments of the United States make e-
Discovery compulsory. Discovery rules are collecting evidence
and ready to issue information for trial by the parties to a suit.
In this point, we could mention e-Discovery is the rule of range of
evidence which revised for including ESI (Electronically Stored
Information). We design e-Discovery support tool thought

analysis of requisite functions which are required for e-Discovery.

This model is composed of 3 modules including AGENT,
SERVER and MANAGER. We explain the further direction of
study which is realizing and designing the AGENT module, one
of 3 blocks we mentioned above.

Keywords— e-Discovery, forensics, ESI, EDRM, information
archiving

I. INTRODUCTION

On December 1 2006, the Federal Rules of Civil Procedure
(FRCP) amendments of the United States make e-Discovery
compulsory [1]. Therefore, companies should establish a
policy for Electronic Stored Information (ESI) collection,
preservation, and search. According to the precedent of
Qualcomm v. Broadcom, 2008, Qualcomm lost a suit because
they couldn't present important mail to the court [2]. Thus,
ESI is a very important role to win a case. But it takes long
time and much cost to review ESI. According to Gartner
estimates the cost of reviewing 1GB for e-Discovery is
$18,750 [2]. So, automated e-Discovery support tools are
needed to reduce time and costs spent on e-Discovery. e-
Discovery support system is not only collecting and
classifying but also reviewing electrical information, it has a
role to reduce time and cost for making preparation of lawsuit.

In this paper, we develop basic functions that should be
included in order to work as e-Discovery supporting tools.
Based on those functions we analyzed, a new model which
consists of AGENT, MANAGER, and SERVER, is designed.
Also focusing on preservation and collection of Electronic
Discovery Reference Model (EDRM) [5], we design and
implement AGENT module.

This paper is organized as follows. Section 2 provides
background information on the e-Discovery and ESI. Section
3 analyzes the EDRM for e-Discovery support system design.
In section 4, we design the e-Discovery support solution, and
section 5 proposes design of AGENT module. Finally section
6 sums up the conclusion.
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II. BACKGROUND

Discovery (suggestion of evidence) system is a system of
collecting and revealing information or evidence which makes
issue of lawsuit representing conversational point of issue or
fact clarify through method of law court to be prepared early
by a the parties in a lawsuit who is out of court [3]. e-
Discovery, included ESI to expand the scope of evidence
targeted by discovery has been classified in FRCP affected
from 1st of December, 2006. Under the FRCP, all of the
company cooperation in lawsuit have to collect and save every
electronic document including e-mail, data and etc. secured by
company regarding lawsuit and submit entire documents
within 120 days after lawsuit started [3].

Essentially, ESI is any digital information generated by a
computer or computer-aided device and stored in a form
retrievable by a computer or computer aided device. Common
ESI types include emails, instant messages, Web pages, word
processing files, spread sheet files, databases, calendars,
digital faxes, animation, video, and audio [4].

The range of ESI is getting broad, and its importance is
emphasized. Furthermore, it leads to consume too much time
and cost to extract and analyze ESI. Therefore the
standardization of e-Discovery support tools is needed. This
not only review ESI efficiently as well as reduce costs and
time. In order to design an e-Discovery support tool,
Electronic Discovery Reference Model (EDRM) should be
analyzed and stepped.

III. ANALYSIS OF EDRM FOR E-DISCOVERY SUPPORT TOOL

Most of e-Discovery support tools are designed according
to the EDRM. Figure 1 shows the stages of the EDRM [5].

Electronic Discovery Reference Model
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Figure 1. Electronic Discovery Reference Model
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EDRM provides a step of framework guide for e-Discovery.
The framework guide describes the role of each step. The role
of each step is as follow [5]:

Information Management — This step is to manage
the through
document retention and management policy. In this
through ‘The Information Management
Reference Model (IMRM) project’, ESI is
efficiently extracted and role of a member is defined

information inside organization

step,

Identification - When you need to produce ESI,
specify the range of ESI to be extracted first. Then
Identification strategy and plan establishment step
will begin. There are works for a device saving ESI,
understanding of a person who is in charge, the date
of creation, discovering of range of search such as
keywords to be included, etc.

Preservation - This step means that ESI has been not
changed or destroyed. And litigation hold will be
performed.

Collection - In this step, all the ESI in the storage
should be collected for review and classification.
Since the integrity of the collection ESI should be
guaranteed, digital forensic method can be used.
Processing — This step is to remove duplication of
data and the ESI is converted into a standard format.
Review — At this stage, the relevance and privilege
of ESI is reviewed. Confidential and privileged data
is classified, and then legal strategy will be
established from reviewing and classification of data
after using keyword search and metadata filtering.
Analysis — This is the stage of summary and
analysis of reviewed data. We can analyze context
and contents regarding major patent, subject, person,
conference and etc. throughout all process, to
enhance the productivity, content, reviewer, project
and case analysis is needed.

Production - The stage of storing and submitting
ESI to various media.

Presentation - ESI is submitted effectively in
testimony report, a hearing and court in this stage

IV. E-DISCOVERY SUPPORT TOOL DESIGN

Based on EDRM, e-Discovery support tools cover the range
from Preservation step to Analysis step. So, e-Discovery
support tool must have basic features shown in Table 1.
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TABLE 1. Basic functions of e-Discovery support tool

Function Description

Search with index

Collect data and crate index for
review

Collected ESI to be classified

Classification .
for review.
. Classified ESI should be
Review . .
reviewed efficiently
Analysis Reviewed ESI is analyzed

We design e-Discovery support tools based on Table 1. Our
system consists of 3 modules, AGENT, SERVER, and
MANAGER. The role performed by each module is as

follows.
o

AGENT - installed on user’s PC, create ESI index
and send ESI to SERVER.

SERVER - classify ESI, insert ESI into database
and manage the connection of AGENT.
MANAGER - review and analyzed the collected
ESIL

Figure 2 shows the entire system configuration. Our system
is connected to the network, and has storage for ESI
information. All communications are secured to ensure

integrity.

SERVER
Figure 2. The basic e-Discovery system configuration

When litigation started, the AGENT shall collect ESI and
create ESI indexes. The collected ESI information is classified
and then stored in the ESI storage. The MANAGER should
review and analyze the collected ESI. If necessary, litigation
hold command and ESI real time search command is sent to
AGENT. Figure 3 shows the flow of the entire system.

539
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AGENT LS SERVER
Collect ESI Classify ESI
]
v
MANAGER AGENT
Review & —>»| Protect ESI &
Analysis ESI Direct Search ESI

Figure 3. The basic e-Discovery system flow

V. AGENT MODULE DESIGN AND IMPLEMENTATION

The AGENT module we designed focus on stages of
preservation and collection in EDRM. To secure integrity in
the preservation and collection step, modification and change
of ESI must be prevented. Table 2 shows the function of
AGENT modules in both steps.

TABLE 2. AGENT module function list

Process Function
Litigation hold
Preservation AGENT Information send
Encryption
Collection ESI .Index create
Real time file search

It has to maintain the logs for every function which AGENT
performs. Figure 4 shows the functions performed by the

AGENT.
Log/ \ Log
5 @, L
SERVER MANA(rER
Packet lincrvption
AGENT Information Real Time File Search
Crated Index 4[} Litigation Hold
\m

AGENT
Figure 4. AGENT total function configuration

“Litigation hold” function has the function of protecting ESI
from the time lawsuit started. Litigation hold requirements
include the follows.
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® When litigation starts, modification and deletion of
ESI should be impossible.

® When litigation end, modification and deletion of
ESI should be possible.

® [t should record AGENT data performed by hold
order, the time of hold and release and list of ESI to
be hold.

“Litigation hold” command is received from the MANAGER.
MANGER to makes a list of ESI for the litigation holds, and
sends the list to AGENT. Then, AGENT has to hold the ESI
in the list. Figure 5 shows a flowchart of this function.

Receive Litigation

Hold ESI List . ESI Data Hold
Receive Litigation
ESI Data Release . Release ESI List

Figure 5. Litigation hold function flow

“AGENT information send” function 1is used for
MANAGER to identify AGENT. “AGENT information send”
function has to satisfy the requirement as follows.

® [t should submit data of hardware, OS and key such
as MAC address, IP address to identify each
AGENT.

® [t should record information of AGENT and the
time of AGENT information sent.

When AGENT connects to the SERVER, AGENT
information is sent to SERVER. Figure 6 shows this feature
flow.

Send AGENT
Information

4

Insert AGENT
Information to
Database

Connect SERVER

»

Figure 6. AGENT information sends function flow

“ESI Index create” function is the ability for ESI analysis
and review. The ESI index is generated from an installed
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AGENT PC. “ESI Index create” necessary functionality is
shown below.
® Extension, signature, keywords, etc. should be
indexed.
® Summary file including metadata and partial
content of indexed files should be created.
® AGENT information, indexed result, start time and
end time should be record.

The generated summary file is sent to a MANAGER.
MANAGER uses this file to reduce the time review the ESI

»

Create Index &
Summary File

\ 4

Send Summary File
to MANGER

Index Policy
Making

Insert Index
Information to
Database

-

Figure 7. ESI Index create function flow

“Real time file search” function is using for direct request
and search ESI the MANAGER needed from AGENT. This
function has the requirement as follows.

® [t should be able to search the not-indexed ESI.

® [t should be searchable by keyword and extension

® If the searched files exist, it should be possible to
be sent to MANAGER.

® It should record the result of real time file search,
transmitted file information and AGENT module.

Figure 8 “Real Time file search” function shows the flow.

»

Receive Keyword File Searching

\

Send Search Result
to MANGER

Figure 8. Real time file search function flow

VI. CONCLUSIONS

In this paper, we described the basic e-Discovery support
system and designed AGENT module. AGENT module
performs the collection and preservation steps of EDRM.
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AGENT module receives commands for MANAGER and
SERVER.

As future study, we will expand the proposed model by
analysing the requirement of e-Discovery support tool. And
with the implementation of AGENT module, we plan to
implement SERVER and MANAGER modules.
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