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Abstract—The Mobile Ad hoc Network composed of one or more
mobile node in the wireless medium. The wireless medium has a
lot of security vulnerability, therefore diverse attacks happen. To
securely communicating, MANET needs to authenticate each
other node. However, providing an authentication is difficult in
mobile ad hoc network, because the central node is absent.
Among the methods to solve the problem, a localized certificate
service has studied. The localized certification service provides
an authentication, grouping mobile nodes to local. In this paper,
we propose a mechanism for regenerating CGA using a threshold
secret sharing in MANET. The proposed mechanism provides
more secure communication.

Keywords— MANET, Threshold secret share, SEND, CGA,
Authentication

I. INTRODUCTION

Mobile Ad hoc Network (MANET)[1][2] is
composed of one or more Mobile Nodes (MN)
which communicate and route at the same time.
Under the disaster such as flood or earthquake,
MANET can quickly be established even though
the network infrastructure is unavailable.

When a system manager wants to construct the
security system in MANET, the authentication
service is preferred. For supporting the
authentication service in a network infrastructure,
public key certificate-based authentication service
is broadly used and it requires the Certification
Authority (CA) which is an essential entity to issue
certificates. However, there is no CA in MANET,
so it is difficult to provide the authentication service
in MANET.

To solve the problem, the certification service
using Threshold Secret Sharing (TSS) has been
studied[3][4][5]. In the certification service using
TSS, the authentication service can be provided
without CA.
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In this paper, we propose a mechanism for
regenerating Cryptographically Generated
Addresses (CGA) using a TSS. Our mechanism
makes the authentication service more secure,
because of solving the problem of regenerating
CGA.

The rest of this paper is organized as follows. In
the section 2, we describe the relate work about
SEcure Neighbor Discovery (SEND), CGA,
MANET using TSS. In the section 3, we present
our proposed mechanism. In the section 4, finally,
we make conclusion of our paper and discuss about
future research.

II. RELATED WORK

A. SEcure Neighbor Discovery(SEND)

SEND[7] can help a receiver to demonstrate the
source address in neighbor discovery message that
is its real address. Through the SEND, an attacker
cannot impersonate a specific node. SEND also
ensures integrity of message and authenticates the
sender with digital signature. In SEND, each node
directly exchanges its public key, without being
distributed by Internet Key Exchange (IKE). The
foundation technique of SEND is a digital signature
and CGA.

B. Cryptographically Generated Addresses (CGA)

CGA[6] are the foundation technique of SEND.
CGA are IPv6 addresses in the SEND. The
interface identifier of the IPv6 address is generated
by computing one-way hash function. A public key
and auxiliary parameters are input value of hash
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function. In Figure 3, the block is the architecture of
CGA.
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Figure 1. The address form of CGA

CGA technically combine a public key
cryptography with an IPv6 address. In 128-bit of
IPv6 addresses, CGA are divided into two spaces:
64-bit of subnet prefix and 64-bit of interface
identifier. The interface ID is the leftmost 64 bits of
160-bit hash value. Trough one-way hash function,
the 160-bit hash value is calculated with input value,
public key and some parameters, such as modifier,
subnet prefix. In an Interface ID, Sec is an element
for preventing brute-force attacks.

To verify CGA, the receiver recalculates the 160-
bit hash value with the same input data with sender
handles. If the leftmost 64 bits calculated by
receiver are the same as the Interface ID of sender’s
CGA, and CGA are verified. After verifying CGA,
the public key of RSA signature option is compared
with the public key of CGA option. The receiver
can be aware of the real owner of the public key.
Through this procedure, CGA can authenticate the
sender and the message.

CGA can help to counter some attacks, such as IP
spoofing. However, the problem in CGA is
generated when the private key is compromised. If
the private key is compromised, an attacker can
pretend the owner of address. Then all nodes
confuse whether the public key is right or not
Therefore, CGA cannot regenerate securely IPv6
addresses.
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C. MANET using Threshold Secret Sharing

Certification Authority (CA), the trusted third
party, is needed for key management system in the
authentication service. The architecture of CA has
two forms: centralized architecture and hierarchical
one. When upper CA is compromised in these
schemes, whole the authentication service would be
destroyed[3][4][10][11].

In MANET, there is no CAs because the
centralized node is absent. Therefore it is difficult
to provide the authentication service in MANET.
TSS can solve the problem and help to distributing
the authority of CA to all nodes. The certification
service in MANET using TSS has been studied.
Kong’s mechanism[3] is one of the researches.

TSS is called (¢, n) threshold secret sharing, also.
The basic idea of TSS is dividing a secret data into
n pieces and distributed to » participants. When ¢
pieces of distributed secret data gather, the original
secret data is reconstructed. If #-1 pieces of
distributed secret data get together, the original
secret data cannot be reconstructed. Distributing the
secret data makes the secret data more secure than
centralized.

The partial secret data is calculated by the
following random #-1 degree polynomial. All secret
share holder x(x=1,2,...,n) has each partial secret
share f(x).

Hel= ket T mod p

+a.2°

o k:secret data
o a:random numbers
« p:randomly prime (where, p>k,n)

Kong’s proposed mechanism[3] decreases the
threat of destroying whole the authentication
service. In the Kong’s proposed mechanism, the
certification authority functions distribute into each
the MN through a TSS. Each MN has a secret share
and multiple MNs in one local coalition jointly
provide complete services.

In the bootstrapping phase, each the MN v; has
certificate cert; and secret share P,;. The cert; is
constructed like [vi||pki|| Tsign||Texpire]- A partial secret
share P,; is calculated by P,; = f(v;) mod n with the
private key of system manager, SK;,. Therefore, the
original secret data SK,,~f(0) is unrevealed. For
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reconstructing the complete secret share from a
partial secret share P,;, the following formula is
used:

SE=Y)(Pv; » Iv;(0)modn) = ¥ K, modn

i=1 i=1

In Figure 2, a new MN v, joins a coalition and
wants to participate in authentication service for
reliably communicating with other nodes. The
procedure of issuing certificate is as follows:

O

ert,)sk3

cert, ~ V gy i
L//’ g Exﬁq

S (cert)sK2

O

Figure 2. Jiejun’s mechanism

O

O

. The node v, broadcasts a request message to
multiple nodes in a coalition.

« Multiple nodes, which received a request
message, confirm the message if the node v, is
dependable or not

o If the node v, is trustable, multiple nodes
evaluate partial secret shares and send them to
the node v,.

« The node v, reconstructs the complete
certificate (certx)SKsys without revealing SKy,
to the coalition. At that time, multi-signature is
the corner stone[8][9].

Xs-'-:l . Xs-'-:g s S ‘Ysi:¢=Xsi:1—sl'g—---—si:¢

II1. PROPOSED MECHANISM

SEND is proposed for secure neighbour
discovery and for IPv6 addresses authentication.
The foundation technique of SEND is a digital
signature and CGA. Especially, CGA is essential
component in SEND. The CGA have the problem
to regenerate addresses, when the private key is
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compromised. In our proposed mechanism, we
solve the problem by adopting TSS.

Our proposed mechanism for regenerating CGA
is based on TSS. Each MN in one coalition forms
MANET and authenticates each other for reliable
communication. The coalition is a group which has
a same purpose. To perform the same purpose, the
system manager has to configure the secret sharing
information to coalition among the MNs during
bootstrapping time.

In our mechanism, certificate issuing service
operates based on TSS. When the MN did not
regenerate its certificate before expiration time or
when the private key of the MN was compromised
by an attacker, its personal key pair must be
updated. A certificate of the MN must be renewed
and reissued to all MNs.

In the CGA procedure, renewed a personal key
pair of a MN makes its address also renewed. When
a private key of the MN v, is compromised, an
attacker pretends that MN v, sends its new key pair
to neighbor nodes. Neighbor nodes cannot
distinguish ~ whether the sending node is
authenticated or not. At this point, TSS can help
nodes to distinguish which node is authenticated.

Let the total number of MNs in a coalition is K,
and the compromised the MN is node v,. It has a
secret share P,,, its own public key pair (sk,, pk;),
and a certificate cert,. Another MN of coalition K is
vi(j=1,...,K), and each also has secret shares P,
their own public key pair (sk;, pk;), and certificates
cert;. In Table 1, we briefly explain the notation.

TABLE 1. NOTATION
Notation | Description
K The total number of MNs of coalition
SK Private key
PK Public key
SKys The private key of system manager

PKys The public key of system manager

The value for calculating the distributed

Py secret share information.
sk; The private key of the MN j(1, ..., K)
pk; The public key of the MN j(1, ..., K)
Vi All MNs of one coalition
Vy The compromised MN
Coalition | The collection of MN(1, ...., K)
cert; The certificate of the MN v; (j=1, ..., K)
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Tign The time of generating certificate
Texpire The expiration time
SK; j(1, ..., K) distributed secret shares

A. Bootstrapping phase

Before bootstrapping time, the system manager
separates and distributes the secret share. At the
bootstrapping time, all MNs create their own public
key pair. In Figure 3, we describe the procedure of
bootstrapping phase.

Public Key Privatekey | (1) Generaing the
ey publickey pair
3 x)
System manager ’ _ (2) Separating
— by a formula
Secret [ Secret 1 Secret |
share J {__ share share J
| va | va | | va | _(3) Distributing
Py | |~ secret shares
pk || sk _(4) Generating the
- publickey pair
Y and certificate
certificate

Figure 3. Bootstrapping phase

(1) The system manager generates his own RSA
public key pair (SKyy,, PKjyy).

(2) The private key SK,, is separated by secret
share P,; = (f(v)mod n), where f(v;) is an
arithmetic formula (z, n) in TSS.

(3) All MNs obtain secret share P,;, from the
system manager.

(4) All MNss create their own public key pair (sk;,
pk;), and valid certificate, cert;, forming {ID,,
ij, Tsigny Texpire}~

B. Certificate exchange phase

Each MN exchanges its own certificate, cert;. By
using SEND each MN can be aware that an attacker
deceives other MNs. In Figure 4, we describe the
message flow of the certificate exchange phase.
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Figure 4. Certificate exchange phase

(1) The MN v, sends its own certificate, cert; to
all MNss.

(2) All MNs were received the certificate of the
MN v,. All MNs also sends their own
certificate, cert;.(j=1, ... , K).

(3) Communication based SEND begins.

C. Regenerating CGA and redistributing certificates

If a private key of the MN is compromised, or if a
certificate is not reconstructed during expiration
time, the compromised MN cannot use its current
certificate any more. It regenerates its own public
key pair and certificate, and also creates CGA of
itself using its new public key. In Figure 5, we
describe the message flow of the regenerating CGA
and redistributing certificates.
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_l_
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L
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Figure 5. Regenerating CGA and redistributing certificates
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(1) The private key sk, of the MN v, is
compromised by an attacker. Otherwise the
time of regenerating certificate is expired.

(2) The MN v, should regenerate own public key
pair and CGA.

(3) The compromised node v, makes a partial
certificate (cert,)”™ using its own secret share
P,.. The partial certificate forms with a new
public key pair of the MN v,.

(4) The MN v, sends the partial certificate
(cert)™ and the new certificate cert, to
coalition K. The new certificate will be signed
by the MN v;(j=1, ..., K). Therefore the MN v;
receives certificate cert, and (certy)”™.

(5) Next, the MN v; signs the new certificate cert,
of the MN v, with their own secret share P,;.
Therefore the partial certificate (certy)™ is
created. The MN v; also sends it to all nodes.

(6) Finally, in the point of view of MN v,, the
MN v, confirms the identifier of node v,. A
partial certificate (cert,)™ is calculated with
k-1 partial certificate (certj)P Y. The formula
is as following:

Pvl Pvk-1

(cert)™"™ » (certy)""' o -+ o (certy)

— (certX)PVX+PV1+, . APvk-1

(7) If the result of calculating the formula is a
certificate signed by the private key of system,
the public key of node vy is demonstrated.
Unless the result is signed certificate, it is not
a correct public key. Therefore, the key is
discarded.

IV.CONCLUSIONS

In this paper, we proposed the mechanism to
regenerate CGA using a TSS if the private key of
system is compromised. The proposed
mechanism authenticates a sender and the
message of a sender. In the proposed mechanism,
a certificate is reissued with regenerated CGA
without CAs.

In the future study, we will include work on

(1]
(2]
(3]
(4]

(3]
(6]
(7]
(8]

(9]

[10]

[11]

performance analysis about our proposed
mechanism
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