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Abstract— This research is about detecting operation failures or
faults from RFID infrastructure and coping with them to recover
its normal operation. While the traditional RFID systems have
provided limited functions about monitoring its operation status,
only a few have some capability to notify system alarm to its
manager or user in order to request some manual recovery
procedures. This research analyses the existing methods for
monitoring RFID infrastructure, and then proposes a functional
system for the failure management of RFID infrastructure, called
RIM (RFID Infrastructure Management) which are able to
diagnose RFID system status and to execute the recovery plan for
coping with, if any, failure on the RFID system. RIM takes
advantage of event correlation analysis to recognize the failure
type from the several RFID system events information, and to
find the root cause of the failure type which may consist of one or
more RFID events. This research is expected to help to maintain
RFID system readily and to manage its operation status
autonomously.
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Failure Management, Root Cause, GLIS

I. INTRODUCTION

These days RFID (Radio Frequency ldentification) is no
more new term to everyday-life as well as to the industries.
RFID technology has been applied to office access control,
transportation  fare, high-value products identification,
logistics assets and library book management [1][2].

In general, as shown in Figure 1, RFID infrastructure
consists of RFID devices (e.g. RFID reader and RFID tag),
and RFID software modules (e.g. RFID middleware and data
storage) [3]. Through the radio frequency communication,
RFID reader reads or writes the data which are stored in a
RFID tag memory [4]. The data collected from RFID reader
are sent to RFID middleware for information processing such
as filtering, grouping, and report formatting. Then, the
processed data is stored to RFID database which provides
query interface for the data exchange.

The industries and the end-users are demanding a way to
manage these RFID infrastructure components remotely and
reliably [5]. The traditional studies on RFID infrastructure
monitoring have focused mainly on RFID reader
characteristics [3], [6], [7], based on SNMP (Simple Network
Management Protocol) and have not considered RFID
software modules. Since RFID software modules are
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important elements for deploying RFID application service,
the scope of this research accommodates both RFID devices
and RFID software modules for monitoring their status.

RFID
RFID Database
Tag
|
|
@ |
RFD | RFID
Reader Middleware

Figure 1. Components of RFID Infrastructure

As RFID technology supports automatic data capturing
from things such as products and items, RFID infrastructure
can handle large amount of data events in relatively short time
[8], when compared to other identification techniques such as
barcode. At the same time, RFID software modules have to
communicate with RFID devices in order to control and
manage, so lots of system information is generated from the
RFID infrastructure. Thus, this research analyses the existing
methods for monitoring RFID infrastructure, and specifies
status attributes as well as meaningful events for signalling
status change of RFID infrastructure. Then, we propose a
system architecture, called RIM (RFID Infrastructure
Management), which is for monitoring the status as well as the
event information about RFID readers, RFID middleware, and
RFID data storage.

This research further specifies a method for deciding
operation status (e.g. either ‘Normal’ or ‘Abnormal’), based
on event correlation analysis. Furthermore, the proposed
method recognizes the root cause among one or more failure
events. In other words, RIM is able to detect operation failures
or faults from RFID infrastructure and to cope with them to
recover its normal operation.

The remainder of this paper is organized as follows:
Section 2 introduces the related study for this research.
Section 3 proposes the system architecture of RIM which
accommodates RFID infrastructures and describes functions
of RIM. Section 4 presents a method of how to recognize the
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event pattern which includes one or more RFID events, and
specify how to find its root cause. Finally, concluding remarks
are provided in Section 5.

1. RELATED WORK

A. RFID System Management

There have been many researches on analysing the
requirement for RFID system management [2], [8]-[10]. Also,
as listed in Table 1, several international standard
specifications about RFID system management have been
published for the last decade, since the industries have
requested interoperability among various types of RFID
devices from a number of device vendors.

TABLE 1. RFID SYSTEM MANAGEMENT STANDARDS

Title Organization (Year)

ISO/IEC 15961:2004 (Data
protocol: application interface)

ISO/IEC JTC 1/SC 31 (2004)

RP (Reader Protocol) v1.1 EPCglobal (2006)

RM (Reader Management) v1.0.1 | EPCglobal (2007)

LLRP (Low Level Reader
Protocol) v1.0.1

EPCglobal (2007)

DCI (Discovery, Configuration,
and Initialization) for Reader
Operations v1.0

EPCglobal (2009)

ISO/IEC JTC 1/SC 31
(under development)

ISO/IEC 24791-3 (Software
system infrastructure — device
management)

Particularly, EPCglobal RM focuses on both status
monitoring and alarm control of RFID reader device. DCI
specifies initial configuration requirements between RFID
reader and RFID software modules. ISO/IEC 24791-3 which
embraces DCI, SNMP, and DPWS (Device Profile for Web
Services) provides the following interface definitions for
RFID device management.

« discovery of the RFID devices in the network

« management service with operation configuration

o monitoring service for reporting alerts, diagnostics,

performance information
However, the interfaces and functions from all these
documents are limited on setting RFID reader operation
parameters and on simple monitoring on RFID reader
attributes, while they have not considered either about
correlation about the RFID events or about failure recovery in
aspects of RFID infrastructure.

B. Researches on Event Correlation

There are many approaches for analysing the event
correlation [11]-[14]. For instance, [11] suggested the
conceptual model for describing causal and temporal
relationships between network events in order to propose a
general correlation model. In the meantime, [12] introduced
alarm correlation analysis which is based on the model-based
reasoning for intelligent network management and [13]
suggested the event correlation matrix between problems and
symptoms. Traditionally the following three types of
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approaches have been used for finding correlation among a
series of events.

1) Rule-Based Approach: The rule-based approach finds
event correlations using a set of rules which should be defined
in advance of event occurrences [15], [16]. And these rules are
generated by experts in that domain. A rule based reasoning
system is organized in three components shown in Figure 2.

' |
: inference |
: engine :
: user J i
1| interface knowledge
i base !
: (facts & rulesy ||

1

Figure 2. Components of Rule-based reasoning system

However, this approach has a major drawback when applying
for the dynamic and flexible system environment, because the
given rules necessarily rely on human knowledge.

2) Case-based Approach: The case-based approach solves
new problems using the experience of the past cases. As
shown in the Figure 3, when a new problem is entered, a case-
based system retrieves the closet cases, reuses a solution to the
new problem, revises the suggested solution and retains this
experience [17].
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Figure 3. Case-based reasoning procedure

But, if there is no matching case for a problem, the problem
cannot be solved.

3) Neural Network Approach: The neural network
approach is an event correlation technique based on the
artificial neural network [18]. This approach has a network of
processing nodes called ‘neuron’s, which perform operations
on the weighted inputs to generate an output [16]. That is, the
neural network requires sufficient and valid information in
advance of event analysis, since this approach needs a
learning period.
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Since each RFID application service has a different
deployment environment with a various vendors of RFID
infrastructure components, it takes time to have adequate
number of rules or cases in advance. And RFID infrastructure
may be re-organized dynamically, the given rule does not
always match the real situation. In addition, the conventional
approaches do not consider the characteristics of RFID
infrastructure regarding both data flow and management flow
among RFID infrastructure components. For instance, the
events from RFID reader may influence the operation of RFID
middleware, while the events from RFID database rarely
influence the operation of RFID reader. Therefore, this
research proposes a functional system which can provide the
correlation analysis for RFID infrastructure events, by using
the hierarchical topology information as well as timestamp of
each event.

I11. PROPOSED SYSTEM ARCHITECTURE

For the comprehensive system management for RFID
infrastructure, it is important to reflect the characteristics of
RFID infrastructure, as shown in Figure 2. For instance, a
RFID middleware can be connected with one or more RFID
readers. Also, a RFID database can be connected with one or
more RFID middleware. Meantime, in RFID system
environment, a series of events are correlated. For example,
operation failure from RFID reader’s antenna influences on
the data collection operation of RFID middleware, since the
RFID reader of which antenna is out of order is unable to
communicate with any RFID tag.

While data from a RFID reader can flow to RFID database,
as already described in Figure 1, all the event and status
information should be notified directly or indirectly to a
management module. In this research, RIM (RFID
Infrastructure Management) is proposed for this purpose. So,
through the correlation analysis with both the informed status
attributes and events from RFID infrastructure, RIM can
decide whether a specific RFID infrastructure component has
a problem on its operation.

/ RIM
RFID
Reader 1 \\\\ RFID
RFID ,/’:/ Middleware
Reader 2 /’ T
/ 1
ReizleDr s [ RFID
Database
————— Data Flow +«— Management Flow

Figure 4. RFID Infrastructure with RIM

A. RFID System Information

As shown in Figure 4, each RFID infrastructure component
can send its status information periodically or on request from
RIM. And each one also have to notify RIM of either its status
change or alarming event. Table 2 lists the major events from
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RFID infrastructure, while Table 3 lists the common attributes
to represent the status of each RFID infrastructure component.

TABLE 2. EVENT FROM RFID INFRASTRUCTURE

Category Event Description
RFID TagOperationEvent Event from
Reader RFID tag

access
ReaderDeviceEvent Operation
status change
IOPortEvent Event from
NetworkEvent RFID Reader
AntennaEvent components
PowerSupplyEvent
RFID DataManagementEvent Event from
Middleware | - DataCollectionFault Data
- DataProcessingFault Management
- DataReportTransmissionFault | Operation
MiddlewareOperationEvent Operation
status change
NetworkEvent Network Event
RFID WebServicelFEvent Event from
Database RepositoryOperationEvent RFID Database

TABLE 3. COMMON STATUS ATTRIBUTE

RFID Device Attribute Description
OperationStatus On/ Off/ Unknown/ Reserved
ProcessorUsage Value of CPU in usage
MemoryUsage Value of Memory in usage
NetworkStatus Networking opertion status
BatteryStatus Value of Battery Supply

987

Additionally, RFID Reader may provide more information
from the following attributes:

« 1/OPort

e Antenna

« Radio Frequency Noise

« Forward Power Reflection

Also, RFID Middleware may provide more information
from the following attributes:

« TagDataCollection

« DataProcessing

« DataReporting

B. RFID Event Correlation

Figure 5 describes a RFID infrastructure example which
includes 2 RFID middleware(e.g. MW-1, MW-2), 2 RFID
database(e.g. DB-1, DB-2), and m RFID readers(e.g. from
RD-1 to RD-m).

Figure 5. RFID Infrastructure Example to describe RFID Event Correlation
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In this case, as listed in Table 4, RD-1 can generate event A
and B, while MW-1 can generate event C and D. In the mean
time, DB-1 can generate event E and F, while MW-2 can
generate event G. While traditional RFID monitoring
solutions are paying attention to catch only about RFID reader
such as event A and event B, it is important to get all the
system information from event A to event F, and further to
detect that RD-1, MW-1, MW-2, and DB-2 may have problem
to be resolved. Surely, one of the simplest way to cope with
all the events is to check all the event one by one. However,
this way requires much more time as well as cost than the way
of analysing correlation among the events.

TABLE 4. SYSTEM INFORMATION EXAMPLE FROM RFID INFRASTRUCTURE

Status, RFID Description
Event | infrastructure
A RD-1 Antenna is disconnected from RD-1
B RD-1 RD-1 is now unable to collect data
from RFID tags.
C MW-1 MW-1 does not receive any data from
RD-1 during a period of time.
D MW-1 MW-1 cannot make a specific data
report which is related with RD-1
E DB-2 DB-1 has problem in its operation
F DB-2 DB-1 is unable to provide reliable data
retrieval service.
G MW-2 MW-2 is unable to send data report to
DB-2

In other words, through the event correlation analysis of
RIM, all the events from the previous example can be
classified as two failure types, such as {A, B, C, D} and {E, F,
G}. Then the root causes, event <A> of RD-1 and <E> of DB-
2, for each failure type can be detected from the correlation.
That is, RIM plays a role of ‘event correlator’, as shown in
Figure 6, and the both events <A> and <E> can be ascribed to
the other events in RFID infrastructure. Therefore, by solving
<A> and <E> first, not necessarily all the events, efficient
system recovery can be executed. The detailed method of
analysis is described in Section 4.

| {A.B. C, D}u‘.‘ {E. F. G} I

RIM

Figure 6. RIM proposes a method of RFID correlation analysis

C. Function Modules of RIM

Figure 7 shows the function modules of RIM. RIM is
composed of the five modules including RFID System
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Interface, Information Analyzer, Pattern Repository, Recovery
Manager, and Recovery Planner.
""""""""""" RFID Infrastructure |
Management

@

Pattern
Repository

Recovery
Planner

Information
Analyzer

Recovery
Manager

RFID System Interface

Figure 7. Function modules of RIM

As the first step, RFID System Interface receives both
status and event message from RFID infrastructure, and let
Information Analyzer know what kinds of system information
have collected. RFID System Interface may produce alarm
report after checking the change of values about RFID system
status information. As the second step, Information Analyzer
check if the system information received from RFID System
Interface is the result of a system failure. At this same time
Information Analyzer decides if a series of system events are
correlated and ask Recovery Manager for executing relevant
recovery procedure as the third step. Information Analyzer is
able to query Pattern Repository if there is a registered pattern
about the correlated system events. This pattern can signal
what is the root cause among the correlated system events.

Recovery Manager, then, can execute recovery control in
order to cope with system failure. Since there may be several
recovery ways for each system failure, Recovery Manager can
query Recovery Planner to look up an adequate recovery plan.
as the fourth step. Finally, as the fifth step, Recovery Manager
sends control request to RFID infrastructure via RFID System
Interface.

IV. RFID EVENT CORRELATION ANALYSIS
This section specifies the detailed procedure for analysing
RFID event correlation, with using the previous example of
Table 4, Figure 5, and Figure 8.

Time
R-1 | A | B | X
MW-1 (e ) |
DB-1 (e) (PN
MW-2 O
AR A AR AR A RAN:

Figure 8. Example RFID events with timestamp
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Due to the characteristics of the RFID Infrastructure, the
event from RFID reader is followed by some event from RFID
middleware. Also the most recent event from RFID reader is

likely to have a relation with the event from RFID middleware.

Thus, at the minimum, several rules to detect event pattern can
be defined considering this conditions. Then, at the time T4 in
Figure 8, RIM can check whether {A, B, C} matches any
event pattern registered. At time T6, RIM can check {C, D},
as well RIM finds {X, D} at time T8. Through the pattern
matching process with the defined pattern, three event pattern
as well as its root cause can be represented as the following:
{<A>, B, C}, {<C>, D}, and {<X>, D}.

In the meantime, RIM can elaborate its defined rules
gradually with its recovery execution procedure. When RIM
execute a control on RD-1 for coping with <A>, the potential
root cause of event pattern {A, B, C}, there could the three
cases of recovery results, as shown in Figure 9. Case 1 shows
event A and C are recovered, but not B. Likewise Case 2
shows all events are recovered, while Case 3 shows event B
and C does not recovered. Then, these correlations can be
represented with event correlation graph which will be
updated the pattern matching mechanism.

0 (D O
O, ©

Case 1 Case 2

©
Case 3

Figure 9. RFID event correlation graphs

Further, RIM can also reflect the other results, as shown in
Figure 10. Following Case 2, if {<C>, D} results in success,
then Case 4 can be represented, so {<A>, B, C, D} can be
inferred afterwards. And, following Case 4, if {<X>, D}
results in success, then Case 5 can be represented.

operation. Thus, this research will help to minimize any
confusion in coping with RFID system failure, and to promote
RFID application service development.

Recently, RIM has been adopted as a core functional
module in developing global logistics information
synchronization service by LG Hitachi Consortium since last
year [19]. As many RFID applications appears, RIM is
expected to help the integrated control for the large-scale
RFID infrastructure deployment and further make RFID
service development efficient.

Autonomous RFID system management is still a
challenging task to be done when RFID infrastructure changes
dynamically and there are a number of RFID devices as well
RFID software modules. Moreover, event correlation
techniques have evolved continuously, there should be more
efforts for enhancing the performance of RIM and for
elaborating the event correlation analysis for RIM.
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