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Abstract— Quantum communication scheme for blind signa-
ture is proposed based on two-particle entangled quantum-trits
to create a novel systemetrical quantum cryptosystem. All the
messages are encrypted by the private key of the sender Alice
during the communication and the authenticity verification of
signatures and an arbitrator’s batch efficient proxy signature is
applied. It demonstrates that a large number of blind signatures
can be derived with a high efficiency.
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I. INTRODUCTION

Digital signatures [1] are easily transportable, cannot be
imitated by someone else, and can be automatically time-
stamped. A blind signature introduced by David Chaum [2] is
typically employed in privacy-related protocols and realized by
using a number of common public key signing schemes [3].
Fan and Lei [4] proposed a scheme based on the quadratic
residues problem in 1996. Zeng [5]-[7] has introduced a
quantum signature scheme based on the correlation of quantum
entanglement states in 2001. Gottesman and Chuang [8] have
also proposed a quantum digital signature scheme based on
quantum one-way function. In 2008, Wen [9] proposed a
weak blind signature scheme based on quantum cryptography
and Shi et al. introduced a multiparty quantum proxy group
signature scheme for the entangled-state message [10]-[12].

In this paper, a quantum communication scheme for blind
signature is proposed to create a new systemetrical quantum
key cryptosystem with two-particle entangled quantum-trits. A
third fully trusted participant Trent(the arbitrator and proxy)
is involved into this scheme. The responsibility of Trent is to
help Alice and Bob trust each other before communication,
verify the legalization and authenticity of the trying blind
signature and provide batch efficient proxy blind signatures to
Alice. During all the communications, two-particle entangled
quantum-trits are used to create the strings of qutrits for
messages and to make distribution of keys.

II. QUANTUM COMMUNICATION SCHEME FOR BLIND
SIGNATURE

The classical blind signature is described like this: Bob is
a notary, Alice expects Bob can sign the message from her
and she does not want to Bob to understand the content of
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the message. Bob does not care what the message is, and he
only testifies he has notated it at some time [3]. The quantum
communication scheme for blind signature utilizes the two-
particle entangled quantum-trits [13] which are expressed as
follows,

a00\00> + CL01|01> + (102|02> + a10|10) + a11|11)
+a12|12) + a20|20) + a21|21> + @2\22), (1)

03) =

where Y77 - [lai;||* = 1.
Suppose that Alice and Bob share an entangled pair in this
state:

lpap) = é(|0AOB> +10alp) +(042B) + [140B)
+1alp) + [142B) + [240B) + [241p)
+2428)), 2
Suppose that Alice and Trent share an entangled pair in this
state:

1
lpac) = §(|0A00> +104le) +(042¢) + [140¢)

+‘1A1C> + ‘1A2C> + |2AOC’> + |2A10>
-HQA?C)), (3)

Suppose that Bob and Trent share an entangled pair in this
state:

1
lpBc) = g(\OBOC> +|0g1¢c) +1052¢) + |180¢)

+[1plc) + [1B2¢) + [280¢) + 281c)
H2520)), @)

The quantum communication scheme for blind signature can
be briefly defined as follows and each step is corresponding
to Fig. 1.

(1) Alice firstly sends a trying message which is encrypted
by her private key to Bob. (2) Bob adds his personal informa-
tion to this secret message and encrypts it by the sharing key
with Alice. (3) Bob sends the secret message with his personal
information to Alice which is called the trying blind signature.
(4) Alice gets this trying blind signature and decrypts it by
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Fig. 1. The process of quantum communication scheme for blind signature.
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Fig. 2. Figure for distribution of keys in the quantum communication scheme
for blind signature.

the sharing key with Bob and judge whether the secret trying
message has not been falsify. (5) Alice and Bob separately
informs Trent the result of the signature and Trent verifies
legalization and authenticity of the trying signature. (6) If the
verification is successful, Alice sends quantities of messages
to Trent. (7) Trent signs quantities of messages using the the
combination of Bob’s personal information and Trent’s random
checking photons.

A. Initial phase

Step 1. Alice and Bob are distributed the secret keys K,
K, Ky, where K, is employed in the communication
between Alice and Bob and it only can be used twice for Bob’s
encrypting and Alice’s decrypting in the first communication,
then it will be discarded. K,. and K. are employed in the
communications between Alice and the arbitrator Trent and
between Bob and the arbitrator Trent. Besides K.y, Kqc, Kpe,
Alice owns a private key K, which is used for her to encrypt
the messages excepted to be signed by Bob. The relationship
among Alice, Bob and Trent and the distribution of keys is
given in Fig. 2.

Step 2. Alice has quantities of messages which are expected

to be signed by Bob, and they can be described as a matrix
like this:

mi1 mi2 mij Min
ma1 ma2 maj man
M= _ _ 3y s &)
mi1 mi2 T mij o Min
LMm1  Mm2 Mmj Mmn |

there are m messages {M1,Ms,...,M,,} and each message
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has n trits, for example:

M; = [mi1 mig mij Min] (6)

M is chosen to be considered as the trying message for the
first trying quantum blind signature.
B. Trying Quantum Blind Signature Phase

Step 1. Alice creates a qutrit string |57, ) for the trying
message. Alice transforms the trying message M into a qutrit
string |1z, ), there are n qutrits in this string, such as |¢ar, )
reads:

‘w]vh) = {|w11>v |1/)12>» ) |1/11j>» ) |w1n>}7 @)

where |11;) is a single qutrit in the string |iaz,). Any

qutrit |¢1;)(j = 1,2,...,n) in ¥, can be expressed as a
superposition of the three eigenstates |0), |1), |2),i.e.,
1h15) = a0l0) + ax[1) + az2), ()

where o, a1, ap are complex number with ||ag||? +||a||? +
[loz|l* = 1.

Step 2. Alice creates a secret string of qutrits |T") and relates
her private key K, = {|K}),|K2),...,|KJ),...,|K")} to a
sequence of measurement operators My, .i.e.,

M,Ca:{Mgé,M,fg,...,M&,...,Mgg}, ©)
the operators M ]Zj are defined to arise from the key |K7) for
je{1,2,...,n}. A more detailed method is described in Ref.
[5]. After the transformation, Alice is required to measure the
information string of qutrits |¢5s, ) with M}, and obtains:

IT) = My, [an) = {It0)s [b2)s - [, [t} (10)

where |t;) = M;z.gwlj) and it denotes the jth qutrit in the
string of |T) which is the secret state of the trying message.
Alice directly sends it to Bob and expects Bob to sign it.

Step 3. Bob can add his personal information to sign the
secret message though he doesn’t need to understand the
content of the secret message.

(1) Bob creates a qutrit string of his own personal infor-
mation |1),,), there are n qutrits in the string, such as [¢,)
reads:

|wp> = {lfl/}P1>7 |¢P2>a ety ‘ij>7 BN |¢pn>}7 (11)

where [1),,) is a single qutrit in the string [t),). Any qutrit

[¥p,)(j = 1,2,...,n) in |[¢h,) can be expressed as a superpo-
sition of the three eigenstates |0),|1),|2) like |/1;) in the Step
1.

(2) Bob also doesn’t expect Alice know the content of
his personal information and he encrypts [¢,) by Kj.. He
relates the key Ky = {|KL), [KZ), ... |KQ), .., |KL)}
to a sequence of measurement operators My, ., often referred
to as a measurement basis, the modus is like Eq.(10). After
this transformation, Bob is required to measure the personal
information string of qutrits |¢,) with My,  and obtains

[P) = M, [¢p) = {[P1), [P2), -, [Pj), ., [Pa)}, (12)
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where |p;) = M]zj |hp,) and denotes the jth qutrit in the

be

string of |p).

(3)Bob uses kqp, |T), |P) to provide a quantum blind
signature to the secret trying message. Bob may operate as
this way: he encrypts |T), |P) by kqp get

Sp = kab(‘T>’ ‘P>)a

13)

where S, is a blind signature on Alice’s secret trying message.
Step 4. Bob sends S, back to Alice and waits for the
Verification of the signature.

C. Verification Phase

Step 1. Alice gets Sp, and uses kg, to decrypt Sp. Alice get
|T") and |P’). Then she uses her private key k, to decrypt
|T") to obtain a string of qutrits [t} ).

Step 2. Alice verifies whether the signature is blindness.
Alice compares 1}, ) to her [¢5,) which she has reserved
in First quantum blind signing(trying quantum blind signature)
phase Step 1. If |1/}, ) # |1, ), it means the secret message
has been misrepresented. Maybe there is somebody has mea-
sured the trying message or intercepted the whole or a part of
content. Then they drop it and don’t go on the following steps.
Because any measurement may change the state of quantum
photons. If [¢}, ) = [|¢ar,), We can suggest that there is
nobody understands the content of the trying message except
Alice, so the blind signature is established.

Step 3. Bob sends |P) to the arbitrator Trent. |P) is the
result of |1),,) encrypted by My, , it is secret to anyone except
Bob and the arbitrator Trent. So Bob can send it directly to
Trent through the quantum channel.

Step 4. Alice sends |P’) to Trent.

Step 5. The arbitrator Trent obtains |P’) and |P), and
he will certify whether the signature is authentic. He firstly
compares if |P’) = |P), and then he uses k. to decrypt |P’)
and |P) separately. Trent gets [¢;,) and [¢,), following he
compares if i) = [¢,). If [P') = |P) and i) = [¢,),
we can consider this trying blind signature is successful, then
Trent will inform Alice and Bob this trying blind signature
is authentic and blindness. Next step, Trent can sign a large
number of messages from Alice as a proxy of Bob. But when
any condition above is not established, it is necessary to drop
this communication.

D. Batch Proxy Quantum Blind Signing Phase

In this phase, Trent as a proxy of Bob will sign quantities of
messages { Ma,Mo,...,M,,} from Alice with the combination
of Bob’s personal information |P) and his random checking
photons |P% ).

Step 1. Like the Step 1 ~ 3 of the trying quantum
blind signature phase, Alice transforms her remaining m — 1
messages {Ms,Ms,...,M,,} into m — 1 strings of qutrits
{Ina,)s | ¥ats) -+ ¥, )} Then she encrypts them by her
private key k,, the remaining secret messages are expressed
as follows:

|M1€> = Mka"(/]Mk> = {|M1>7 |M2>7 B |Mj>7 ) |Mn>}

(14)
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where £ =2,3,...,m.

Step 2. Alice sends the remaining m — 1 strings of qutrits
for the m—1 secret messages {|Ms), |Ms), ..., |M,,)} to Trent
successively and waits for the signature from Bob’s proxy
Trent.

Step 3. Trent add one qutrit random checking photon
|P% ) into |P) which Trent has obtained in Verification
phase Step 3 for each message of {|Ms),|Ms),. .., |M,,)}.

‘Pckheck> = Mlzgﬁ'wécheck)? (15)

where the form of |¢% ., )(k = 2,3,...,m) is as Eq.(9),
and 7 i3 a random number in {1,2,...,7,...,n}. It means
randomly choosing a M Zj from My, to measure |P% ).

.. . be .
Then the combining strings of qutrits are presented:

‘P§T> = {|P>7 |Pckheck>}
= {|P1>v ‘P2>7 BN |Pj>7 ce |PTL>7 ‘Pckheck>}(l6)

where k = 2,3,...,m, each message |My) is corresponding
to | PE.), then Trent will randomly use different | P£,.) to sign
messages from Alice.

Step 4. Trent separately signs the m-1 secret messages
with the string of qutrits |PE.)(k = 2,3,...,m) which is
the combination of Bob’s personal information and Trent’s
checking photons, and he encrypts them by k,.. For this, the
proxy blind signatures are obtained:

STk = kac(‘Mk>7 ‘P§T>)7

where k = 2,3,...,m.

Step 5. Trent sends the secret messages with blind signatures
{81y, S71s,...,57, } back to Alice successively.

Step 6. Alice receives the blind signature Sy, (k =
2,3,...,m) and decrypts them by k.. to get |My)(k =
2,3,...,m) and |PE;)(k = 2,3,...,m). Then she decrypts
|My)(k=2,3,...,m) with k, to get |¢x)(k =2,3,...,m).
Because Trent is the third fully trusted arbitrator and the
proxy signatures have contained his checking photons and
Bob’s correct personal information, it is not necessary to
suspect the accuracy of the signature. However, perhaps Alice
can randomly measure the accuracy of the signature through
whether |¢) = |Ya,)(k = 2,3,...,m) and first n qutrits
of |PEy) = [Pk = 2,3,...,m), where |¢ns)(k =
2,3,...,m) and |P’) have been mentioned in Eq.(15).

amn

III. SECURITY ANALYSIS AND DISCUSSION
A. Impossibility of Forgery

All the strings of qutrits for messages mentioned in the
steps above all have three eigenstates, it makes the attackers
more difficult to succeed. Eq.(9) has presented the form of one
qubit of the trying message and the Shannon binary entropy
is calculated like this:

1 1
H(p1;) ||C“0H21092W + Hal||2l092w
1
+  ||e2|[Ploge —, (18)
||eva][?
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because ||ao|[? + ||a1||? + ||az||> = 1, only when [|ag|| =
[laa]| = [l = %, the maximum Shannon binary entropy
is presented. Here H (py1;) = (3log23) x 3 = logs3 = 1.58bit,
it stands for the degree of uncertainty, so even if the attackers
obtain one or some parts of qubits, the original state can not
be completely determined.

If the dishonest Alice wants to forge the signature of Bob,
she may sign the illegal messages herself through imitating
Bob’s signature or pretend the legal user Alice to ask for
Bob’s signature. Even if the dishonest Alice is successfully
sign her messages by forging Bob’s personal information, let
the spurious Bob’s personal information be |Ps, she will be
found out in the Verification phase, the arbitrator Trent can
judge | Ps) is not similar to the Bob’s real personal information
|P) from Bob. The communication of the signing phase will
be terminated immediately.

If the attacker Eve expect to forge the signature of Bob,
like the dishonest Alice, he will be recognized in the Initial
phase Step 3. Identity verification too. Even though he luckily
passes the identity verification and he can send his trying secret
message to Bob, Bob doesn’t care what the content of the
message is but only signs it, because the signing message is
encrypted by k,;, before he sends it back to Eve, Eve can not
decrypt it for lack of kgp.

B. Impossibility of Disavowal by the Signatory

It is assumed that Bob has added his personal information
to sign the trying message, then the signature is obtained by
Alice, because of the arbitrator Trent, he can judge whether the
signature is authentic or not. Once it is proved to be authentic
by the arbitrator Trent, the Bob’s personal information has
already standed for a register from him, then the following
signing for the last m — 1 messages is the responsibility of the
arbitrator and proxy Trent, and he will use the combination
of his checking photons and Bob’s personal information to
do this. If Bob disavow it, he will be discovered by Trent
immediately any way, in this scheme, as long as Bob has
signed the trying message and the signature has been proved to
be authentic by Trent, the mechanism of proxy signature make
Bob have no chance to disavow the last m — 1 signature. So
we can get the conclusion that the signatory Bob is impossible
to disavow the signature.

C. Impossibility of Denial by the Receiver

We should also concern that whether the receiver Alice has
chance to deny the signature of Bob. In the Verification phase,
Alice get Sp, and use k,;, to decrypt Sy, to get |7”) and |P').
Though | P") may not be the real personal information of Bob,
after the arbitrator Trent’s authentication, If |P’) = |P) and
[v,) = |1p), Trent will inform Alice and Bob this trying
blind signature is authentic, otherwise, the trying signature
will be considered incredible and the process of signature will
be discontinued at once. It means the two participants Alice
and Bob can not deny the signature any way and Trent is
considered to be a judge. If one of them deny or disavow the
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signature, Trent can unconditionally suspect the identification
of them, then they will no longer hold on this communication.

IV. CONCLUSIONS

A quantum communication scheme for blind signature with
two-particle entangled quantum-trits is proposed, which is a
new quantum key cryptosystem that combines batch signature,
proxy signature and blind signature for the first time. The
two-particle entangled quantum-trits are applied to create the
strings of qubits for messages and make distribution of keys.
No matter the trying message or the remaining m — 1 messages
expected to be signed, they are encrypted by the private key k,
of Alice. Moreover, an authenticity verification of signatures
and an arbitrator’s efficient proxy signature are both applied.
The analysis shows that a large number of blind signatures for
quantities of messages can be achieved efficiently.
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