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Abstract—An AAR (algebraic attack resistant) Boolean function
is considered having good capability against both classical and
fast algebraic attacks. However, AAR is too hard to achieve. This
paper studies the protection against fast algebraic attacks on
rotation symmetric Boolean functions by discussing their fast
algebraic immunity. The result shows that all the even n-variable
rotation symmetric Boolean functions of degree (n-1) are not
AAR because their fast algebraic immunity is at most (n-1).
Furthermore, we find that some of the even n-variable rotation
symmetric Boolean functions of degree n or (n-2) have fast
algebraic immunity at most (n-1), too.
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I. INTRODUCTION

Boolean functions [1] are broadly used in design of ciphers,
especially in stream ciphers based on LFSRs (linear feedback
shift registers), in which the two basic models often used are
the nonlinear combiner and the filter generator. RSBFs
(rotation symmetric Boolean functions) [15-18] are an
interesting class of Boolean functions studied recent years, for
some of their cryptographic properties are considered good.

Recently algebraic attacks [2, 3] were studied as a threat
against LFSR-based stream ciphers. Given a Boolean function
£, the core of the algebraic attacks is to find minimum or low
degree annihilators of f or f+1, i.e., to find g of minimum or
low degree so that fg=0 or (f+1)g=0. Thus Al (algebraic
immunity) [8-14] is regarded as the measure of the protection
against algebraic attacks.

Fast algebraic attacks [4-7] are another kind of attack, in
which the core of the analysis on a Boolean function f is to
find a function g of low degree such that the degree of f'g is
not too large. The notion of FA/ (fast algebraic immunity) of a
Boolean function [19, 20] is introduced to judge the capability
of a Boolean function against fast algebraic attacks.

In [4] the notion of A4AR (algebraic attack resistant) is
introduced as a measure of protection against both classical
and fast algebraic attacks. The full fast algebraic immunity [19]
of Boolean functions is #» and functions having full fast
algebraic immunity are equivalent to A4R functions.
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This paper studies the protection against fast algebraic
attacks on RSBFs. The result shows that many even-variable
RSBFs are not A4R functions because their FA/ is at most (n-
1).

The reminder of this paper is organized as follows. In
section 2 are some preliminaries of Boolean functions. In
section 3, we discuss the composition of the ANF (algebraic
normal form) and the SANF (short algebraic normal form) of
RSBFs. In section 4, we give our results when n is even by
two theorems. In section 5 are a few conclusions.

II. PRELIMINARIES
We denote by Ff the n-dimensional vector space over the
finite field F, . A Boolean function of n variables can be

viewed as a mapping from Fn2 into F,. We denote by B, the
set of all n-variable Boolean functions.

Any f € B, can be uniquely represented as a multivariate

polynomial over F, :
S x,) = Z aKka’
Kc{l2:,n} ke K

which is called the ANF, or as a truth table:

f = [f(0,0,0, - -,0), f(0,0,0, - 1), - -f(1,1,1--1)] € F; .

The algebraic degree of £, denoted by deg(f), is the number
of variables in the highest order terms with nonzero
coefficient.

The notion of algebraic immunity which is used for

analyzing the ability of a Boolean function against algebraic
attacks is defined as follows.
Definition 1. A4 nonzero Boolean function g is called the
annihilator of a Boolean function f if fg = 0. The algebraic
immunity of f, denoted by AI(f), is defined as the minimum
degree of the annihilators of for f+1, i.e.,

Al(f)= Zzgqfdeg(g)l f-g=0o0r(f+1)-g=0},

To resist algebraic attacks, a Boolean function should have
high A1 It is proved in [2] that for any Boolean function f, we
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have 419 < (n/Z—‘- The notion of fast algebraic immunity,
which is studied to judge the capability of a Boolean function
to resist the fast algebraic attacks, is defined as follows.

Definition 2. The fast algebraic immunity of a Boolean
function f, denoted by FAI(f), can be defined as
min

FAI) = min_ {deg(e) + deg(f - ©).2A1()}"

A Boolean function should have as high as possible FAI to
resist fast algebraic attacks.

Remark 1. According to the definition of FAI for any
Boolean function f, FAI (f) is at most 2- (n/Z—‘, more precisely,
n if f'is even-variable and n+1 if f'is odd-variable.

In [6], it is proved that for any integer pair (e, d) such that
et+d2n, there always exists a nonzero function g of degree at

most e such that the degree of f'g is at most d for any n-
variable Boolean function f. Thus the notion of AAR
introduced as a measure of capability against both classical
and fast algebraic attacks in [6] can be redefined as follows.
Definition 3. An n-variable Boolean function f is called
algebraic attack resistant (AAR) if both AI(f) and FAI(f)
achieve maximum, i.e., AI(f) is ’7;1/2—‘ and FAI(f) is n.

However, a Boolean function is hard to achieve AAR. In
section 4, we give the proofs that many even-variable RSBFs
are not AAR because they have FAI at most (n-1).

III.THE ANF COMPOSITION OF ROTATION SYMMETRIC
BOOLEAN FUNCTIONS

The permutation pf is defined as follows before we give
the definition of RSBFs.

Definition 4.
k X if i+k<n
pn (xi) - {ka_,, if i+tk>n
Thus we can give the definition of RSBF as follows.
Definition 5. An n-variable Boolean function f is rotation

symmetric Boolean function if and only if for any (x,, - -, x, )
EFL S (Py ()0 2x,)) =1 (v, %, ), Jorany I Sk <n,

where p,]f (x, - ~x,) :(pff (1), pff (Xw)-

It is known that if a term X, X,

i1Xi, *°° X;,1s present in the

ANF of a RSBF f, then the terms p:f (x “ X )

namely (p* (1) pr () -+ p% () for any 1 <k < n must

i1xi2 ..

be also present in its ANF. For example, in a 4-variable RSBF,
if the term xx,x3 is present in the ANF, then the terms x;x,x,,
X X3%4, XoX3x, must be also present.

Let

G0, x,) = phye - x, )] < k < .,

i.e., the orbit under the permutating of p:. We choose the

lexicographically first element to represent all the elements in
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the G, (X, X,,,7 - -, X;; ), thus we can define the SANF of a

RSBEF. A RSBF f'could be written as ag + a\x; + Zaxx;+ - -+

2ap-X1Xs * * * X,, where the coefficients aq, a;, - * *, ajp.., are

in {0, 1}. Note that the variable x; is always present in each
non-constant term according to the definition, and the variable
X, is always not present in the terms having degree less than n.

Proposition 1. For n even, the (n-2)-degree terms in SANF of
an n-variable RSBF f can be simply divided as two classes,
the first class contains only one element X1 * *X,p 1Xun4+1" * "X,
for the cardinality of the G, it represents is n/2 , and the
second class contains other terms of degree (n-2), for the
cardinality of the G, they represent is n.

Proof. The element representing a G, in the SANF of a
RSBF fis chosen lexicographically, so the variables x, - - -,
X,n 1 must be present in each (n-2)-degree term. It is easy to
determine that only the term x;* - * X, 41X, +1° = "X, Will be the
same as the initial status after it is rotated n/2 times, while
others will be same as the initial status only if after they are

rotated n times. O

Example 1 . An example of the 4-degree terms in the SANF of
a 6-variable RSBF.
TABLE1. An Example

Class | terms in SANF terms in ANF
1 D Lo Ly s DU Xyl L35
N L3y T
DN VY3l
3Ly V5T
N Xy T5 T
N Vyl3 T
N VY3l
DN V3Ly Ty
Loy 5T
N VyZyZ

2 DXy 232, DoZ3T4 5

1‘1.2“2.2“51‘6

N Vo3l L3yl

D B3T5 T

IV.THE FAST ALGEBRAIC IMMUNITY OF EVEN-VARIABLE
ROTATION SYMMETRIC BOOLEAN FUNCTIONS

An elementary rotation symmetric Boolean function
corresponding to a term X; in the SANF of a RSBF is defined
as the sum of all the terms that are represented by X;. For
example, the elementary rotation symmetric Boolean function
corresponding to xpx,x4xs of a 6-variable RSBF is xpxpxxs +
X2X3X5X6 T X1X3X4X6-

The r-th elementary symmetric Boolean function of an n-

variable Boolean function f, denoted by &, , is the sum of all

the r-degree terms, thus o, is the first elementary symmetric

Boolean function, i.e., x;+ - - - +x,. Now we can get the
following lemmas easily if # is even.

Lemma 1. For each elementary rotation symmetric Boolean
function g corresponding fo the element in the second class

mentioned in proposition 1, the multiple g0, is 0. And, the

multiple of o0, and the elementary rotation symmetric
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Boolean  function corresponding  to the term

X" Xpp—1Xnp+1” ° Xp—1 IS the (n-1)-th elementary symmetric
Boolean function o, _, .

Proof. An elementary rotation symmetric Boolean function
g corresponding to an element in the second class is such a
function: in the function there are n terms and each term
contains exactly (n-2) variables, which means there will be
two variables missed comparing with the term x;---x, in each
term. Since the terms are created by rotating from an initial

term for n times, after multiplying by o, , there will be 2n

terms in which each term has degree (n-1) and is present twice.

As X+X;= 0, we have that the multiple g- 7, is 0.

The elementary rotation symmetric Boolean function
corresponding to the term x1° * * X,0-1X,04+1" * "X, contains n/2
terms that are created by rotating from the term for n/2 times.

After multiplying by o,, there will be n different terms of
degree (n-1),1ie.,0, ;.
Lemma 2. For n even, the elementary rotation symmetric
Boolean function corresponding to the term x," - x,  is0,_,,
and
On1"01= Opy-
Proof. Only one variable is missed comparing with the term

X * X, in each term of 0, ;, as 0, ; contains even different

terms with degree (n-1), the multiple o, ;- 0, contains n n-

degree terms and n different kinds of (n-1)-degree terms in
which each kind contains (n-1) terms, as X +X; = 0, the result
contains #n different kinds of (n-1)-degree terms, i.e., the (n-1)-
th elementary symmetric Boolean functionog,, ;.

From Lemma 1 and Lemma 2, we can deduce the following
theorems easily.
Theorem 1. The FAI of an even n-variable RSBF f with
degree (n-1) is at most (n-1).

Proof.  Choose g= o, if the
X1"* * Xpn—1Xpn+1" * “Xa—1 1S present in the SANF of £, and choose

function term

g=0, + 1 if not. Then the degree of the multiple f'g is at most
(n-2):
Case 1: if the term x| * * X,0-1X,0+1° * "X,—1 1S present in the

SANF of f, then f.g=f 0, in which, according to lemma 2, the
result of the multiple of g, and the elementary rotation

symmetric Boolean function with degree (n-1) is o and

n-1°
the result of the multiple of o, and elementary rotation
symmetric Boolean functions with degree (n-2), according to

lemma 1, iso,_,, too. That means the degree of f.g=f 0, is at

n-1°
most (n-2).
Case 2: if the term x;* -

the SANF of f, then we have fg=f 0,4, in which, the degree

* Xpp-1Xpn41” * "Xp—1 1S MOt present in

ISBN 978-89-5519—162-2

223

of -0, is (n-1) and the sum of all the terms with degree (n-1)
is 0, ; according to lemma 2. That means the degree of

fg=f 0,%fis at most (n-2). That is to say, the F'AI of an even
n-variable RSBF with degree (n-1) is at most (n-1).

Theorem 2. The FAI of an even n-variable RSBF fis at most
(n-1) if both the term xi* * * X,p-1Xnn+1” * X1 and the term
X1 * "X,—1 are present or neither of them is present in the SANF

of |

Proof. According to Theorem 1, the FAI of f'is at most (n-1)
if the degree of f'is (n-1).

If the degree of f'is n or (n-2), the degree of the multiple

Jf 0, is at most (n-2) according to lemma 1 and lemma 2, i.e.,
the FAI of fis at most (n-1). O

V. CONCLUSIONS

By Theorem 1, we conclude that the FAI of all the even n-
variable RSBFs with degree (n-1) is at most (n-1), which
means they are not A4R functions. Theorem 2 shows that a
class of even n-variable RSBFs with degree n or (n-2) are not
AAR because their FAI is at most (n-1), too. The method of
analyzing the composition of the SANF and ANF of RSBFs
described in Proposition 1 will be useful to discuss the similar
problems.
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