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Abstract— Considering the algebraic immunity (AI) as one of the
most important characteristics that evaluates the resistance
against algebraic attacks, the construction methods of Boolean
functions which have good performance both on algebraic and
other form attacks have received a lot of attention in the
cryptographic research area. In this paper, we study certain
properties of Boolean functions especially their algebraic
immunity. Next, we analyse some exiting construction methods
and show that the meost important process of the whole
construction is the searching course. Further, we give some
specific optimization strategies of the construction of Boolean
functions and make a comparison between the performances of
these methods.

Keywords— Algebraic Immunity, Boolean function, algebraic
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I. INTRODUCTION

Boolean functions with multifarious cryptographic
characters are used as the keys which are very common in
both stream cipher and block cipher system to encrypt the
original messages. Therefore, the design of Boolean functions
would be an immediate cause of the security of the
cryptographic systems. To evaluate the resistance against
various attacks, people have proposed some properties of
Boolean functions such as nonlinearity, resilience, correlation
immunity and balance degree. Since algebraic attack has
become a useful analysing method to many kinds of ciphers
especially LFSR-based (Linear Feedback Shift Register-based)
stream ciphers, An Braeken[1], and Claude Carlet[2], who
proposed the conception of algebraic immunity (Al), offered a
different angle of view to analyse the security and robustness
of Boolean functions that used in cryptographic systems.

However, having a high algebraic immunity is not
sufficient enough for some specific kinds of algebraic attack.
A fast algebraic attack (FAA) which has been introduced by
Courtois in [3] has given such an example. Consequently, a
good construction method of Boolean functions should have
not only the maximum algebraic immunity but also other
cryptographic characters such as high nonlinearity and so
forth. In this paper, we researched the algebraic immunity and
other features of Boolean functions, and we assayed several
construction methods. The related work can be referred to [4],
[5], [6]. Meanwhile, we focused on several optimization
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strategies of construction methods and made a comparison
between them.

II. PROPERTIES OF BOOLEAN FUNCTIONS
A Boolean function f with n variables can be seen as a
mapping from F,' to F, , the finite field with two elements.
We define B, as a set of all n-variables Boolean functions.

One of the standard representations of a Boolean function
f(x,,...,x,) is by the output column of its truth table. We call
the function is balanced when there are equal number of 0’s
and /’s.

Another representation that is unique is called the algebraic
normal form (ANF) as a multivariate polynomial over F,

which is defined by the equation below,

S (xpox)=@et 2 axi+ 2 axx, -t an,xxsx,
I<isn Isi<j<n

where the coefficients 4,a,,a;,--,q,,_ , belongs to {0,1}.
A. Nonlinearity and Algebraic Immunity

The characteristics of Boolean functions, ones we consider
here mainly, with resistance against algebraic attacks are the
nonlinearity and algebraic immunity.

Before presenting the definition of nonlinearity, we give the
Hamming weight as one property, which is defined as the
number of /s in a binary string S. The Hamming distance

between two strings, S; and S; is denoted by d(S,,S,), and is

the Hamming weight of §; @S, . The nonlinearity of an n-
variable function f, i.e.

nl(f)= rggiAn(d (f>g)
is the distance from the set of all n-variable affine functions
[2].
Definition I: Given f € B, , define
AN(f)={ge B|f*g=0}.
Any function ge AN(f) is called an annihilator of

function f, where f'and g are multivariate polynomial over F,

and f*g is the polynomial product on the field. The sufficient
and necessary condition that a Boolean function has good
algebraic immunity is that f and f+/ do not admit nonzero
annihilators of low degrees.
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Definition 2: Given f'e B , the algebraic immunity is

defined as the minimum degree of all nonzero annihilators of /'
or f+1, and is denoted by A7 (), i.e.

Al (f)=min{degg|0# g€ B,, fg=0o0r (f+1)g=0; .
To ensure enough resistance against algebraic attacks of a
Boolean function, the 47 (f) of one need to be high. Also

high nonlinearity is necessary for a Boolean function to
withstand linear and correlation attacks. Furthermore, it is
proved in [4] that, given an arbitrary n-variable Boolean
function £, it is always possible to find a Boolean function g

with an algebraic degree on more than {ﬁ —‘, which let the
2

degree of f*g is {ﬁw at most. As a result, since we
2

have f(1+f)=0 , we can get Al (f)<deg(f) , and

n | further.
Al <|—=
Rk
B. Symmetric Boolean Functions with Optimal AI

Any n-variable Boolean function can be represented by a
unique vector = {0y, a,,..., 0, } where g,e GF(2),0<i<2"".

Symmetric Boolean functions have a kind of concise
representation which is called Simplified ANF (SANF).

Defined O, as homogeneous symmetric functions, one of

which contains all the terms with degree i, where0<i<n.
Therefore, SANF are polynomials whose basic elements are

O, over ﬁelsz[xO,,,,,xn_l]/(xg - xo,,,,,xj_1 -x,,), 1€,
/16)= @ 4,)0,,4,() = Y v, (k)
= k=i

where 0 <7< n .The vector ﬂ,f = (11.(05,,,,,%(;1)) is called

SANF vector.

Symmetric Boolean functions are a kind of Boolean
functions which are special and fairly important class. They
have good cryptographic properties. And the most important
character is that they can be entirely described by an (n+1)-bit
vector, which reduces the amount of memory required for
storing the function. For this reason, they are easy to be
implemented in software applications and also, feasible to be
optimized with some optimization algorithms in order to
obtain good calculating performance. Consequently, it is of
great importance to find symmetric Boolean functions with
significant  cryptographic properties and of realistic
significance to make comparison between these optimization
methods.

III. OPTIMIZATION STRATEGIES OF CONSTRUCTION

Construction of Boolean functions with good cryptographic
properties can be seen as an optimal searching process on the
set of vectors which are equivalent to Boolean functions.
Optimization algorithms are de facto good choices on
improving searching performance. There are several
algorithms are extensively used in many researches related to
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find optimal selections such as Simulated Annealing (SA),
Genetic Algorithm (GA), Ant Colony Optimization (ACO)
and so forth. We have combined some of them to the
searching process of symmetric Boolean functions with high
algebraic immunity and high nonlinearity in order to get better
performance in the constructions. In this paper, we presented
the genetic algorithm and simulated annealing optimization
strategies of construction of Boolean functions, and made
comparison between them.

A. Optimization with Genetic Algorithm

Genetic algorithm is an optimization strategy used in many
kinds of applications, which is a simulation of Darwinian
biological evolution and genetic mechanism of natural
selection process and is proposed by J. Holland in 1975.
Genetic algorithm has provided a general framework to solve
complex system problems because the searching and
calculating would not depend on gradient information or other
auxiliary knowledge but just influence the object functions
and corresponding fitness functions.

Determine the set of
variarities

v

Coding

'

Initializing the
group

v

Evaluating the
fitness of the group

atisfy the
halting
ondition?

Producing next
generation
A

Crossing and
mutating

Figure 1. Process of a general Genetic Algorithm

For the purpose of obtaining a kind of Boolean functions
with both high algebraic immunity and nonlinearity, we
selected the searching set of symmetric Boolean functions
with maximum Al. Since the symmetric Boolean functions
can be represented by a vector of n+1 length, the searching
space will be diminished fairly. The process has been divided
into four steps as shown in Figure 1, namely initialization of
groups, fitness calculation, crossover and mutation, and
production of next generation of Boolean functions.

1) Selecting Initialization of Groups: We choose the set of
vectors V using the theorem below randomly. The size of the
group is k.
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Theorem 1: Over the field ", the symmetric function f has
maximum algebraic immunity with the value vector as,

i

1 else

V()= (D).

Especially, when n is even, there would be a class of
symmetric Boolean functions with maximum algebraic
immunity which could be the initialization groups in our
method.

2) Fitness Calculating: Calculation of fitness is the most
important section in the iteration process, because the fitness
evaluation function will influence the construction results.
Considering the initial group we chose, the nonlinearity here
must be the most crucial standard to evaluate the algebraic
security of functions. The evaluation process can be either
calculating the nonlinearity directly or computing all the
annihilators of minimal degree of the polynomial f. As a result,
the higher nonlinearity a function has, the more possibly it
lives.

After evaluating the functions, we chose m individuals with
largest nonlinearity to be the initial individuals of next
generation. Our experiments showed that it had best results
when m was around 5.3% of the group size .

3) Crossover and Mutation: Crossover and mutation
operations are easy here because the chromosomes are the
vectors which only contain 0s and Is. However, after every
step of mutation, the method should test whether the output
chromosomes are symmetric or not. If they are, the mutation
results can be reserved or be discarded on the contrary. The
experiment indicated that neither too high nor too low the
probability will get good result after 100 generations. The
nonlinearity is a relative value as we defined the best result as
1.00.

Corresponding Average Nonlinearity
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Figure 2. The average nonlinearity corresponds to mutation probability.

4) Halting Conditions: For terminating the method, two
independent halting conditions are given. The first one is to
prescribe a limit number of iterations. And the second one is
to halt the algorithm when the average nonlinearity has

reached the standard of bent functions, that is 2"~ —2"*" or
the average nonlinearity has not been changed for several
generations.
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B. Optimization with Simulated Annealing

Simulated annealing (SA) is a generic probabilistic
heuristic method for the global optimization problem of a
given function in a large search space. The name and
inspiration of this algorithm, which was described firstly by
Scott Kirkpatrick, come from annealing in metallurgy, a
technique involving heating and controlled cooling of a
material to increase the size of its crystals and reduce their
defects.

In order to apply the SA method to the construction of
symmetric Boolean functions, the following parameters are
needed: the state space, the energy function, the candidate
generator procedure, the acceptance probability function, and
the annealing schedule with initial temperature. These choices
can have a significant impact on the method's effectiveness.

1) Candidate Generator Procedure and State Space: The
method is similar to genetic algorithm so that we chose a class
of symmetric Boolean functions with maximum algebraic
immunity as the state space. The candidate generator
procedure function can use the uniform probability
distribution to choose candidate solution in the state space
randomly.

2) Acceptance Probability Function: After iterations of the
SA method, the current state is expected to have much lower
energy than a random state. Consequently, we should skew the
generator towards candidate moves where the energy of the
destination states is likely to be similar to that of the current
state. The main principle we use here is Metropolis—Hastings
algorithm which shows that the probability p to move is
defined as,

1 i EX,,)<EX,,)
_EX,)-E(X,)

new

T ) U(‘ E(Xnew) 2 E(Xuld)

3) Annealing Schedule: We define that T7(¢) is the
temperature at time ¢. In this optimization method, we used the
classic annealing schedule function

lg(1+7¢)
where 7, is the initial temperature which is average
nonlinearity of several Boolean functions chosen randomly in
the state space.

exp(

4) Terminating Principle: Different from the halting
condition of genetic algorithm, there are two terminating
principles which are inner loop terminating condition and
outer loop terminating condition respectively. The inner
condition is usually based on whether the average nonlinearity
has been changed for several iterations or not. However the
outer one can either use the limit number of iterations or the
threshold temperature.

In fact, how to choose the parameters of simulated
annealing algorithm is a very complicated problem, because
there is no standard. The parameters can be amended after
more experiments. Also, there are some other conditions and
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circumstances should be considered carefully such as the
restarting problems and the choosing of initial temperature
and terminating principles, which are worth discussing more
specifically in further work.

IV. COMPARISON BETWEEN TWO STRATEGIES

We have done some experiments on the two optimization
strategies of construction of Boolean functions and made a
simple comparison between these two methods.

The strategy based on genetic algorithm has an easier
implementation and fewer restrictions than the one based on
simulated annealing algorithm. However, GA based method
seems to be more sensitive to the initial parameters than the
other one, which can always get global optimal solution
theoretically. Additionally, as we mentioned, there are several
problems which are worth to pay more attention in SA based
strategy such as the restarting and so forth.

V. CONCLUSIONS

Cryptography is the most important branch and a tool of
information security. The study of algebraic attacks shows a
new direction of the development of cryptography. In this
paper, we introduced the algebraic immunity of Boolean
functions and other characteristics withstanding the algebraic
attacks. Meanwhile, we analysed the methods of constructing
Boolean functions with optimal algebraic immunity and other
cryptographic properties. At last, the processes of two
optimization strategies of Boolean functions’ construction are
proposed and a simple comparison between them has been
made.
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