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Abstract— In the paper, we use Microsoft visual studio 
development kit and C# programming to implement a chaos-
based electroencephalogram (EEG) encryption software. A chaos 
logic map, and initial value of the chaos logic map are used to 
generate level I chaos-based EEG encryption bit streams. A 
chaos logic map, initial value, a bifurcation parameter of the 
chaos logic map, and two encryption level parameters are used to 
generate level II chaos-based EEG encryption bit streams. A 
chaos logic map, initial value, a bifurcation parameter of the 
chaos logic map, two encryption level parameters, and a 
permutation scheme are used to implement level III chaos-based 
EEG encryption software. 16 channel EEG Vue signals are tested 
using the encryption software. The encryption speed is the lowest, 
and most robust for the level III chaos-based EEG encryption 
software. Testing results show that the encryption effect is 
superior, and when a correct deciphering parameter is put in, the 
EEG signals will be completely recovered. However, if there is an 
input parameter error with, for example, a 0.00001% initial 
point error, it will lead to chaotic encryption bit  streams and the 
16 channel EEG signals will not be recovered. 
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I.  INTRODUCTION  
A chaos-based encryption mechanism is an interesting 

research topic [1-5]. This encryption method is suitable for 
encrypting audio, images, video, and clinical EEG signals 
with large block files. Unlike block encryption algorithms, 
such as the data encryption standard (DES) algorithm, Rivest, 
Shamir, and Adleman (RSA) algorithm, and the advanced 
encryption standard (AES) algorithm, a chaos sequence is 
continuous and sensitive to the starting point and type of  
chaotic logistic map; different starting points and chaotic 
logistic maps generate different chaotic sequences for 
encryption. In our previous studies [6-11], we discuss several 
chaos-based encryption mechanisms for application in mobile 
telemedicine, JPEG 2000 medical images, and EEG clinical 
signals. For this study, we use the Microsoft visual studio 
development kit and C# programming to implement offline 
chaos-based electroencephalogram (EEG) encryption software. 
The proposed software can be installed on personal computers 
with Window environment by click chaosencryption2 file as 
shown in Fig.1. The software implementation principle will 

be presented in the conference. In the second section, we 
discuss the application of the software, the 16-channel EEG 
signals, and the performance of the offline chaos-based 
encryption. A brief conclusion is provided in the third section. 

II.  APPLICATION M ETHODS OF THE SOFTWARE AND THE 
TESTING ON ITS PERFORMANCE  

 
Figure 2 shows a working window of the offline chaos-based 
EEG encryption software. Figure 3 shows the 16-channel EEG 
signals prior to encryption, which was observed using EEG 
Vue software for enabling medical observation of brainwaves 
developed by the Nicolet Company. This encryption software 
can be applied using the following steps. 
 
Step 1: Load the 16-channel EEG signals to the chaos-based 

encryption and decryption software 
“chaosencryption2” for testing. 

Step 2:Specify and save the path and file name of the 
encrypted file. 

Step 3: Select the encryption level and establish the encryption 
parameters r1, r2, x1, x2, nf, and df. The encryption 
parameters can be filled with real numbers within the 
following ranges: 

r1, r2: 3.6 to 4.0. 
x1, x2, df: 0 to 1.0 
nf: 10,000 to 10,000,000 The correct encryption 
parameters for this experiment are listed in the 
following: 
Level of encryption: Level 3 
r1=3.965;  
x1=0.321;  
r2=3.811;  
x2=0.124;  
nf=10000;  
df=0.2 

Step 4:Click the ENC button to start encrypting; the 
encryption time is 127 s. 

Step 5: Use EEG Vue software to observe the encrypted 16-
channel brainwave, as shown in Fig. 4.  
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Fig.1 The proposed an offline chaos-based EEG encryption software. 

 

 
Figure 2 shows a working window of the offline chaos-based EEG encryption software 

 
 
 
 

 

ISBN 978-89-5519-162-2 431 Feb. 19~22, 2012 ICACT2012



Step 6: Load the encrypted EEG signals to the chaos-based 
encryption and decryption software 
“chaosencryption2.0.” 

Step 7: Specify and save the path and file name of the 
decrypted file.  

Step 8: Select the appropriate decryption level and enter the 
decryption parameters r1, r2, x1, x2, nf, and df. 

Step 9: Use the EEG Vue software to observe the correctly 
decrypted 16-channel EEG signals. 

Step 10: Select the appropriate decryption level and enter the 
correct decryption parameters r2, x1, x2, nf, and df, 
and wrong decryption parameter r1 with a 0.00001% 
initial error. 

Step 11: Use the EEG Vue software to observe the incorrectly 
decrypted 16-channel EEG signals. 

 
The data sizes of the testing 16-channel EEG signals are 

28.538 Kbytes, 14.493 Kbytes, and 17.277 Kbytes, 
respectively; the length of the 16-channel brainwave was 
recorded as 42 min 42 s, 13 min 18 s, and 11 min 11 s, 
respectively. Level 3 encryption was used for encryption, with 
an encryption time of 127 s, 97 s, and 103 s, respectively. The 
percent root-mean-square Difference (PRD) values of the 
correct decryption of the three EEG signals and the original 
EEG signal were zero. The PRD value is defined as  
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where Xori is the original clinical EEG signal and Xdec is the 
decrypted clinical EEG signal. PRD is the similar mean 
square-error (MSE) used to define signal distortion. The PRD 
of signals A and B is 0, which implies that signals A and B are 
identical. 

III.  CONCLUSIONS 
 
Based on the results of our previous studies on chaos-based 
encryption, we developed offline chaos-based 16-channel 
brainwave encryption and decryption software using the 
Microsoft Visual Studio development kit and C# 
programming. Additionally, we also provide ecommendations 
and advice regarding its application and encryption and 
decryption performance. The results of tests on the actual files 
indicate that the offline chaos-based 16-channel EEG signals 
encryption and decryption software developed in this study 
performs outstandingly. In future studies, we will devote 
greater effort to developing more robust chaos-based 
brainwave encryption software and a simpler interface for 
encryption parameter input. 
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Figure 3 shows the 16-channel EEG signals prior to encryption. 

 

 
Figure 4 Use EEG Vue software to observe the encrypted 16-channel EEG signals 
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