Implementation of An Offline Chaos-based EEG
Encryption Software

Chin-Feng Lin*, Shun-Han Shih*, Jin-De Zhu*, Sang#d Lee*

*Department of Electrical Engineering, National Wan Ocean University, Taiwan

Icf1024@ mail

Abstract— In the paper, we use Microsoft visual studio
development kit and C# programming to implement a baos-
based electroencephalogram (EEG) encryption softwaré\ chaos
logic map, and initial value of the chaos logic magpre used to
generate level | chaos-based EEG encryption bit stres. A
chaos logic map, initial value, a bifurcation parareter of the
chaos logic map, and two encryption level parameterare used to
generate level Il chaos-based EEG encryption bit stems. A
chaos logic map, initial value, a bifurcation parareter of the
chaos logic map, two encryption level parameters, nd a
permutation scheme are used to implement level lithaos-based
EEG encryption software. 16 channel EEG Vue signals arested
using the encryption software. The encryption speeis the lowest,
and most robust for the level Ill chaos-based EEG emgption
software. Testing results show that the encryption fiect is
superior, and when a correct deciphering parameteis put in, the
EEG signals will be completely recovered. However, there is an
input parameter error with, for example, a 0.00001% initial
point error, it will lead to chaotic encryption bit streams and the
16 channel EEG signals will not be recovered.

Keywords— chaos, encryption, software, 16-channel EEG Vue
signals, Microsoft visual studio development kit, &
programming.

I. INTRODUCTION

A chaos-based encryption mechanism is an integestin

research topic [1-5]. This encryption method istahle for
encrypting audio, images, video, and clinical EEGnals
with large block files. Unlike block encryption algthms,
such as the data encryption standard (DES) algoyitivest,
Shamir, and Adleman (RSA) algorithm, and the adednc
encryption standard (AES) algorithm, a chaos secpidn
continuous and sensitive to the starting point &ue of
chaotic logistic map; different starting points antlaotic
logistic maps generate different chaotic sequenéas
encryption. In our previous studies [6-11], we disE several
chaos-based encryption mechanisms for applicatianabile
telemedicine, JPEG 2000 medical images, and EEGcali
signals. For this study, we use the Microsoft Visstadio
development kit and C# programming to implementircdf
chaos-based electroencephalogram (EEG) encrypitware.
The proposed software can be installed on persmmputers
with Window environment by click chaosencryptionl® fas
shown in Fig.1.The software implementation principle will

ISBN 978-89-5519—162-2

430

.ntou.edu.tw

be presented in the conference. In the secondosectie
discuss the application of the software, the 16obh EEG
signals, and the performance of the offline chaased
encryption. A brief conclusion is provided in thnértl section.

II. APPLICATION METHODS OF THE SOFTWARE AND THE
TESTING ON ITS PERFORMANCE

Figure 2 shows a working window of the offline chamsed
EEG encryption software. Figure 3 shows the 16-cBBEEG
signals prior to encryption, which was observechgdEEG
Vue software for enabling medical observation cilwaves
developed by the Nicolet Company. This encryptiofiveare
can be applied using the following steps.

Step 1: Load the 16-channel EEG signals to the shased
encryption and decryption software
“chaosencryption2” for testing.

Step 2:Specify and save the path and file namehef t

encrypted file.

Step 3: Select the encryption level and establisrencryption

parameters rl, r2, x1, x2, nf, and df. The encoypti

parameters can be filled with real numbers witthie t

following ranges:

rl, r2: 3.6 to 4.0.
x1, x2, df: 0 to 1.0
nf: 10,000 to 10,000,000 The correct encryption
parameters for this experiment are listed in the
following:
Level of encryption: Level 3
r1=3.965;
x1=0.321;
r2=3.811;
x2=0.124;
nf=10000;
df=0.2
Step 4:Click the ENC button to start encrypting;e th
encryption time is 127 s.
Step 5: Use EEG Vue software to observe the erstyp6-
channel brainwave, as shown in Fig. 4.

Feb, 19~22, 2012 ICACT2012



Loy EE ) TRES(C) » entest » < |42 | E=entest P

E=F) HHEE BEWM IEM =2EH
EPSON Easy Photo Print » {2) Fiz
HAEE - MAZEEEE ~ ZEIE EHE FEERE - 0 @

W ENERE

= EA

o EmE )
El<s
S
3
ol FEemE
& =AE : W
N
A

B
& rrEs )
- RECOVERY (D)
cw HP_TOOLS (E)
(B CD 728 (G) Mobile F

Application Files chaosencryption2 setup

Gy

C 20110433 estata eeg | lood sdress |

0 04T stdaben ag

enclv3i v 1 3965 x 0231 of 10000

12 3811 xa 0124 df 02

‘ ENC ‘

e -
Figure 2 shows a working window of the offline chdmsed EEG encryption software
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Step 6: Load the encrypted EEG signals to the ehased
encryption and decryption
“chaosencryption2.0.”

Step 7: Specify and save the path and file namehef
decrypted file.

Step 8: Select the appropriate decryption level amigr the
decryption parameters rl, r2, x1, x2, nf, and df.

Step 9: Use the EEG Vue software to observe theeciy
decrypted 18hannel EEG signals.

Step 10: Select the appropriate decryption level emter the
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Figure 4 Use EEG Vue software to observe the etedyp6-channel EEG signals
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