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Abstract—Due to the complexity of service resources and the
dynamics of application requirements in cloud computing, the
objects and subjects of access control model constantly change.
Consequently, traditional access control models no longer meet
the requirements of cloud security. In this paper, a multi-
objective  decision-making model based on stochastic
programming is proposed. By introducing new variables such as
risk and utility, we are able to quantify the current state of the
cloud environment. Afterwards, we can use this information to
select appropriate safety decision variables to compute the model
taking the minimization of risk and the maximization of utility as
the goals. The results obtained by solving the model can be used
to allow or deny the user’s requests, while considering the
dynamic structure of the cloud. In this way, the security of cloud
resources can be assured at its core. The experimental results
show that, depending on the user requirements and the current
cloud environment, solving the model can effectively be used to
grant the user the appropriate permissions to access different
service resources.

Keywords—Cloud Computing, Access Control, Stochastic Pro

gramming, Utility, Risk

I. INTRODUCTION

With the development of virtualization and web services
technologies, as well as the advancements made in hardware
and software, cloud computing has become a reality [1]. The
purpose of cloud computing is to use the Internet as a medium
to provide users all kinds of resources, such as processing
power, software applications, and storage. These resources
can grow larger or smaller on demand, depending on the
application needs; and the user is only billed for the resources
that have been consumed. Currently there are many large
projects, such as Google App Engine [2]. Moreover, cloud
computing in China is expected to be a result of the further
development of parallel computing, distributed computing and
grid computing [3].
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A cloud computing system is a distributed system, facing
many different users and applications. When a particular user
submits a request to the cloud platform, the user first has to go
under an authentication process in order to acquire the right
permissions to be able to accomplish the task. The cloud
computing system needs to be capable of meeting the user's
needs, but at the same time should prevent unauthorized users
from accessing and operating the system’s resources.

Cloud computing’s service resources and application
requirements are complex and dynamic. Service resources are
supplied by different service providers, and since the security
levels of each service provider are different, they also need to
be taken into account in the model. Similarly, there is large
number of users in cloud computing, and the access control
requirements of each user, for each one of the various
applications, are different. Users have different properties
related to system’s security, such as the user’s safety factor;
therefore, we also have to include these in our model.

Because of the nature of the cloud environments, the
subjects and objects will change frequently in the security
policy. In traditional access control models, such as role-based
access control model (RBAC)[4], usually the subject’s
permissions are granted once and can be used repeatedly;
however, these permissions are difficult to adjust within
dynamic environments [5], thus making it unsuitable for the
accomplish the various cloud computing requirements. In the
complex cloud computing environment, it is of great
significance to be able to access the needed resources both
efficiently and securely.

In this paper, a multi-objective decision-making model
based on stochastic programming [6, 7] is proposed, to be
used in a cloud computing environment. In a nutshell, when a
user requests a resource from service providers, this model
attempts to quantify the cloud environment and the current
situation of the subject and object of the access control, with
the minimization of risk and the maximization of utility as its
goals. Solve the model, and we can find the most optimal
configuration for implementing system security.
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In traditional access control models, the design is often
done first, and only then the security is analysed [8].This
approach essentially makes little effort to guarantee security.
In this paper, based on the actual cloud computing
environment, the appropriate decision variables are selected,
and can be used to show the risk and utility functions, as well
as constraint conditions. The results obtained by solving the
model can be used to elaborate the permission of users that
factors risk, utility and security at its core.

This paper is arranged as follows: section 2 presents other
related work, section 3 discusses in detail the proposed model,
section 4 solves an instance of the model, section 5 concludes
the paper.

II. RELATED WORK

In order to protect system resources, an access control
model is put in place. The core of the access control model is
authorization, that is, a set of criteria that determine if the
subject has been granted permission to operate on the object
[9].

The typical access control models [9] are discretionary and
mandatory access control (DAC and MAC), and RBAC. The
classic RBAC model had been introduced in multi-user and
multi-application online systems, and was further developed
by Sandhu in 1996 [4]. The main idea is this: a group of
permissions are assigned to a role, and roles are given to a
user. In this way, the user acquires permissions through the
roles that have been given. A role associates a user with a
permission (or action). It is a convenient and effective way to
manage permissions.

Traditional distributed access control model protects
resources from the system’s point of view. The weakness of
such a passive safety model is that it cannot dynamically
change the permissions of the subject, according to the
changes of environment [5]. However, in the cloud computing
environment, the complex service resources, and dynamic
changes of application requirements cause the subject and
object in the security strategy to change very often. As a result,
the traditional access control models cannot meet the cloud’s
application requirements.

In cloud computing, it is hard to ensure the safety of the
data in the system, and in such an open distributed
environment, it is not enough to only take the most basic
safety measures. Other works have introduced an economic
security model, where the risk factors are evaluated in
distributed environments, and it has been established that the
mishandling of even a single operation can create an economic
loss [10]. In the meantime, the utility should also be
considered to be one of the most important factors in
information security [11]. In the security mechanisms of a
distributed system, authorization will directly influence the
system utility [12, 13]. Other authors have determined that the
balance between security and utility can be obtained [14], but
their results are not suitable for a cloud computing
environment, in which resources and needs are dynamic.

In a real implementation of cloud computing, the user
requirements are unknown and unpredictable, and the
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resources from the provider are also diverse. The model we
created incorporates this uncertainty in the form of
randomness, by using stochastic programming. Stochastic
programming is used to build mathematical models, and solve
math optimization problems with random variables. We try to
adopt stochastic programming to quantify the risks and utility
in the environment of cloud computing, and then we build and
solve a multi-objective mathematical model, to obtain risk
minimization and utility optimization. This method based on
stochastic programming can pick up the optimal solution,
regardless of having several different authorization schemes.

III.SYSTEM MODEL AND ASSUMPTIONS

A. Basic assumptions in cloud computing

The objects are the different resources supplied by cloud
providers. The set is CV={cv,,cv;...cv;...cv,} and cv(i=1,2,3...m)
represents different types of service resources, and the
corresponding value of resources is cv; ol. It is assumed that a
user can complete the required task if he has access to these
resources.

The set of cloud service providers is CP={cp,,cp....cp;...cp,},
and cp(j=1,2,3...n) means a different cloud service provider.
The corresponding safety factor is cp;_sl.

Each provider can supply some types of the service
resources, and the same service can be offered by many
providers.

Generally speaking, a user can access the service resources
through the following operations: read, write, execute, modify.
In this paper, we will short them as r, w, e and m. The risk of
every operation is showed by 4 (k is one of 7,w,e and m).

Subject represents an entity such as a person or an
application. S;represents the safety factor of the subject.

The same service can have different costs, depending on the
provider that supplies it. Similarly, different services supplied
by the same provider all can have different costs. Cf,i means

the cost per unit time of using option & to access the service cv;
supplied by cloud provider cp;. Also, ;# represents the
Jst

corresponding time required.

Permission can be showed by p=<O, 4, CP1>, O is the set
of objects, 4 is the set of operations that subject can use to
operate on the object, CP/ is the set of cloud providers that
contain the object. For example, p=<cv,, k, cp/> means the user
can use the operation k to access the service cv; supplied by
cloud provider cp;.

Decision variable x;f ’_ is a binary variable which indicates if a

user is able to use the operation k to access the service cv;
supplied by cloud provider cp;. If & =1, the answer is yes,
X Jsi

while if . # =0, the operation is forbidden.
Il

B. Risk model

Different access control permissions have different risks.
When a user access the cloud provider's resources, the total
risk of the operation can be calculated, and then establish the
level of safety of this operation. The definition of risk is
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related to the likelihood of the risk happening, and the
possible consequences caused by the risk [15].

Risk(permission) = (possibility of an unauthorized access

operation) * (value of accessed resources).
Risk, = p; * a™""'

In formula (1), @>1, a is a real number, a
unauthorized accessed resources.

Generally speaking, as the safety factor of subjects Ss
increases, the probability of the objects accessed in an
unauthorized way by the corresponding subject decreases. At
the same time, as the safety factor of the service provider
increases, the more difficult it is for the service resources

(D
@iolis the value of

supplied by the provider to be accessed in an unauthorized way.

The probability of p, can be calculated by the following
formula:

Pk _ Ak % a-(Ss +CPj_sl) (2)
Thus, risk can be calculated by:
Riskp =Dy * acviﬁul — Ak * acviﬁal-(Ss +CPj_sl) (3)

C. Utility model

The utility is used to represent the satisfaction of a user
when permissions to access a resource have been granted.
Users do not know the location of the accessed resource, or the
cloud service provider that’s offering it. The user is concerned
with the cost of the accessed resource, the time spent, and
whether or not they can complete the task successfully.

A user accesses resources in order to complete a task, and
this task can be further divided into many small tasks. We can
suppose that the access to a resource can be considered to
complete a small task. For simplicity, if a user obtains
permissions to access a required resource, we can say that the
user finished a task successfully. So the utility can include the
following:

Task completion rate (Rate,): During the expected time, the
rate of the total number of accesses which were successfully
completed and the total number of accesses which were
required when the user submitted the task.

Task completion cost (Cost,): The cost that the user should
pay off after the task has been successfully completed.

Cost, = z Z Z(x;‘, ch,i Xt;f’i)

@, €CPeveCV  k
In formula (4), k is one of r,w,e and m.
Task completion time (7): the time difference between the
moment the task was submitted and the moment the user can
successfully access the resources.

“4)

_ koo Kk
T, = Max(t; ;X x;,)

)

T, and Rate, represent the expected time and task
completion rate of a user, respectively.

D. Demand-risk/utility model and Model optimization

In the actual cloud service, the user’s demands are uncertain
and unpredictable. d; can be used to express the option that a
user will select when he accesses the service cv;. So the Vector
D={d,d,...d...d,} represent the user’s demand for all kinds of
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service. (if d=0, it means that the user doesn't access the
service. Else, d; is one of 7, w, e and m).
In the Vector D={d,,d>...d,...d,}, the value of each element

d,.d,,d,,..,d, represents the set of values of each element,

respectively. So D = df x Ex dj x,,,ngn means the Cartesian
product of the set. It should meet the constraint:

DeD and D;p(D)=l (6)

In the optimization process, the approaches of multiple
objective programming and linear programming are used; the
minimization of risk and the maximization of utility are the
goals. Attributes of subject and object, and authorized
conditions are considered to be the optimal requirements. Our
model must satisfy the minimum privileges and separation of
duties.

If D represents the demand, the Risk/cost/time optimization
model can be shown:

Maximize:

Rate, = fo’l./(z the total number of (d, #0))
Minimize:

Risk=(Y, 3. 3 PO, (DxAxa”""="™) /D;p(D) (8)

IEBLW, eCPcveCV k

(7

Cost, =(Y, 3. 3. 2 pD)x| (D)xe], xt},) / 2. (D) (g
DeDcp €CPcvieCV k DeD
Subject to:
Rate,~ Rate,= 1 (10)
k
; X, sn (11)
X, =0orl cov,eCV  cp,eCP  DeD (12)
k
M axit;;}<T, (13)
xfll,il Xxfzz,iz =0 (14)

The cloud service needs to meet the requirement of users.
Obviously, the expected task completion rate of a user equals 1.
Thus, the actual task completion rate is close to 1. In equation
(11), n is the limited number of cloud service providers of a
user can access. Normally, it is better that a user access
resources supplied by the same cloud service provider. And the
equation (14) shows that permission p,=<cv;, k;, cp;> and
Dp=<cvy, ks, cp;>> cannot coexist.

IV.ALGORITHM SIMULATION

The experimental data came from The National
Supercomputing Center of Changsha, and the used services
resources are user identity verification, authorized service, and
single point login service respectively.

LINGO was used to complete the simulation [16], and the
model was converted into a single target model for simplicity.
Regarding access control models, the minimization of risk is
usually the most important target. Task completion rate is main
reason that drives the user to access the cloud service, and
we’re going to assume that it always equals 1, for convenience.

For solving the model conveniently, it can be expressed as:

al * Risk + a2 * Cost
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And al+a2=1, al>a2, that is, risk is more important. We
suppose a1=0.9, a2=0.1.
In the model, there are several different variables. We will
use the following values:
¢ Cloud service provides: CP={cp;,cp,};
¢ Cloud service resources: CV={cv,,cvy,cv;}; the value of
resources are 0.8, 0.8 and 0.9, respectively;
o The risk values when a user performs the operation r, w,
e and m are 0.2, 0.4, 0.6 and 0.8, respectively.

A. The first simulation

e Experimental conditions: CP={cp;,cp,}, can provide
resources CV={cv,,cv,,cv;}; the safety factor of user is
S55=0.8, and demand is D=(r,w,w);

e Change conditions: cp;_ol, cp; ol

e Results are displayed in the following Table 1:

TABLE 1. THE FIRST SIMULATION RESULTS
Risk t
X=1 (Risk) (€osH | rotal
min min
cpy_ol=0.8 ;((sz’cvvl’rw)) 0.468 2270 | 0.648
cpy ol=0.8 | PV 2315 000 | 4083
X(sz,CV3,W)
cp,_ol=0.8 ;‘((CCPZ’CCVVIJW)) 0.440 2270 | 0.623
cps_0l=0.9 D1,V 7771 000 | 6994
X(sz,CV3,W)
cp;_0l=0.85 )Z(((CPZ’CJIJW)) 0.449 2340 | 0.638
cp, ol=0.8 | PV 7784 000 | 8005
X(Cpl,CV3,W)
cpy_0l=0.85 ;‘((CCPZ’CCVVIJW)) 0.432 2270 | 0.615
cps_0l=0.9 D1,V 0115 000 | 8103
X(sz,CV3,W)
cpy_ol=0.9 ;((Cpl’cvvl’rw)) 0.423 2410 | 0.622
cpy ol=0.8 | PV 6734 000 | 3060
X(Cpl,CV3,W)

As expected, if the safety factor of the cloud service
provider change, the risk values will change. The permissions
are adjusted dynamically, and the cost also varies. But the
provider which provides the highest utility will be chosen, even
if the risk values are the same.

B. The second simulation

e Experimental conditions: CP={cp;,cp,}, cp; 0l=0.8,
cp, 01=0.9, and the safety factor of user is S5s=0.8,
demand is D=(r,w,w);

¢ Change conditions: the provided resources

e Result as the following Table 2:

In clouds, the resources for different providers are not the
same, so the authorization is different. Even if users have the
same demand, the minimum of the risk and cost may be
different because of the different clouds. The proposed multi-
objective model can be dynamically created according to the
current environment, so the right permission to access the
provided resources can be obtained by the user.
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C. The third simulation

e Experimental conditions: CP={cp;,cp,}, can provide
resources CV={cv,cvs,cvs}, cp; 0l=0.8, cp; 0l=0.9, and
the safety factor of user is Ss=0.8;

¢ Change conditions: user demands

e Result as the following Table 3:

As expected, the demands of the user are different, so the
criteria for accessing resources are different. According to the
needs of users, the model changes dynamically, so the
permissions that meet the requirements will be granted the user.
Of course, the relative minimum of each case is different.

TABLE 2. THE SECOND SIMULATION RESULTS

Risk t
X=1 ( 1.s ) (Co.s) Total
min min
°Pr: X(CP2,CVy,1)
fovievaevs) | P e )| 040 | 2270 |0
pa: CP1,CVa, 7771 000 6994
{cvi,eva,evs) X(eparVs,W)
Cp1: x(cpy,evy,r)
tevievaev) | (Cpl’cv "y | 049 | 2340 | 0638
cpa: Preva, 3290 000 | 3961
{0 CVy CV3} X(Cp2’CV3’W)
pr: X(CP2,CV1,T)
{cvi,eva,0} " PZawa ) 0.440 2270 | 0.623
cpo: CPLEV2, 7771 000 | 6994
{cvy,0,cv3} X(Cp2,€V3,W)
TABLE 3. THE THIRD SIMULATION RESULTS
Risk Cost
D X=1 (Risk) | (CosO g
min min
(r,r,1) zEsz’czl’g 0201 o 010
T, P1,CV2, 0455 000 9410
X(CPZ’CVS’r)
. >;((cp1,CVVl,VrV)) 0.449 2.010 | 0.605
T, CP1,CV2, 3290 000 3961
X(sz,CV3,W)
e );((cpl,c\\’]l,w)) 0.513 3.960 0.858
., P2,CV2€ 5392 000 1853
X(CPZ’CVS’r)
e zECpl’czl’ei 0.783 | 7.040 | 1408
eee P2,CV2,€ 1366 000 8230
X(CPZ,CVS,e)
e ))((((Cpl,c\;l’“’)) 0.820 8.890 1.869
., P2,CV20 9416 000 8470
X(cpl’CVS’m)

D. The forth simulation

On the basis of the third simulation, the two cases that the
proposed model is used or is not used in the cloud computing
system are considered. When the proposed model is not used ,
the permissions met the needs of users are can be random
selected. And the resulted risk, cost, and total value are
comparative analyzed. The results are showed in Table 4. At
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the same time, the corresponding total value are analyzed and
showed in Figure 1.

TABLE 4. THE FORTH SIMULATION RESULTS

D Risk Cost Total
optimum 0.261 0.680 0.302
0455 000 9410
(G . 0.279 0.810 0.332
0486 000 1438
optimum 0.449 2.010 0.605
3290 000 3961
W,I,W 0.423 0.909
( ) random 6734 2.64 3060
optimum 0.513 3.960 0.858
5392 000 1853
(w.e) random (4)1;‘ 59 56 4.23 1&29922
optimum 0.783 7.040 1.408
1366 000 823
(ee.e) random 04;517 7.94 2%29
optimum 0.820 8.890 1.869
9416 000 847
(w,e,m) random 0.846 12.1699 1.978
5972 952 937

25

—#— Optimum
—S— Random

0.5

Figure 1. the corresponding total value are analyzed

Obviously, in the same demand, the resulted risk, cost, and
total value in the two cases are different. The permissions
acquired by the proposed model can meet constraints that the
risk and cost are relative minimum.

When Cf,i and tjfi changes, the results also are different,

because they affect both the cost and the time constraints.

The simulation results show that, based on the needs of
users, if you quantify the current cloud system environment,
build the model dynamically, consider the minimum risk and
the maximum utility as the relative goals, then we can get the
decision variables, and the corresponding permissions can be
granted to the user. Then, the user can complete the task safely
by using the permission to access the resources.

ISBN 978-89-5519—162-2

1094

I. CONCLUSIONS

A dynamic access control model based on the stochastic
programming in cloud computing is proposed. By quantifying
the current cloud system environment and the attributes of
subject and object, considering constraints such as time,
resources situation, the minimum privileges and separation of
duties, a multi-objective model is created. The model regards
completing user tasks as the first goal, and makes it possible
for a user to access the resources safely on the basis of less
cost. And security is enforced by making the minimization of
security risks the most important factor in the model. The
experimental results show that, according to the wuser
requirements, solving multi-objective model can effectively be
used to grant the user the appropriate permissions.
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