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Abstract— Digital watermarking is a technique that embeds
imperceptible and statistically undetectable information into
digital data. Most digital audio watermarking schemes have used
pseudonoise (PN) sequence as a secret key. PN sequence
embedded in an audio signal for watermarking reduces audio
quality while it plays a vital role in security. In this paper, a PN
sequence generation to improve imperceptibility in perceptual
region of the human auditory system for audio watermarking
purpose. The basic idea of this work was a modification of a PN
sequence according to the frequency analysis of adjacent binary
digits that have different signs in a PN sequence. The canonical
signed digit code (CSDC) was also used to modify a general PN
sequence and the pair- matching function between general and
its modified PN sequence is proposed for PN sequence
modification. Additionally, statistical properties of new PN
sequence was evaluated and discussed by an auto-correlation and
a cross-correlation analysis.

Keywords—Pseudonoise sequence, Audio watermarking, Canoni-
cal signed digit coding, Security, Pair- matchung

I. INTRODUCTION

In recently, due to the development of network
technologies and the widespread use of personal computers as
multimedia system, people have easy access to vast amounts
of copyrighted digital data. While this data, which includes
text, digital audio, image and video, offers various advantages,
they can be reproduced without loss of quality, shared by
multiple users, distributed over networks, and managed for
long periods of time without any damage. However,
unauthorized copying and distribution of digital data are
serious threats to the rights of content owners in content
industry [1].

Digital Watermarking has been proposed as a potential
solution to this problem. Digital watermarking is a technique
that embeds imperceptible and statistically undetectable
information into digital data (e.g. video, images and audio
signals). This embedded pseudonoise (PN) sequence or image

ISBN 978-89-5519—162-2

735

as secret key contains certain information uniquely related to
the owner or distributor [1]. Compared to digital video and
image watermarking, audio watermarking studies are
restricted for several reasons. First, the human auditory system
(HAS) is extremely more sensitive than human visual system
(HVS).

The HAS is sensitive to a dynamic range of amplitudes
from one billion to one, and of frequencies from one thousand
to one. Even a small amount of embedded noise can be
detected by the naked human ear. Secondly, audio clips are
rather short compared with video clips in terms of time and
file size. Thus, the amount of hidden information in audio
clips is relatively large compared with the image or video.
Consequently, this information tends to degrade the audio
quality. There is always a conflict between inaudibility and
robustness in current audio watermarking methods. Finding a
satisfactory balance between these two aspects becomes an
important index by which to evaluate digital audio
watermarking techniques.

To improve the imperceptibility of audio watermarking,
previous approaches had focused on the development of a
psychoacoustic model of the HAS. One of the representative
popular approach is that a modified watermark is embedded
into psychoacoustic imperceptible region of the HAS by using
temporal or frequency masking effect based on the
psychoacoustic model of the HAS [2, 3]. However, it has an
extremely high computational complexity in masking process
and also cannot be adopted by some watermarking algorithms
as spread spectrum- based algorithms [1, 4].

An alternative approach is more intuitive and simple
compared with the first approach. It was embedded for an
imperceptible PN sequence as a watermark into a perceptible
region of HAS. But unfortunately a general PN sequence used
for audio watermarking cannot apply to this approach because
of its white noise-like spectral characteristics which has
spectral components over all frequency band, furthermore few
researcher have addressed the imperceptible PN sequence.

In this work, a PN sequence generation to improve
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imperceptibility in perceptual region of the HAS, was
investigated for audio watermarking purpose. Especially the
auditory frequency range from 20Hz (0.20Bark) to 5 KHz
(14.51Bark) is known to the perceptually significant region
(PSR) that is extremely sensitive in the basilar membrane, the
organ of HAS. Therefore a watermark embedding in the PSR
causes quality degradation of an audio signal and then feeling
of repulsion by listener [5, 6].

The basic idea of this work was a modification of a PN
sequence according to the frequency analysis of adjacent
binary digits that have different signs in a PN sequence. The
canonical signed digit code (CSDC) [7, 8] was also used to
modify a general PN sequence and the pair-matching function
between general and its modified PN sequence is proposed for
PN sequence modification. Additionally, statistical properties
of new PN sequence was evaluated and discussed by an auto-
correlation and a cross-correlation analysis. The rest of this
paper is organized as follows. The new generation method of
random sequence with imperceptibility was proposed in
Section II. Simulation experiments were conducted in Section
III to validate analysis. Section IV concluded the paper.

II. NEW GENERATION METHOD OF PN SEQUENCE

In this section, we proposed a novel PN sequence with the
low frequency magnitude at the PSR in the HAS. The
proposed PN sequence was characterized by not allowing
nonzero digit between adjacent digits. Over all procedure for
generating the proposed PN sequence showed in Figure 1.

< START ’

PN sequence generation

CSDC of PN sequence

Ordered pairing of digits

v

Ordered pairing transition

END

Figure 1. Procedure of the proposed PN sequence generation
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A single digit vector D of E is a sparse recoding of binary
vector E using digits from the set {1,0,1} where 1 denotes -
1. The recoding is canonical if D contains no adjacent nonzero
digit

The first step in generation of the proposed PN sequence
was starting from generating the typical PN sequence with
secret key, and then it was coded by canonical signed digit
coding (CSDC). In binary digit vector analysis, CSDC is
known to optimum representation to minimize nonzero digit
of binary sequence.

Thus, a canonical signed digit vector of E 1is the
form D = (D,,_1, Dz, Do) ,D; € {1,0,1}.In order to CSD-
code, it can be shown that the canonical signed digit vector for
E is unique if the binary expansion of E is viewed as padded
with an initial zero. This canonical signed digit vector can be
constructed by the canonical recording algorithm of
Reitwiesner [9]. Because that the CSD-coded PN sequence did
not allow nonzero elements between adjacent digits, the set P,
elements of which are the ordered pairs of the CSD-coded PN
sequence was defined as in(1).

P = {(0,0),(1,0),(0,1), (1,0),(0,1)} (D

And we also defined a set Q in (2). The elements of set Q
were characterized by having different signed ordered pair.

Q={(1L DA D} (@)

The correspondence between the set P and the set O was
shown in Fig. 2.

Figure. 2. Correspondence between the set P and the set O

The ordered pair (0,0) in the set P has two correspondences
in the set Q; if the ordered pair immediately before (0,0) in
the set P is(1,1), then (0,0) in the set P transits to (1,1) in
the set Q and if it is(1,1) then (0,0) transits to (1,1). Two
dashed- lines in Figure 2 denote the transition of (0, 0) in the
set P to the set 0. In the time domain, the proposed PN
sequence with a delay n, and period N was represented in (3).

N-1

Faow(@) = ) 18—y =) =8 —no—i=1) ()

i=0
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In the frequency domain, the frequency components of the
proposed PN sequence differed from those of the original PN
sequence while the proposed PN sequence kept its
randomness in the time domain. The frequency domain
representation of (3) was represented in (4).

N-1

Ry (@) = Z ry(e J0MmotD) _ gmjwmotitl)) 4)

i=0

We can observe that (e /@ Mo+ — g=jomo+i+D)) j5 very
small value when frequency w is small in (4). This
observation implies the frequency components of our PN
sequence slowly changed in low frequency band. We can
extend the correspondence of the set P and the set QO to n-digit
ordered pair to m-digit ordered pair. For example 2-digit
ordered pairs in (1) was extended to 4-digit ordered pair as in
Table 1.

TABLE 1. Correspondence of 2- to 4- digit in the set P and the set Q

Set P Set Q

(0,0) Q-1
(1,0) 1,1,1,1)
(0,1) 1,1,1,1)
(1,0) (1,1,1,1)
(0,1) (1,1,1,1)

In Table 1, Q(t — 1) means that the ordered pair in the
set O is changed 1 to 1 and 1to 1by the correspondence of
immediately before (0,0) in the set P. We could observe that
the element in Set Q still satisfies the results in (3) and (4).

Satisfying in (3) and (4), a correspondence of 3- to 8- digit
also was constructed as in Table 2.

TABLE 2. Correspondence of 3 to 8- digit in the set P and the set Q

Set P Set O
(0,0,0) Qt-1)
(0,1,0) 1,1,1,1,1,1,1,1)
(1,0,0) 1,1,1,1,1,1,1,1)
(1,0,1) 1,1,1,1,1,1,1,1)
(0,1,0) 1,1,1,1,1,1,1,1)
(1,0,0) 1,1,1,1,1,1,1,1)
(1,0,1) (1,1,1,1,1,1,1,1)
(1,0,1) 1,1,1,1,1,1,1,1)
(1,0, 1) 1,1,1,1,1,1,1,1)

As a result, we could induce the new PN sequence with
improved imperceptibility.
HILSIMULATION RESULTS

In simulation experiment, we analyzed 100 PN sequences
generated by the proposed method described in Section III.
Each PN sequence was generated based on typical PN
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sequences generated by different secret keys and composed
with 256 samples. The our simulation processes included the
generation process of the typical PN sequence with secret key,
the result of CSDC in the process for generating new PN
sequence and the example of the proposed new PN sequence.
Auto and cross correlation analysis and frequency magnitude
spectrum analysis were carried out to analyze properties of the
proposed PN sequence in time and frequency domain

Figure 3 shows an example of typical PN sequence that is
satisfied with the Golomb’s randomness postulates [9]. In the
generation process of the typical PN sequence, a random seed
as secret key is applied for security

samples

General PN sequence

Figure 3. An example of typical PN sequence that satisfies with Golomb’s
randomness postulates

A sequence in the dashed box shows 16 samples from 140
sample point to 155 sample point in the generated typical PN
sequence. We can observe consecutive samples of 1 or -1 in
samples of dashed box.

e

-Samples

Proposed PN sequence

Figure 4. The example of the proposed PN sequence
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In the sequence, consecutive sequences of 1 or -1 lead to the
high and fluctuating magnitude spectrum in frequency domain
and then an unwanted noise occurs in audible frequency band
including the PSR. Figure 4 shows an example of new PN
sequence generated from Figure 3. A sequence in the dashed
box shows 16 samples of the same sample positions of Figure
3 in the new PN sequence. We can observe that the ordered
pairs of new PN sequence are always (1,-1) or (-1, 1). This
property of new PN sequence causes slow change of
frequency spectrum in low frequency band as described in (4)
and leads to convergence to approximate zero in difference of
frequency spectrum of adjacent samples. Therefore the
proposed new PN sequence has little affect the PSR in HAS.

Figure 5 shows frequency magnitude spectrums of PN
sequences in Figure 3 and Figure 4. In Bark scaled horizontal
axis, 0-15Bark covers the PSR in HAS. The frequency
magnitude spectrum of the proposed PN sequence is
approximate zero and little fluctuation while that of the typical
PN sequence is high and heavy fluctuation. This observation
implies that the audience can little hear and feel the influence
of noise caused by PN sequence inserted as watermark.

Magnitude

Critical band in bark

@

Magnitude

T T
0 5 10 15 20 25
Critical band in Bark

(b)

Figure 5. Frequency magnitude spectrum of (a) Proposed PN sequence (b)
Typical PN sequence
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The PN sequences used as watermark have high auto-
correlation and low cross-correlation property for security and
this property plays an important role in correlation based
detection process of an watermarking scheme.
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(a) Auto-correlation of proposed sequence
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(b) Cross-correlation of proposed sequence
Figure 6. Auto- and cross- correlation examples of the proposed PN
sequence

Figure 6(a) shows the autocorrelation example of the
proposed PN sequence randomly selected from 100 sequences.
The maximum value of autocorrelation is the strength of
sequence when delay factor is zero. This means that the
autocorrelation of the proposed sequence is strong as much as
that of the typical PN sequence. Figure 6(b) shows the cross
correlation example of the proposed PN sequences randomly
selected from 100 sequences. We can observe that that the
cross correlation values of the proposed sequences are
uncorrelated as the property of a typical PN sequence.

IV. CONCLUSIONS

In this paper we proposed the generation method of PN
sequence that is imperceptible in the PSR of HAS. The PN
sequence generated by the proposed method was analyzed in
frequency domain analysis, and correlation analysis and
simulation results are compared with those of the typical PN
sequence that satisfies the Golomb’s randomness postulates.

In frequency domain analysis the frequency magnitude
spectrum of the proposed PN sequence showed the explicit
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small value and low fluctuation in PSR of HVS. This implies
that the proposed PN sequence is much imperceptible in
comparison of the typical PN sequence. This property is
significant in the view point of imperceptibility of audio
watermarking. The imperceptibility of watermark in the PSR
of HAS improves the quality of watermarked audio signal in
audio watermarking scheme.

In time domain analysis we could observe that the proposed
PN sequence had same or much strong autocorrelation and
same or less cross correlation from simulation results. And
also the proposed PN sequence is much applicable than the
typical PN sequence for audio watermarking in comparison of
maximum cross-correlation in sample number change and the
percentage ratio of maximum cross-correlation values and
sample number. We expect to apply for audio watermarking
with high imperceptibility in the PSR of HAS.
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