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Abstract— In multi-domain environments, the risk of access
policy for workflows is influenced by many factors, and it is
difficult to calculate the accurate value of risk combining these
factors. But choosing an access policy does not need to know the
specific value of risk, only to know the partial order of risks. This
paper introduces the concept of risk, proves that the partial
order of risks is a lattice, which can ensure implementation of the
multi-level security policy. And the risk of access policy can be
compared using the lattice effectively. Then, according to it, this
paper proposes an algorithm to determine the access policy. It
can reinforce the security of workflow systems in multi-domain
environments.

Keywords— risk, security, lattice, access policy, workflow, multi-
domain

I. INTRODUCTION

Workflow technology which has been widely used in many
fields, is a collaborative modelling method of complex tasks,
it consists of a set of collaborative tasks and their
dependencies. With the workflow management system
(WIMS) [1], tasks can be automatically executed. In order to
guarantee tasks executed safely, access control is a very
important security mechanism of workflow systems.

In general, an access policy is not absolutely security.
Absolute security systems are the systems which prohibit any
access. So risk is the basic property of access policies. As long
as an access policy exists, there is risk in the system.

As the development of internet technology, more and more
applications have developed from centralized to distributed,
for this we should make it possible to share information across
autonomous domains in heterogeneous environments. A
workflow is composed of multiple tasks, different tasks may
be in different domains, the subject and the object of a task
may be in different domains. And because of the highly
dynamic and uncertainty of multi-domain environments, the
risk of access policy will be more complex, which will make
the access control of workflow systems more difficult.

This paper compares the security between access policies
based on their risk level, establishes the partial order between
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them based on their security, and proves that the partial order
meets reflexive, anti-symmetry and transitivity, it can be seen
that policies and partial orders of their risks constitute a poset.
Also because there are supremum and infimum between risks
of any two policies, in other words, the partial order between
policies is a lattice. To adapt multi-domain environments, we
introduce the concept of the trust extent between different
domains to constitute a 3-dimensional risk lattice model. This
lattice model can effectively compare risks between access
policies, but it can’t accurately calculate the value of risk, in
fact it is difficult to calculate it accurately. And we do not
need to know the exact value when we choose a policy for
each task of workflow. We only need to know the partial order
of risks. In addition, this paper presents an algorithm to select
access policy based on the risk lattice model in multi-domain
environments.

II. RELATED WORK

Access models of workflow systems have been proposed by
many researchers. A famous one is TBRC [2], which is a task-
based access control model. In TBRC, permissions are
assigned to tasks, rather than users, users only can acquire
permissions when tasks are executed. Once the user finishes
and submits the task, the relevant permissions are released, the
user no longer have the permissions. In this way, users can
access the permissions dynamically, the system can
implement dynamic access control.

As the development of enterprises, business processes
frequently change, thereby the complexity of workflow access
control has been increased, [3] proposes the idea of separation
of access control model and process model in workflow
systems, and using it as a starting point, presents a service-
oriented workflow access control model, services are the basic
units of task implement and access control. Xu Feng et al.
propose a service-oriented role-based workflow access control
model [4], which implements the access control of workflow
systems by introducing concepts of services, actors and
authorization migration.

Risk is an important property of access control models, it
has been considered in many researches. [5] introduces the
concept of risk based on the RBAC model, and reconfigures
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the risk-based access control policy to reduce risk, but it
doesn’t propose specific methods to quantify risks. RARAC
model associates risks with benefits, builds transactions graph,
when the system’s benefit is greater than risk, transactions
will be allowed [6]. In [7], McGraw presents a risk-adaptive
access control mechanism, which authorizes access
permissions based on risks and operational needs, but it
doesn’t propose the specific methods to quantify them. Cheng
et al. present a Fuzzy MLS access control model in [8], this
model can quantify the risk value of access, and control risky
information flows dynamically.

In multi-domain environments, tasks of workflows are
likely to be interoperated cross domains, it will bring greater
risk. [9] proposes a risk-based multi-domain security
interoperation model, which introduces a risk management
mechanism, it quantifies risk by means of sessions and
historical records. Tang Zhuo at al. in [10] present a dynamic
access control model for inter-operation in multi-domain
environment based on risk, it determines the degree of trust
between domains by historical records of inter-operations,
combined with security level of objects and security of access
events, provides risks of access policies in real-time. And it
can dynamically adjust the permissions by using the
mechanism of revoking high-risk permissions.

IL.RISK LATTICE MODEL

Many risk models of access control focus on how to
quantify assess risk, but usually the risk of access policy is
affected by many factors, it is difficult to accurately estimate it.
In fact, choosing an access policy is based on the partial order
of risk between them, rather than the specific risk value.

A. Basic concept

This section mainly introduces the formalized description
of some basic concepts:

U is the set of users that are executors of access events. We
describe all users assigned to the role » as User(r). O is the set
of objects which are accessed by users. The set of roles is
denoted as R.

In service-oriented workflow access control models,
services are permissions [4]. S is the set of services, a service
is made of a group of independent basic operations, a basic
operation is denoted as a 2-tuple of the form:<op, 0>, where
op is an operation, such as reading, writing, execution, etc. o
is the system resource, such as documents, database tables, etc.

The actor of a role (actor) is a dynamic object which is
generated when the role is activated by a user [4], it acts for
the user and performs the services of the role. 4 is the set of
actors. We can describe an actor as a 3-tuple of the form: <u, r,
lifetime>, and the actor acts for the user u, u € U; r is the role
activated by the user u, rE€R; lifetime is the survival time of
the actor.

AU is the set of authorization units [4], authorization
unit(au) is a basic authorization execution unit, it is an
instance of a task which may have more than one
authorization units. An authorization unit is made of an actor
set(4) and more than one authorization service sets(4S).
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Authorization service set(4S) is the set of services which can
be executed by members of the actor set(4), the denotation
As(r) expresses the set of services which are authorized to the
role ». Authorization unit has to finish in the specified
time(lifetime). Authorization unit may experience different
states:
 sleep state, which expresses that authorization unit is
deactivated;
o ready state, which expresses that run conditions have
been met and authorization unit is ready to run;
o activated state, which expresses that authorization unit
is in the run state;
« suspended state, which expresses that authorization unit
is suspended for some reason.

B. Derivation of risk lattice model

In service-oriented workflow access control models, the
execution of a task is eventually broken into executions of
several authorization service sets, which are executed by the
actor of the authorization unit. This paper formulizes an
access policy(policy) as a 2-tuple of the form: <actor, AS>,
and actor=<u, r, lifetime>, AS is the set of authorization
services which acfor has. The set of access policies is denoted
as POLICY.

The theory about poset and lattice can be referenced in [11].

According to the risk of access policies, we define the
partial order of access policies:

=: policy—policy

Vpolicy,;, policy, € POLICY, policy=(actor;, AS;)(i=1,2),
actor;, actor, €A, AS; is the set of authorization services
which actor; has(i=1,2). Every actor has its own security level
expressed as Safe(actor), which varies with the system
environment and the user’s load.

When considering the partial order, there are three cases.
First, if actors of access policies have the same security level
and access policies have different sets of authorization
services, then the senior set of authorization services, the
greater the risk. That is to say if Safe(actor;)=Safe(actor,) and
AS; C AS,, then policy; = policy,. Secondly, if access policies
have the same set of authorization services and security levels
of actors are different, then the lower security level of actor,
the greater the risk. That is to say if Safe(actor;) = Safe(actor;)
and AS,;=4S,, then policy,=policy,. In addition, another case
is that security levels of actors are different and access
policies have different sets of authorization services. If
Safe(actor;) = Safe(actor;) and AS; C AS,, then policy; =
policy,, (u;, AS;)=(uy AS;). This means that if the actor
whose security level is lower executes senior set of
authorization services, then the risk is greater.

Theorem 1: (POLICY, =) is alattice.

Proof: Vpolicy,, policy,, policy; € POLICY, policy=(actor;,
AS)(=1,2,3), actor;, actor,, actor; E A, AS; is the set of
authorization services which actor; has(i=1,2,3). Because
Safe(actor;) = Safe(actor;) and AS; C AS;, policy; = policy;,
i.e. (actor;, AS;)=(actor;, AS;). Therefore, the relation = is
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reflexive. If (actor;, AS;) = (actor,, AS,) and (actor;, AS;)=
(actor,;, AS;), then (actor;, AS;)=(actor;, AS;). Therefore, the
relation = is anti-symmetric. If (actor;, AS;)= (actor; AS,)
and (actor,, AS,)=(actor;, AS;), then (actor;, AS;)= (actors;,
AS3), so the relation = is transitive.

It can be seen that (POLICY, =) is a poset. The next part is
to prove that there must be supremum and infimum of any two
elements of (POLICY, =).

If policy, and policy, are comparable, then the supremum of
policy; and policy, is denoted as: Iub(policy;, policy;) =
max(policy;, policy,), the infimum is denoted as: glb(policy,,
policy,)=min(policy,, policy,).

If policy; and policy, are not comparable, we can construct
an element policy;=(actor;, AS;), making Safe(actor;) =
max(Safe(actor;), Safe(actor;)) and 4S5=A4S;NAS,. Therefore,
Safe(actor;) = Safe(actor;), Safe(actor;) = Safe(actors),
AS; C AS,;, AS; C AS,, i.e. policy; = policy; and policy; =
policy,. Thus we can see that policy; is the lower bound of
policy; and policy,.

Assuming that policy~(actor,, AS,) is any lower bound of
policy; and policy,, then Safe(actor;) = Safe(actor,),
Safe(actor;) = Safe(actor,), AS; € AS;, AS; € AS,. And
Safe(actorsy=max(Safe(actor;), Safe(actor;)), AS;=AS;NAS,,
so Safe(actor;) = Safe(actor,), AS;C AS;. Then we can know

(actory, AS,) = (actor;, AS;), i.e. policy,= policy;. Thereby
policy; is the biggest lower bound of policy; and policy;.

So there is infimum of any two access policies.

Similarly, we can prove that there is supremum of any two
access policies.

Thus, (POLICY, =) is a lattice.

In addition, authorization services have their own risks.
High-risk authorization services will bring great risk.

Generally speaking, authorization service set meets
AS C OPxO, that is, safety of authorization service depends
on the security level of access object o, and risk of access
operation op,. Usually, there are several access operations,
which are denoted as read, write and execute, the risks of
them are in ascending order. The values of o, and op; are set
according to the specific environment.

Based on the (POLICY, =) lattice, we introduce the risk
level of the authorization service set, and it can be used to
determine whether the node of the (POLICY, =) lattice is
available. If the risk level of the authorization service set
exceeds a certain value, then the node is unavailable, in order
to avoid high-risk authorization services being executed. Then
we define a 3-tuple of the form: <actor, AS, is>, and is
describes whether the risk of A4S is beyond the tolerance. If it
is beyond the tolerance, then is=0, conversely, is=1.

Supposing the set of actors A={actor; ,actor,}, the set of
services S={s;, s,} and Safe(actor;)= Safe(actor;). There are
4(4=29=2%) possible sets of authorization services. The risk
lattice model is as the Figure 1.

We should choose an access policy with less risk in order to
ensure system security. The risk lattice model only allows the
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flow of information to flow from high to low in the lattice.
Thus it can be used to perform multi-level security policy [12].

(actorp,{s1,S2}, isy)

0"2s{51,sz}, iss)
(actory,{s;}, ~A

(actorp,{ }, isy

actor{sy}, is;)

(actory,{ }, isg)

Figure 1. Example of a risk lattice model

IV.RISK LATTICE MODEL IN MULTI-DOMAIN
ENVIRONMENTS

In multi-domain environments, not only tasks of workflows
may be distributed in different autonomous domains, but also
tasks are cross-domain, for example, the executor (user) of a
task and the resources(objects) belong to different domains.
This is the interoperation in multi-domain environments.

A. Role-based Security Interoperation

If a role mapping mechanism which does not violate the
principles of security interoperation can be established, so that
all resources and information can be shared by users in multi-
domain environments.

About the security interoperations in multi-domain
environments, some functions are given in the following:

M (d,, dy) returns the role mapping between two
autonomous domains d,, d,. In figure 2, M (d,, d,)= {<ra,, d,,
I"bg, db > <ra;, da, I’b], db > < l”b[, db,m3, da >}, Where, ra;,
ra,, raz are the roles in autonomous domain d,, rb; and rb, are
the roles in autonomous domain dj, .

Figure 2. Example of role mapping between two different domains

Let » be a role in autonomous domain d,, L(r, d;) is the
function between d,, d;, which returns all the roles mapped by
the role » in autonomous domain d;. ASD(r, d)) returns all the
authorization services that » can have in d,. In Figure 2,

L (ras, dy)=rby; L (ray d,)=rby, L (rb;,d,)=ra;.

Based on interoperations in multi-domain environments,
this paper defines the combination operations between roles as
follows:
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As(r; @ ry) = As(r;)) UAs(ry);  As(ri*ry) = As(r;)) N As(r,);

As(ri£ry) = As(r))—As(ry);  As(r) =~ As(r).

Operation ® , *, £, ~are between roles, which return the role
whose authorization services equal to the result of U, N, —,
~ between authorization service sets of the roles. For example,
r; ® ry returns the role whose authorization services is As(r;) U
As(r;).

According to the definition of algebraic systems, roles of an
autonomous domain and operations between them ®, *, £, —
constitute an algebraic system. Here, two autonomous
domains d,, d, can be seen as two algebraic systems. L is a
mapping function from an autonomous domain d, to another
autonomous domain dj. It can be proved that function L(r, d})
is a homomorphism mapping from algebraic system d, to
algebraic system d,.

Theorem 2: L(r, d;) is a homomorphism mapping.

Proof: To prove it, we must prove the following equations,
supposing r;, r; are the roles of domain d,;:

o L(ri®rydy)=L(rs,dy) ®L (ra dp);
o L(ri*ry dy) =L (r;, dp) * L (r2, dp);
o L(rifrs dy) =L (r;, dp) £ L (r, dp);
o L(Try,dy)="L(rs, dy).

Firstly, L (r; ® r,, d,) returns a role r in dj, let’s assume that
there is a virtual role in d,, its authorization services are As(r;)
U As(r,), then its mapping role in d, is ». Now supposing that
there are two mappings between these two domains: < r;, d,,
rs, db >and < o, daa 'y, db >, then L (l’], db) =rs, L (1’1, db) -
re. So L (r;, dp) ®L (15, dp)=r;®ry 1r3 14 returns the role
whose authorization services are As(r;) U 4s(r,), denoting this
role as r. We can easily prove As(r) C As(r’), and
As(r’) S As(r), sowe get L (r; © vy, dp) =L (7, dp) @ L (72, dp).

Similarly, we can prove L (r;*ry, d)) = L (r;, dp) * L (r2, dy),
L (rifry, dy) = L (1}, dp) £ L (r2, dp), L (T, dp) = 7(r, dy), s0 L(r,
dp) is a homomorphism mapping.

With the homomorphism relation, risk assessments in
different domains can be mapped to be in an algebraic system.

(actor; 351,82} trust(duciorss disi s2y) 151)

201 1,482}, trust(dyciorss disy)s 153)

B. Derivation of risk lattice model in multi-domain
environment

The trust degree between domains denotes the trust extent
between different domains. The trust is formed by role-
mappings. It is denoted as trusi(d;, d;), i.e. the trust extent
between domains d; and d;, and its value range is [0, 1]. If the
user of inter-operation is in domain d;, and the object is in
domain dj, then the higher trust degree trust(d;, d;), the smaller
the risk. So the trust degree is an important factor of the risk in
multi-domain environments.

Based on the risk lattice model in III, we introduce the trust
degree between domains frust(d;, d;), define a 4-tuple of the
form:<actor, AS, trust(d,.., , dss), is>, which denotes an
access policy of inter-operation(policy,,), the set is denoted as
POLICY,, The d,.,, is the domain of actor, d s is the domain
of AS. We propose a 3-dimensional lattice model, as Figure 3
shown.

In Figure 3, trust(dacior1, dis152y) 1s the weighted sum of
trust(dacmrl, d{sj)) and trust(dacmﬂ, d\vsg}), 1.e.:

truSt(dacmrls d{sl,sZ)) =¥ trLlSt(dactorls d{sl))+ B* truSt(dacmrls
d{sZ})

where, o and B denote the execution probability of s; and s,
respectively, and a+p=1.

Similarly, we can get the formula:

truSt(dactora d{sl,sZ,.“, sn}) :al*truSt(dactora d{sl}) +a2*truSt(dacmra
d{sZ})+' . ~+an*truSt(dacwr7 d{sn})

o, 0o, ..., 0, denote the execution probability of s, 55, ...,
s, respectively, and o +o,+. .. +o,=1.

In the 3-dimensional lattice model, if the actors of inter-
operations are the same and the sets of authorization services
are the same, then the higher trust degree frust(d;, d;), the
smaller the risk. If the trust degrees are the same, then we can
get the partial order of risk from the risk lattice model in III.
In addition, there are another two cases:

1) Access policies of inter-operations have different actors,
trust degrees are different, and the sets of authorization
services are the same, then we can set weights for Safe(actor)

actor,{sp;Sa}s rust(d,ciorz, disi s2)s 155)

(actor {85}, trust(ducionss diszy), 157)

(actory,{ }, trust(dyconss dy)s isy

(actory,{s;}, trus

"acer’ d{sl })’ is, 6)

(actory,{ §, trust(dycor, dy), isg)

Figure 3. Example of risk lattice model in multi-domain environment
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and trust(d;, d;) according to the actual need respectively.

2) Sets of authorization services and trust degrees are both
different, and access policies have the same actor, then we can
set weights for the risk of authorization service sets and
trust(d;, d;) respectively.

So risks of inter-operations can be compared by this 3-
dimension risk lattice model.

Similarly, we should choose the access policy with less risk
in order to ensure system security. The risk lattice model can
be used to perform multi-level security policy [12].

In addition, it is worth to note that if the set A4 or the set AS
is great, then the 3-dimension risk lattice model may be too
large. But in practical applications, only a part of the model is
used.

V. RISK-BASED ACCESS POLICY SELECTION ALGORITHM

Workflow is worked by tasks and their dependencies, and
the authorization unit is an instance of computer control. From
111, we can see that when a task is executed, one or more
authorization units will be generated. Each authorization unit
contains more than one actors and more than one sets of
authorization services. It is a very critical issue that how to
choose the optimal access policy.

The selection algorithm is given below, which is based on
the 3-dimensional lattice model:

1) Determine the status of authorization unit, if it is the
ready state, jump to 2); otherwise, the algorithm ends.

2) An authorization unit usually contains a variety of access
policies, and an access policy corresponds to a node of its 3-
dimensional lattice model. All nodes corresponding to
possible access policies of an authorization unit constitute the
risk model. Choose a node (actor;, AS;, trust(d,ciori, dssi), 1S:),
util is; is 1, jump to 3); Otherwise the algorithm ends.

3) Select the access policies with the minimum risk from
the risk model. The set of them is POLICY,,;,, then jump to 4).

4) If |POLICY ;<1 (JPOLICY,,;| is the number of access
policies in POLICY,,,), then select the access policy in
POLICY,,;, as the execution one policy,, then jump to 6);
Otherwise jump to 5).

5) If |POLICY,,;,>1, this is due to the introduction of trust
degree trust(d;, d;), which makes that the risk of different
access policies may be equal. In this case, choose the policy of
the smallest trust(d;, d;) as policy,.., then jump to 6).

6) Activate the authorization services set of policy..,
denoted as A4S,,., actor,,, executes AS,,,, authorization unit
enters the activated state, and timing begins.

7) If the task is finished or exceeds the allowed time
lifetime, authorization unit enters the suspended status.

In this algorithm, the concept of risk is introduced into
workflow access control model in multi-domain environments,
when a task is being executed, it generates authorization units.
The access policy with the least risk will be executed, so as to
ensure the security of access events effectively.

In addition, the algorithm dynamically adjusts the
authorization service set of the role. When a task is executed,
the set of authorization services that the role required to
perform is activated. When the task is finished or terminated,
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the role no longer have the set of authorization services, so it
can support the least of privilege.

VI.CONCLUSION

In multi-domain environments, the risk of access policy of
workflow systems is affected by many factors. It is hard to
make quantitative assessment. This paper proves that the risk
partial order of access policies is a lattice model in
mathematical, with which risks of access policies can be
compared effectively, and it can ensure the implementation of
multi-level security policy. In workflow systems, the access
control of task is broken down into the access control of
services. When a task is executed, there are more than one
access policies. This paper proposes an algorithm to select the
optimal policy with least risk based the risk lattice model, it
can ensure the security of workflow systems effectively.
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