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Abstract— Recently, the attention of researchers has Audio
because of the audio capability to hide data. There is some
research to hide data in audio using watermarking technique.
Some of them tried to use the watermark technique to protect the
audio file of any tampering.

The current research defined in this chapter issue by using cheap
audio watermarking and preserves audio files from any
tampering. It will discuss more on previous study on tamper
detection. The method provides both embedding and extraction
solutions.
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I. INTRODUCTION

Multimedia is involved in almost every aspect of human
life, and many of us rely on various websites for information
on events taking place all over the world. We form opinions
based on the content of camera footage, phone conversations,
and other recordings. Although some sources give us authentic
information, others contain forged content. Concerns
regarding how to authenticate multimedia data have led to
research in forgery detection, but studies in audio are still
limited compared to those in the image and video. Audio
carrier includes the content of music, phone conversations,
and other recording forms. Although some sources give us
authentic information, others contain forged content. Audio
forgery techniques could be used to conduct piracy over the
Internet, falsify court evidence, or modify security device
recordings of events taking place in different parts of the
world. Real-world examples can best illustrate the importance
of audio authentication.

This project proposed the new method which has been used
LSB watermarking method to protect an Audio file from any
manipulation. The solution not only has a tamper detection
method but also can mark the audio location with highly
accurate. It can detect any changes in the audio file less than
1/20000 seconds. For evaluation has been used BER to show
the error rate during converting from frequency to bite and
reverse and SNR to evaluate and quality changes.

II. RELATED WORK

In order to create a protective layer a self-embedding
method has proposed in [1]. In this method audio signal will
self-embedded into itself. To do so the signal is divided into 4
segments. The features of each segment are embedded into
another segment using the least significant bit (LSB).
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Choosing the target segment is randomly based on the secret
key. By comparing the segments and their corresponding
features, tamper detection is possible.

In [2], a multipurpose watermarking method is hired in
order to provide copyright protection and authentication. For
authentication a fragile watermark is embedded using the
wavelet coefficients; and for copyright protection a robust
watermark is embedded using discrete wavelet transform into
the signal.

Due to the lack of proper plain text copyright protection, [3]
has proposed a zero-watermarking method which is able to do
the authentication as well as copyright protection. This
algorithm is dedicated to text documenting. The algorithm is
robust against modification and at the same time can detect
whether the text is tampered or not.

In [4], based on Principal Component Analysis (PCA) a
new audio watermarking algorithm is presented. In this
algorithm wavelet packet decomposition is watermarked into
the audio file. The decomposition itself is an encrypted matrix
from PCA. This algorithm is able to detect and locate the
tamper.

Since interpolation attack is one of the major known
sources of audio tampering, a blind watermarking method
with forensics approach is proposed in [5] in order to detect
interpolation forgery. This attack causes statistical changes in
linear dependencies. As singular value decomposition is a
suitable method to express the linear dependencies, it is hired
in this paper. By analyzing the audio file using SVD it is
possible to find and locate any changes in the audio signal.

Another technique for tamper detection based on
steganography is presented in [6]. In this method a watermark
which is generated using integrated discrete cosine transform
(in DCT) is embedded into the signal. Amplitude expansion in
the high-frequency spectrum is hired to prepare a space for
embedding. Comparing the extracted data with the original
hash value can detect any tampering.

[7] is hired reversible watermarking in order to authenticate
the transmitted signals and then removing watermark to
reaching the original signal.

All of the researches which have been explained as above,
with some more researches summarized in Table 1. The table
shows the audio watermarking for tamper detection and
recovery, measurement methods and the tax which was
conducted experiment based on them. The table will be used
on contribution section to show why the new method has been
caused. The conduction experiment has been designed based
on Table 1.
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This section explained audio watermarking, audio

watermark characteristics, attacks on audio watermarking, and
tamper detection definitions. It is continuing with the related
work. The section organized by two sections. First section
abstracts recently audio watermarking techniques. The second
section includes especially explained the tamper detection
methods. Both of the section concluded by the table to
summarize related works. The next chapter will be explained
the methodology, operational methods, and list down the
phases to implements of the research.

III. ALGORITHM AND IMPLEMENTATION

WTDM is the new idea to use fragile watermark and detect
and tampering with the audio file. Based on the previous
chapter, the most of the researchers have been used frequency
and time masking to detect the tampering. The proposed
algorithm produces a small hash signature by computing a
limited number of random projections of a perceptual, time-
frequency representation of the original audio stream. The
other researcher works on Wavelet packet decomposition were
implemented to audio files. All the terminal coefficients of the

wavelet packet decomposing tree were used as the data matrix.

Based on the input request, the output of the system could
be the audio file with the tampering file or reports of the
tampering places.

ISBN 978-89-968650-0-1

1078

Audio File -Tamper Checking req,

watermark Embedding And Tamper

Embedding fragile watermark request Detection System report

(WTDM)

Tempering
location report

Audio with
Fragile
Watermark

Figure 1: WTDM architecture

The Algorithm consists of two parts; embedding Algorithm
embed the LSB and Matrix (focusing on adding watermarks to
the audio); and extract watermarking (to do detect tampering
processes).

A. WTDM Embedding watermark process

In the embedding methods, explains as a detail of process
from converting audio file to the vector, normalization of the
vector, converting the matrix form, calculation of mean for
each column and embedding the mean by LSB method. For
more understanding, each part is explained by the
mathematical model.

The wavelet audio of a signal x is calculated by passing it
through a series of filters. The size of the vector is s. At the
first the audio convert to the vector x as below:

¥ gelV, vel, w{5) ={v|,v2,...,Vs} (D

The vector range belongs to the Real number. Because the
embedding process needs to have a range of Natural number
then needs to be limited to the natural number (The limitation
is defined as 0 to 255, Because the vector number converts to
the eight bit number, it is necessary to be in this range). To
arrange the limitation, all members multiple to ten thousand
(To reduce error) and then using mode function by 255 (mode
helps to remove negative number and also has the numbers in
the range 0 to 255). The calculation has been defined as (2).

Vi =t = g9, x(1) = (p{t)+ 10000) mod 255 (2)

As previously explained, the first issue is to find the
relation between the vector members. The solution for this
issue defines a matrix. To create the matrix, first has to find
the number of the row and column. The number and column
define as (3), and (4).

January 27 ~ 30, 2013 ICACT2013



e=[3]

= [}-B] +1
wrel¥,r = [1.2.3, .9}
‘iém}s‘qusmd&ij:%::»

[m{;.f}:x{s} Ifiz0

mi,J) = maenf Toc i ) if =0

if smode? = 0

% el (3)

4)

if zmrode? = 0

)

For more understanding, give an example. The test is five
seconds wave format audio. When convert it to vector x, the
size of the vector is 19100. Then can define a matrix as below:

smod 9=2 (6)
(2) and (5)=>C=[19100/8]+1=2387+1=2388(7)

The matrix should be m(9,2388). The next step is to
transfer vector’s member x to this matrix by formula (5). The
matrix should be as below:

xd o Q0
H % H

Mo+)388= ( : ) ®)
maan Lk, w13 = meon(ZE ., mwik 1)

The mean is the strong connection between eight members.
If there are any changes on one of them, then the mean is
changing. Figure 2: The vector's member's relation. shows how the
members are related by Mean.

Audio vector X(s)

Figure 2: The vector's member's relation.

After calculate mean and create matrix mi*j to make a
relation to these eight members. For this reason, convert
matrix mi*j from decimal to the binary and insert to matrix
ni*j . Then, embed each of eight binary members of the mean
of the eight members of the same column. The Figure shows
the process in phase to embed mean binary to the same
column members.
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Figure 4: Embedding LSB watermarking process in phase two

The last phase is to return to the vector y(s). The process is
the reverse process of the first phase. The data read from the
first member of the matrix and restore on a new vector. The
Figure 3 shows the way that convert matrix to vector.
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mbedded watermarking audio

Figure 3: Convert matrix to the new audio vector
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After transfer audio wave to the vector, in the step one first
collect first eight members of and calculate N; (Mean of eight
members). In step two, extract first binary number of each
member and arrange it. Then convert it to decimal M,
compare M, and N, based on (10) equation.

N;-1< M= N;+1 (11)

If the mathematical relation (11) established, then the
tampering not detected then will be selected the next eight
members return to step one. If (11) is not established the
tampering, then choose the members from Y (2) until X (11)
return to step one. In this tampering detection find keep the
position of the first member collection. The step three repeats
until the (11) relation established, and then record the new
position. The tampering happened from the first member
position until the new member position. Figure 45 shows the
process in one shot.

Audio watermark
vector Y(s)
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Figure 4: Extraction process

IV.EXPERIMENTAL RESULTS AND ANALYSES

WTDM was implemented using the Matlab programming
language, implemented on windows. It was tested under the
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setup and configuration shown in Figure 1. The experiments
were conducted using several audio files and attacks. The files
classified by the numbering. It helps easily understand and
trace. To numbering on Each tamper file, using the original
file number with different tampering numbers which consider
as the kind of attack ( Table 4). For example if the original file
name is “l.wav”, then the tampering files related to it are
“l.1.wav”, “1.2 wav”, and “l1.3.wav”. The file with the name
“l.1.wav” is the tampering model by attack croppingThe attack
selectors refer to the other research attacks have been used by
other researchers.

Table 2: Attack classification number

No Attack name Attack number
1  Cropping (deleting some part of Audio) 1
2 Cropping (Change time frequency) 2
3 Low and high filtering 3

All of the original files, tampering files and detail
information to conduct experiments have been shown in Table
3. This table shows that the vector size, and the duration size.

Table 3: List of sample audio files for test

The original Audio Audio tamper name

s audio watermark name

Z | Name Size Vector size Name Size Vector

(s) (s) size

1 1.1.wav 3.5 84364
2 1.wav 5 90309 1.2.wav 5 90309
3 1.3.wav 5 90123
4 2.1.wav 4.3 77679
5 2.wav 3 56066 2.2.wav 3 57023
6 2.3.wav 3 75294
1 3.1.wav 7.9 142688
2 3.wav 7 126603 3.2.wav 7 125622
3 3.3.wav 7 126328

1080

A. Sample Testing Process

The testing of the system was done based on the Table 3. In
this section, explains the input original and tamper audio files.
To do shows them, using a graph. The graph is not only
showing them graphically, but also can find the differences
between these two files. To embed watermarks and showing
the quality result has been conducting based on SNR and BER.
BER shows any error during converting data on after
embedding watermark method, and extracting the audio
tampering location. The next section shows original and
tampering files using Matleb tools. These files are used as the
input files to the system.In this section extracts information
about original and tampering file include the graph of the wave
figure.

B. Original audio file before watermarking
Based on the. Original file (named 1.wave) has been used.
Based on

Figure 5, the number of this file vector member’s value is
90309 members.
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quitar (90300 values) analyzed at level 5 with haar. Components © 1= 80309
Original signal
T

Table 4: Measurement table based on SNR and BER

.

Figure 5: The original audio wave file.

C. Audio file after watermarking

Figure 7 shows the wave frequency format (file name is
“guitarl.wav”). The Figure 66 shows the graph of the original
wave file based on the Haar model. The Figure 66 shows the
number of this file vector member’s value is 90309 members,
which is not changing the watermark. Also, this figure shows
that the waveforms is not changing much. The part where the
wave part higher than 0.8 has some small changes. To have
less effect compare with original files used the LSB model.
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Figure 6: The audio watermark wave file.

This table shows that these measurement methods are NC,
PSNR, SDG, ODG, MSE, PSR, SIM, BER, and SNR.

Number of usage measurement
melthods in Gampe deleclion

MNC SR AR

BER SNR

Measurment Method

Figure 7: The measurement methods statistic for tamper
detection

D. Result and discussion

The result has been checked by BER which is check any
changes during converting audio to vector and vector to audio
and SNR to check the quality after embedding watermarking.
Based on “implementation section” explanation and Figure 3,
because has been used LSB as embedding Mean to each eight
member, expected that is not watermarked on the audio
watermarking. This theory has been proved by the conducted
experiments result.
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~No. | File name Vector size | SNR BER
1 1.1.wav 84364 3941 0.9341
2 1.2.wav 90309 42.96 1
3 1.3.wav 90623 36.23 0.996
4 2.1.wav 77679 39.36 0.722
2.2.wav 57023 47.68 0.978
2.3.wav 75294 40.19 0.745
7 3.1.wav 142688 39.28 0.877
8 3.2.wav 125622 50.14 0.992
9 3.3.wav 126328 39.09 0.997

The result focuses on two parts, the tampering detection
location and also the quality of the audio which is
watermarked. The SNR result has been accepted if the SNR is
between 30 (db) until 70 (db). Table 3 shows the audio quality
result based on SNR measurement. The result is between
acceptable ranges.

The BER column shows that the differences Bite error
Rate. This error rate also shows that the quality is not changed
much when the watermark applies to the original file. The last
table which explains the differences between other research
there are two comparable graphs. The first comparison graph
shows that the SNR evaluation method. The SNR has been
calculated by below formula:

(12)

SNR (5,57 = 101032351[,25'}_’:@1 2

Figure 8 shows the SNR result the original and the
watermarked audio for the past three papered (review in related
work) new purposed model. The result shows that the proposed
method achieves better transparency of work.

SNR comparision table

|

80

70 L —i
€0 —
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40 = | .
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= |
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— [— = Paper1
| = Paper 3
Cutting Low pass Noise
Filtering
Attack

Figure 8: SNR comparison table between previous work and new algorithm

The other measurement methods (which are related to
quality) are BER. The BER calculate based on the bit error rate
between the original file and the watermark file based on
below formula:

BER-Fa, s(n)/s(n’)

The result shows the new purpose model has been reduced
bit error rate compare to next three previous models. The most
significant factor is that the new model using bit vectors
instead of the frequency model. In the frequency mode,

(13)
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converting noise effected and the bite rate normally is not the
same between original and watermark file. Figure 910 shows
the attacks based on the experiment which conducted an
experiment.

BER comparision table

1 -
0.8 -1
[
Q) - —
% 06 1 = Purpose model
5041 g u Paper 1
e e
02 - Paper 1
0 ¢ = Paper 3
Cutting | ow pass Noise
Filtering
Attacks

Figure 9: BER comparison table between previous work and new algorithm

V. CONCLUSION AND FUTURE WORK

The most of the methods on the audio tamper detection has
been used the frequency masking and threshold to find the
tamper location (FFT). There is a new idea to novelized
frequency for the low and high and change frequency data to
the matrix model. There are three issues that have to consider
in the new methods. First of all has to find the way to transfer
wave format to the descriptive format. The second issue is to
find the strong relation between these discrete members. The
late one find the fragile watermarking easy implement, detect
and extract with less effective to the audio quality (As mention
before, the audio is easily detected by human).

[10]

[11]

[12]
[13]
[14]
[15]
[16]
[17]

[18]

[19]

This paper focuses on the audio tamper detection method in  [20]
the wavelet format. The project goal is to use a fragile
watermark algorithm to detect any changes in the audio file.

The method should detect any tampering and show the tamper ~ [21]

location.

The new enhance algorithm, combined DCT, FFT, and [22]
DWT methods and introducing an algorithm that provides a
strong connection between audio vector members. The result [23]
shows that the new enhance algorithm, has less effect to the
audio size and audibility is detected by the ears. [24]

The solution more attention to quality to keep the
originality of the files, reduces the bit error rate in the process,
and increase accuracy of tamper detection. This severity with [25]
another model which has been tested just shows the area of 126]
tampering. The new purposed methods can find tampering in
less than 1/20000 (S). [27]
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