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Abstract— Data centers are a key component in cloud 

computing. Network performance within a data center accounts 
for a significant portion of application performance. 
Conventional TCP protocols are not adequate for data center 
applications and often waste network resources. Several 
researchers proposed new TCP protocols to resolve congestion 
caused by incast phenomenon. In this paper, we propose a 
framework where application programmers can optimize the 
network functions to meet the specific bandwidth and deadline 
requirements of data center applications. At the end host, we 
provide flexibility to choose application-specific data center 
protocols depending on the application requirements. In 
addition, we propose a programmable virtual router 
implemented on FiRST Platform which can handle different data 
center specific protocols. We demonstrate our concept by 
implementing two recent TCP variant algorithms, D3 and 
DCTCP. 
 
Keywords— Data center, Network Protocols, TCP, Network 
Architecture, Computer Communication Networks. 

I. INTRODUCTION 
Explosive use of mobile devices and availability of large 

scale web applications make cloud computing via data center 
a dominant computing method. Performance of cloud 
computing significantly relies on the performance of 
networking inside data centers. For instance, large scale web 
applications are mostly based on partition/aggregation design 
whose performance heavily depends on the network. Since 
existing network protocols such as TCP were designed to 
work in both LAN and WAN environment, they are reported 
to perform poorly in data center environment that can be 
characterized as short distance and severe incast congestion 
[5]. In addition, web applications often have very tight 
requirements in terms of deadlines or bandwidth allocation. 
To resolve these issues, researchers have recently proposed 
protocols targeting data center applications [1][3], which 
address various data center specific requirements such as 
bandwidth allocation, deadline, or incast congestion issues. 

In general, networking environment inside a data center 
exhibits regular communication topology and flexibility to 
choose experimental protocols thanks to its isolated nature. 
This motivates us to propose a novel framework where a user 
can optimize the network functions based on the requirements 
of data center applications and implement it as a part of 
application programming. To support application specific 
optimization, the framework proposes two major changes to 
both end hosts and routers of data centers. The first is to 
provide customizable networking protocols at the end hosts 
for users to choose at the application level. The second change 
is to provide programmable routers that contain the packet 
processing codes to handle new application specific data 
center protocols. The programmable switch/router is 
implemented on FiRST Platform developed by ETRI in Korea 
[4]. To show the validity of our idea, we implement two recent 
data center specific protocols such as DCTCP, D3 using 
FiRST platform. 

II. RELATED WORK 
Network traffic characteristics of data centers are quite 

different from characteristics of other networks since, in data 
centers, approximately 76 percent of interactions stay within 
the data center whereas, in conventional networks, interactions 
are spread over a large area.  Therefore, applying conventional 
TCP without adequate modification to data centers could lead 
to major inefficiency such as incast congestion. To solve this 
matter, several researchers have proposed TCP variant 
protocols that reflect characteristics of data center traffic. 

In data centers, increased use of partition/aggregation 
applications such as MapReduce [8] causes heavy traffic and 
it often results in congestion in certain queues of the routers. 
To cope with this problem, DCTCP [1] set a threshold value 
for each queue and when the queue level exceeds this value, 
DCTCP-enabled routers mark ECN fields in packets. 
According to this marking, end hosts reduce the size of cWnd 
(Congestion Window), and this results in reduced transmitting 
speed which alleviates queue congestion. 
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In another approach, ICTCP [5] resolves incast congestion 
by dividing the time into RTT units. In the first timeslot, it 
measures available bandwidth, and in the second timeslot, it 
updates the size of receive windows. By changing the size of 
receive window, ICTCP relieves incast congestion in a very 
effective way. 

Lastly, D3 [3] was proposed for applications that are 
sensitive to deadline such as VoIP and video traffic. When a 
user set a deadline, the kernel calculates the appropriate 
transmitting rate and records it on desired rate field. Upon 
receiving these packets, a router allocates bandwidths to end 
hosts by considering both requested and available resources. 

III. MAIN IDEA 

A. Overview 
To achieve application specific optimization of network 

protocols, end hosts and routers should provide 
programmability. In our proposed framework, the kernel 
codes for transport layer at the end host are modified to 
provide various TCP protocols targeting data center 
applications as shown in Figure 1. Users can choose a protocol 
which best satisfies the requirements of their applications. 
Similarly, programmable packet processing engines in FiRST 
platform provide different services to the packets of different 
protocols. As shown in Figure 1, FiRST platform can be 
programmed to support many virtual routers which provide 
isolation and security in our experimental networks. 

When a sender’s application generates TCP traffic, it 
selects a specific TCP protocol by sending flags to the kernel. 
Then the kernel at the end host chooses one from normal TCP 
/ DCTCP / D3 and sends packets to a router. When packets 
arrive, the router runs protocol specific codes and forwards 
packets to a receiver. The receiver again parses the packets 
and runs the protocol specific code. 

 
 
 
 
 

 

 

 

 

 

Figure 1. Packet flow for programmable data center platform. 

B. Programmable Router 

1)  Packetvisor Virtual Machine Monitor: Packetvisor 
Virtual Machine Monitor (PVMM) is a data plane 
virtualization part of FiRST project. FiRST stands for Future 
Internet Research for Sustainable Testbed. The main purpose 
of FiRST is to provide a common testbed that supports 
multiple simultaneous testing of innovative network 
architectures and services without any interference from other 

tests by enabling extreme programmability and virtualization 
capabilities. PVMM is a specialized bare-metal virtual 
machine monitor targeting a data plane for high speed packet 
processing. The features of PVMM are: 1) fine-grained 
resource allocation and control for bandwidth of network 
interfaces, buffers, and cores, 2) strict isolation between 
virtual machines, 3) dynamic loading and execution engine of 
Java-based virtual machine programs. 

2)  Router APIs: As shown in Figure 2, a programmable 
router is based on FiRST platform. PVMM layer of FiRST 
provides the interface between hardware and software. On top 
of PVMM, we develop packet processing APIs and packet 
queuing and scheduling APIs that can be used to process 
packets of newly developed protocols as well as conventional 
TCP protocols. Especially, the APIs for D3 is implemented in 
L4 layer, and the APIs for DCTCP is implemented in L3 layer. 
In our framework, programmers can add application specific 
protocol handling APIs to the programmable router. 

 
Figure 2. Programmable router APIs. 

 
When PVMM captures packets and passes them to the 

upper layer for packet processing, protocols related APIs (E.g. 
Ethernet, IP, TCP, and D3) perform read / write operations on 
specified fields in captured packets. Packet Scheduler APIs 
support two different types of scheduling methods, DRR 
(Deficit Round Robin) and WRR (Weighted Round Robin). 
Packet queue APIs can adjust the size of queues and set 
specific parameters such as “Packet Threshold” in DCTCP. In 
addition, router API has all the essential data structures like 
“Routing Table.” 

Designers can choose an end host’s protocol and proper 
router APIs. Adding a new network protocol is relatively easy 
since PVMM nodes are much more flexible than the 
conventional network nodes. 

C. Programmable End Host Kernel Feature 

1)  Overview: In the proposed framework, various data 
center specific protocols are modulized within the kernel. 
Applications can choose a specific protocol by sending a flag 
to the kernel. These modulized protocols are applied to the 
kernel through kernel patch. This procedure makes it easy for 
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users to develop various protocols and apply them for 
application specific optimization of network protocols. 

 

 
 

Figure 3. Socket structure diagram. 

 
Initially, our framework extends the transport socket part of 

the socket structure. The transport socket part is located inside 
the socket structure as in Figure3. 

 

 
Figure 4. Function calling diagram. 

 
Hence, the kernel should be able to change the actions of 

transport socket according to the demands of an application. 
As in Figure 4, choosing an attribute is done by series of 
actions invoked by setsocketopt() function. 

At the application level, users can set a specific protocol 
and its parameters; setsockopt() function delivers these 
options to the kernel. The kernel checks the level of 
setsockopt(), and if it is SOL_TCP, then it calls 
tcp_setsockopt() function of TCP stack. tcp_setsocketopt() set 
desired attributes to the socket by calling tcp_do_setsockopt() 
function. In previous work, DCTCP or D3 was activated by 
changing the entire module through sysctl () which affects the 
whole system. However, in our case, each application can 
switch from TCP, to DCTCP, to D3 by changing the 

individual transport socket which allows each connection to 
have different protocols. 

2)  DCTCP: The kernel receives the options through 
Setsockopt() calls from an application using DCTCP. Then, 
the kernel set the DCTCP attributes of the transport socket in 
the TCP stack according to the option values provided from 
the user level. 

Conventionally, receivers check “socket option” variables 
to check if received packets are DCTCP packets. However, in 
our case, the kernel can check DCTCP field in the transport 
socket to see if the received packets are DCTCP packets. We 
use 0x04 in the reserved field to indicate DCTCP packets. 
Routers recognize reserved field 0x04, and set ECN field 
when a queue level reaches certain threshold. 

3)  D3: Upon receiving the options through setsockopt() 
calls from an application using D3, the kernel extracts 
deadline information from the received packets. Based on this 
information, the kernel calculates the desired transmitting rate 
and set the D3 attributes of the transport socket. Upon setting 
the attributes, this D3 structure is attached to at the end of 
TCP header. To indicate D3 packets, we use 0x08 in the 
reserved field. D3 reserved field is located on the last TCP 
option field which fits to the standard TCP header size. 
Therefore, D3 identifier option is not different from “time 
stamp” or “MD5 hash value.” 

IV.  TEST 

A. Experimental Setting 
The topology of our testbed is the same as the one shown in 

Figure 5. Our experiment uses a programmable router (FiRST 
platform) running Packetvisor and packet processing, queuing, 
and scheduling APIs. Packetvisor is running on NSPM-5000. 
NSPM-5000 is a commodity line card which has two Cavium 
Network’s Octeon 5860 network processors and 10 dual 
gigabit ports and 2 ten-gigabit ports. Octeon 5860 is a 
MIPS64-based network processor which has 16 cores, each 
core operating at 750MHz. Therefore, there are total of 32 
cores in NSPM-5000. The memory consists of 1GB 
RLDRAM for high throughput. This router is connected to a 
server and many clients as shown in Figure 6 to create 
congestion scenarios which mimic the incast problems 
observed in data centers. For clients, we use three desktop PCs 
equipped with Intel i5 760 2.8 GHz CPUs, 4.00 GB main 
memory, and Realtek RTL8168D/8111D PCI-E gigabit 
Ethernet NICs. We generated two virtual machines on each 
client PC, making use of six clients in total. We utilize as 
many as six clients send traffic to a single server to create the 
congestion. For a server, we use a laptop computer with Intel 
i7 M620 2.67 GHz CPUs, 4.00 GB main memory, and 
Broadcom NetXtreme Gigabit Ethernet NICs. The 
performance of network is measured using conventional 
packet capturing tool “Wireshark” [12]. We measure the 
performance for various configurations and scenarios using 
sftp [2]. 
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Figure 5. Connection diagram for Test network. 

 
Figure 6. Connection diagram for DCTCP Test network. 

 
With DCTCP, we try to show the decrease in queue 

congestion by comparing the RTT mean deviation between 
TCP and DCTCP. The RTT values were measured by pinging 
google.com while routers are experiencing congestion caused 
by 5 clients. Each client performed 1MByte file transfer with 
scp 100 times as shown in Figure 6. 

 
Figure 7. Connection diagram for D3 Test network. 

 
With D3, we show that D3 tries to meet the deadline in any 

given circumstances by measuring the transmitting rate with 
varied deadlines with 2 clients shown in Figure 7. We 
performed 320 MByte file transfer with scp. 

 

B. Experimental Result 
In TABLE 1, we show RTT deviation value is only 1/3 in 

DCTCP compared to TCP. Even with different thresholds 
(beyond which a router starts ECN marking), all DCTCP tests 
show less RTTs to TCP. However, we can observe difference 
in RTT deviations as we vary threshold values. These changes 
show the importance in choosing the threshold value since it 
determines when to reduce the size of window in the presence 
of bursty traffic. In this experiment, the RTT deviation values 
were the smallest when threshold value is set to 3, which 

indicates that the threshold value 3 shows the best network 
quality. 

TABLE 1. RTT DEVIATION (MS) 

 TCP DCTCP 
(Th=3) 

DCTCP 
(Th=5) 

DCTCP 
(Th=7) 

21 Packets 1.634 0.423 0.631 0.575 
25 Packets 1.211 0.569 0.646 0.644 
Average 1.423 0.496 0.639 0.610 
 
For different threshold values, we gained up to12 percent of 

less high watermark counter value in queue in the best case as 
shown in TABLE 2. However, the high watermark counter 
values were smallest when the threshold value is set to 3. 

TABLE 2. MAXIMUM PACKETS IN QUEUE (HIGH WATERMARK COUNTER) 

 TCP DCTCP 
(Th=3) 

DCTCP 
(Th=5) 

DCTCP 
(Th=7) 

Client 1 8 6 7 8 
Client 2 9 7 7 7 
Client 3 7 7 7 7 
Client 4 6 7 6 7 
Client 5 7 6 6 7 
Average 7.4 6.6 6.6 7.2 
 
In TABLE 3, we show that D3 protocol changes bandwidth 

rate in accordance with deadlines. A flow with 100us deadline 
shows 23 percent speedup over a flow with 6500us deadline. 
The difference in deadline was 65.5 times, but the bandwidth 
did not show the same level of difference. This happens 
because the kernel was not stabilized and the PVMM did not 
provide enough CPU power. The unit, which we used for 
desired rate, was MB/sec, and the maximum transmitting rate 
of our virtual router was only 1.46MB/sec. Therefore, we 
could not observe desired speed, but we were successful in 
confirming the validity of TCP-variant protocols. 

TABLE 3. D3 SHOWED DIFFERENCE TRANSFER RATE WITH DIFFERENT 
DEADLINES 

 Deadline=100us Deadline=6550us 
Speed (KB/s) 215 173.8 
Time(mm:ss) 25:23 31:24 

 

V. CONCLUSIONS 
In this paper, we propose a framework where application 

programmers can optimize the network functions to meet the 
specific bandwidth and deadline requirements of various data 
center applications. Our work is motivated by incast 
phenomenon and TCP inefficiency in data centers. We 
demonstrate that the performance of data center applications 
can be significantly improved by designing application 
specific network protocols. The new protocols are 
implemented via configurable kernel codes and a 
programmable router. We envision this framework will help 
researchers to develop new protocols for new emerging data 
center applications by allowing them to study the interaction 
between applications and networking protocols. 
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