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Abstract— As media rental markets have expanded, a secure
digital content protection system is urgently demanded. It is true
that digital right management (DRM) has made tremendous
progress in fighting piracy, but the pirated contents are still
rampant due to the weakness of DRM systems. Because they are
incapable of controlling external pirate action like analog/digital
bus tampering.In this paper, we propose a novel approach using
RFID (Radio Frequency Identification) technology and
cryptography algorithm to provide end-to-end protection.
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I. INTRODUCTION

In recent years, some large corporations are providing
video and audio rental services into the market (e.g. Netflix,
iTunes, Google Play, YouTube and Amazon’s Video on
Demand), in part to meet what are considered provider’s and
consumers’ demands. In addition, we can enjoy these
multimedia contents through CaaS (Content as a Service) in
which the content can be delivered as a web service. Although
these rental services and CaaS [8] can provide multimedia
contents without piracy concern, the underlying piracy is still
existed, such as multimedia contents can be simply duplicated.
Moreover, the current digital right management (DRM)
technologies are lack of security, because they are unable to
defend intentional attack like extracting keys or circumventing
the encryption [3]. In this paper, we propose conceptual
approaches for the protection of digital contents using RFID
(Radio Frequency Identification)technology and well-known
cryptography algorithms to resolve these problems. In our
proposed system, the rental agency can offer storable and
streaming digital contents which have RFID tag or virtual tag
to provide uniqueness. Both of tags may contain product ID,
public key, secret key, and encrypted symmetric key. On the
other hand, RFID-Server is added to read and control of the
encryption/decryption keys among content, provider, rental
agency and devices (e.g. DVD player and PC).

The organization of this paper is as followed. In section II,
we introduce the background of media industry and technical
challenges. In section III, we discuss RFID-based distribution
mechanisms of keys. We also briefly introduce the
implementation of these systems in section IV, and show
simulation results using DES andtriple-DES algorithms in
section V. Finally, we conclude our paper in section VI.
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II. BACKGROUND

Media piracy has been called “nirvana for criminals”, but
“a global pricing problem” is more preferable to describe the
status of media providers. The total lost output to the US
economy from piracy was approximately $58 billion in
2007[1].No providers can afford to neglect the great loss. For
minimizingthe economic loss, digital right management
(DRM) came into being because of the demand of copy
protection.

A. Commercial Opportunities

Compared with traditional rental stores, our new rental
agency adds something new, the Internet, and somethingold,
the old postal system, and a new model for movie rentals takes
from (e.g. Netflix) [9]. For providers, the recent digital rights
management (DRM) protects against piracy losses partially.
And in rental agency, numerous varieties of digital contents
optimize the choices for consumers.Typically, consumers
need varied protection schemes for using various display
devices(mobile phone, tablet PC, notebook, LCD/LED TV,
etc.) especially for N-Screen environment. In the view of
success of rental business in United States and Europe, it can
bring great profits. In short,the lack of end-to-end protection
cannot restrict analog/digital bus tampering and “analog hole”
effectively, and another serious problem is the interoperability
between different devices.

B. Technical Challenges

Radio frequency identification (RFID) is a popular kind of
automatic identification technology, which automatically
recognizes and counts the data in a tag via radio-frequency
signal without manual intervention. It is a simple wireless
system which contains only two basic fundamentals like
reader and tag. In our proposed system, we use RFID to detect,
control and track digital contents,because RFID can give
uniqueness to object, and it can be embedded into storable and
streaming digital contents.

Digital rights management technology is used to protect the
copyright of digital content (DC). The principle of operation is
use encryption key to lock the digital content, and when
consumer requires the DC, the authorization right is given
from authority centre, because the decryption key is supplied
to decrypt the locked DC. There are plenty of DRM
technologies being used, but most of them cannot provide
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end-to-end protection. In 2007, Steve Jobs and Bill Gates
expressed disappointment with the current situation of DRM
technology.Even Jobs advocated laying off DRM[2].

Based on the attacks that have been made on DRM systems,
it is shown that attackers will probably try extracting keys or
circumventing the encryption before attempting brute-force
attacks on the encrypted content. These facts point out that the
encryption methods used today are secure except the
supporting architecture for distributing keys and storing
method is still lack of security[3].So in our proposed systems,
we still use cryptography algorithm.

From the view of technical ways, we found that it is
impossible to prevent copy action completely.So we propose
device initialization, content identification and content
protection system in this paperin order to protect the digital
content from end to end [4].

III. TECHNICAL ISSUES

We assume that RFID tag or virtual tag can be tagged into
CD/DVD disk and streaming digital content respectively.
Additionally, RFID reader is embedded into RFID-Server and
device which can identify the tag, and all devices have
network connection.

A. Device Initialization with RFID-Server

In this system, the consumer’s device can connect to RFID-
Server using network connection. In the same way, the RFID-
Server can connect to the device manufacture which can
verify the device information and generate security keys. The
auto-update function guarantees the standard of protection
system can be renovated. This means when the security key is
deciphered, it will be revoked, and the device can be notified
immediately. For device manufacturer, it is more feasible to
enhance its DRM technology until recently. Simultaneously,
consumer does not need to buy new hardware for the sole
purpose of preserving copy protection as shown in Figure 1.

For end-to-end protection, we assume that consumer’s
device must be initialized before playing the digital content.
This process is accomplished automatically without manual
intervention. The RFID-Server has the obligation to identify
the encrypted device information Ey(Py | Info), and then send

RFID-Server
Rk_pub, Rk_sec

N 2. Send Ex(Py | Info) and Ry_pup

4. Send Ex(Rk_pub | Dk_pub)
& Ex(Pk | Dk_sec)

1. Send Ex(Py | Info)

5. Send Ek(Px | Dk_sec)
6. Write Ex(Rk_pub | Dk_pub) in tag D

Device Device
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Tag D Pk, Pk_pub, Pk sec

L

3. Decrypt Ex(Px | Info)
&

Generate Dk pu» and Dk _sec

Figure 1. Device Initialization
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Figure2. Content Identification

it with Ry ,to device manufacturer. Whenthe information is
verified, the manufacturer generates security keys Dy, and
Dy sec Which are encrypted by Ry , and Py separately. The
encrypted key Ex(Rk pub | Dy pup) 18 written in tag D, and Ey(Py
| Dy «0) is saved in device. It must be notedthat the RFID-
Server also can generate the keys. In such case, device
manufacturer sends only Ei(Ri pup | P in step4.

B. Content Identification with RFID-Sever

By the same token, content provider requires cooperation
with RFID-Server to identify digital content. The reason is
that the data is encrypted by Py and content provider can have
a great vested interest in protecting Py using automatic RFID-
Server’s encryption key Ry, in step 4 and 5. In rental agency,
each product should be identified before leased out as shown
in Figure 2.

Firstly, RFID-Server reads the encryption key Ex(Py pu | Pi)
from the content, then transfers it and Ry ,,to content
provider in step 2. Since encrypted key Py is decrypted, it will
be re-encrypted by Ry . This system can block up piracy
when the security key gets divulged.Because ofthe content
owns one unique identity in RFID tag, the RFID-Server will
know whether piratical content is displayed in RFID-based
device.

C. Content Protection in Multifunction Device

Nowadays, multifunction device is widely used for more
entertaining in smart home environment. But all-in-one
multifunction machine, like PC, gives lots of feasibility for
piracy. It is shown that attackers normally extract keys or
circumvent the encryption before attempting brute-force
attacks on the encrypted content. It means that the encryption
methods used today are secure except the supporting
architecture for distributing keys and storing method is still
lack of security[3].Normally, most of piracy attack is
accomplished in multifunction device, like capturing the
decrypted analog data. It is well known that there are two
types of compression, like lossy and lossless compression. So
we propose the two different content protection mechanisms
inside of the multifunction deviceas shown in Figure 3.

When device F reads content information from the content,
the Ethernet-enable device F can request key from RFID-
Server. Then device F can read encrypted data E, (P, | data)
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Figure3. Lossy Compression Content Protection
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after receives the encrypted key Py. For lossy compression, the
controller obtains the decompressed data which is encrypted
by Cony . Before sending processed data from controller, it
will be encrypted again by Oy . For lossless compression,
Ew(Py | data) is compressed firstly which is different with
compressed data in lossy compression. In step 5, device F
sends decompressed data Ey(Py | data) to controller, and other
steps are same with lossy compression. Whereas we find that
it takes a long time to encrypt/decrypt in controller and
outputdevice using Conyg p, and Oy, Tespectively. In
practice, it is scarcely possible to implement these keys, so
symmetric key (e.g. Py) can be used instead of them.

IV.IMPLEMENTATION

We present an inchoate implementation of RFID-Server in
this paper. As mentioned earlier, all devices in the rental
environment is enabled with RFID technology which can
connect to RFID-Server, and consumer can get read right and
time limitation from renter agency. And the content has one
tag, which contains unique number and information offered by
manufacture and content providerseparately. In addition, the
uniquenumber should be known by content provider, because
each digital content is packaged with a different number. This
method gives unique ID to DC. Based on the automatic device
initialization, consumer’s RFID-based device can be updated
with new protection systems.

When consumer applies leasing contract, the rental agency
uses RFID-reader to read and transfer the content ID and
information to RFID-Server. RFID-Server can distinguish the
information, and then sends the consumer request to the
relevant content provider. Similarly, content provider
generates the read right with the unique tag ID and sends to
RFID-Server. In rental agency, the content tag should be
updatedby the new read right from RFID-Server. After the
consumer signs the leasing contract, the valid content can be
used in RFID-based device. When the time is going to expire,
the rental agency will send notification to consumer. The
content cannot be read any more after it is expired, because
there is no legal read right in the tag.

V. SIMULATIONS

In this section, we use different algorithms such as DES,
triple-DES to analyse encryption and decryption time. We
assume that all devices have already accomplished the
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Multimedia device Target output device

Sender agent Receiver agent

Figure 4. Communication Topology

initialization process (device initialization) and also own the
public key of target devices. In order to simplify the
simulation, we use network simulator NS2 [5] which compiles
with  OpenSSL[6] to provide network nodes with
cryptographic functions. The communication topology is
illustrated in Figure 4. Each node has the public key of target
output devices, and thus can send encrypted messages to the
corresponding node.

As depicted in Figure 4, we use only two nodes e.g. sender
agent and receiver agent. Before transmitting the encrypted
data, sender agent transmits encrypted secret key, used for
content encryption, to receiver agent. After that, sender agent
reads file (audio or audiovisual file) block by block, and then
sends it after encryption. If we use target device which can
process the multimedia file, there is no need to encrypt the
content file because it has already encrypted. Nonetheless, we
encrypt the content file again in multimedia device to verify
the performance of our proposed mechanism. In this
simulation, we assume that there is no link error and packet
drop, and the transmission time is 1ms and bandwidth is
10Mbps.

As we know, DES uses a single key, whilst RSA uses two
cryptography keys, such as a public key and a secret key. The
public key is used to encrypt the message and another private
key is used to decrypt it. In practice, both cryptosystem are
applied for encryption and decryption of the message. In our
proposed system we use the hybrid cryptosystem which we
can encrypt the DES key by using the public key of RSA, and
then decrypt it using the secret key of RSA. DES and triple-
DES is used to encrypt the block data because it is much faster
than RSA. We use is 2048 bit for RSA and change the size of
block data.

In Figure 5.1and Figure 5.2, both of them show simulation
results of DES with CBC (Cipher Block Chaining) mode
which solves dictionary attacks by XORing the ciphertext of
one block with the plaintext of the next block [7]. Figure 5.1
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and Figure 5.2 show encryption and decryption time of 1024
and 2048 block data respectively. We can reduce the number
of transmission when we use big block data, but the estimated
time is increased as the increasing size of block data in both
cryptosystems. The mean time is 31.07 us and 60.54
usbyusing DES.

Although triple DES is more secure than DES, it takes
approximately twice time than DES as shown in Figure 6.1
and Figure 6.2. Consequentially, real time data such as
streaming multimedia may suffer delay from the processing
time. On the other hand, multimedia data stored in optical
media can be protected by more secure cryptosystem like
triple-DES.

o
=}
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VI. CONCLUSIONS

This paper provides a brief introduction of the RFID-based
protection system for rental agency. Admittedly, media
privacy is a problem that cannot be solved completely,
because the high attack feasibility provided by multifunction
device. For this reason, the proposed mechanisms using RFID
technology and cryptography algorithm can offer more
convenient and secure to provider and consumer. Device
initialization and content identification mechanism can be
updated automatically;therefore the encrypted process can
prevent intentional stealing. The content protection in
multifunction device can provide secure channel between
controller and output, this process can reduce the probability
of attack in communication channel. In our proposed system,
we are only interest of the encryption and decryption time in
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the hybrid cryptosystem for the purpose of verifying the
feasibility, and thus the secure concern of the conventional
cryptosystem is not discussed specifically here. In the future,
we can focus on preventing pirating in outputs, like earphone
and loudspeakers, because the smart devices (e.g. smart TV
and tablet PC) are widely used nowadays, in addition, the
visual content is too difficult to control.And we also believe
that the proposed systems can be developed with other
mechanisms and cryptography algorithms afterwards.
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