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Abstract— this study deals with the problem of collusion attacks
on video watermarking. It was found that the key management is
one of the considerations to reduce the number of these attacks.
At the core of the problem lay the sharing files between clients
can be increased the number of collusion attack.
In this paper, we propose a framework for collusion attack on
video watermarking by describe several new techniques that
result in significant problem. Our focus is on key management
solution and reduces the number of the key which needs to
remove collusion attack. We show that a prototype theatrically
of our framework and techniques.
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I. INTRODUCTION

Multimedia is becoming an integral part of our daily life. It
is a means for us to communicate important information with
each other, as well as a way to express our creative sides. The
information and art contained inside media have economic
value, personal value, and often broader impacts on the
general welfare of our society. Consequently, multimedia is a
form of digital information that must be protected.

The ubiquity of high-bandwidth communication
technologies, in combination with well-developed multimedia
standards, has led to the proliferation of multimedia content in
both the government and commercial sectors. We are
witnessing the integration of next-generation multimedia
standards, such as MPEG-4 and MPEG-7, into software and
hardware. As a result of this integration, users are able to
readily create, manipulate, and combine multimedia content,
such as audio clips and segments of video. Multimedia data
have become the mode by which we communicate with each
other. We share digital photos with childhood friends whom
we have not seen in years, and we share home videos of our
children with our parents. Video conferences and the sharing
of recorded presentations allow both corporate and
governmental sectors to increase their productivity. It is now
easier for artists to create their own cinema or record the
performance of their garage-operated band. The combination
of the availability of multimedia software and hardware with
the availability of the Internet and the Web has encouraged
artists, professional and amateur alike, to share their creative
expressions. Ultimately, this has led to the creation of a digital
marketplace. Whether you examine the role of multimedia to
convey information between different branches of the
government, or you examine the role of multimedia in the
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digital marketplace, the picture is the same: the promise of
multimedia is great, but its successful adoption stands on a
dangerous precipice right now as the very technologies which
facilitate its success also threaten its success. The combination
of multimedia technologies and a pervasive communication
infrastructure introduces an explosion of threats to the sharing
of multimedia content. The tools that allowed users to create
content, also allow them to duplicate or forge content. The
medium that allowed users to share their expressions also
facilitates the sharing of illicit or fraudulent content. The
alteration, repackaging, and redistribution of multimedia
content poses a serious threat to both governmental security
and commercial markets. The ability to securely and reliably
exchange multimedia information is a strategic imperative in
order for governments to operate smoothly.

In this paper, focus on the key management based on
collusion attacks definition. The propose methods cover both
types of collusion attacks. The basic idea has been defined on [7].

II. COLLUSION ATTACK

It is now easy for a group of users with differently marked
versions of the same content to come together and work
together to mount attacks against the fingerprints. These
attacks, known as collusion attacks, provide a cost-effective
method for removing an identifying fingerprint and pose a
significant threat to multimedia fingerprinting. For an
improperly designed fingerprint, it is possible to gather a
small coalition of colluders and sufficiently attenuate each of
the colluders’ identifying fingerprints to produce a new
version of the content with no detectable traces.

There are two scenarios in which the collusion attack is
possible.

A. Collusion type 1

The same watermark is embedded into different copies of
different data. The collusion can estimate the watermark from
the differences between watermarked data and obtain a refined
estimate of the watermark. A good estimation of the
watermark gives permission to obtain un-watermarked data
with a simple subtraction with the watermarked one.

B. Collusion type I1

Different watermarks are embedded into different copies of
the same data. The collusion only has to find the combination
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of the similarity between watermarked data. Indeed, generally,
averaging different watermarks converges toward zero.

C. Video specific collusion scenarios

i. Inter-video collusion

Collusion is studying the watermarking channel to find
watermark characteristics and using this information to extract
or damage the watermark. In practice, a linear or nonlinear
operator can be hired to merge several watermarked
documents to extract the unwatermarked part [1]. For instance,
if a malicious user collects some copies of a movie which each
of them have different watermarks, it is possible for him to
average the frames and recover an un-watermarked version of
the movie. There is one countermeasure suggested by Boneh
and Shaw [2]. Their design distributes the watermark in a way
that collecting some few copies out of all watermarked files is
useless to recover or remove the watermark. This attack is
possible when the attacker when the attacker manages to
collect some videos which all have same watermark. By
combining frames and files the watermark signal and its
location can be estimated [3].

ii. Intra-Video Collusion

Despite the inter-video attack which is originally an image
watermarking issue, intra-video collusion is video specific [3].
The intra - video attack works with only one video. However,
since the most common method is frame by frame
watermarking, each frame can be considered as one
watermarked content and using all frames for collusion [4].

D. Collusion model.

OTo find the similarity or difference, based on the scenario,
it is possible to use any mathematical method. Collusion
attack is classified into linear collusion and nonlinear
collusion according to the performance of collusion model.

E. Linear collusion attacks

Linear collusion is one of the most feasible collusion
attacks that may be employed against multimedia fingerprints.
Given several differently marked copies of the same content,
the colluders linearly combine all the copies to generate a
colluded copy[5]. In linear collusion attack, there are three
typical methods which are averaging, cut-paste and Linear
Combination Collusion Attack (LCCA)[6]. Figure 1 shows the
simple process of averaging attack as an instant.
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Figure 1: Collusion by averaging.

F. Nonlinear collusion attacks

Linear collusion by averaging is a simple and effective way
for a coalition of users to attenuate embedded fingerprints.
Averaging, however, is not the only form of collusion attacks
available to a coalition of adversaries. In fact, for each
component of the multimedia signal, the colluders can output
any value between the minimum and maximum corresponding
values, and have high confidence that the spurious value they
get will be within the range of the just-noticeable-different
since each fingerprinted copy is expected to have high
perceptual quality.

An important class of nonlinear collusion attacks is based
upon such operations as taking the maximum, minimum, and
median of corresponding components of the colluders’
fingerprinted copies[5] [6]. Figure 2 shows how this attack
works.

First Copy

Second Copy Third Copy

Minimum Medium Average Maximum

Unwatermark Image

Figure 2: Examples of nonlinear collusion attacks
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A representative collusion for linear collusion is average
attack. There is some typical nonlinear collusion named
minimum attack, maximum attack, median attack, min-max
attack, modified negative attack, randomized negative attack
separately [7-9] [4] [5].

G. Collusion type 1

The same watermark is embedded into different copies of
different data. The collusion can estimate the watermark from
each watermarked data and obtain a refined estimate3 of the
watermark by linear combination, e.g. the average, of the
individual estimations. A good estimation of the watermark
gives permission to obtain un-watermarked data with a simple
subtraction with the watermarked one.

H. Collusion type 11

Different watermarks are embedded into different copies of
the same data. The collusion only has to make a linear
combination of the different watermarked data, e.g. the
average, to produce un-watermarked data. Indeed, generally,
averaging different watermarks converges toward zero.

There are several types of collusion attacks that may be
used against multimedia fingerprints. One method is simply to
synchronize the media signals and average them, which is an
example of the linear collusion attack. Another collusion
attack, referred to as the copy-and-paste attack, involves users
cutting out portions of each of their media signals and pasting
them together to form a new signal. Other attacks may employ
nonlinear operations, such as taking the maximum or median
of the values of corresponding components of individual
copies.

II1.COLLUSION ATTACK ALGORITHM

Assume that the watermark ‘n’ video distributed to ‘m’
client. A set of watermarked frames defines as below:

CY=C;+BW, wherei=0,1,...,n )
Based on (1), the raw video frames define as C; and the
linear collusion attack define as (2).

X= Yko1Br CR +2k=1 Bk CitLi=1 Br xWik

2

Where wy is the possibly distorted watermark sequence,
and is a weighting coefficient. X gives an optimal MSE
(Mean Squared Error) estimate of the watermark or the host
signal in the case of collusions type-l or type-II, respectively
[10].

Overall, as a general practical principle, robust
imperceptible video watermarks are designed such that the
watermark is present and detectable in every frame. A
common measure used in practice involves the correlation
coefficient between the watermarked frame and the scaled
watermark p(X;, c}¥) such that [10]:

p(X;, c¥)>1-y Where 0 <y < 0.5 3)
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That is the watermark detection measure in the ideal case of
no tampering is between 0 and 0.5.

IV.RELATED WORKS

Table 1 shows a summary of the previous solution on
collusion attack. By studying this table the novelty of the
proposed method in this article is exposed. First point is none
of the previous works focus on key management. The
solutions in related works are based on enhancing the
algorithm. Second point is the coverage of different type and
methods of collusion attack. Our proposed solution works for
all kind of attacks while the previous solutions were based on
one or some of the attack methods.

Table 1: Previous solutions for Collusion attack

Ref. | year collusion type solution
Average Collusion - LCCA
[6] 2011 | Attack - Min-Median-Max Additive Embedding
Collusion
extract the appropriate
[11] | 2010 | Video intra-collision attack features to generate
different key for each frame
Averaging Attack - Min-Max . .
[12] | 2011 & RandNeg Attacks - Traitor Tracing
[13] | 2010 Z:;zg(glng based collusion coded fingerprinting
fading-like gain (intelligent genetic algorithms (GA)
[14] | 2012 | collusion) and multiband (M-band)
attack wavelets
averaging the middle band
[1s] | 2010 linear and non-linear coefficients of block
collusion attacks Discrete Cosine Transform
(DCT)
- correlation-based
[16] | 2012 | collision-free watermark detector
[17] | 2010 estimation attack - frame high-precision motion
temporal filtering compensation
genetic algorithms (GA) in
[18] | 2011 | fading-like collusion attack multiband (Mband)
wavelet decomposition
fingerprint code which is
composed of an outer RS
[19] | 2010 (Rged—Solomon) code and
an inner code based on
BIBD (balanced incomplete
block design) code
[20] | 2010 cadient attack Iterative Optimization
& Collusion Attack (IOCA)
finding the optimal
. . collusion parameters to
[21] | 2010 | linear collusion attack minimize the distortion
subject to a risk constraint
Anti-collusion codes and
[22] | 2011 logical anti-collusion codes
self-adaptive noise
23 2011 | optimization Gaussian noise
P
(SANO) collusion attack
SK scheme by adding to
[24] | 2011 | average attack cach group the sub code
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Based on Table 1, there are some different solutions to
address collusion problem. However, it is possible to
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categorize all these solutions. The first category is solutions
based on embedding algorithm. These solutions focus on
embedding process and try to make the watermarking robust
against collusion. The second category is to hire some secure
codes in order to make the attack impossible. These codes can
either detect the colluders or make the colluding infeasible.
Both mentioned categories are sharing the same limitation.
The limitation of these solutions is the coverage. This solution
can only cover one or in best case a couple of different
collusion methods.

Those solutions which are based on the key management
are the third category. These solutions are trying to address the
collusion attack using the basic definitions of the collusion
attack. Base on the definition there are two types of the
collusion attack. The attacker should have access to either
many watermarked material with the same watermark or one
carrier with many different watermarks. Therefore, it is
obvious if the watermark be changed for each carrier the
collusion attack become impossible. Based on this in previous
works mechanisms to produce different watermarks for
different carriers are offered. Despite the ability to address the
collusion problem, over heat and key management become
new issues. In this article we tried to overcome these two
problems by finding the minimum number of the watermarks
needed to minimize the possibility of the collusion attack
based on the number of carriers instead of blindly produce as
many watermarks as carriers.

The importance of key management

As explained before this article has focus on videos. No
matter the video is personal or a commercial one the copyright
is one of the issues. Watermarking is the best method to
address this issue despite of all the thread toward it including
the collusion attack. In the best scenario by using different
watermark for each frame of the video it is possible to fully
address the collusion attack. However, if the video belongs to
a person having enough computation power and in
commercial videos time and the size of the videos cannot
tolerate this much overheat [17, 25, 26]. For instance a normal
computer can watermark a video frame by frame but it takes
almost 3 times more than the video duration. A commercial
movie usually has duration of one to two hours. High quality
video has 30 frames per second which means only for one
hour video there are more than 10000 frames. Processing all
these frames is infeasible for personal computers and force
lots of time and computation power for companies which are
equal to cost for them. Therefore, reducing the cost by
reducing the number of processes seems necessary.

V. NEW METHODS

According to the related work solutions (1), we have ‘m’
video to share with 7’ client so, the relation of the client and
distribution define based on matrix C,«,. The distribution of
videos with client has been defined as matrix (4). In matrix C,
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if the video ‘m’ share to client n’, the ¢, is 1, otherwise ¢y,

is 0’ (5).
€11 Cin
Cm*n:
le Cmn

Where ¢,;,,= 0, 1

(4)

To optimal collusion attack, we used this matrix to find
number of the watermarking technique and location that has to
apply. Where ‘m’ is the number of client and ‘n’ is the number
of files and ‘k,,,,,” is the the key’s number needs for file m and
frame ‘n’. If the file ‘n’ exist for client ‘m’ then k,,,is ‘1’
otherwise k,,1s ‘0°.

For key distribution, matrix K+, Define as below:

k1,1 kl,n

Kuya=| : (5)
km,l km,n

Where km'n {to, t, "~5tm*n}

The reducing number of key, remove the sharing key in that
row or column.

In other words, he proposes solution, has been started from
left-up element. It takes the first row; allocate the first water
mark key to the first requirement cell. It is following until the
entire requirement has been allocated, then go to the second
row. In the second row, find the cell that required key and
check the column and row of the same cell, if the existing key
will used on the above column or on the left side of row, then
provide new key otherwise randomly using of existing key.
Thus we eliminate another fully allocated row or column,
resulting in further reducing the size of the matrix. It will be
repeated till all cells are exhausted.

A summary of the steps involved in proposed method is
given below:

STEP 1: Represent the K in the matrix form and T based
on Matrix C (10) and (11).
V i€ m, j€ n=>k; =0, T={@} (6)

STEP 2: Select the first row and allocate keys to each cell
that require key.

If ci,1=1=>k; ;=t,add tto T 7

STEP 3: Select the second row and check the cell that
require key. If there is any existing key that is not belongs to
above row and column then allocate it to this cell. If no
available key, generate new key.

If Ci,zzl, ki,Z e T, k2,1 e T=>te T, km:t
Else=>t ¢ T, k;;=t,add tto T

®)
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STEP 4: Go next row and continue STEP 2 until the end
row.

To more understanding of the solution, let’s define three
client and two files to distribute to them. The C matrix shows
the files that have to distribute to client (9), K shows the key
that used for C matrix (10) and T shows the number of key
(Start with empty set). C matrix is:

1 0 1
110] ©)

01 1

Cy3=

The previous solution which explained on related work
suggests that to generate one key for each frame. As you can
see in (9) the number of key that needs for this solution are six

keys (10).
1 0 2
3 4 0]

0 5 6

Kss3= (10)

The purpose solution defines to reduce the number of the

key that needs to generate. For this solution, has to follow step:

STEP1: Represent the K and T in the matrix based on
Matrix C. first put the matrix k to zero then check each row
and generates a key

000
K3*3=[0 0 0|AND T={@} (11)
000

STEP2: Select the first row and allocate keys to each cell
that require key.

Ks»=|0 0 0| ANDT= {t,, t;} (12)
0 0 O

STEP 3: Select the second row and check the cell that
require key. If there is any existing key that is not belongs to
above row and column then allocate it to this cell. If no
available key, generate new key.

More explanations, in this step, the second row have been
checked. If there is a key which does not exist on the column,
and the key is not exist to the file for last client, then can use
same key, otherwise generate a new key. In this iteration the
second key can be used for first client and first key can be
used for second client. After second iteration the matrix K
changes as below:

Kg*g—[tz t, 0| ANDT= {t, t2} (13)
0 0 0

ISBN 978-89-968650-0-1

1070

STEP 4: The solution can be continuing until the last row.
In this iteration the second key can be used for first client and
first key can be used for second client. After second iteration
the matrix K changes as below:

Kis=|t, ty 0] ANDT= {ti, 2, t3, ta} (12)

VI.RESULT AND DISCUSSION

To shows the result and comparison with the other solution,
used two deferent scenarios. The scenarios will be explained
previous example and the second one is about the number of
conducting experiment has been done. To explain these cases,
has examined several files and client. These examined is
started by 2 files, 2 clients and increase it to 5 files, 5 clients.

a. The previous example scenario

In this scenario if follow the previous work, so the K matrix
has to provides m*n keys. For example if the previous
example has fully key requirement, it is necessary to have nine
keys. But with propose solution just needs 6 key to handle this
case.

t, t 3
K3,3={ts t, ti| AND T={tl, 2, t3, t4, t5, t6} (14)
t ts T

b. Conducting several experiments

The conducting experiments have been done to compare the
previous work and new propose methodology. To conduct the
experiment choose the worth scenario for previous work. The
worth scenario for the previous work is to the entire file share
to all of the clients. This scenario means C matrix member
should be equals to one. In this case, with the previous
solution require (number of the files)*(number of clients) keys

(15).
vV i€ rn,jE n:>ki,j:1

(15)

The Table 2 shows the number of experiment and the
percentage of reducing key requirement. The results include
the previous and new proposed solution.
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Table 2: Number of the conducting experiments

Number of Ker Percentage
C 3 .
. Requirement of reducing
matrix :
. Previous New key
Size : . .
solution Solution | requirement
2X2 4 4 0
3X2 6 4 333
3X3 9 6 333
4X2 8 4 50.0
4X3 12 6 50.0
4X4 16 6 62.5
5X2 10 5 50.0
5X3 15 7 533
5X4 20 7 65.0
5X5 25 8 68.0

Figure 3 shows the results of these experiments. As Figure
3 shows with increasing the number of flies or clients, the new
required fewer keys. Figure three shows that the new propose
solution always handles the collusion attacks with less keys
compare to previous solution. If n’ is the number of the keys
by previous solution and ‘m’ is the number of the keys by
proposed solution always equation (16) always true.

VvV mé€ {Number of the keys previous solution} ,

n€ {Number of the keys proposed solution}=> n>m (16)

30

25

20

Previous solution

Number of Keys
[

New Solution

2X2 3X2 3X3 4X2 4X3 4X4 5X2 5X3 5X4 5X5

(Number of Files) X (Number of Clients)

Figure 3: conducting experiment based on number of files and client

As Figure 3 shows, with increase the number of client and
number of file, the new propose solution has been reduce
number of the key.

VII. CONCLUSIONS

As explained in the relation work, reducing the number of
collusion attacks can be done by generating several key, in
fact to eliminate the attack entirely one key for each and every
cover. However, key management is one of the consideration
when needs to distributed huge amount of the files to the
many client. This paper proved a key management solution to
reduce the number of key generation. The example result
shows that the number of key can be reduce more than 30%
by implements this method. Based on the equations and the
experimental results, the increase rate in number of the keys is
much less than the increase rate in number of covers.
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