
 

 
Abstract—In this paper, we design a simulator using 

Matlab/Simulink for the jamming performance analysis of a 

tactical data link (TDL) system, called Link-16. Using the 

implemented simulator, we analyze the BER performance of 

Link-16 over tone, partial-band, and pulse jamming and evaluate 

its anti-jamming capability. In simulation, the main channel 

parameters including the jamming bandwidth, maximum 

Doppler frequency, and k factor of Rician fading are defined. In 

this paper, especially, we first propose a modified TDL system 

with the cognitive anti-jamming capability that senses the 

jamming signal and opportunistically avoids the jamming 

spectrum. Using the designed simulator, we verify that the 

proposed TDL system with cognitive anti-jamming capability 

improves bit-error-rate (BER) performance compared to existing 

TDL system over partial-band jamming. 

 

Keywords— Tactical Data Link, Link-16, CCSK, MSK, 

Jamming, Partial-Band Jamming, Cognitive Anti-Jamming. 

I. INTRODUCTION 

The basic paradigm of the future military environment is 

rapidly changing from the platform-centric to the network-

centric with the sensor-to-shooter concept. For the network-

centric mission accomplishment, the role of tactical data link 

(TDL) is being more emphasized [1].  

Link-16, a TDL currently installed and operating in the U.S. 

Air Force, is the centric weapon system for joint tactical 

information distribution system (JTIDS). Link-16 is a kind of 

ad-hoc-based local area network that consists of several (or 

many) sky or ground terminals and is usually used for the 

propagation of the C4I information from those terminals to 

that air platform [2] or vice versa. 

In this paper, we implement a TDL simulator for Link-16. 

That simulator includes two kinds of modulators: cyclic code 

shift keying (CCSK) modulator for baseband modulation and 

minimum shift keying (MSK) modulator for chip modulation, 

where a baseband symbol from the CCSK module is translated 

into a CCSK symbol and the CCSK symbol is modulated (and 

spreaded) as MSK chips, respectively [3]. As the basic 

receiver channel model of that simulator, additional white 

Gaussian noise (AWGN) channel and Rician fading channel 

are designed. In simulation, Rician fading channel parameters 

including k factor and maximum Doppler frequency are 

properly set. The implemented simulator has a jamming 

module that models the real jamming environments, including 

partial-band jamming, pulse jamming, and tone jamming.  

The simulator implements a frequency hopping (FH) 

function that provides the TDL system with anti-jamming 

capability. FH frequency is randomly selected among 51 

frequencies (each channel spacing = 3MHz) with the FH 

period of 13μsec. The designed Link-16 simulator includes a 

time synchronization circuit, where the MSK chip-based 

timing synchronization using the received preamble is 

established. To further evaluate the Link-16 anti-jamming 

capability, we estimate the bit-error-rate (BER) of the TDL 

system with or without the (chip) timing synchronous circuit.  

In this paper, we first propose a modified TDL system with 

the cognitive anti-jamming capability that senses the jamming 

signal and opportunistically avoids that jamming spectrum for 

secure data transmission. For practical channel conditions, in 

simulation, we take miss-detection of jamming channels into 

account [4]. Using that simulator, we analyze the performance 

of the proposed TDL over partial-band jamming and verify its 

superiority to the conventional TDL.  

The rest of this paper is organized as follows: Section II 

explains the proposed TDL system model and its simulator 

blocks including CCSK module, jamming module, and 

cognitive anti-jamming module. Section III presents the 

simulation results of the proposed TDL system model over 

fading and jamming channel environments. Finally, concluding 

remarks are given in Section IV. 

II. TDL SYSTEM MODEL 

Recently, several nations’ army including U.S. army has 

deployed TDLs that relay (and exchange) various useful 

tactical information such as terrain image, picture, SMS, voice, 

etc, that is obtained through the information, surveillance, and 

reconnaissance (ISR) activities. For the reliable TDL 

operation, safe and secure real-time data exchange under the 

jamming channels is mandatory [5]. 

A time division multiple access (TDMA)-based system, 

Link-16, provide a time slot channel, whose period is 1/128 

sec, to its terminal with a transmit packet. In simulator, for 

simplicity, we assume a single user who has a pre-allocated 
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channel resource (i.e., a TDMA time slot). A Link-16 terminal 

operates 51 hopping frequencies within the signal bandwidth 

of 3MHz and randomly hops to one of those hopping 

frequencies every 13sec.  

In this paper, as seen in Figure 1, we construct a Link-16 

simulator using Matlab/Simulink and evaluate the TDL anti-

jamming capability in terms of the BER performance. 

 

 

 

Figure 1.  Link-16-based TDL simulator block diagram. 

 

III.  TDL SIMULATOR DESIGN  

The TDL simulator includes a random data signal generator, 

a CCSK module for baseband modulation and demodulation, a 

coherent MSK module for chip modulation and demodulation, 

a delay module for timing delay, an AWGN & Rician fading 

channel module, a jamming block simulating various kinds of 

jamming, a uniformly-distributed offset generator, bit error 

checker, and so on. The proposed TDL simulator also includes 

a cognitive anti-jamming block that senses the jammer signal 

and avoids its spectrum use; thus, its anti-jamming capability 

is improved over conventional TDL. The following explains 

some main modules of the proposed TDL simulator.  

A. CCSK module 

Link-16 uses CCSK modulation for the baseband 

modulation & spreading, where each incoming 5-bit symbol is 

translated into a corresponding 32-chip sequence. Table 1 lists 

the Link-16 32-chip sequences; any cyclic shift of the base 

sequence S0 could be another sequence in Table 1. The CCSK 

symbol period is denoted Tf  (= 32T, where T is the MSK chip 

period).  

TABLE 1. 32-CHIP SEQUENCE 

5-bit 

symbol 
32-chip sequence 

00000 S0= 01111100111010010000101011101100 

00001 S1= 11111001110100100001010111011000 

⋮ ⋮ 

11111 S31= 00111110011101001000010101110110 

 

The CCSK modulation module modulates a 5-bit source 

symbol to a corresponding 32-chip sequence at the look-up 

table (see Table 1). The CCSK demodulation module executes 

the reverse process of CCSK modulation using the auto-

correlation between received sequence and cyclic-shifted 32-

chip sequence, which is especially implemented with 

embedded Matlab in Simulink for the real-time simulation.  

B. Jamming module 

Figure 2 shows the TDL simulator block diagram with a 

jamming module, denoted “jamming A”, for the partial-band 

and tone jamming simulation. In that “jamming A” module, 

transmit source signal (randomly generated) experiences the 

jamming channel, whose bandwidth is decided by the given 

jamming spectrum ratio ρ (= jamming bandwidth / total signal 

bandwidth (= 153MHz)).  For a given bit energy (e.g., Eb = 1 

(unit energy)), the noise spectral density is decided by Eb/No 

(=bit energy per noise spectral density) and the jamming 

signal spectral density is decided by Eb/Nj (=bit energy per 

jamming noise spectral density). We assume that whereas, in 

the case of partial-band noise jamming, several (=ρ 51) 

frequency hopping channels are jammed and, in the case of 

tone jamming, a single channel is jammed. Assume Eb/No = 

20dB in simulation. In simulation using this jamming module, 

we estimate both anti-jamming capability and signal quality of 

the TDL system. 

 

 

 

Figure 2. TDL simulator block diagram for the partial-band and tone 

jamming simulation 
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Figure 3.  TDL Simulator block diagram for pulse jamming simulation 

 

Figure 3 shows the TDL simulator block diagram with a the 

jamming module, denoted “jamming B”, for pulse jamming. 

This pulse jammer damages all hopping frequency channels 

with a very short large energy pulse, whose duration is Tp. In 

this “jamming B” module, the pulse jammer periodically (with 

a certain period) jams one or several MSK chip symbol(s) 

within Tp. This module has a multiplexer (MUX) that timely 

multiplexes both the pulse-jammed signal and the no-jammed 

(data) signal.  

C. Cognitive anti-jamming module 

Figure 4 shows the proposed TDL simulator block diagram 

with the cognitive anti-jamming capability. In this simulator, 

we add a cognitive anti-jamming circuit, denoted “Cognitive” 

in Figure 4, to conventional Link-16 system. Hence, TDL may 

improve its anti-jamming capability, especially for partial-

band or tone jamming. For practicality, we consider the 

imperfect jammer signal sensing with non-zero miss-detection 

probability, i.e., Pmd  0 (but we assume zero false alarm 

probability for simplicity). The two input signals that are 

generated by two independent binary random (Bernoulli-

distributed) signal generators (one for correctly-jamming-

avoided signal and the other one for incorrectly-jamming-

avoided signal) go through each different path (one for 

jamming signal path and the other one for no-jamming signal 

path); we assume Pmd = 0.1 in simulation.  

 

 

Figure 4. TDL Simulator block diagram for cognitive anti-jamming 
capability testing 

 

IV. SIMULATION RESULTS 

We have executed TDL system simulation using the 

presented Link-16 simulator over various jamming 

environments. For the TDL Rician fading channel, we use the 

two-ray fading channel model, where the k factor = 10 and the 

maximum Doppler frequency = 777 Hz are assumed. From the 

simulation results over partial-band noise jamming, tone 

jamming, and pulse jamming, we analyze the anti-jamming 

capability of TDL. We further investigate its anti-jamming 

capability in terms of jamming spectrum ratio. Moreover, we 

obtain the simulation results of the modified TDL with the 

cognitive anti-jamming capability and compare them with the 

results of conventional TDL.    

A. Jamming environments 

Figure 5 compares the system performance of Link-16 over 

partial-band noise jamming, whose simulator block diagram is 

referred to Figure 2. Assume the uniformly-distributed 

maximum timing offset Δ = 3.75T and no-jammed channels 

with Eb/N0 =20dB. Jamming spectrum ratio ρ that defines the 

partial-band noise jamming level is set to 1/5, 2/5, 3/5, and 4/5, 

respectively. Generally, it is observable that the system 

performance over partial-band jamming degrades a lot 

compared to tone or pulse jamming (see Figure 5, 6 & 7). It 

observable that the system performance is very much 

dependent on ρ. Note that when Eb/Nj > 15dB, the BER curve 

becomes flat. It means that for the range of Eb/Nj > 15dB, the 

system BER is mostly dependent on Eb/N0 due to the reduced 

jamming signal strength; however, when Eb/Nj  15dB, the 

BER curve is so affected by Eb/Nj. For a given ρ, the TDL 

system with timing synchronization has performance gain of 

approximately 2 ∼ 5 dB over the one without time 

synchronization. It indicates that the TDL performance is so 
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affected by time synchronization, especially in partial-band 

jamming.  

 

 

Figure 5. TDL system performance over partial-band noise jamming  

Figure 6 compares the performance of TDL system with or 

without timing synchronization over tone jamming, whose 

simulator block diagram is referred to Figure 2. Assume a 

single tone jammed channel with Eb/Nj = 0dB and no-jammed 

channels with Eb/N0 = 20dB, and Δ = 3.75T. Even for this 

single-tone jamming, we can observe that the system 

performance is dependent on time synchronization. 

Specifically, as the BER criterion increases above 10
-3

, TDL 

scheme with good (perfect) synchronization (‘tone 

jamming(recovery)’) has a performance gain of approximately 

1.5dB compared to the one with bad (jammed or imperfect) 

synchronization (‘tone jamming’). Especially, when the BER 

criterion is below 1.310
-3

, the performance gain difference 

between those two schemes gets greater.  

 

 

Figure 6. TDL system performance over tone jamming  

 
Figure 7 shows the performance of TDL system over pulse 

jamming, whose simulator block diagram is referred to Figure 

3. In that simulator, BER versus Eb/N0 rather than BER versus 

Eb/Nj sis used since pulse jamming is not frequency-domain 

jamming (like partial-band jamming) but time-domain 

jamming. We set Tp (the pulse jamming duration) = 1/128 Tf 

(1Tf  = 32T) and the pulse jamming period = 1/128 sec (= one 

time slot period = one 5-bit CCSK symbol period). We 

assume perfect jamming of the corresponding MSK chips 

during Tp. In Figure 7, we can observe that no-jammed signal 

has a performance gain of approximately 0.8dB at BER 10
-2

 

compared to jammed signal. Also TDL with timing 

synchronization provides a gain of approximately 1dB at BER 

10
-2

 compared to the one without time synchronization, 

regardless of jamming; but there is no flat region like partial-

band or tone jamming. Therefore, pulse jamming is relatively 

not so severe compared to partial-band jamming. 

 

 

Figure 7. TDL system performance over pulse jamming 

 

 
Figure 8. Performance of the proposed TDL system with cognitive anti-
jamming capability over partial-band jamming 

 

B. Cognitive Anti-Jamming 

We have analyzed the proposed TDL system with cognitive 

anti-jamming capability over partial-band jamming, whose 

simulator block diagram is referred to Figure 4. When the 

jamming signal is detected, the cognitive TDL terminal 

opportunistically avoids those jamming frequency channels. In 

the proposed simulator, for the practical considerations, we 

assume imperfect detection for the jammer signal. Assume ρ = 

40%, miss-detection probability Pmd = 0.1 (which means that 

10% of number of jamming channels are undetected 

(vulnerable to jamming attack)), and Eb/N0 = 20dB. Figure 8 
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shows the proposed TDL system (‘PROV’) performance gain 

of approximately 3dB at the 10
-3

 BER compared to existing 

TDL system (‘CONV’). The gain is approximately 0 dB when 

Eb/Nj > 18dB (it means that for that Eb/Nj range, the jamming 

effect is almost negligible) but the gain increases and 

approaches to 3 to 4dB as Eb/Nj decreases (smaller than 18dB). 

It shows that cognitive anti-jamming is so effective to partial-

band (or tone) jamming. 

V. CONCLUSIONS 

We designed a TDL simulator using Matlab/Simulink for 

the Link-16 performance analysis over jamming environments. 

In that simulator, we included a Doppler-faded Rician channel 

module and various jamming modules. We also added a 

timing synchronization circuit to that simulator to test the anti-

jamming capability of Link-16 with/without synchronization. 

Simulation results verified that partial-band noise jamming is 

so severe to existing TDL system, compared to tone or pulse 

jamming. TDL system over partial-band or tone (even single 

tone) jamming is very much dependent on the performance of 

synchronization; it indicates that a robust synchronization 

circuit for secure tactical communications is mandatory. We 

proposed a modified TDL system with cognitive anti-jamming 

capability and verified its performance superiority to existing 

TDL system, especially over partial-band (or tone) jamming.  
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