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Abstract— The interaction between mobile phone and wireless 
sensor networks has increased these days due to the WSN 
emergence and its ubiquitous nature. Through cellular network, 
a user can access gateway of wireless sensor networks and gets 
the data. This paper proposes a secure authentication protocol 
where a user is strongly verified before accessing the data. The 
secure authentication proposed protocol provides many security 
principles to the users for instance user, mutual authentication, 
and secure session key establishment. Furthermore, security 
analysis shows that the proposed protocol possesses many 
advantages against popular attacks, and achieves better 
efficiency at low computation cost. 
 
Keywords— Authentication protocol, WSN, Mobile network, 
Gateway node 

I. INTRODUCTION 
With the convergence of the communication 

technologies, the security of the information 
became an important complex issue. Meanwhile, 
several researches are being done for the purpose to 
set up authentication protocols which integrates the 
communication technologies. 

The consolidation of the communication 
technologies such as Third Generation (3 G) mobile 
communication networks, wireless sensor networks 
(WSNs), wireless local area network (WLAN) and 
mobile WiMAX are one of the emerging trends of 
the next generation ubiquitous network (NGUN), is 
in progress and huge of efforts like finance, 
researches, and others are available.  

With the recent advances in Information and 
Communication Technology (ICT) domain, the 
wireless sensor networks (WSN) have attracted in 
increasing interest from researchers due to its 
ubiquitous nature. Wireless sensor networks (WSN) 
are normally deployed in an unattended 
environment, to collect the data which are 

transmitted to the base-station traversing some 
nodes via RF signals and routing schemes.  
Generally, the base stations in Wireless Sensor 
Network applications play the role of getting 
different issues from sensor nodes in a given 
network. However, due to the wireless nature of 
sensor node it may possible that a user can access 
sensor data directly without involving the gateway. 
Thus, user authentication is a primary concern in 
this resource-constrained environment before 
accessing data from the sensor/gateway nodes. 
WSNs are widely used in areas such as military, 
battlefield, homeland security, healthcare, 
environment monitoring, agriculture and cropping, 
manufacturing, measurement of seismic activity etc. 
Every sensor node has some level of computing 
power, limited storage, and a small communication 
module to communicate with the outside world over 
an ad hoc wireless network [1] Thus far, 
authentication protocols schemes have been 
proposed on the link layer [2]-[3] and the network 
layer [4] and they provide sufficient security in the 
wireless sensor networks. Meanwhile, protocols 
based on user authentication on the application 
layer in [5]-[6] have been proposed where the 
secrets are stored into the gateway-node or base 
station. In that case, when a user wants to access 
data through the gateway-node or base station he is 
authenticated using those protocols. Through 
cellular network, a user can access gateway of 
wireless sensor networks and gets the data he wants 
to access. Cell phones are ubiquitous and have a 
low power transceiver which communicates with 
the base stations that are typically located a distance 
of a few miles. There are many applications which 
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would greatly benefit from using cell phones in the 
ad hoc mode. Collecting data from a gateway by a 
cell phone, authentication protocols are needed to 
prevent a malicious cell phone user from 
misguiding other users. 

In this paper we propose a secure authentication 
protocol among mobile phone and wireless sensor 
networks where a user can access date from WSN 
via a cellular network. In our design communication, 
the user interacts only with the gateway/base station. 
Doing so, the energy of the sensors node is saved 
from computations operations [7]. The cellular 
network plays the role of a bridge during the 
registration phase of the user to the gateway trough 
3G technology. For the login and authentication 
phase, the user communicates with sensor network 
via a public channel.  

The rest of the paper is organized as follows. In 
Section 2 we present the literature review, the basic 
system architecture is presented is Section 3. The 
proposed authentication protocol is presented in 
Section 4, in Section 5 we evaluate the protocol the 
conclusion is done in Section 6 

II. LITERATURE REVIEW 
The researches in WSN became very attractive in 

these recent years because of its ubiquitous 
character. The slogan “Everywhere, Anytime” is 
playing a commendable role in the daily lives of 
people. With the increasing of wireless devices 
mobile, the ubiquitous data acquisition occupies an 
important place in the area research of network 
security. With the high usage of mobile phones, the 
data access involves the mutual communication 
between networks thus a secure authentication 
protocol is a requirement.  

In this section we will present different schemes 
about authentication security. Those schemes have 
been already proposed by different authors.  

A scheme of user authentication for 
communication in insecure channel has been 
proposed by Lamport [8] where the hashed value of 
the password is stored in a server. To check if the 
user is the legal one or not, in the scheme of 
Lamport, password table is used. Unfortunately, if 
the password table is compromised by an attacker, 
the protocol could be modified in its total or partial 
integrity [9]-[10].  

Afterward, a lot of schemes of user authentication 
protocols have been addressed to prevent any 
unauthorized user for accessing data from the 
network systems [11]-[17].  

 In 2009, Arjan et al. [11] proposed architecture 
for the cellular network and wireless sensor 
networks with protocols to establish secure 
communication. The gateways are connected to an 
Authentication Server (AS) and each sensor network 
has its own AS in the charge of their security. The 
control of the security across all the sensor 
networks is done by the Central Server (CS) and it 
could be distributed. To utilize the advantages of 
both cell phones and sensor nodes, they proposed to 
use gateways nodes. Gateways act as intermediates 
through which the cell phones get information from 
sensor networks. Across the mobile networks, 
mobile phones communicate with sensor networks. 
Arjan et al. claimed that, better authentication and 
security are provided by this unique ability of 
simultaneous communication among those 
networks. 

 Unfortunately, Arjan et al.’s scheme was fund 
susceptible to information leakage attack [18], to 
man-in-the-middle attack, reply attack, no mutual 
authentication between the cell phone and the 
gateway, and no session key is establish between 
the cell phone  and the gateway node at the end  of 
the  authentication phase. 

  

III.  BASIC SYSTEM ARCHITECTURE 
 
The basic system architecture is shown in Figure 

1 where a user sends a request to the gateway 
node/base station through Telecommunication 
Service Provider (TSP) for registration phase.After 
registration process, the user can login to the 
wireless sensor network to access data where 
mutual authentication phase is performing to verify 
the legitimacy of the entities. The basic system 
architecture consists of user equipment (UE), using 
3G technology for the TSP, a gateway node/base 
station which acts as a sink where the user can get 
the wanted data. Also it consists of sensors node to 
collect data and send to the gateway node.   
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Figure 1. Basic system architecture of the proposed protocol. 

In our procedure design, we require the cell phone 
interact directly with the gateway node to save the 
energy of the sensors nodes while they are 
performing computation. The assumptions are listed 
below:  

 
1. The TSP will participate in the registration 

phase and plays the role of a bridge between 
cell phone and gateway node. The users are 
connecting to the TSP via 3G connections to 
protect the transmission. 

2. The communication between TSP and base 
station is a secure channel. We assume that 
they establish a SSL channel for connections. 

3. We assume that, all the clients and service 
providers are supposed to be honest in the 
registration phase 

4. To save the energy of the 
sensor nodes, the mobile phone 
will only communicate with the 
gateway which acts as a sink 
and performs the mutual 
authentication.  

5. If the cell phone is lost, the 
user can notify the TSP to 
disable the lost SIM card and 
apply a new card with the same 
phone number.  

6. While login and authentication 
phases, the cell phone will 
communicate with base station 
or gateway node by using Wi-
Fi.  
 

For convenience, Table 1 provides a list of some 
notations and symbols will be used throughout the 
rest of paper 

TABLE 1. NOTATION AND SYMBOLS USED IN THIS PAPER 

 

 

 

 

 

 

 

 

 

IV. PROPOSED PROTOCOL  
 
This section describes our proposed protocol 

where a user can access data from wireless sensor 
network trough cellular network. The proposed 
protocol consists of two phases; registration phase, 
authentication phase and one additional important 
function named recovery or change password. 
A. Registration Phase 
       In the registration phase, the user needs to register  

 
Figure 1. Registration phase flow 

Notations Descriptions 
UE User Equipment 
PW Password  
IDue The login ID of UE 
Xue Secret number of UE  
Nue Entity ‘s phone number assigned by TSP 
TSP Telecommunication Service Provider 
Kug Shared K between UE and GWn 
GWn Gateway node 
IGg Login ID of the GWn 
Yg Secret number of GWn 
EK(M) Encryption of message M with key K ⊕ 
 

Bitwise XOR operation  
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with the GW node. The aim of this phase is to allow 
a user and a gateway node to negotiate a shared 
secret for login and authentication success. The UE 
chooses his IDue and PW, generates a random 
number Xue and compute h (Xue ⊕PW) ||IDue. 
Afterward, the user submits the message to the TSP 
for a registration request to the GWn. TSP checks 
IDue (new) =IDue (existing). If equal, then reject 
registration request otherwise, proceed to the next 
step.  TSP assigns a phone number Nue based on 
user’s SIM card. The TSP also plays the role of 
third-party to distribute a shared key Kug between 
the UE and the GWn. Then the TSP forwards h (Xue ⊕PW) ||IDue, Nue and Kug to the assigned GWn.  
Then, the GWn generates a secret number Yg and 
compute the following:  

• Bg = h (IDue⊕Yg),  

• Cg=EKug(IDg||Yg) 

• Dg= gh(IDue||(Xue⊕PW))mod p 
Afterward, the GWn personalizes a smart card for 
the UE with the parameters {Bg, Cg, Dg, h (.), g, p, 
EKug[.]}. The GWn sends the reply message with 
the above parameters through the TSP which 
forward the message to the UE. Here, h (.) is a 
collision free one-way function, e.g., SHA-1. The 
UE now enters Xue into the smart card and it 
contains {Bg, Cg, Dg, h (.), g, p, EKug [.]}. The 
GWn store the IDue in the table of ids to maintain it 
for login and authentication steps, this is the end of 
the registration phase and the procedure flow is 
illustrated in Figure 2. 
B. Authentication Phase 

 1) Login Phase: This phase is invoked when the 
UE wants to access the data from WSN. In this 
protocol, the UE doesn’t communicate with the 
sensor node. This step cost a lot in the  

term of energy because the sensor nodes have to 
authenticate the UE at every login demand. The 
computation of the mutual authentication consumes 
a lot of energy of the sensor nodes this why we 
reserve the mutual authentication phase to the 
GWn. Then, the UE insert the  smart card into the 
mobile phone and input his IDue and PW. The local 
system of the smart card performs the following 
operations: 

Step1-LP: Compute Dg′= gh (IDue|| (Xue⊕PW)) mod p 
and check if Dg′= Dg if yes go the next step 
otherwise   reject the login request. 
Step2-LP: Compute Vue = gh(Tue||Nue) mod p.  Here 
Tue and Nue are respectively the timestamp and 
nonce of the mobile phone. Compute Que=h (Vue|| 
Dg) 
Step3-LP: The user equipment UE send the login 
request message      M1=< Cg, Que > to the GWn. 
 This is the end of the login step from the UE to the 
GWn, the message is sent over a public channel. 
 

2) Verification Phase: The verification phase is 
performed by the GWn when he receives the login 
message request from the UE. During the 
verification massage, the target is the mutual 
authentication between the entities. 

Upon receiving the login request M1=< Cg, Que 
> at time Tg, the GWn authenticates UE by the 
following steps: 

Step1-VP: Checks if (Tg− Tue) ≤ ΔT then Gwn 
proceeds to the next step, otherwise the step is 
terminated. Here ΔT shows the expected time 
interval for the transmission delay and Tg is the time 
stamp of the gateway node. 

Step2-VP: From the ids table of the gateway 
node, the GWn verify if IDue = IDue′ if yes, then 
the gateway node considers that, this is a legitimate 
user and proceeds to the next step, otherwise, 
terminates the operations. The flow of the 
authentication phase is shown in Figure 3. 

 

Step3-VP: The GWn generates a nonce Ng then 
calculates Gg with the following: Gg = gh (Tg||Ng) 
mod p and GWn compute the session key SEK = 
Vue Xg mod p. Here Xg is the secret number of the 
gateway node. Subsequently the gateway node 
computes Ig = EKug [h (IDue) ||Tg||IDg] and sends 
to UE message M2=<Ig, Pg> to respond to the login 
message request in order to process the mutual 
authentication.  Here Pg = ESEK (Gg||Nue). 
After receiving the message M2 from the GWn, the 
UE perform the mutual authentications operations as 
following 
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Figure 1. Authentication phase flow: Login and verification steps 

 
Step4-VP: The UE validates the time Tg and check 
if (Tue− Tg) ≤ ΔT if yes, then continues to the next 
verification step if not abort. 
Step5-VP:  From message M2, The UE decrypts the 
sub message Pg = DESEK (Gg|| Nue') and check if 
Nue' = Nue, also check if IDg' = IDg if yes, then 
continues to the next step if not abort. The UE 
calculate the session key with the knowledge of Gg 
from the decryption of Pg, SEK = Gg Xue mod p. 

Step6-VP: After checking every parameter, the 
UE can trust that the GWn is the authentic one, and 
then UE sends the last message M3, to acknowledge 
the session key from the gateway. M3= ESEK (Jue 
||IDue). Here Jue = h ((IDg) ||Ng). While receiving 
the message M3, the gateway node performs the 
followings:  

Step7-VP: The GWn Computes the session key 
and decrypts the submessage, obtains Ng' 
and IDue'' .The gateway checks if 
Ng'=Ng, IDue''= IDue, if the conditions 
are true the GWn believes that the UE is 
a legitimate one and it can access the data 
otherwise not.  

Step8-VP: Furthermore, UE and the 
GWn shares the session key SEK to 
perform subsequent operation during a 
session and the establishment of the 
session key terminates the authentication 
phase. 
3) Password change or Recovery 
Password: In this subsection, we 
introduce the password-change/update 
phase. In the password-change phase, 
when a user wants to change his 
password PW to a new password PWFresh 
, the followings actions are taken in 
consideration : 
Step-PCP1: He inserts his smart card into 
the mobile phone and enters his IDue and 
password PW. 
Step-PCP2: initially, the smart card 
validates the UE’s entered IDue and PW 
with the stored values and if they 
matching, the local system computes:  
Dg′= gh (IDue|| (Xue⊕PW)) mod p. 

Step-PCP3: The UE checks if Dg′ = Dg, if not, then 
terminate the password change request; otherwise, 
proceed to the next steps.  
Step-PCP4: Upon receiving the UE’s fresh 
password the smart card computes Dgnew = gh (IDue|| 

(Xue⊕PW
Fresh

)) mod p  
Step-PCP5: The smart card replaces Dg by Dgnew . 
Now, the new password is successfully changed and 
this phase is terminated. The flow of the password 
change is shown in Figure 4.  
 
 
 
 
 
 
 
 
 
 
 

Figure 2.   Password change flow 
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V. EVALUATION OF PROPOSED PROTOCOL  
 

 This section presents our proposed protocol 
evaluation in terms of security analysis, but we 
assume that an adversary may intercepts M1, M2, 
and M3 at anytime. Also, we assume that an 
adversary may hack either passwords or steal user 
UE’s smart card, extract secrets, but cannot do both 
at the same time.  As per the current literature, 
extracting secrets from the smart card memory is 
quite difficult and some smart card manufacturer 
companies provide countermeasures against risk of 
side channel attacks. Based on above assumptions, 
an attacker may execute certain attacks to breach the 
proposed protocol.  
A. Security Analysis  
1) Identity management:  The GWn stores all the 
registered ids in the id management table and check 
availability of unique id in each new registration 
phase.  
2) Mutual authentication:  With our protocol, the 
telecommunication network is mutually 
authenicaticed with the user equipment using 3G 
technology. Also in the messages M2=<Ig, Pg> 
and M3= ESEK (Jue ||IDue),   the user equipment 
and gateway node achieve the mutual authentication 
and both them are sure that they are the legitimacies 
ones. 
3) Confidentiality:. The proposed protocol provides 
adequate confidentiality to their messages (such as, 
EKug [h (IDue) ||Tg||IDg], ESEK (Jue ||IDue). In 
particular, these messages are confidential from any 
attacker.  
4) Gateway Impersonation Attacks: The shared key 
Kug is derived secretly by the TSP to the GWn and 
UE. Then, if an attacker does not possess the secret 
key Kug, he cannot impersonate the GWn or UE.   
5) Replay Attacks:An attacker can intercept some 
of the exchanged message  as defined  in [12]. The 
intercepted messages are reused for replay. This 
protocol is resistant to replay attacks  because the 
authenticities of messages M1, M2, are timestamp 
and nonce based. They are validated by checking 
the freshness of timestamps (Tg− Tue) ≤ ΔT, (Tue− 
Tg) ≤ ΔT and nonce (Nue' = Nue, Ng'=Ng). 
Suppose that an attacker intercepts a login request 
message M1 and attempt to access the WSN by 
replaying the same message (M1). The verification 
of this login attempt fails, since the time difference 
expires (i.e., (Tg − Tue) ≥ ΔT). in the same way, he  
intercepts  M2 or M3  and try to extracts < Ig, Pg, 
Jue> and attempts to replay one of, the verification 
request will fail because of the time difference 

expires again and also, the nonce will show that the 
message is already used. Hence, our protocol is 
secure against replaying of messages.  
6)Man-in-the-Middle Attacks: An attacker may 
attempt a man-in-the-middle (MIMT) attack by 
modifying the login message M1=< Cg, Que > to 
M1*=< Cg*, Que* >. Nevertheless, this malicious 
attempt will not work, as the false IDue* will not be 
verified at the GWn and the GWn cannot get the 
original sub-message {h (Vue|| Dg)}* by decrypting 
Que*. Thus, man-in-the-middle attacks are not 
applicable our protocol. 
7) Offline-Password Guessing Attacks: The 
password and id guessing attacks are not feasible 
for our proposed because it is free from any verifier 
table. Each login phase, passwords and ids are not 
transmitted in plaintext; instead, they are hashed 
and performed some operations over them. They are 
transmitted with some other secret (i.e., Dg= 
gh(IDue||(Xue⊕PW))mod), which make difficult for users 
to guess them. 
8) Password change: The proposed protocol help 
users to change password at any time if they forget 
or if they get hacked this facility of password 
change, provide robustness to our protocol in 
comparison with static password based protocol. 
9) Session Key Establishment: The proposed 
protocol provides session key establishment after 
the authentication phase. A session key [i.e., SEK = 
Gg Xue mod p] is set up between the mobile phone 
and the gateway node for secure subsequent 
communication. For each login session, the session 
key will be different and cannot be replayed after 
the time expires. Furthermore, the UE and GWn can 
securely execute encryptions and decryptions by 
using of the session key and hence, achieve 
confidentiality for the subsequent messages. 
B. Efficiency Analysis  

The evaluation of the efficiency is performed in 
this subsection using H the function to perform one-
way hash computation, S as symmetric 
cryptosystem and MAC the time for performing a 
MAC. The efficiency analysis gives the output of a 
statistical estimation of the computational   cost, 
communication cost and node energy cost of our 
proposed protocol and we make a comparison with 
existing ones. From the comparison performance 
Table 2, our proposed protocol in the term of 
computation cost, requires 3H and one symmetric 
cryptosystem whereas in [14, 16] and [17] 6H ,4H 
and 4H/1S are required, respectively in the 
registration phase. 
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TABLE 2. COMPARISON  PERFORMANCE TABLE 

 
Moreover, in the login and authentication phase the 
proposed protocol requires 6H, and 8S, whereas, 
[13], [14], [16] and [17] require 9H, 11H, 9H, and 
4H/4S/2MAC respectively. The cost of the 
computation of our proposed protocol is low than 
others schemes due to the fact that our architecture 
of the protocol does not allow the user to interact 
directly with the sensors nodes. In the term of node 
energy cost, only the user will access the data from 
the gateway which save the energy of the sensor 
node that is why we have 9S computations than 
others schemes to the gateway node. Thus, sensor 
node’s energy consumption in our protocol is much 
lesser than other protocols. The performance 
analysis of the communication cost indicates that, 
our proposed protocol requires tree messages to 
fulfill all process of communication and 
authentication among the mobile phone and WSN.  
The approximate total of the computation cost in 
term of registration and authentication phases is 
given in Figure 5 where all proposed protocols has 
zero MAC except Pradeep et al.’s protocol. For the 
symmetric cryptosystem we can observe that in 
[13]-[16] they did not include any cryptosystem 
computation among their protocol. 
 
 
 
 
 
 
 
 
 
 
 
 
 

  

Figure 3.  Computation cost chart 

VI.  CONCLUSION 
 
Secure authentication protocol is an important issue 
in several different networks. In this paper we 
proposed a secure authentication protocol among 
mobile phone and WSN. The proposed protocol 
uses both networks to provide more security and 
performance by exploiting the advantages of 
cryptographic hash functions and cryptosystems. 
The evaluation of our protocol showed that it is 
more robust against many popular attacks and 
provides many security services at logical 
computational costs.  
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