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Abstract—This paper presents e-mail encryption methods
and lawful interception method of it. We deal with OpenPGP,
S/IMIME, SSL and TLS methods for e-mail encryption. Gmail
encryption scheme is analyzed briefly. We also present lawful
interception schemes for e-mail encryption methods. We want to
explain e-mail encryption general terms.
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I. INTRODUCTION

This paper presents e-mail encryption methods and lawful
interception method of it. We deal with openPGP(Open Pretty
Good Privacy), SIMIME(Secure Multipurpose Internet Mail),
SSL(Secure Socket Layer) and TLS(Transport Layer Security)
methods for e-mail encryption. Gmail encryption scheme is
analysed briefly. We also present lawful interception schemes
for e-mail encryption methods. We want to explain e-mail
encryption general terms.

We want to explain various e-mail encryption methods. We
also show g-mail encryption scheme. Finally, we introduce
lawful interception scheme of e-mail according to the e-mail
encryption methods.

A test was done by professor in Korea. That test is kinds of
hacking on e-mail system such as daum, nate, paran, yahoo
and google. The purpose of that test is identify how strong
web-mail about hacking. The result is shocking one. Every e-
mail data was hacked by a program which is downed from
internet. By hacking, we easily can see the content of e-mail
except g-mail. Because that g-mail is encrypted, we cannot see
the contents of g-mail although we hacked g-mail data.
Related this test, main portals such as daum, naver and nate
announced e-mail encryption plan. Yahoo announced e-mail
encryption plan by using SSL in second quarter of 2012.

Therefore, the government have to know how encrypt e-
mail and how law enforcing agency can make lawful
interception on encrypted e-mail.

We analysis various e-mail encryption scheme and present
several schemes for lawful interception in this paper.

Il. E-MAIL ENCRYPTION SCHEMES
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Various methods exist for encryption of e-mail. We present
encryption schemes for e-mail and deal with related problems.
OpenPGP, S/IMIME, SSL, TLS and IBS will be analysed in

this chapter.
A. OpenPGP(Open Pretty Good Privacy)

OpenPGP is a standard what encrypts e-mail by
using public key. It encrypts e-mail body and

attached files. E-mail encryption scheme is same as
following Figure 1.
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Figure 1. E-mail Encryption system by using OpenPGP

The e-mail sender A write a e-mail and encrypt it by using
public key of e-mail receiver B and send that e-mail through
the internet to e-mail receiver B. The e-mail receiver decrypts
the received e-mail by using private key of B firstly and read
decrypted e-mail that has plain text form. Although everyone
easily know public key of B but no one decipher encrypted e-
mail without private key of B. OpenPGP uses public key
infrastructure to encrypt and decrypt of e-mail.

In this system, Lawful interception of e-mail by capturing
the e-mail packet in the internet is extremely difficult because
encrypted e-mail flows through the internet. Encrypted e-mail
only can be read after decryption by using private key of
receiver. This e-mail encryption scheme is standardized as
IETF rfc 4880. This scheme is not related e-mail server. E-
mail encryption of OpenPGP can be done between sender and
receiver regardless of e-mail server.

Eavesdropping of e-mail encrypted by OpenPGP is
extremely difficult but it has some defect. That is possibility
of spreading of malware when using OpenPGP.
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In case that sender sends e-mail which is contained
malware in body or attached file of mail(Figure 2.), If that e-
mail is not encrypted, vaccine program of receiver can protect
the malware, because the pattern of malware is exposed to the
vaccine program.

In case that sender sends e-mail which is contained
malware in body or attached file of mail(Figure 3.), If that e-
mail is encrypted, vaccine program of receiver cannot protect
the malware, because that the pattern of malware is encrypted
also, so it is not exposed to the vaccine program.
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Figure 2. Protection of malware in case of no encryption
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Figure 3. Malware spreading in case of encryption

B. SIMIME(Secure Multipurpose internet Mail)

S/MIME is a standard based on encryption of MIME by
public key. SIMIME provide cryptographic secure service
such as authentication of electronic message, integrity of
message, non-repudiation of sender, privacy and security of
data. S/MIME was standardized as IETF rfc 3369, 3370, 3850
and 3851. It is not widely used because it is not appropriate to
client of web mail. S/MIME has been implemented at Outlook
express of Macrosoft. We can use S/IMIME only in case that
e-mail server supports it.

Figure 4. Concept of QoR

C. SSL(Secure Socket layer)
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SSL located at between TCP/IP and application layer as
encryption program based on public key. SSL provide
cryptographic security, interoperability and extendibility. SSL
provide cross authentication, electronic signature for integrity
and encryption for confidentiality so that it provide secure
communication between client and server. SSL protect e-mail
by making to flow of e-mail which includes its body and
attachment file through session encrypted by SSL. Because
that SSL encrypt communication between mail server and
client, we can use it only in case that mail server and client
support SSL. SSL has no possibility of spreading of malware
because it encrypts session itself. It has two disadvantages.
First one is SSL increase loading of server and client because
encryption should be processed by server and client. Second
one is server should manage public keys.

Processing procedure is same as following when we send e-
mail by SSL encryption. :

SSL encryption block of sender A encrypt it by using
public key of server after generate an arbitrary random
number to make security session between server and
client.

E-mail server extracts random number which is sent by
sender A by decrypts the data which is sent by sender A
by using private key of server and use it as session key of
SSL security session.

A SSL security session is established between e-mail
client and server by using encryption which utilize
session key.

a e-mail sent by sender A goes to the e-mail server
through SSL security session and decrypted e-mail which
was undergone SSL decryption process is saved to e-mail
server.

E-mail receiver get the e-mail by using SSL session
between server and client and can read it after SSL
decryption.
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Figure 5. E-mail encryption by using SSL

D. TLS(Transport Layer Security)
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TLS provide security service by encapsulation HTTP, FTP
and SMTP. Because TLS encrypts communication between
server and client, e-mail server and client should support TSL.
Its latest version is 1.2 and standardized IETF rfc 5246. TLS
used to encrypt SMTP(Simple Mail Transfer Protocol). TLS is
a standard method to encrypts SIP(Session Initiation protocol)
signalling.

E. IBE(ldentity Based Encryption)

IBE generate public key based on specific text such as e-
mail or subscribe ID. IBE has advantage to identification of
sender because it generate public key based on text.

111. GMAIL ENCRYPTION

In this chapter, we present gmail encryption system. Gmail

uses encryption scheme based on SSL.

Processing procedure is same as following when we send

gmail by SSL encryption. :

- SSL encryption block of sender A encrypt it by using
public key of server after generate an arbitrary random
number to make security session between server and
client.

- Gmail server extracts random number which is sent by
sender A by decrypts the data which is sent by sender A
by using private key of server and use it as key of SSL
security session.

- A SSL security session is established between gmail client
and server by using encryption which utilize session key.

- a gmail sent by sender A goes to the gmail server through
SSL security session and decrypted gmail which was
undergone SSL decryption process is saved to gmail
Server.

- Gmail receiver get the gmail by using SSL session
between server and client and can read it after SSL
decryption.

By using two layers gmail authentication which use ID,
password, mobile phone short message and voice call, gmail
server certificate user of gmail.

Plain text mail saved to gmail server and when gmail user
read the mail, SSL security session is established between
client and gmail server. Gmail is transmitted through
encrypted SSL secure session to user of gmail. Gmail user can
read the content of gmail by SSL decryption. Therefore,
content of gmail is protected when it is transmited through
internet but email in the server is not secure because plain text
email is saved to server.
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Figure 6. Gmail Encryption by using SSL

IV. ENCRYPTION OF EMAIL AND LAWFUL
INTERCEPTION(LI)

A. LI of e-mail which is encrypted by OpenPGP, IBE or
SIMIME

Encrypted e-mail is transmitted through internet and
encrypted e-mail is saved to e-mail server because e-mail is
encrypted before transmission between e-mail sender and
receiver.

For lawful interception of e-mail which is encrypted by
OpenPGP, IBE or S/IMIME, it is needed private key of mail
receiver. Without private key of e-mail receiver, decryption of
e-mail is almost impossible.
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Figure 7. Additional service system for mobile IPTV

B. LI scheme in case that e-mail is transmitted through
encrypted secure channel such as SSL or TLS
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Encrypted e-mail is transmitted and decrypted plain text e-
mail is saved to e-mail server because that e-mail is
transmitted through encrypted secure session.

For lawful interception, it is needed to extract decrypted e-
mail from e-mail server. Lawful interception of e-mail which
is transmitting through secure channel is extremely difficult
because secure channel is encrypted by SSL or TLS.
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Figure 8. LI of e-mail encryped by OpenPGP, IBE or SIMIME
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