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ABSTRACT- Cloud computing confers benefits to its 
customers but regardless of all the advantages, information 
security is one of the major concerns on cloud paradigm. 
Information security challenge rises from the fact that 
consumer of public cloud services has no access to physical 
servers while utilizing different cloud services. Several security 
mechanisms such as access control, privacy management and 
trust management are used to enhance security at cloud 
epitome. This research discuses several techniques proposed by 
different researchers related to different security mechanisms 
for cloud platform. A brief comparison of all identified 
techniques is presented based on the criteria identified by 
National Institute of standards and technology for good 
practices and quality assessment of security mechanisms.  
 

Keywords - Public Key Infrastructure (PKI); Trust Management; 
Key Management; Privacy Management; Access Control.   

I. INTRODUCTION 
Cloud computing can be described as the next generation 

computing based on distributed computational techniques 
and it mixes the features of utility, internet, grid and green 
computing while providing a single working platform. There 
are mainly three types of service layers at cloud computing 
which are Software as a service (SaaS), Platform as a 
service (PaaS) and Infrastructure as a service (IaaS). These 
layers differ in provision of services and underlying resource 
usage. Different vendors such as Google, Amazon, 
Microsoft provides scalable and efficient cloud services with 
flexible costing model.  

There are various benefits provided by the application of 
cloud methodology. However, several security issues are 
proving to be a bottleneck for the adaption of customer 
applications to cloud. These challenges stems from the fact 
that consumer of public cloud services has no access to 
physical servers while utilizing different cloud services. 
They do not have any clue about their data location; hence, 
data security threats become more challenging at cloud 
paradigm. In addition to data security issues, cryptographic 
key management, data confidentiality and integrity are also 
challenging the adoptability of cloud services. These 
security concerns may obstruct the development of cloud 
computing platform if left unattended. 

In order to achieve security on cloud, a security 
framework is required containing security procedures and 
provides secure communication. Security mechanisms that 
should include in this framework are access control, key 
management, trust management and privacy control. Access 
control mechanism is required to protect resources from 
unauthorized access. Trust management is used for two 
parties or organizations to share their resources in a secure 
manner. Privacy control practices ensure privacy of 
resources. Key management involves secure handling of all 

the operations that can be performed on cryptographic keys 
such as key generation, distribution, etc.  Researchers 
propose different techniques to implement each security 
mechanism at cloud platform. This research explores some 
of these techniques and makes a brief comparison with 
respect to their pros and cons. Rest of the paper is organized 
as follows:  

Several techniques for access control trust management; 
and privacy control at cloud are summarized and analyzed in 
section II. Section III conclude the paper and identifies 
future research directions.     

II. LITERATURE COMPARISON 
As discussed in previous section to achieve four aims of 

secure communication at cloud a security framework is vital 
which use security mechanisms. Security mechanisms that 
ensure security at cloud are access control, trust 
management, cryptographic key management and privacy 
management. Following section, give a brief description of 
different techniques for each mechanism. 

A. Access Control at Cloud 
Access control is a mechanism that prevents un-

authorized access to a resource.  
S. Karma and K. Lauter in [1] proposes a technique that 
uses cryptographic storage. Consumer and enterprise users 
can store their data at public cloud, maintaining data 
confidentiality and integrity by means of cryptographic 
cloud storage. An installation of client software is required 
before using cryptographic cloud storage. It consists of four 
components; data processor, data verifier, token generator 
and credential generator. Data processor processes the data 
before transferring it onto cloud. Data verifier keeps track of 
the data on the cloud whether it is tampered or not. Token 
generator enable cloud provider to retrieve the segments of 
data by generating different tokens. Credential generator 
implements access control policies for different consumers 
of the system. In a workflow a consumer process its data 
with data processor and send it to cloud storage. Data 
verifier can verify that data at any step. If a third party Bob 
requires searching anything from uploaded data, it will ask 
from the owner. Owner will issue a permission token, which 
contains the credential of access for Bob. Bob sends that 
token to cloud provider and provider will return the required 
information on the basis of that token. This same process of 
cryptographic storage applies for organization as well. Data 
processor uses different cryptographic techniques during 
data processing. At a first step, data processor applies 
indexing on data and encrypts data with any symmetric 
encryption scheme such as AES. It then encrypts indexes 
with any searchable encryption scheme and finally data and 
index are stored in an encoded form in a file so that data 
verifier can verify data at any time. 
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Shortcomings: This scheme provides detailed information 
related to cryptographic cloud storage but the use of client 
side software makes it inadequate in some scenarios. For 
example, data uploaded from mobile device will require 
client software installation at the device, which already has 
very little space. Furthermore, complex computational tasks 
such as symmetric encryption can increase the time to 
upload data and require more computational power. Client 
software should be implemented in open source technology 
otherwise, licensing related problem can arise. The paper 
gives no implementation details. In addition, comparisons of 
the results with existing techniques as an evidence of 
efficiency are not provided. 

W. Wang, Z. Li, R. Owens and B. Bhargave in [2] 
proposed a new approach for outsourced data, which 
provides security as well as efficiency. In this technique, 
every data block is encrypted with different cryptographic 
key. It uses key derivation method to reduce the number of 
secrets to be maintained by data owner and end user. Users 
are not organized in group that simplifies user access right 
changes. Over-encryption [3] by server is used to isolate 
users with the same rights. In places where over-encryption 
is not available, lazy-revocation [4] technique is used. 
Figure 2 illustrate application scenario for proposed scheme. 
The proposed technique assumes that data consist of block. 
Different end users with different processing power can 
access the data. Since the quantity of data is huge, therefore 
one copy of encrypted data is maintained. Each block is 
encrypted with different key.  However, there is an overhead 
for maintaining keys for every block of data, so key 
derivation method is used. Hierarchy of nodes is maintained 
and every key can be derived from the parent node. Over 
encryption is used by security provider in order to prevent 
access of the data by revoked user. The paper discusses 
computational, storage, communication, scalability and 
safety aspect of the proposed approach. Computational 
overhead comes from key derivation and over encryption. 
Major communication overhead includes transmission of 
data block index number and encryption keys. 
Shortcomings: This scheme is designed for huge data and 
there is no mention of any particular key management 
technique. The technique can be further improved with the 
design of new key management method that will reduce 
over head. Some dynamic mapping function can be designed 
as the extension of this scheme that can map keys and index 
of data blocks to reduce keys count.   

S. Yu, C. Wang, K. ren and W.Lou presented a fine-
grained access control scheme in [5]. Unique combination of 
Key Policy Attribute-Based Encryption (KP-ABE) [6], 
Proxy Re-encryption (PRE) [7], and lazy re-encryption 
schemes are used in order to implement access control 
mechanism on outsourced data in the cloud. Proxy Re-
encryption and KP-ABE is utilized for resolving the issue of 
user revocation. To shift computation overhead on cloud 
proposed scheme keeps a copy of user’s secret key at cloud. 
Figure 1 provides an illustration of this technique. In this 
scenario, owner first defines some attributes of file such as 
illness, hospital, race etc. After that encryption is applied on 
the file and encrypted file is uploaded on the server with its 
attributes and some other information. When a user make 
request for file access, it is assigned a public key. User can 
search required file and access it based on attribute 
hierarchy. 

    
Figure 1: AN EXAMPLE CASE OF FINE-GRAINED ACCESS 

CONTROL  

Shortcomings: This scheme provides an efficient access 
control mechanism. However, storing secret key at cloud 
server without any security mechanism may result in data 
security issue. Owners need to assign an access structure and 
secret key every time to grant and revoke file access which 
increases the overheads. Key management complexity for 
single user is linear and directly proportional to file access 
count. A possible research direction for this scheme is 
resolution of above mentioned pitfalls.   

S. De C. Di Vimercati, S.Foresti, S. Jajodia, S. 
Paraboschi, G. Pelosi and P. Samarati introduces an access 
control mechanism in [8], which uses encryption based 
policy enforcement for cloud storage. Existing web services 
assume that the service provider is trustable however; 
according to research, this assumption may not be true. 
Proposed solution allows data access to the selective set of 
user group, and this data remains confidential for other user. 
Proposed technique requires encrypting resources from 
symmetric key algorithms. Key used for resource protection 
should be derived from a user known secret. A scenario can 
further elaborate the above mentioned scheme. There are 
users who want to share their data selectively between each 
other.  A user will be data owner if he will make his 
resources available for other and will be data consumer if he 
requires access to other resources. Owner defines an 
authorization policy that will describe who can access his 
resource. To reduce key management count and to enforce 
user defined authorization policy, proposed scheme uses 
encryption policy which itself is combination of key 
agreement method and key derivation method. It defines 
encryption keys for each resource. It also defines user access 
policy for keys. Key agreement method used in this 
technique is based on Diffie-Hellman with small variation 
by taking a public parameter of owner as input and returning 
a common secret between owner and user. A key derivation 
method takes these shared keys as input and derives 
encrypting resource keys based on user access rights. 
Resources are managed through publish and access 
functions of proposed scheme. 
Shortcomings: This scheme provides a strong access control 
mechanism for cloud storage. However, methods of Key 
agreement and Key derivations are more complicated and 
increase the complexity of overall scheme. Furthermore, a 
lot of computation is required to encrypt data before 
uploading the data/resources on cloud.  
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Figure 2: PROPOSED ACCESS CONTROL FRAMEWORK FOR PHR IN CLOUD COMPUTING 

Ming Li, Shucheng Yu, K. Ren and Wenjing L. in 
[9] presents an access control framework for securing 
personal health record at cloud. Figure 2 depicts a workflow 
example of this technique.  Each data owner acts as 
authority that independently generates and distributes 
cryptographic keys to authorized users. To prevent linear 
complexity of key management, users and owners attribute 
based encryption is adopted. Furthermore, users are divided 
in multiple domains such as public domain and private 
domain to reduce key management. Each owner is in charge 
of his private domain. Professional sector users are included 
in public domains. Owner encrypts their data based on 
certain access policy and users who satisfy that policy from 
both public and private domains are allowed. For privacy 
management Multi Authority Attribute Based Encryption 
(MA-ABE) [10] is used. Key distribution, user revocation, 
handling break glasses and comparison of complexity is also 
presented in the research. Owner has the rights to provide 
read keys as well as write keys to the different users of 
public and private domains upon their request. Data Owner 
encrypts its data and outsources it on cloud server. Data 
users holding keys can read and write data from cloud 
storage server. Owner can revoke user permission to access 
the data it owns.   
Shortcomings: This scheme provide an enterprise approach 
for accessing data but group based access control scheme 
only provide coarse grained data access control. 
Furthermore, this scheme increases the complexity by 
dividing user into domains. Also, each owner encrypts data 

and generates keys for each user thereby increasing the 
overhead on client machine. A possible future work for this 
technique is to enhance MA-ABE scheme with more access 
policies. 
            Table 1 shows a comparison between discussed 
access controls techniques. Assessment criteria used in this 
comparison is defined by National Institute of Standards and 
technology (NIST) in [11]. User capabilities are the duties or 
access rights that a user can perform at any system. Object 
can be assigned to various users or groups known as object 
group for multi level security policy. Degree of privilege can 
be the capability of access control model for providing 
different granularity level of controlled resource access. In 
each software system, different users provide different 
responsibilities so separation of duties should be there for 
different users. Adoptability refers to implementation and 
usage complexity of any access control model. Support of 
safety in any access control model refers that configuration 
of access control policies may not result in leakage of any 
sensitive information. Policy conflicts are deadlocking of 
rules due to either direct or indirect assignment of dependent 
rules in response of user request. 
              In comparison table, strong, medium and 
weak refers consequently for very strong, medium and 
weak, user management capabilities, Object access control 
management, Degree of least privilege, support for 
separation of duty, adoptability, support for safety and 
prevention of policy conflicts.   

Table 1: COMPARISON OF ACCESS CONTROL TECHNIQUES 

ACCESS CONTROL TECHNIQUES 

 S. Karma and 
K. Lauter [1] 

W. Wang, Z. Li, 
R. Owens & B. 
Bhargave [2] 

S. Yu, C. Wang, 
K. ren & W.Lou 

[5] 

S. De C. Di Vimercati, 
S.Foresti, S. Jajodia, 

S. Paraboschi, G. 

Ming Li, 
Shucheng Yu, K. 
Ren and Wenjing 
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Pelosi and P. Samarati 
[8] 

L. [9] 

User capability 
management 

Medium Medium Medium Medium Medium 

Object access control 
management 

Weak Medium Strong Medium Strong 

Degree of least privilege Weak Weak Strong Weak Medium 

Support for separation of 
duty 

Weak Medium Medium Medium Medium 

Adoptability Medium Weak Weak Weak Weak 

Support for safety Medium Medium Weak Medium Medium 

Prevention of policy 
conflicts 

Weak Medium Medium Medium Weak 

 

B. Trust Management at Cloud 
Trust management is an important aspect while 

implementing security at cloud, which is about sharing of 
resources between cloud and its consumer. It means that 
consumer needs to trust the cloud service provider. There 
should be some kind of trust management and negotiation 
contract or procedure to fulfill this requirement.  

M. Blaze, J. Feigenbaum and A. D. Keromytis provides a 
trust mechanism for public key infrastructure in [12][13]. It 
provides simple notations for specifying both local security 
policies and security credentials which can be sent over an 
un-trusted network. There are two kind of assertion. One is 
policy assertion and other is credential assertion. Both kinds 
of assertions contain actions permitted by holder of the key.  
A signed assertion that can be sent over an un-trusted 
network is called a Credential Assertion. KeyNote evaluator 
take assertions as input and determine that whether proposed 
trusted action is consistent with policy. SPKI/SDSI also 
provides trust management for public key infrastructure. 
However, KeyNote is much better. KeyNote provides a 
bridge between common, application-independent 
mechanism and application specific credentials/policies. The 
KeyNote assertion format is human-readable. The rules 
called KeyNote predicates are written in a simple C 
language like notation. In KeyNote system, trusted actions 
are specified in simple attribute/value pair, in addition, the 
KeyNote is easy to implement. Policy assertions and 
credential assertions share the same syntax. An assertion is 
divided into sections that reflect the logical components. 
The sections are typically authorizer identifier, key 
predicates, action predicates. KeyNote is extensible and can 
easily update its trust management engine. It can also switch 
compliance checker algorithms. 
Shortcomings: KeyNote is not only a technique but also a 
framework with its own language, rules assertions etc. It is 
difficult to everyone first learn all the basics and then 
implement it. It works like a database query engine and does 
not enforce policies rather give suggestions to caller.  

J. Wanggren evaluates the possibility to deploy 
their PKI solution EJBCA on cloud computing as service in 
[14].  PrimeKey Solutions AB is an open source PKI 
provider. EJBCA stands for Enterprise Java Beans 
certificate authority and it is an open source product under 
LGPL license. EJBCA validates certificates with several 

other features. According to the research report, PKI as 
cloud service increases reliability and availability as well as 
decreases response time to process certificates. Key security 
and PKI trust management is a major problem while 
adopting this service solution.  
Shortcomings: A major weakness while using PKI is the 
loading of certificate authorities at start-up. The other pitfall 
is administration GUI which is not easily understandable to 
normal user. Furthermore, a mock-up of software running at 
cloud is not enough to evaluate all the required features of 
software as a service. 

Strong Key Encryption [15] is a technical guide on 
Java based open source utility named Strong Key encryption 
engine. Strong Key library uses AES and 3-DES to 
automatically generate keys and utilize these keys to encrypt 
and decrypt files regardless of their size and type. These 
encrypted files are automatically stored at any attached 
cloud storage or at local storage for further use. This library 
requires active directory or OpenDes for user authentication 
and use SHA-256 message digest algorithm. StrongAuth 
proposed a product named StrongAuth KeyAppliance that 
uses this library to develop an enterprise Key management 
Infrastructure, which support the services of PKI as well as 
provides symmetric key management system. This product 
also handles all security matters, which are not given in 
Strong Key library. 
Shortcomings: This research is a software library not a 
complete system that can deploy and used. Further, this 
library does not include any features that can securely 
manage keys at cloud platform, as it requires a separate 
server to store all keys. This server also creates performance 
bottleneck. 

Table 2 shows a comparison between discussed 
trust management techniques. Assessment criteria used in 
this comparison is defined by Federal CIO council, 
Information Security and Identity Management Committee 
in [16]. There should be some strong polices and rules while 
implementing trust framework for validating certificates and 
issuing credentials. An important factor while providing 
trust is approval with approved bodies. Adoptability is 
concerned about how any technique is implementable.  
There should be a Trust Framework Evaluation Team, 
which will review the framework and give appropriate 
suggestion to improve it.  
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Table 2: COMPARISON OF TRUST MANAGEMENT TECHNIQUES 

TRUST MANAGEMENT TECHNIQUES 

 M. Blaze, J. Feigenbaum and 
A. D. Keromytis [12][13] 

J. Wanggren [14] Strong Key Encryption 
[15] 

Strong policies and rules Strong Weak Medium 

Trust framework approved bodies Not available Not available available 

Trust framework evaluation 
scheme 

Weak Medium Medium 

Adoptability Medium Strong Strong 

 
Comparison table will use available and not 

available to check the availability of evolution body. 
Weak, medium and strong will use in comparison table 
to compare defined metrics of different trust management 
techniques. 

C. Privacy Management at Cloud   
Secure storing and retrieval of resources at cloud is an 

important aspect of cloud security. Several technologies for 
resource and its information management are databases, 
symantic web and data mining. The fact of resource 
information collection and storage produces the terror of 
privacy. 

S. Pearson, Y. Shen and M. Mowbary in [17] a different 
architecture for privacy management in cloud computing is 
presented that help cloud consumer to maintain his/her data 
privacy at cloud. Presented technique uses obfuscation 
wherever it is needed. The idea of obfuscation is cipher and 
some content of original data are merged in a new data file. 
In this method, user chooses a key that is known to privacy 
manger but cloud service provider does not know about that 
key. Furthermore, privacy manger has two feature 
preferences and personae. Preference feature help cloud 
customer to upload private data by telling the preference to 
cloud provider. Personae feature allows cloud user to select 
multiple personae for example some time user may login 
with his full/partial identity and some time it may be 
anonymous. There are various architectures depending upon 
the cloud infrastructure. Privacy manager could be deployed 
on a client or on a network. This research extends the basic 
idea of client-based privacy manger. There could be a 
Privacy infomediary [18], which contains privacy manager 
and mediates data transfer between different domains.  A 
trusted third party can play the role of infomediary for the 
consumer; it could be any organization or any entity. An 
online photo scenario can further explain the working of 
privacy manger. In this scenario, a data owner can upload its 
picture with geographical information at cloud. Owner can 
apply specific personae such as family, business to 
obfuscate different attributes. The end user can select the 
picture for use on the basis of these personae. 
Shortcomings: This paper proposes a high-level architecture 
privacy manager. Preference and personae concepts are not 
much clear in the paper. Data security challenge can be 
harmful in this technique as privacy manger share 
cryptographic keys with consumer. 

W. Itani, A. Kayssi and A. Chehab [19] a set of 
security protocols are proposed to ensure legal compliance 
and privacy of data at cloud. It supports three trust levels 

that are Full trust, Compliance-based trust and No trust. Full 
trust level is defined for distrusted applications that can 
deploy their data to cloud without the need of any security 
mechanism. Compliance-based trust model is defined for 
semi sensitive application where, data requires 
confidentiality and uploaded at cloud after encrypting with 
providers key. No trust is defined for highly sensitive 
applications at which customer-trusted keys used to encrypt 
data and store in isolated encrypted containers. Architecture 
of proposed technique includes a secure coprocessor, which 
is a hardware card to store highly sensitive data.  
This scheme involves a third party that is trusted by cloud 
and its consumer. That trusted party installs this processor at 
each physical server of cloud provider. The main 
responsibility of this third party is to keep public/private key 
pairs in the coprocessor.There are different protocols 
defined by this scheme to enforce privacy. Software 
execution and data processing protocols are used to defined 
different steps for co-processor and cloud server for 
successfully deploy customer software at cloud. Privacy 
feedback protocol is used to inform the cloud consumer that 
which privacy mechanism is used for their application. So, 
in the case of any mishaps consumer know all the things.  
Shortcomings: This scheme is not viable as coprocessors 
and their deployment/installation at a cloud physical server 
is costly. Furthermore, public cloud servers are multitenant 
and no third party exits there, that is trusted for all these 
tenant users. There is no evidence of any implementation 
details of this scheme. A future research can be re-designing 
of same scheme without third party involvement. There 
should be alternative key management techniques other then 
storing at dedicated hardware. 

Table 3: COMPARISON OF PRIVACY MANAGEMENT 
TECHNIQUES 

PRIVACY MANAGEMENT TECHNIQUES 

 W. Itani, A. 
Kayssi & A. 
Chehab [19] 

S. Pearson, Y. 
Shen & M. 

Mowbary [17] 

Data minimization and 
retention 

Medium Medium 

Security Strong Weak 

Accountability Strong Medium 
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Audit & Risk 
management 

Medium Weak 

Adoptability Weak Medium 

 
      Table 3 shows a comparison between previously 
discussed access controls techniques. Assessment criteria 
used in this comparison is define by National Institute of 
Standards and technology (NIST) in [28]. Privacy involves 
the confidentiality of all information of cloud consumers. 
There should be very less related data exposed by privacy 
control to cloud provider and this data should not retain to 
cloud provider after full filling user request. All data using 
to fulfill consumer request should be secure by either the use 
of any hardware independent to cloud platform or using 
trusted third party storage. There should be some strong 
privacy policies and procedures defined to access the 
system. Thus, user of one tenant may not able to see or 
access data of other tenant. Audits and risk management 
process should also be the part of privacy controller who can 
periodically checks the privacy by intrusion detection. 
Weak, medium and strong will used to compare defined 
matrices in privacy control techniques. 

III. CONCLUSION & FUTURE RESEARCH 
This paper has discussed different security mechanism 

with respect to their implementation at cloud platform to 
make it secure. This research has explained different threat 
models for cloud security and has identified the need of a 
security framework containing security mechanisms. 
National Institute of Standards and Technologies identifies 
assessment criteria and good practices for security 
mechanisms that are explained in this research. Several 
techniques of access control such as cryptographic storage, 
fine-grained access control, encryption-based policy 
enforcement and securing personnel health care records has 
been discussed. This research has explained privacy 
management and trust management techniques for cloud 
paradigm. In the end a brief feature analysis of all discussed 
techniques are performed. Many areas require future work 
following are few of them.  

• In this paper, a framework for cloud security is 
discussed but components and core methodology is 
missing. A future work is to identify the main 
components and concrete methodology for 
implementation of security framework.  

• There are different security mechanism’s 
techniques, but most of them have used some 
central entity between cloud and cloud consumer 
that create performance bottleneck. 

• There is no concrete mechanism at cloud, which 
support storage of public/private keys as well as 
provide key management.   

• A research is also required to develop a standard 
framework for privacy and trust management at 
cloud. 

ACKNOWLEDGMENT 
The author would like to thank Mr. Syed Rauf ul 

Hassan for his help to review menu script and his valuable 
discussion on proposed technique. Author also wants to say 

thank to SEECS, NUST for their financial and moral 
support. 

REFERENCES 

 [1]. Seny Kamra and Kristin Lauter, “Cryptographic Cloud Storage,” in 
Financial Cryptography and Data Security, ser. Lecture Notes in Computer 
Science, Springer Berlin / Heidelberg, 2010,  vol. 6054, pp.136-149. 
[2]. Weichao Wang, ZhiweiLi, Rodney Owens and Bharat Bhargave, 
“Secure and Efficient access to Outsourced Data,” Proceedings of the 2009 
ACM workshop on Cloud computing security. 
[3]. S. D. C. di Vimercati, S. Foresti, S. Jajodia, 
S. Paraboschi, and P. Samarati, “Over-encryption: Management of access 
control evolution on outsourced 
data,” In Proceedings of the international conference on 
Very large data bases, pp. 123-134, 2007. 
[4]. M. Kallahalla, E. Riedel, R. Swaminathan, Q. Wang, 
and K. Fu. Plutus, “Scalable secure  File sharing on untrusted storage,”  In 
Proceedings of the USENIX 
Conference on File and Storage Technologies, pp. 29-42, 2003. 
[5]. S. Yu, C. Wang, K. Ren, and W. Lou, “Achieving secure, scalable, and 
fine-grained data access control in cloud computing,” in Proceedings of the 
29th conference on Information communications, ser. INFOCOM’10. 
Piscataway, NJ, USA: IEEE Press, 2010, pp. 534–542.  
[6]. V. Goyal, O. Pandey, A. Sahai, and B. Waters, “Attribute-based 
encryption for fine-grained access control of encrypted data,” in 
Proceedings. Of CCS’06, 2006. 
[7] M. Blaze, G. Bleumer, and M. Strauss, “Divertible protocols and atomic 
proxy cryptography,” in Proceedings. of EUROCRYPT ’98, 1998. 
[8]. S. De Capitani di Vimercati, S.Foresti, S.Jajodia, S. Paraboschi, G. 
Pelosi and P. Samarati, “Encryption-based Policy Enforcement for Cloud 
Storage,” in proceedings of 30th International conference on Distributed 
Computing Systems Workshops, IEEE, 2010.    
[9]. Ming Li, Shucheng Yu, Kui Ren and Wenjing Lou, “Securing Personal 
Health Records in Cloud Computing: Patient-Centric and Fine-Grained 
Data Access Control in Multi-owner Settings,” in Security and Privacy in 
Communication Networks, ser. Lecture Notes of the Institute for Computer 
Sciences, Social Informatics and Telecommunications Engineering, 
Springer Berlin / Heidelberg, 2010,  vol. 50, pp.89-106. 
[10]. Chase, M. and Chow, S.S, “Improving privacy and security in multi-
authority attribute based Encryption,” In CCS 2009, pp. 121–130, 2009. 
 [11]. Vincent C. Hu, David F.Ferraiolo and D.Rick Kuhn, “Assessment of 
Access Control Systems,” Interagency Report at Computer Security 
Division, National Institute of Standards and Technology, September 2006. 
[12]. Matt Blaze, Joan Feigenbaum, and Angeelos D. Keromytis, 
“KeyNote: Trust Management for Public Key Infrastructure” in Journal of 
Security Protocols, LNCS 1550, pp 59-63, 1998. 
[13]. Matt Blaze, “Using the KeyNote trust management System,” updated 
article 1 March 2001, http://www.crypto.com/trustmgt/kn.html visited at 10 
January 2012. 
[14]. Joakim Wanggren, “PKI as a service” Master of Science thesis report, 
Stockholm, Sweden, 2011.  
[15]. “An Introduction to Strong Key”, white paper StrongAuth.Inc, 
October 2011. 
[16]. “Security and Privacy controls for fedral Information Systems and 
Organizations, appendix J: privacy control catalog,” NIST draft Special 
publication 800-53 at Computer Security Division, National Institute of 
Standards and Technology, July 2011. 
[17]. Siani Pearson, Yun Shen and Miranda Mowbary, “A privacy Manager 
for cloud computing,” in Cloud Computing, ser. Lecture Notes in Computer 
Science, Springer Berlin / Heidelberg, 2009,  vol. 5931, pp.90-106. 
[18]. Gritzalis, D., Moulinos and K., Kostis, “A Privacy-Enhancing e-
Business Model Based on Infomediaries,” In:V.I. Gorodetski et al. (eds.) 
MMM-ACNS, pp. 72–83. Springer Verlag Berlin Heidelberg, 2001, LNCS 
2052. 
[19]. Wassim Itani, Ayman Kayssi and Ali Chehab, “Privacy as a Service: 
Privacy Aware Data Storage and Processing in Cloud Computing 
Architectures” Proceedings of the 8th IEEE International conference on 
Dependable, Autonomic and Secure Computing, 2009. 
National Institute of Standards and Technology, 15, June 2010. 
[20].Chris Louden, “Open Identity Solutions Trust Frameworks,” Federal 
CIO council, Information Security and Identity Management Committee, 
March 9, 2011. 

ISBN 978-89-968650-0-1 50 January 27 ~ 30, 2013  ICACT2013



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /Cmb10
    /CMBSY10
    /Cmbsy10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /Cmbx10
    /CMBX12
    /Cmbx12
    /CMBX5
    /Cmbx5
    /CMBX6
    /Cmbx6
    /CMBX7
    /Cmbx7
    /CMBX8
    /Cmbx8
    /CMBX9
    /Cmbx9
    /CMBXSL10
    /Cmbxsl10
    /CMBXTI10
    /Cmbxti10
    /CMCSC10
    /Cmcsc10
    /CMCSC8
    /Cmcsc8
    /CMCSC9
    /Cmcsc9
    /CMDUNH10
    /Cmdunh10
    /CMEX10
    /Cmex10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /Cmff10
    /CMFI10
    /Cmfi10
    /CMFIB8
    /Cmfib8
    /CMINCH
    /Cminch
    /CMITT10
    /Cmitt10
    /CMMI10
    /Cmmi10
    /CMMI12
    /Cmmi12
    /CMMI5
    /Cmmi5
    /CMMI6
    /Cmmi6
    /CMMI7
    /Cmmi7
    /CMMI8
    /Cmmi8
    /CMMI9
    /Cmmi9
    /CMMIB10
    /Cmmib10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /Cmr10
    /CMR12
    /Cmr12
    /CMR17
    /Cmr17
    /CMR5
    /Cmr5
    /CMR6
    /Cmr6
    /CMR7
    /Cmr7
    /CMR8
    /Cmr8
    /CMR9
    /Cmr9
    /CMSL10
    /Cmsl10
    /CMSL12
    /Cmsl12
    /CMSL8
    /Cmsl8
    /CMSL9
    /Cmsl9
    /CMSLTT10
    /Cmsltt10
    /CMSS10
    /Cmss10
    /CMSS12
    /Cmss12
    /CMSS17
    /Cmss17
    /CMSS8
    /Cmss8
    /CMSS9
    /Cmss9
    /CMSSBX10
    /Cmssbx10
    /CMSSDC10
    /Cmssdc10
    /CMSSI10
    /Cmssi10
    /CMSSI12
    /Cmssi12
    /CMSSI17
    /Cmssi17
    /CMSSI8
    /Cmssi8
    /CMSSI9
    /Cmssi9
    /CMSSQ8
    /Cmssq8
    /CMSSQI8
    /Cmssqi8
    /CMSY10
    /Cmsy10
    /CMSY5
    /Cmsy5
    /CMSY6
    /Cmsy6
    /CMSY7
    /Cmsy7
    /CMSY8
    /Cmsy8
    /CMSY9
    /Cmsy9
    /CMTCSC10
    /Cmtcsc10
    /CMTEX10
    /Cmtex10
    /CMTEX8
    /Cmtex8
    /CMTEX9
    /Cmtex9
    /CMTI10
    /Cmti10
    /CMTI12
    /Cmti12
    /CMTI7
    /Cmti7
    /CMTI8
    /Cmti8
    /CMTI9
    /Cmti9
    /CMTT10
    /Cmtt10
    /CMTT12
    /Cmtt12
    /CMTT8
    /Cmtt8
    /CMTT9
    /Cmtt9
    /CMU10
    /Cmu10
    /CMVTT10
    /Cmvtt10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


