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ABSTRACT- Cloud computing confers benefits to its
customers but regardless of all the advantages, information
security is one of the major concerns on cloud paradigm.
Information security challenge rises from the fact that
consumer of public cloud services has no access to physical
servers while utilizing different cloud services. Several security
mechanisms such as access control, privacy management and
trust management are used to enhance security at cloud
epitome. This research discuses several techniques proposed by
different researchers related to different security mechanisms
for cloud platform. A brief comparison of all identified
techniques is presented based on the criteria identified by
National Institute of standards and technology for good
practices and quality assessment of security mechanisms.

Keywords - Public Key Infrastructure (PKI); Trust Management;
Key Management; Privacy Management; Access Control.

I. INTRODUCTION

Cloud computing can be described as the next generation
computing based on distributed computational techniques
and it mixes the features of utility, internet, grid and green
computing while providing a single working platform. There
are mainly three types of service layers at cloud computing
which are Software as a service (SaaS), Platform as a
service (PaaS) and Infrastructure as a service (IaaS). These
layers differ in provision of services and underlying resource
usage. Different vendors such as Google, Amazon,
Microsoft provides scalable and efficient cloud services with
flexible costing model.

There are various benefits provided by the application of
cloud methodology. However, several security issues are
proving to be a bottleneck for the adaption of customer
applications to cloud. These challenges stems from the fact
that consumer of public cloud services has no access to
physical servers while utilizing different cloud services.
They do not have any clue about their data location; hence,
data security threats become more challenging at cloud
paradigm. In addition to data security issues, cryptographic
key management, data confidentiality and integrity are also
challenging the adoptability of cloud services. These
security concerns may obstruct the development of cloud
computing platform if left unattended.

In order to achieve security on cloud, a security
framework is required containing security procedures and
provides secure communication. Security mechanisms that
should include in this framework are access control, key
management, trust management and privacy control. Access
control mechanism is required to protect resources from
unauthorized access. Trust management is used for two
parties or organizations to share their resources in a secure
manner. Privacy control practices ensure privacy of
resources. Key management involves secure handling of all
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the operations that can be performed on cryptographic keys
such as key generation, distribution, etc. Researchers
propose different techniques to implement each security
mechanism at cloud platform. This research explores some
of these techniques and makes a brief comparison with
respect to their pros and cons. Rest of the paper is organized
as follows:

Several techniques for access control trust management;
and privacy control at cloud are summarized and analyzed in
section II. Section III conclude the paper and identifies
future research directions.

II. LITERATURE COMPARISON

As discussed in previous section to achieve four aims of
secure communication at cloud a security framework is vital
which use security mechanisms. Security mechanisms that
ensure security at cloud are access control, trust
management, cryptographic key management and privacy
management. Following section, give a brief description of
different techniques for each mechanism.

A. Access Control at Cloud

Access control is a mechanism that prevents un-
authorized access to a resource.
S. Karma and K. Lauter in [1] proposes a technique that
uses cryptographic storage. Consumer and enterprise users
can store their data at public cloud, maintaining data
confidentiality and integrity by means of cryptographic
cloud storage. An installation of client software is required
before using cryptographic cloud storage. It consists of four
components; data processor, data verifier, token generator
and credential generator. Data processor processes the data
before transferring it onto cloud. Data verifier keeps track of
the data on the cloud whether it is tampered or not. Token
generator enable cloud provider to retrieve the segments of
data by generating different tokens. Credential generator
implements access control policies for different consumers
of the system. In a workflow a consumer process its data
with data processor and send it to cloud storage. Data
verifier can verify that data at any step. If a third party Bob
requires searching anything from uploaded data, it will ask
from the owner. Owner will issue a permission token, which
contains the credential of access for Bob. Bob sends that
token to cloud provider and provider will return the required
information on the basis of that token. This same process of
cryptographic storage applies for organization as well. Data
processor uses different cryptographic techniques during
data processing. At a first step, data processor applies
indexing on data and encrypts data with any symmetric
encryption scheme such as AES. It then encrypts indexes
with any searchable encryption scheme and finally data and
index are stored in an encoded form in a file so that data
verifier can verify data at any time.
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Shortcomings: This scheme provides detailed information
related to cryptographic cloud storage but the use of client
side software makes it inadequate in some scenarios. For
example, data uploaded from mobile device will require
client software installation at the device, which already has
very little space. Furthermore, complex computational tasks
such as symmetric encryption can increase the time to
upload data and require more computational power. Client
software should be implemented in open source technology
otherwise, licensing related problem can arise. The paper
gives no implementation details. In addition, comparisons of
the results with existing techniques as an evidence of
efficiency are not provided.

W. Wang, Z. Li, R. Owens and B. Bhargave in [2]

proposed a new approach for outsourced data, which
provides security as well as efficiency. In this technique,
every data block is encrypted with different cryptographic
key. It uses key derivation method to reduce the number of
secrets to be maintained by data owner and end user. Users
are not organized in group that simplifies user access right
changes. Over-encryption [3] by server is used to isolate
users with the same rights. In places where over-encryption
is not available, lazy-revocation [4] technique is used.
Figure 2 illustrate application scenario for proposed scheme.
The proposed technique assumes that data consist of block.
Different end users with different processing power can
access the data. Since the quantity of data is huge, therefore
one copy of encrypted data is maintained. Each block is
encrypted with different key. However, there is an overhead
for maintaining keys for every block of data, so key
derivation method is used. Hierarchy of nodes is maintained
and every key can be derived from the parent node. Over
encryption is used by security provider in order to prevent
access of the data by revoked user. The paper discusses
computational, storage, communication, scalability and
safety aspect of the proposed approach. Computational
overhead comes from key derivation and over encryption.
Major communication overhead includes transmission of
data block index number and encryption keys.
Shortcomings: This scheme is designed for huge data and
there is no mention of any particular key management
technique. The technique can be further improved with the
design of new key management method that will reduce
over head. Some dynamic mapping function can be designed
as the extension of this scheme that can map keys and index
of data blocks to reduce keys count.

S. Yu, C. Wang, K. ren and W.Lou presented a fine-
grained access control scheme in [5]. Unique combination of
Key Policy Attribute-Based Encryption (KP-ABE) [6],
Proxy Re-encryption (PRE) [7], and lazy re-encryption
schemes are used in order to implement access control
mechanism on outsourced data in the cloud. Proxy Re-
encryption and KP-ABE is utilized for resolving the issue of
user revocation. To shift computation overhead on cloud
proposed scheme keeps a copy of user’s secret key at cloud.
Figure 1 provides an illustration of this technique. In this
scenario, owner first defines some attributes of file such as
illness, hospital, race etc. After that encryption is applied on
the file and encrypted file is uploaded on the server with its
attributes and some other information. When a user make
request for file access, it is assigned a public key. User can
search required file and access it based on attribute
hierarchy.
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Figure 1: AN EXAMPLE CASE OF FINE-GRAINED ACCESS
CONTROL

Shortcomings: This scheme provides an efficient access
control mechanism. However, storing secret key at cloud
server without any security mechanism may result in data
security issue. Owners need to assign an access structure and
secret key every time to grant and revoke file access which
increases the overheads. Key management complexity for
single user is linear and directly proportional to file access
count. A possible research direction for this scheme is
resolution of above mentioned pitfalls.

S. De C. Di Vimercati, S.Foresti, S. Jajodia, S.

Paraboschi, G. Pelosi and P. Samarati introduces an access
control mechanism in [8], which uses encryption based
policy enforcement for cloud storage. Existing web services
assume that the service provider is trustable however;
according to research, this assumption may not be true.
Proposed solution allows data access to the selective set of
user group, and this data remains confidential for other user.
Proposed technique requires encrypting resources from
symmetric key algorithms. Key used for resource protection
should be derived from a user known secret. A scenario can
further elaborate the above mentioned scheme. There are
users who want to share their data selectively between each
other. A user will be data owner if he will make his
resources available for other and will be data consumer if he
requires access to other resources. Owner defines an
authorization policy that will describe who can access his
resource. To reduce key management count and to enforce
user defined authorization policy, proposed scheme uses
encryption policy which itself is combination of key
agreement method and key derivation method. It defines
encryption keys for each resource. It also defines user access
policy for keys. Key agreement method used in this
technique is based on Diffie-Hellman with small variation
by taking a public parameter of owner as input and returning
a common secret between owner and user. A key derivation
method takes these shared keys as input and derives
encrypting resource keys based on user access rights.
Resources are managed through publish and access
functions of proposed scheme.
Shortcomings: This scheme provides a strong access control
mechanism for cloud storage. However, methods of Key
agreement and Key derivations are more complicated and
increase the complexity of overall scheme. Furthermore, a
lot of computation is required to encrypt data before
uploading the data/resources on cloud.
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Figure 2: PROPOSED ACCESS CONTROL FRAMEWORK FOR PHR IN CLOUD COMPUTING

Ming Li, Shucheng Yu, K. Ren and Wenjing L. in
[9] presents an access control framework for securing
personal health record at cloud. Figure 2 depicts a workflow
example of this technique. Each data owner acts as
authority that independently generates and distributes
cryptographic keys to authorized users. To prevent linear
complexity of key management, users and owners attribute
based encryption is adopted. Furthermore, users are divided
in multiple domains such as public domain and private
domain to reduce key management. Each owner is in charge
of his private domain. Professional sector users are included
in public domains. Owner encrypts their data based on
certain access policy and users who satisfy that policy from
both public and private domains are allowed. For privacy
management Multi Authority Attribute Based Encryption
(MA-ABE) [10] is used. Key distribution, user revocation,
handling break glasses and comparison of complexity is also
presented in the research. Owner has the rights to provide
read keys as well as write keys to the different users of
public and private domains upon their request. Data Owner
encrypts its data and outsources it on cloud server. Data
users holding keys can read and write data from cloud
storage server. Owner can revoke user permission to access
the data it owns.
Shortcomings: This scheme provide an enterprise approach
for accessing data but group based access control scheme
only provide coarse grained data access control.
Furthermore, this scheme increases the complexity by
dividing user into domains. Also, each owner encrypts data

and generates keys for each user thereby increasing the
overhead on client machine. A possible future work for this
technique is to enhance MA-ABE scheme with more access
policies.

Table 1 shows a comparison between discussed
access controls techniques. Assessment criteria used in this
comparison is defined by National Institute of Standards and
technology (NIST) in [11]. User capabilities are the duties or
access rights that a user can perform at any system. Object
can be assigned to various users or groups known as object
group for multi level security policy. Degree of privilege can
be the capability of access control model for providing
different granularity level of controlled resource access. In
each software system, different users provide different
responsibilities so separation of duties should be there for
different users. Adoptability refers to implementation and
usage complexity of any access control model. Support of
safety in any access control model refers that configuration
of access control policies may not result in leakage of any
sensitive information. Policy conflicts are deadlocking of
rules due to either direct or indirect assignment of dependent
rules in response of user request.

In comparison table, strong, medium and
weak refers consequently for very strong, medium and
weak, user management capabilities, Object access control
management, Degree of least privilege, support for
separation of duty, adoptability, support for safety and
prevention of policy conflicts.

Table 1: COMPARISON OF ACCESS CONTROL TECHNIQUES

ACCESS CONTROL TECHNIQUES
S. Karma and W. Wang, Z. Li, S. Yu, C. Wang, S. De C. Di Vimerecati, Ming Li,
K. Lauter [1] R. Owens & B. K. ren & W.Lou S.Foresti, S. Jajodia, Shucheng Yu, K.
Bhargave [2] [5] S. Paraboschi, G. Ren and Wenjing
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Pelosi and P. Samarati L. [9]
[8]

User capability Medium Medium Medium Medium Medium
management
Object access control Weak Medium Strong Medium Strong
management
Degree of least privilege Weak Weak Strong Weak Medium
Support for separation of Weak Medium Medium Medium Medium
duty
Adoptability Medium Weak Weak Weak Weak
Support for safety Medium Medium Weak Medium Medium
Prevention of policy Weak Medium Medium Medium Weak
conflicts

B. Trust Management at Cloud

Trust management is an important aspect while
implementing security at cloud, which is about sharing of
resources between cloud and its consumer. It means that
consumer needs to trust the cloud service provider. There
should be some kind of trust management and negotiation
contract or procedure to fulfill this requirement.

M. Blaze, J. Feigenbaum and A. D. Keromytis provides a

trust mechanism for public key infrastructure in [12][13]. It
provides simple notations for specifying both local security
policies and security credentials which can be sent over an
un-trusted network. There are two kind of assertion. One is
policy assertion and other is credential assertion. Both kinds
of assertions contain actions permitted by holder of the key.
A signed assertion that can be sent over an un-trusted
network is called a Credential Assertion. KeyNote evaluator
take assertions as input and determine that whether proposed
trusted action is consistent with policy. SPKI/SDSI also
provides trust management for public key infrastructure.
However, KeyNote is much better. KeyNote provides a
bridge  between  common,  application-independent
mechanism and application specific credentials/policies. The
KeyNote assertion format is human-readable. The rules
called KeyNote predicates are written in a simple C
language like notation. In KeyNote system, trusted actions
are specified in simple attribute/value pair, in addition, the
KeyNote is easy to implement. Policy assertions and
credential assertions share the same syntax. An assertion is
divided into sections that reflect the logical components.
The sections are typically authorizer identifier, key
predicates, action predicates. KeyNote is extensible and can
easily update its trust management engine. It can also switch
compliance checker algorithms.
Shortcomings: KeyNote is not only a technique but also a
framework with its own language, rules assertions etc. It is
difficult to everyone first learn all the basics and then
implement it. It works like a database query engine and does
not enforce policies rather give suggestions to caller.

J. Wanggren evaluates the possibility to deploy
their PKI solution EJBCA on cloud computing as service in
[14]. PrimeKey Solutions AB is an open source PKI
provider. EJBCA stands for Enterprise Java Beans
certificate authority and it is an open source product under
LGPL license. EJBCA validates certificates with several
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other features. According to the research report, PKI as
cloud service increases reliability and availability as well as
decreases response time to process certificates. Key security
and PKI trust management is a major problem while
adopting this service solution.

Shortcomings: A major weakness while using PKI is the
loading of certificate authorities at start-up. The other pitfall
is administration GUI which is not easily understandable to
normal user. Furthermore, a mock-up of software running at
cloud is not enough to evaluate all the required features of
software as a service.

Strong Key Encryption [15] is a technical guide on

Java based open source utility named Strong Key encryption
engine. Strong Key library uses AES and 3-DES to
automatically generate keys and utilize these keys to encrypt
and decrypt files regardless of their size and type. These
encrypted files are automatically stored at any attached
cloud storage or at local storage for further use. This library
requires active directory or OpenDes for user authentication
and use SHA-256 message digest algorithm. StrongAuth
proposed a product named StrongAuth KeyAppliance that
uses this library to develop an enterprise Key management
Infrastructure, which support the services of PKI as well as
provides symmetric key management system. This product
also handles all security matters, which are not given in
Strong Key library.
Shortcomings: This research is a software library not a
complete system that can deploy and used. Further, this
library does not include any features that can securely
manage keys at cloud platform, as it requires a separate
server to store all keys. This server also creates performance
bottleneck.

Table 2 shows a comparison between discussed
trust management techniques. Assessment criteria used in
this comparison is defined by Federal CIO council,
Information Security and Identity Management Committee
in [16]. There should be some strong polices and rules while
implementing trust framework for validating certificates and
issuing credentials. An important factor while providing
trust is approval with approved bodies. Adoptability is
concerned about how any technique is implementable.
There should be a Trust Framework Evaluation Team,
which will review the framework and give appropriate
suggestion to improve it.
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Table 2: COMPARISON OF TRUST MANAGEMENT TECHNIQUES

TRUST MANAGEMENT TECHNIQUES
M. Blaze, J. Feigenbaum and J. Wanggren [14] Strong Key Encryption
A. D. Keromytis [12][13] [15]

Strong policies and rules Strong Weak Medium

Trust framework approved bodies Not available Not available available

Trust framework evaluation Weak Medium Medium
scheme

Adoptability Medium Strong Strong

Comparison table will use available and not
available to check the availability of evolution body.
Weak, medium and strong will use in comparison table
to compare defined metrics of different trust management
techniques.

C. Privacy Management at Cloud

Secure storing and retrieval of resources at cloud is an
important aspect of cloud security. Several technologies for
resource and its information management are databases,
symantic web and data mining. The fact of resource
information collection and storage produces the terror of
privacy.

S. Pearson, Y. Shen and M. Mowbary in [17] a different
architecture for privacy management in cloud computing is
presented that help cloud consumer to maintain his/her data
privacy at cloud. Presented technique uses obfuscation
wherever it is needed. The idea of obfuscation is cipher and
some content of original data are merged in a new data file.
In this method, user chooses a key that is known to privacy
manger but cloud service provider does not know about that
key. Furthermore, privacy manger has two feature
preferences and personae. Preference feature help cloud
customer to upload private data by telling the preference to
cloud provider. Personae feature allows cloud user to select
multiple personae for example some time user may login
with his full/partial identity and some time it may be
anonymous. There are various architectures depending upon
the cloud infrastructure. Privacy manager could be deployed
on a client or on a network. This research extends the basic
idea of client-based privacy manger. There could be a
Privacy infomediary [18], which contains privacy manager
and mediates data transfer between different domains. A
trusted third party can play the role of infomediary for the
consumer; it could be any organization or any entity. An
online photo scenario can further explain the working of
privacy manger. In this scenario, a data owner can upload its
picture with geographical information at cloud. Owner can
apply specific personae such as family, business to
obfuscate different attributes. The end user can select the
picture for use on the basis of these personae.

Shortcomings: This paper proposes a high-level architecture
privacy manager. Preference and personae concepts are not
much clear in the paper. Data security challenge can be
harmful in this technique as privacy manger share
cryptographic keys with consumer.

W. Itani, A. Kayssi and A. Chehab [19] a set of
security protocols are proposed to ensure legal compliance
and privacy of data at cloud. It supports three trust levels
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that are Full trust, Compliance-based trust and No trust. Full
trust level is defined for distrusted applications that can
deploy their data to cloud without the need of any security
mechanism. Compliance-based trust model is defined for
semi  sensitive application where, data requires
confidentiality and uploaded at cloud after encrypting with
providers key. No trust is defined for highly sensitive
applications at which customer-trusted keys used to encrypt
data and store in isolated encrypted containers. Architecture
of proposed technique includes a secure coprocessor, which
is a hardware card to store highly sensitive data.

This scheme involves a third party that is trusted by cloud
and its consumer. That trusted party installs this processor at
each physical server of cloud provider. The main
responsibility of this third party is to keep public/private key
pairs in the coprocessor.There are different protocols
defined by this scheme to enforce privacy. Software
execution and data processing protocols are used to defined
different steps for co-processor and cloud server for
successfully deploy customer software at cloud. Privacy
feedback protocol is used to inform the cloud consumer that
which privacy mechanism is used for their application. So,
in the case of any mishaps consumer know all the things.
Shortcomings: This scheme is not viable as coprocessors
and their deployment/installation at a cloud physical server
is costly. Furthermore, public cloud servers are multitenant
and no third party exits there, that is trusted for all these
tenant users. There is no evidence of any implementation
details of this scheme. A future research can be re-designing
of same scheme without third party involvement. There
should be alternative key management techniques other then
storing at dedicated hardware.

Table 3:
TECHNIQUES

COMPARISON OF PRIVACY MANAGEMENT

PRIVACY MANAGEMENT TECHNIQUES

W. Itani, A.
Kayssi & A.
Chehab [19]

S. Pearson, Y.
Shen & M.
Mowbary [17]

Data minimization and Medium Medium
retention

Security Strong Weak
Accountability Strong Medium
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Audit & Risk Medium Weak
management
Adoptability Weak Medium

Table 3 shows a comparison between previously
discussed access controls techniques. Assessment criteria
used in this comparison is define by National Institute of
Standards and technology (NIST) in [28]. Privacy involves
the confidentiality of all information of cloud consumers.
There should be very less related data exposed by privacy
control to cloud provider and this data should not retain to
cloud provider after full filling user request. All data using
to fulfill consumer request should be secure by either the use
of any hardware independent to cloud platform or using
trusted third party storage. There should be some strong
privacy policies and procedures defined to access the
system. Thus, user of one tenant may not able to see or
access data of other tenant. Audits and risk management
process should also be the part of privacy controller who can
periodically checks the privacy by intrusion detection.
Weak, medium and strong will used to compare defined
matrices in privacy control techniques.

III. CONCLUSION & FUTURE RESEARCH

This paper has discussed different security mechanism
with respect to their implementation at cloud platform to
make it secure. This research has explained different threat
models for cloud security and has identified the need of a
security framework containing security mechanisms.
National Institute of Standards and Technologies identifies
assessment criteria and good practices for security
mechanisms that are explained in this research. Several
techniques of access control such as cryptographic storage,
fine-grained access control, encryption-based policy
enforcement and securing personnel health care records has
been discussed. This research has explained privacy
management and trust management techniques for cloud
paradigm. In the end a brief feature analysis of all discussed
techniques are performed. Many areas require future work
following are few of them.

e In this paper, a framework for cloud security is
discussed but components and core methodology is
missing. A future work is to identify the main
components and concrete methodology for
implementation of security framework.

e There are different security mechanism’s
techniques, but most of them have used some
central entity between cloud and cloud consumer
that create performance bottleneck.

e There is no concrete mechanism at cloud, which
support storage of public/private keys as well as
provide key management.

e A research is also required to develop a standard
framework for privacy and trust management at
cloud.
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