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Abstract—Ensuring the entire code base of a browser to deal with
the security concerns of integrity and confidentiality is a
daunting task. The basic method is to split it into different
components and place each of them in its own protection domain.
OS processes are the prevalent isolation mechanism to
implement the protection domain, which result in expensive
context-switching overheads produced by Inter-Process
Communication (IPC). Besides, the dependences of multiple web
instance processes on a single set of privileged ones reduce the
entire concurrency.

In this paper, we present a secure browser architecture design
based on processor virtualization technique. First, we divide the
browser code base into privileged components and constrained
components which consist of distrusted web page renderer
components and plugins. All constrained components are in the
form of shared object (SO) libraries. Second, we create an
isolated execution environment for each distrusted shared object
library using the hardware virtualization support available in
modern Intel and AMD processors. Different from the current
researches, we design a custom Kkernel module to gain the
hardware virtualization capabilities. Third, to enhance the entire
security of browser, we implement a validation mechanism to
check the OS resources access from distrusted web page renderer
to the privileged components. Our validation rules is similar with
Google chrome.

By utilizing VMENTER and VMEXIT which are both CPU
instructions, our approach can gain a better system performance
substantially.

Keywords— Browser security; Component isolation; Hardware
virtualization; System call interposition;

I. INTRODUCTION

Browser security have attracted considerable attention in
recent years. It is vital to provide a reliable host environment
for web applications which often contain sensitive data, such
as personal information, private data and user session states.
Most researchers focus on threat analysis of security
mechanisms in modern browsers to propose new
countermeasures [1-5], or discussing how to develop a safe
runtime framework for untrusted binary components in the
presence of browser extensions [6-12]. But ensuring the entire
code base of a browser to deal with the security concerns of
integrity and confidentiality is still a daunting task.

Component isolation can be used to address this problem.
Traditional browser architectures based on a monolithic

ISBN 978-89-968650-2-5

489

design with all subsystems tightly coupled together in the
same protection domain [13]. A fault in any of them may
compromise all the others. Therefore, the need to improve
architectures became prevalent. The basic idea proposed by
experts is to split the browser into separate components as a
first step and then isolate each component in its own
protection domain. According to the granularity of the
components and the implementation of protection domain,
browser’s reliability and security can be improved by
constraining crashes and leaks in the component that caused it.
OP web browser [14] introduces a new architecture to build a
more secure web browser. This browser consists of five main
subsystems and each of these subsystems run within separate
OS-level processes. In the current design, it uses OS-level
sandboxing technique SELinux to sandbox its subsystems and
uses a message passing interface to support communications
between all subsystems. The most closely related works are
the Building a Secure Web Browser project [16], Tahoma [17],
and a position paper by Reis, et al. [18]. These researches are
all focus on building new browser architectures. Besides,
Google Chrome designers concentrated on how to shield the
browser from attacks. They give a method to isolate web
programs in modern browser architectures [15] and also use
processes to isolate the instances and their supporting browser
components to reduce program interference. In Google
Chrome there are two major components running in different
operating-system processes: a high-privilege browser kernel
and a low-privilege rendering engine [20, 21]. Microsoft’s
Internet Explorer 8 follows a similar model [19].

All of the above jobs have one thing in common, that is
choose OS processes as the isolation mechanism to leverage
their independent address spaces and OS-supported
parallelism and scheduling. It suffers from a foundational flaw:
placing browser components in their individual address spaces
requires IPC between them for communications which results
in expensive context-switching overheads [22]. Then, a trade
off must be made between reliability and performance.
Furthermore, utilizing multi-process architecture and
executing different web application instances in different
processes instead of a single one, browsers can take advantage
of the operating system’s scheduling to gain better
performance, especially with multi-core processors. But, in
the current jobs, the browser host functional components
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required by web applications are also placed into different
processes. There always be one or more privileged processes
which are responsible for managing sub-processes, drawing
the user interface, providing network access and storing the
history databases and cookies. So, although different web
page instances run in different processes, they all rely on the
functions provided by these privileged processes. The single
set of privileged processes serves for multiple web
applications. As a consequence, the browser’s overall
concurrency will be impacted.

In this paper, we propose a secure browser architecture
design based on processor virtualization support available in

modern Intel and AMD processors to deal with these problems.

We divide the browser code base into privileged components
and constrained components which consist of distrusted web
page renderer components and plugins. All constrained
components are in the form of shared object (SO) libraries.
Then, we create an isolated execution environment for each
distrusted shared object library wusing the hardware
virtualization support available in modern Intel and AMD
processors. Different from the current researches, we design a
custom kernel module to gain the hardware virtualization
capabilities. By utilizing VMENTER and VMEXIT which are
both CPU instructions, our approach can gain a better system
performance substantially.

The remaining of this paper is organized as follows. Section
IT describes the system design. Section III details our
implementation within a Firefox browser. Section IV presents
the related work. At last, in section V we summary this paper.

II. SYSTEM DESIGN

In this section, we describe the system design briefly. First,
we give out the threat model and some assumptions. Second,
we state our design principles. After introducing how to divide
the browser code base into different components, we present
our overall design.

A. Assumptions and Threat Model

By analyzing attacks originating from a web page and
could potentially targeting any part of the browser, we assume
that the attack have the capability to control over all content
being served in the web browser. A browser compromise
could result in code execution in the most capability form of
attack.

The reference architecture [13] identified eight subsystems
that generally can be found in all modern browsers: User
Interface, Browser Engine, Rendering Engine, Networking,
JavaScript Interpreter, XML Parser, Display Backend and
Data Persistence. Third-party software components as plugins
are integrated into the browser system over special interfaces
such as NPAPI, PPAPI and ActiveX. To reduce IPC and
maximize the concurrency of multi-process architecture, we
abandon isolation provided by OS processes.

In our approach, we assume that all browser components
are instantiated and executed in the same operation system
process. Under multi-process architecture, this means all
browser functional components including plugins run together
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in the web instance subprocess. There are two classes of
threats within this context:

Threat 1. Excessive authorization

Different subsystems possess different purposes requiring
different privileges. Process is the minimum authorization unit
in the operating system. To ensure the normal operation of
browser, OS must grant to it the maximum privileges required
by each subsystem. As a consequence, some subsystems can
obtain privileges exceeding what they need. Then, exploit
code injected into these subsystems will have the capabilities
to implement malicious access.

To support common web application functionality on
current operating systems, browsers require access both to
user data and to system resources. Due to missing separation
of components at runtime, the whole browser has to be
granted unlimited network access. Furthermore, user file
uploads require access to the file system in the same manner
as the current user. Thus, a compromise occurring in any
component in the browser is capable to steal the private data
and send it to malicious server, for example, to achieve this
malicious intent, a successful attack on the JavaScript
interpreter can take advantage of the data persistence
subsystem and the networking subsystems.

Threat 2. Integrity interference

All cooperating browser components execute in a single
process, have the same protection domain. Subsystems are
tightly coupled without clear boundaries. This introduces a
vital threat that browser components can modify each other’s
data or execute each other’s code. A successful attack on one
component can compromise the integrity of the entire browser.

As a typical example, faults in plugin code can render the
whole browser unreliable, or even dangerous, since such faults
could corrupt user permanent data.

B. Design Principles

To eliminate the integrity interference between different
subsystems, and reduce the code privileges to what it needed,
we need first to divide the browser code base into different
components and then build individual isolation domain to
execute them respectively. Three key principles guide the
design of our mechanism:

1) Efficient browser code base division. The way to divide
the entire browser code base determines the number of
isolation domains which in essence impact the frequency of
context-switching triggered by communications between them.
We need to find a kind of high efficient and exact browser
code base division to ensure the effective isolation between
subsystems interfering with each other and minimize the
number of isolation domains.

2) Strong isolation between distinct browser components.
Isolation mechanism is required to make a strong claim about
that each component is constrained within its own protection
domain and all possible access to an address outside the
domain is forbidden. For greater security and smaller size of
the Trusted Computing Base, we utilize the hardware
virtualization supported by microprocessor instead of other
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C. Browser Code Base Division Plugin 1
We analyzed two open-sourced browsers, Google
Chromium and Mozilla Firefox, in detail to understand the
modern browser. Google chromium wuses a modular Plugin 2

architecture akin to privilege separation in SSHD. We choose
it for knowing clearly about which part of the browser code
should be contained within a sandbox. According to our
assumptions, we need a monolithic browser as the
experimental subject browser to implement our hardware
virtualization-based isolation. Mozilla Firefox is an open
source system in accord with our requirements, therefore, we
analyzed it and implemented the mechanism on it. Details will
be discussed later.

Under guidance of surveys, we find that the components
that directly receive the web content as their input and is
responsible for parsing and rendering them, is what we need to
constrain, so we divide the entire browser code base into three
components: privileged core, web page renderer and plugins,
shown in Figure 1. The privileged core is responsible for
drawing the user interface (UI), storing the history and cookie
databases  (Storage) and providing network access
(Networking). The web page is in charge of parsing and
rendering the web applications with the support by third-party
plugins. Table 1 lists their respective tasks similar with
Google chromium.
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Figure 1. An architecture overview of our isolation mechanism

In our approach, all components including privileged core,
web page renderer and plugins run together in a single OS-
level process. The web page renderer and each plugin are in
the form of shared object (SO) libraries. We changed the
Firefox code to produce a web page renderer shared object
library.

TABLE 1. THE ASSIGNMENT OF TASKS AMONG BROWSER COMPONENTS
Components Tasks
HTML parsing, CSS parsing, XML parsing,
Web Page XSLT, Image decoding, JavaScript interpreter,
Renderer DOM, Regular expressions, Layout, Rendering,
SVG, URL parsing, Unicode parsing
Cookie database, History database, Password
database, Window management, Location bar,
Privileged Core Network stack, Safe Browsing blacklist,
SSL/TLS, Disk cache, Download manager,
Clipboard, URL parsing, Unicode parsing
Plugin Addltlgnal parsing and rendering, Native Code
executing
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D. Isolation Mechanism

The overall design of our browser architecture is shown in
Figure 2.

The key idea of our isolation mechanism is to build
different isolation domains with the hardware virtualization
support available in the microprocessors to respectively run
the privileged core, the web page renderer and each plugin.
The code is limited to its own isolation domain, all the access
to an address outside will be trapped into the isolation monitor
which is in the form of a kernel module.

The isolation monitor consists of four functional units:
Initialization wunit, Address virtualization unit, Context-
switching unit and Hardware virtualization unit. Essentially, it
is a micro-VMX-hypervisor, and only responsible for
virtualizing the memory address space to support multiple
isolation domains in a single process. It exploits hardware
virtualization features to implement the context switch
between hypervisor and isolation domains, and using the
context-switching unit to support the communication between
components running in different domains.

Initiation block runs in the user level of the operation
system. It is in charge of interfering the system call when user
run a browser and invoking the Initialization unit to build
isolation domains and load the components into them, through
using a modified loader to launch the browser executable.
During the browser execution, each component run within a
separate hypervisor protected virtual address space generated
by the Address virtualization unit, which we call the domain
virtual address space. The protected address space is managed
in the isolation monitor, therefore, components running in
them could not see each other.

To stop the threat 1, we add a validation module in the
Privileged core to check the system resources access
requirement from the Web page renderer with a set of security
policies. Other techniques to protect the execution of browser,
such as the exploits preventions in plugins from installing
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malware on the user’s machine, are orthogonal to our
framework and can be combined with it. In order to maintain
good compatibility with existing plugins and websites, we
doesn’t monitor the operating system calls invoked by plugins,
because plugins can have arbitrary behavior.

III. IMPLEMENTATION

In this section, we explain some key details about the
hardware isolation domain.

A. Domain Virtual Address Space Generation

OS creates a separate page table for each process. In the
Intel x86 processors, the CR3 register contains the physical
address of the root of the current page table. When an
instruction is execute, the current page table is used to perform
address translations. Paging based virtual memory is
generated by creating page tables which map virtual addresses
to physical address.

Intel VMX memory virtualization provides guest software
with contiguous physical address space that starts zero and
extends to the maximum address supported by the guest
virtual processor’s physical address width. When isolation
domain is initialized, we use the Address virtualization unit to
generate a map between this virtual physical address space
and the real physical address space, and create an active page-
table hierarchy for the isolation. Each isolation domain has
their own guest physical address space, which make them
could not see each other during execution. Besides, we also
need control resisters information (CRO~CR4) for each
machine, which control the address translation.

Both active page-table hierarchy and control resisters
information are maintained by our isolation monitor.

Each isolation domain code has its own guest page-table
hierarchy, active page-table hierarchy and virtual CR3,
running within a separate guest physical address space. They
could not see each other. The addressing mode is shown in
Figure 3.
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B. Context-switching

For communicating between different isolation, we insert
Enter gates and Exit gates at the communication points. When
the control flow is transferred to a communication point, the
related gate will be invoked which prepares parameters and
trigger the VMEXIT which saves the CPU state of isolation
domain to the VMCS’s guest-state area and then loads CPU
state from the host-state area. After that, CPU runs in the
VMX root mode, control flow is transferred to the isolation
monitor.

The normal procedure call is that push the parameters into
stack first and then set the control register to be the instruction
address of the callee. In our context, although both
communication objects run in their own isolation domain
which is a VMX VM, it does not impact stack operations
because they are running in a same process in host OS level.
So, the key issue we need to deal with is that how to transfer
the target with the support of VMX hypervisor which is our
isolation monitor.

The code in isolation domain running in VMX non-root
operation is constrained by processor. Instructions, interrupts
and exceptions can be configured to cause VM exits
conditionally, using VM-execution control fields in the
VMCS. Most importantly some instructions cannot be
executed in VMX non-root operation because they will cause
VM exits unconditionally. These include CPUID, MOV from
CR3, RDMSR, and WRMSR.

Utilizing the above hardware virtualization features in CPU,
Entry gates set CR3 register with the target virtual CR3 and
Exit gates set CR3 with the return point virtual CR3. Then,
once control flow is transferred to gates, VM exit is caused
and the isolation monitor locates the host physical address of
the target instruction, sets VMCS and causes VM enter. Then,
the first instruction of callee running in another isolation
domain is interpreted by CPU.

C. Deprivileging The Web Page Render

To prevent malicious scripts in the web page renderer from
calling the privileged core to gain unauthorized access to the
OS resources, we implement a validation module after the
control flow is transferred into the privileged core. Once the
context is switched into the privileged core, the validation
module check the access using a set of policies.

The validation module is responsible for ensuring that the
web page renderer cannot access the user’s file system directly.
To have a good compatibility with existing web applications,
the web page renderer should be able to upload files from and
download files to user file system.

We use the upload control to manage upload operation and
follow the “powerbox” pattern in DarpaBrowser like Google
Chrome. When user clicks the form control, the browser will
display a file picker dialog which allows user to select a file to
upload. In order to prevent attacker from reading files
arbitrarily in user file system by uploading them to malicious
server, we treat the user’s selection of a file with a file picker
dialog as an authorization to upload the file to an arbitrary
web site. Then, which files the user has authorized are saved
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in the policy file of our validation module. Similarly, dragging
and dropping a file onto the content area in the browser
window also grants the upload permission of that file. These
authorizations has the same lifetime as the web application.

To prevent attackers from compromising the integrity of
user file system through malicious files download operations,
we keep a blacklists in our policy file which consist of certain
kinds of file names that the web page renderer could use to
elevate its privileges, such as reserved device names, file
names with “.local” extensions and shell-integrated file names,
“Desktop.ini” for example.

Before servicing a URL request, the validation module
check whether the web application is authorized to request the
URL. Similar to Google Chrome, we permit the URLs with
web URL schemes, such as http, https and ftp, but prohibit
URLs with file URL scheme to prevent malicious reading in
user file system through requesting file URLs.

IV.RELATED WORK

In addition to the researches we already discussed in this
paper, our work is related to previous studies in fault isolation
among cooperating software modules.

Software-based fault isolation (SFI) [22] is a key technique
in this area. SFI present a software approach to isolate
different modules within a single address space. It introduces
the concept of fault domain which is a logically separate
portion of the address space. By loading the code and data of a
distrusted module into its own fault domain and modifying the
object code to prevent it from jumping or writing to outside, it
isolate components within a restricted address space. Google
Native Client (NaCl) [11] directly utilizes the ideas in SFI.
Besides, many projects have embraced SFI to address the
problem of secure execution of applications in user-space.
Program shepherding [23] introduces a method to monitor
control flow transfer during program execution to enforce a
security policy. Safe virtual execution (SVE) [24] prevents
untrusted program components from directly accessing system
resources. Strata [25] gives an extensible and retargetable
infrastructure providing the software dynamic translator and
use it to implement two dynamic safety checkers and a
dynamic instruction scheduler. Vx32 [26] is a multipurpose
user-level sandbox, it allows application to load and execute
one or more guest plug-ins safely. All guests are confined to
their own restricted memory region within the host
application’s address space and system calls requested by
guests are controlled by the host. Fine-grained user-space
security [27] encapsulates the running application in an
additional layer of protection using dynamic binary translation.
However, the SFI approach has a significant weakness.
Because the difference between code and data is difficult to
identify, it is a complicated work to modify the executable
binary, and will introduce expensive overhead to the code
injection process.

Multi-process architecture is another component isolation
technique that we have discussed above. Besides, some
mechanisms focus on exploiting special hardware to improve
security of isolation mechanisms. Flicker [30] leverages the
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late launch capability of AMD’s Secure Virtual Machine
extensions. Integrating segmentation and paging protection
[28] uses x86 segmentation hardware to isolating components.
A somewhat similar approach is Vx32 [29]. Google’s Native
Client also utilizes the above hardware segmentation
technique.

Our approach is different from those of others. We make
efficient use of the isolation capabilities supported by the
underlying hardware’s virtualization. By pushing the
responsibilities for security down to the hardware level, our
approach reduces the complexity and minimizes the size of the
Trusted Computing Base.

V. CONCLUSIONS

In consideration of inadequacy of existing browser
architecture, we propose a secure browser architecture design
based on processor virtualization support available in modern
Intel and AMD processors.

We first divide the browser code base into privileged
components and constrained components which consist of
distrusted web page renderer components and plugins. All
constrained components are in the form of shared object (SO)
libraries. Then, we create an isolated execution environment
for each distrusted shared object library using the hardware
virtualization support available in modern Intel and AMD
processors. The main idea of our isolation mechanism is to
build different isolation domains utilizing the hardware
virtualization support for each components need to be
constrained. We implement our isolation monitor using Intel
VMX which support for IA-32 processor virtualization. We
limited the component code to its own isolation domain, all
the access to an address outside is trapped into the isolation
monitor.

In our system, the isolation monitor is a micro-VMX-
hypervisor and each isolation domain is a VMX VM. The
isolation monitor is only responsible for virtualizing the
memory address space to support multiple isolation domains
in a single process. The context switch is resulted by
VMENTER or VMEXIT. By utilizing VMENTER and
VMEXIT which are both CPU instructions, our approach
improve the system performance substantially. To stop the
threats oriented from distrusted web page renderer, we add a
validation module in the Privileged core to check the system
resources access requirement from the Web page renderer
with a set of security policies. Furthermore, we use a simple
multithreading to gain better performance.

Different from the current researches, we design a custom
kernel module to gain the hardware virtualization capabilities.
In the future, we plan to excavate the hardware capabilities in
depth to explore more simple and efficient mechanism to meet
our needs.
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