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Abstract— OpenlRIS-iNaaS virtual network SDN controller
allows data center networks to keep pace with IT development
regardless of performance or features by transitioning from
closed to open networks, from hardware dependency to full
programmability, from fragmented technologies to full quality
assurance, and from complete overhaul to gradual evolution.
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I. INTRODUCTION

OpenStack Networking is a virtual network service that
provides a powerful API to define the network connectivity
and addressing used by devices from other services, such as
OpenStack Compute. In data center environment, the
operation at application-level does not have knowledge of the
underlying network condition. OpenIRIS-iNaaS will solve
Data Center networking problems like a network complex or
expand intra data center services. OpenIRIS-iNaaS involves
the interoperability between applications, storage servers and
networking routers, switches. And support OpenFlow
standardized protocol.

II. OPENSTACK NEUTRON

Neutron is an OpenStack networking project focused on
delivering networking as a service. Neutron has replaced the
original networking application program interface (API) in
OpenStack. Neutron is designed to address deficiencies in
“baked-in” networking technology found in cloud
environments, as well as the lack of tenant control (in multi-
tenant environments) over the network topology and
addressing, which makes it hard to deploy advanced
networking services (e.g.[1]).

The massive scale of high-density, multi-tenancy cloud
environments is putting enormous strain on networks. They
are simply struggling to keep up with the explosive, dynamic
nature of these virtualized environments, where workloads are
moved, added or removed on the fly to address new
requirements; and where multiple tenants are leveraging
shared resources to drive their business.
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Figure 1. OpenStack overview (e.g. [2])

New technologies, including software-defined networking
(SDN) is emerging to increase the flexibility and agility of the
network, decoupling the control from the forwarding plane to
make it easier to provision, automate and orchestrate network
services. Network virtualization is attempting to align network
resources to be able to better address the requirements of rich
multi-tenant environments.

II1. OPENIRIS-INAAS SYSTEM

Software Defined Networking (SDN) is emerging as an
alternative to proprietary data center networks. SDN
architecture separates the control plane from the data plane in
data center switches and hosts. With SDN, network control is
implemented in software and can be executed from a server,
which reduces network complexity and provides a common
interface as an alternative to the proprietary and expensive
options from traditional vendors. At the basis of the SDN
approach is the decoupling of the system that makes decisions
as to where traffic is sent (the control plane) from the
underlying system that forwards traffic to the selected
destination (the data plane). This enables network architects
programmatically deciding how traffic flows throughout the
network and centralizing this logic into a programmable
interface that can be extended and tailored to customer needs

(e.g. [3D.
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A. Architecture (OpenStack & OpenIRIS-iNaaS)

Each OpenStack nodes are connected with an OpenIRIS-
iNaaS. The following is added to each node in the OpenStack
module:

e OpenlRIS-iNaaS SDN Controller
e OpenlRIS-iNaaS Agent (compute node)

e OpenlRIS-iNaaS ML2 mechanism driver plugin
(control node)
OpenStack OpenStack
Control node

OpenStack
Management

ovs
OpenlRIS-iNaaS

Network ovs

L2/13 Agent

iNaa$ Plugin

ovs

\_\
il

OpenStack
Network node

Figure 2. OpenStack to OpenlIRIS-iNaaS Architecture

Neutron includes a growing list of plugins that enable
interoperability with various commercial and open source
network technologies, including routers, switches, virtual
switches and software-defined networking (SDN) controllers.

B. Goals

OpenlRIS-iNaaS’s OpenStack support, and even Neutron
in general, are somewhat new technologies, but they are
quickly maturing. The primary application released supports
creating virtual Layer 2 domains from devices connected to
OpenFlow networks. However, as this technology evolves,
we'll be able to offer a rich set of capabilities to IT managers,
including:

e Running isolated, multi-tenant networks using both

physical and hypervisor-based OpenFlow switches.

o Designing flexible, scalable clouds where tenant
workloads can be placed anywhere in the physical
infrastructure.

o FEasily connecting multiple network services (ie.
security devices, load balancers, firewalls, etc.)
programmatically without touching wires, CLIs, or
changing network configurations.

C. Features

OpenlRIS-iNaaS can be run as the network backend for
OpenStack using a Neutron plugin. Neutron exposes a
networking-as-a-service model via a REST API that
OpenlRIS has implemented. There are two main components
to this solution: a OpenIRIS-iNaaS ML2Connector module in
OpenlRIS-iNaaS (that implements the Neutron API) and the

Neutron ml2 plugin that connects OpenlRIS-iNaaS to Neutron.
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Figure 3. OpenlRIS-iNaaS System

1) OpenIRIS-iNaaS ML2 Module: The ML2Connector
module implements VXLAN-based layer 2 network
isolation in OpenFlow networks and exposed via a REST
API. This module is included in OpenIRIS-iNaaS by
default and does not depend on Neutron or OpenStack to be
running. The OFMOpenstackML2Connector can be
activated via a configuration file change described below.
More information is available at OpenStack Neutron
OpenlRIS mI2 mechanism driver REST APIL.

2) OpenIRIS-iNaaS ML2 mechanism driver: The
OpenStack Neutron OpenIRIS mI2 mechanism driver was
designed to run as part of OpenStack Neutron service. This
is a Neutron plugin that sends Neutron api calls to a remote
controller.

3) OpenIRIS-iNaaS Agent: The OpenlRIS-iNaaS
support agent. This agent can make tunnel (VXLAN)
between each nodes.

D. North Bound API

OpenlRIS-iNaaS provides a way for organizations to
relieve the stress on the network in cloud environments to
make it easier to deliver networking as a service in the cloud.
Neutron designed to provide a “plugin” mechanism that will
provide an option for network operators to enable different
technologies via the Neutron API. It also lets tenants create
multiple private networks and control the IP addressing on
them.

TABLE 1. OPENIRIS-INAAS NB APIs
Method URI Description
POST /wm/ml2/networks Create Networks
Netw PUT /wm/ml2/networks/ | Edit Network
orks {netUUID}
GET /wm/ml2/networks Get All Networks
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/wm/ml2/networks/ | Get Select
{netUUID} Network
DELETE | /wm/ml2/networks/ | Delete Select
{netUUID} Network
POST /wm/ml2/subnets Create Sub
Networks
PUT /wm/ml2/subnets Edit Sub
/{subnetUUID} Network
Subn GET /wm/ml2/subnets Get All Sub
ets Networks
/wm/ml2/subnets Get Select Sub
/{subnetUUID} Network
DELETE | /wm/ml2/subnets Delete Select
/{subnetUUID} Subnet
POST /wm/ml2/ports Create Ports
PUT /wm/ml2/ports/{por | Edit Ports
tUUID}

Ports GET /wm/ml2/ports Get All Ports
/wm/ml2/ports/{por | Get Select Ports
tUUID}

DELETE | /wm/ml2/ports/{por | Delete Select
tUUID} Port

E. OpenlIRIS-iNaaS in OpenStack

Create Virtual Network environment from OpenStack
dashboard. OpenIRIS-iNaaS support neutron ML2 mechanism
driver. OpenlRIS-iNaaS create Virtual Network through
mechanism driver.

Test configuration is 3 OpenStack Nodes and 1 OpenlRIS-
iNaaS. Each nodes are connected VXLAN using
OpenvSwitch (e.g. Figure 4, Figure 5).

Home | Switches | Devices | Topology vNuwwhl
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touchpad

Figure 4. OpenlRIS-iNaaS Topology

IRIS: THE RECURSIVE SDN CONTROLLER
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Figure 5. OpenlRIS-iNaaS Switch connection (vxlan)
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Figure 6. create virtual network from OpenStack

e OpenlRIS-iNaaS create virtual network

OpenlRIS ML2 mechanism driver.
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Figure 7. create virtual network from OpenIRIS-iNaaS

2) create virtual subnet

o OpenStack user create virtual subnet from dashboard.
e OpenlRIS-iNaaS create virtual subnet through
OpenlRIS ML2 mechanism driver.
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Figure 8. create virtual subnet from OpenIRIS-iNaaS

3) create virtual port
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o OpenStack user create virtual port from dashboard.
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Figure 9. create virtual port from OpenStack

e OpenlRIS-iNaaS create virtual port through OpenIRIS

ML2 mechanism driver.
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Figure 10.

IV.CONCLUSIONS

There is no doubt that over the next few years that
OpenStack and SDN will have a significant impact both on
enterprise networks and on the role of network professionals.
Because of that, IT organizations and IT professionals need to
develop a plan to evaluate and potentially implement
OpenStack and/or SDN. I believe that matching industry
requirements in terms of performance and functionality will
be the critical factor for OpenStack and OpenIRIS-iNaaS
together to drive the future of NaaS. The introduction of
Network Function Virtualization (e.g. [4]) in OpenIRIS-iNaaS
with OpenStack will aid to proliferate acceptance of NaaS.
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