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Abstract— Increased use of Android devices and its open source
development framework has attracted many digital crime groups
to use Android devices as one of the key attack surfaces. Due to
the extensive connectivity and multiple sources of network
connections, Android devices are most suitable to botnet based
malware attacks. The research focuses on developing a cloud-
based Android botnet malware detection system. A prototype of
the proposed system is deployed which provides a runtime
Android malware analysis. The paper explains architectural
implementation of the developed system using a botnet detection
learning dataset and multi-layered algorithm used to predict
botnet family of a particular application.

Keywords— Android botnet, Cloud-based malware detection,
Vyatta, Android on VirtualBox, Android botnet family detection,
Android Sandbox.

I. INTRODUCTION

According to Gartner report [11] on January 7 2014, there
are around 2.6 billion mobile devices worldwide out of which
approximately 48% are Android. Nowadays, people prefer to
store sensitive data on mobile devices than on computers.
Day-by-day, smartphone based applications are preferred for
online banking and other activities involving critical user data.
This is the primary reason why underworld digital crime
groups are focusing more on mobile-based trojans and botnets.
Due to the extensive connectivity and multiple sources of
communication, Android enabled devices are most suitable for
botnet based malware attacks. Also, recent surveys show an
increase in botnet malware in Android application stores.

The research focuses on developing a cloud-based system
for security testing of untrusted Android applications. Further,
the research is focused on finding Android based botnets. Also,
an attempt is made to subcategorize the botnets into specific
families considering their feature similarity. A prototype of
the system is implemented successfully. This paper focuses on
presenting the architectural details for the system and an
overview of multilayered botnet detection algorithms.
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The system consists of two main stages, malware analysis
stage and data clustering stage. In malware analysis stage, the
system accepts an application from the user, performs
malware analysis and data collection. In data clustering stage,
system performs multi-layer clustering based on data collected
in the first stage.

Malware analysis stage consists of client side application to
upload an untrusted Android application and a server side
Java application for database and malware repository
management. The system performs malware analysis on
VirtualBox environment; real devices can also be attached.
Flow controlling, virtual routing and data collection from
different tools is implemented using modularized Perl scripts.

In data clustering stage, initially two output values are
generated  representing  maliciousness and  botnet
characteristics of application using the feature values collected
during analysis. These two values are used to plot a data point
on a 2D graph having data points corresponding to the training
dataset. Further phase provides multi-layer clustering using a
newly proposed data density based clustering algorithm on 2D
graph. At the highest level, the clustering mechanism will be
able to distinguish botnets, general malware, and benign
applications. At a deeper level, the clustering will allow
grouping of botnets into different families.

Few important features of the developed system are, system
can handle multiple clients simultaneously and is resource
flexible. JAVA and Perl programming languages are used to
achieve functional segregation and platform independence.
VirtualBox and a virtual Vyatta router are used for multiple
Android OS instantiation and networking respectively. During
the analysis phase, different tools are used for collecting data
specific to application under review. Data collected is used to
find out malicious behavioural pattern. The training data set
created for Android botnet malware is used to perform
malicious behaviour detection and binning of botnet
application to a specific botnet family.
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II. LITERATURE SURVEY

Malware detection can be classified into two parts: 1.
Signature-based malware detection, and 2. Behavior-based
malware detection. DroidAnalytics [1] uses multilevel
signatures at OPCODE level to identify malwares using
Signature-based detection. Whereas, this research paper
focuses on behavior-based malware detection. Mohammed S.
Alam et al. [2] discuss about a behavior-based malware
detection technique. They have used random forest for
classification of applications. They used SMOTE to balance
the number of malicious and benign applications in their
dataset. Abdullah J. Alzahrani et al. [3] discuss about SMS-
based botnet detection. They use an adaptive hybrid model for
detection using signature-based and behaviour-based malware
detection techniques.

Ali Feizollah et al. [4] use 3 features: tcp_size, duration,
and no parameter to detect the maliciousness of an
application. Their research was focused on detection of
botnets. They have compared their result of classification on 5
classification algorithms. The best results were obtained for
K-nearest neighbours.

Zurutuza et al. [5] discuss the use of strace to successfully
compare the characteristics of a benign and a malicious
application using K-Means clustering. The difference in the
characteristics successfully allow an application to be inferred
as a malware or a benign application. This, however, is
limited to detection of a malware using both its benign as well
as malicious counterpart which is previously known.

Khattak et al. [6] provide a well-structured approach to
classify botnet detection, features and defense in general
across three primary areas viz. botmaster detection, C&C
detection and bot detection. Various approaches for botnet
detection have been discussed which provide a useful insight
for employing a botnet detection mechanism.

Pieterse et al. [6] describe the characteristics employed
specifically by an Android based botnets such as distribution
of code via repackaged applications, receiving commands
from the C&C server, using SMS to premium rate numbers,
stealing information from IMEI, IMSI etc. and more. These
characteristics aid in the identification of an Android based
botnet.

Choi et al. [7] devise an approach using a VPN to detect a
botnet using its traffic flows.

Lee et al. [8] use kernel level detection approach coupled with
monitoring IPC messages to detect a malicious android
application.

Although, there was quite a bit of research on the detection
of botnets, none of the related work focused on detection of
the family of the botnet.

1I1. ARCHITECTURE OF SYSTEM

A resource flexible cloud based architecture is
implemented to create a platform where users can submit their
application for a security review and the system will return a
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tested copy of the application being submitted along with a
brief report of the test analysis. Many networking and
virtualization challenges have been overcome in the creation
of such a system.
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Figure 1. Cloud-based system architecture

Figure 1 shows the implemented framework of the system.
The system can be divided into three main components viz.
Java application, Perl scripts controlling the VirtualBox
environment and the VirtualBox environment itself. The Java
application receives Android application(s) from the client
and manages the storage. This includes a database to keep
track and determine whether the same application has already
been tested before. The application also analyses the collected
data to predict the application’s malicious behaviour and its
botnet family. The VirtualBox environment instantiates
multiple Android OS with a Vyatta virtual router controlling
the network configurations and traffic forwarding.

Control flow of the system: The system’s control flow has
start state and end state on the client side. Client starts the
analysis process with request to analyse Android application
attaching the APK file as the payload. Server accepts the
request and analysis the submitted application. The server also
checks for a pre-analysed copy of the same application and
avoids any redundant analysis. Android applications are stored
in the file system along with a new database entry and a hash
value to uniquely identify them. Next, the control is passed to
the Perl scripts to perform application installation and data
collection from different tools. After a successful execution of
application and collection of data, the Perl scripts send back
the control to the Java server application to perform data
analysis. Java application processes the data to find out
behavioural symptoms of an application being malware and
botnet. For this purpose, the Java application use a multistage
algorithm and a learning data set to find behavioural similarity
with existing botnet malware. Further, the binning of
malicious application to different botnet family is performed.
Finally, the results of the analysis are pushed back to client
resulting in a completion of client request.
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IV. CLOUD BASED SYSTEM

A. Java Application

The Java application is designed so as to provide a portal
for application analysis. There are two parts of the Java
application: a server side, and a client side. The server side of
the application resides on Ubuntu 12.04 machine, which has
direct access to the VirtualBox environment. It will be the
main entry point for application analysis. The control flow of
the application is shown in Figure 2.

Perl Control 3 VirtualBox
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Figure 2. Java application control flow

The client side of the application is meant to be distributed
to the users interested to get their applications analysed. A
user can upload an APK file using the Java client.

Whenever a client uploads an APK file, the server creates a
new thread of execution. The server manages communication
with the VirtualBox Android machines using the Perl control
scripts. Once the server receives the APK file, the server
computes a hash to identify whether the application has been
previously verified. If so, the server returns the previous
verification results to the client and this ends the analysis. For
applications which have not been seen before, the server
installs the application on one of the VirtualBox Android
machines and instantiates the feature extraction tools: strace,
Wireshark, etc. The application is then installed on the
VirtualBox Android machine via the Perl control script using
adb(Android debug bridge) tool. Next, Monkey is used to
generate a random stream of inputs to the application for a
specified amount of time.

Further, the Java server application pulls out the generated
log files from the VirtualBox Android machine and uses it
along with the network traffic information obtained from the
Wireshark. This is used to generate two values: a malware
value, and a botnet value. Based on these two values, the
application is plotted as data point on a 2D space of known
data points. Next, a similarity measure of the application in
concern is computed using Euclidean distance. The newly
plotted data point will most likely belong to one of the major
clusters: benign applications or malicious applications. If the
application belongs to the malicious category, a gradient
descent search on the 2D space of data points is used to
identify the (botnet) family of the malware.

Modularized Perl scripts are used to control the malware
installation, log collection, and network traffic captures. This
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modular programming technique has made the system flexible
to changes at both the backend as well as the frontend. Due to
this approach, the functionality of uploading a malware and
maintaining the database remains consistent. Each module of
the Perl control script is meant to handle specific
functionalities. This strategy allows easy modification to
specific Perl modules without interrupting the ongoing
analysis.

B. VirtualBox environment

An Android emulator can experience many issues when
one needs to instantiate a large number of emulator instances.
The control and configuration of the network traffic in the
emulator is restricted. A cloud based approach requires
flexible and unrestricted networking and control capabilities.
This problem is solved by instantiating Android OS in a
VirtualBox environment.

With the use of VirtualBox, the system can be easily
deployed in the cloud. The physical hardware layer is
completely hidden from the Android OS running on
VirtualBox. Many instances of the Android OS can be
initiated during runtime from a single base image. Also, any
changes made by the malware are “sandboxed” inside the
VirtualBox environment and reverting and deletion of any
Android OS instance is simple.

In the implemented system, the Perl scripts control
VirtualBox. A unique ID and a MAC address is assigned to
the Android instance during its cloning using the base image.
The base Android image is configured with all the required
configurations and security exceptions to install an application
remotely using Android Debug Bridge (ADB) commands. The
Android OS can be instantiated in two modes: either headless
(with no GUI), or in normal (GUI) mode.

Apart from the Android OS, VirtualBox has a Vyatta
Virtual Router running on it, which is responsible for
communication between host machine(s) and the instantiate
Android OS. The Vyatta router also runs a DHCP service and
performs the required traffic forwarding. Details about the
virtual routing using Vyatta are explained in next section.

C. Vyatta Virtual Routing

The Vyatta virtual router provides excellent virtual
networking and routing functionality. Controlling multiple
instances of Android OS at network level is a daunting task.
Associating the specific IP address with the ID of the Android
OS on VirtualBox is challenging. Other challenges for the
system include capturing traffic from a specific virtual
machine and associating it to an application under analysis,
creating multiple subnets and allowing network traffic among
them and ensuring that the DHCP service running was
assigning a particular instance to a specific IP. All these
challenges were addressed using the Vyatta Router.

V. TOOLS USED FOR DATA COLLECTION

A. Input generator:
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As the goal of the project is to develop an automated malware
detection system, the current implementation of the system
uses Ul/Application Exerciser Monkey [10] to generate events.
Monkey is an input generator which generates a pseudo
random stream of user and system level events.

B. Strace

Strace is used to monitor the system calls made by the
application. An Android binary of strace is added to
/system/bin directory of the VirtualBox Android image. After
the application is installed, a bash script extracts the process id
of the running instance of the installed application and then
uses it as a parameter to the strace call. Strace is executed for
a specific amount of time. The output of strace is parsed and
stored in the database. A set of system calls, common to
malwares and botnets, is recorded during the training phase.
During the feature extraction phase, a similarity measure of
the system calls of the installed application with the malicious
system calls is used to get an estimate of the maliciousness of
the application.

C. NetFlow

NetFlow is used to monitor network traffic. It gives the
statistics of data flowing through the interface on the Ubuntu
server. The output from NetFlow is parsed and stored in the
database.

D. Logcat

Application level functional call data is collected from
Logcat. Parsing and whitelisting is used to avoid long logs.
Logcat logs are collected remotely using ADB.

E. Sysdump

Android system configuration and battery usage related
data is collected from sysdump logs. This data is further used
in finding background activity and resource usage hidden
from the user.

F. Wireshark/Tcpdump

Network traffic specific to each virtual instance of android
is forwarded to server’s virtual interface and stored in .pcap
file. Tecpdump is also used to capture traffic at device interface.

VI. CLASSIFICATION ALGORITHM

The classification algorithm implemented is a key
component in defining application under review being
malicious or benign. Algorithm works in multistage and there
is dependency on previous level algorithm for inputs. Error!
Reference source not found. presents the overall flow
diagram of the proposed algorithm.
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Figure 3. Algorithm Flow

A. First layer algorithm

The first layer of the algorithm extracts features from the
running instance of the application using feature extraction
tools such as strace, sysdump and Wireshark. Using a training
dataset of labelled applications, a set of feature values
common to the malicious applications are extracted. During
the analysis, the features of the application being tested are
compared to these set of feature values using a Euclidean
distance-based similarity measure. The similarity of each
feature results into a value for each feature. These values are
then multiplied with specific weight values so as to get a value
between 0-10. This value is computed twice: once with a
feature set corresponding to botnets, called ‘botnet value’, and
once with a feature set corresponding to general malwares,
called ‘malware value’.

B. Second layer algorithm

In this algorithm, data plotting of malware value and
botnet value takes place. Malware and botnet values represent
the suspicious nature of application under review. These
values are plotted on 2D graph with a weight assignment. The
learning data set is already plotted on the graph resulting in
high density and low density data areas. The weight is
assigned to each data point plotted and also to the side points
to create a smooth weighted graph. This weight creates third
dimension of the graph and is termed as ‘confidence level’ of
that region. Higher the data density, higher will be the
confidence level of this area on the graph. There can be some
false positive and false negative prediction with this algorithm
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but as the learning data set grows, these kind of predictions
are expected to reduce.

C. Final family detection algorithm

With the weighted graph created, the botnet family of
application under review is determined using binnimg. The
weighted plotting discussed in the earlier section of paper
results in high density areas on the graph which are also
termed as confidence level of that region. If the application
under review gets plotted in any regions with the high
confidence level then gradient descendent algorithm is used
for binning the application to one of the botnet family region
on the graph. This results in tentative prediction of botnet
family of the malicious application. Also, to avoid making any
single prediction the application is binned into other probable
botnet families giving an idea about what common features of
different botnet families are shown by the application.

VII. MALWARE REPOSITORY

This section outlines the details of the malware repository
system which is used to securely access potential malicious
Android applications suspected from the cloud based malware
mitigation system. The section describes the features provided
by the malware repository in general and working of the
modules of the malware repository.

A. Overview

Malware detected from the runtime cloud based analysis
system often require manual analysis for further investigation.
The malware repository system serves as a means to distribute
the potentially malicious applications.

The malware repository system is a platform independent
Java (Swing) application.

B. Feature set description

1) Restricted access: As described in Figure 4, the
repository provides restricted access to the malwares stored in
a specific folder on a designated repository server. When the
tool is started, only a user having authorized credentials is
permitted to download the malware. The user connects to a
server using the server’s IP address.

Login - ':'

@
Please enter your username and password
Username:
Password:
Server IP |
Login Clear

Figure 4. Login frame
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2) Adding a user: A user having the required
credentials can add another user and provide access to the
malware repository. This is described in Figure 5.

Y |

£/  Malware Repository
Download Malware Add user
Change password Logout

Figure 5. Malware repository

3) Transfer of content using Secure Sockets Layer
(SSL): The entire communication between user (client) and
the server is encrypted using SSL. The implementation details
for the same are described in the next section.

C. Usage of Secure Sockets Layer

The communication between the client and the server is
encrypted using SSL by using the stock java packages viz.
javax.rmi.ssl. This allows SSL protected remote objects and
RMI registries to be implemented. The remote object which is
referenced by the client class is exported using the default
constructors in SSL based RMI socket factories. In other
words, the protocol and cipher suites will be chosen by the
detault SSL socket socket factory implementation provided by
Java.

Using the SSL packages requires a key entry known as the
keystore as well as a trusted certificate entry known as the
truststore.

1) SSL handshake:  When the client wants to
communicate with the server, it invokes a method which
triggers an SSL handshake between the two. For example, if
the client invokes the adduser() method, the server sends its
certificate to the client which the client verifies against its
truststore to see if it is a trusted certificate or not. If the
certificate is verified, the method is invoked otherwise an
exception is thrown.

2) Adding extra layers of security: In the current
implementation, only the server is required to be authenticated.
However, the implementation can be easily authenticated
using both the server-side and client side authentication where
not only the server but also the client sends its certificate
which is verified by the server. Further, the remote objects can
be exported by an extra layer of security using the TLSvl
protocol and SSL RSA WITH _RC4 128 MDS cipher suite.

VIII. CONCLUSION

As an outcome of this research, a prototype of the Cloud-
based Android Botnet Malware Detection System is
developed. A number of challenges that have been overcome
are: Instantiating a large number of Android OS into which
submitted applications are installed and logged and capturing
the system calls and network traffic related to specific
applications, making system resources flexible using virtual
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routers, maintaining a malware repository for manual analysis
and creating a multilayered algorithm for predicting a
malicious Android application. The deployed system provides
a promising foundation for implementing an advanced
malware detection system. Additional advancements in the
research can be easily accommodated at runtime.

In an effort to mitigate Android based malware, the cloud-
based system is used to perform Android malware analysis for
botnet detection and botnet family predication in real time
along with providing researchers with malware repositories
for further analysis. The developed system also provides a
security assurance to the user when using applications from
untrusted sources. In the near future, the system is aimed at
aiding third party Android application stores to gain user trust
by hosting applications that are certified by the system as safe
to use.

IX. FUTURE WORK

The research is dedicated to improve algorithms used in
analysis by considering the results achieved from the currently
used algorithms. This improvement is an ongoing task and
will help in creating better and accurate analysis results in
future. Further, the system aims to use an efficient input
generator, which would closely resemble user inputs that a
stream of random input event such as Monkey. Lastly,
improvements, in accordance to the updated build of the
Android platform, will be taken into consideration.

This work was supported by the ICT R&D program of
MSIP/IITP. [RO101-15-0195(10043959), Development of
EAL 4 level military fusion security solution for protecting
against unauthorized accesses and ensuring a trusted
execution environment in mobile devices].
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