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Abstract— This paper presents an overview of security and it’s 

issues in cloud computing. Nowadays cloud computing has 

tremendous usage in so many fields such as financial 

management, communications and collaboration, office 

productivity suits, accounting applications, customer relationship 

management, online storage management, human resource and 

employment. Owing to increase in use of these services by 

companies, several security issues have emerged and this 

challenges cloud computing architectures to secure, protect and 

process user’s data. These services have certain cons like 

security, lock-in, lack of control, and reliability. Privacy and 

security are the major concerns in cloud computing services. In 

this paper, we have designed a novel secure framework for cloud 

services, as well as presented a critical analysis of CCMP 

(Counter with Cipher Block Message Authentication Code 

Protocol) protocol for secure data management of cloud services.  
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I. INTRODUCTION 

Cloud computing is the Internet-based computing where the 

application software, infrastructure, and platform are exposed 

as software and the end users can access it through a 

distributed cloud, as a client. Cloud is a step on from utility 

computing and provides a convenient on demand network 

access to a shared pool of configurable computing and 

communication resources. Here, resources refer to computing 

applications, network resources, platforms, software services, 

virtual servers, and computing infrastructure [1]. Cloud 

computing is being widely adopted across many industrial 

sectors. Security, availability, and performance are the three 

biggest problems in cloud adoption. The serious challenge is 

how it reports security and privacy issues which occur due to 

movement of data and application on networks, loss of control 

on data, dissimilar nature of resources, and several security 

policies.  Data storage, processing and movement outside the 

controls of an organization poses an inherent risk and making 

it vulnerable to various possible attacks. Cloud computing 

poses privacy concerns because the cloud service providers 

may access the data that is on the cloud that could accidentally 

or knowingly be changed or even removed, creating serious 

business trust and legal consequences [2].  

Irrespective of employing framework having attributes for 

high reliability and availability, the services in cloud 

computing can experience denial of service attacks, 

performance slowdowns, equipment outages, and natural 

disasters. The level of reliability and availability of cloud 

resources must be considered as a serious problem into the 

organization’s planning to set up the proper cloud 

infrastructure, providing effective services to consumers [3]. 

Therefore, resource management is an essential function of 

cloud infrastructure. It affects the three basic criteria for 

architecture evaluation of performance, functionality, and cost. 

Inefficient resource management has a direct negative impact 

on performance and cost. It can also indirectly affect system 

functionalities. A cloud infrastructure is a complicated 

architecture with a vast number of shared resources. These are 

subject to uncertain requests and can be influenced by external 

action beyond your control [6]. Cloud resource management 

requires complicated policies and decisions for multi-

objective optimization. It is intensely challenging because of 

its distributed, heterogeneous, complex shape, which makes it 

impossible to have correct global state information. Therefore, 

there are various security concerns, namely: data security, data 

confidentiality, and compliance with government regulations, 

trust, identity management, architecture, software isolation 

and availability [4]. 

In this context, AES (Advanced Encryption Standard) is a 

candidate algorithm, since it is a very tough and non-

breakable cipher by several attacks. According to the NIST 

specification, AES is capable of protecting sensitive 

government information well into the next century [8]. AES 

involves various rounds of length 10, 12 and 14 in the 

encryption process, as more rounds are involved in the 

transformation, the overall encryption strength increases. AES 

CCMP algorithm using 2-way interleaving that does not 

compromise the security of wireless communication sessions 

so we protects AAD (additional authenticated data) against 

replay attacks [8]. The AAD is derived from the MAC 

Protocol Data Unit (MPDU) header. It is 22–30 bytes in size. 

It is made from frame control, IP address of source, IP address 

of destination, MAC address of source and quality control [5]. 

Generally, the security is a joint responsibility of the cloud 

client and provider. However, the organization itself is 
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accountable for its all resources over the cloud. Although the 

cloud computing offers many benefits, for instance, low cost, 

data security and privacy issues pose serious concerns to this 

relationship among operators and users. This paper presents a 

novel privacy and security framework for the improvements 

of authentication and access control in the cloud services [7].  

The remaining of the paper is organized as follows. The 

section II, presents a brief introduction about cloud services 

and their issues. The section III, presents a secure services 

framework for cloud network with respect to scalability and 

reliability. Section IV, presents secure cloud network for ITS. 

Section V, presents the performance analysis of CCMP 

protocol with AAD for ITS. Finally, we have concluded the 

paper in the section VI. 

II. PERSPECTIVE AND CHALLENGES OF CLOUD SERVICE  

Not only the collected cloud data need to be exposed to the 

software environment, but also the existent Cloud resources 

i.e. financial management, communications and collaboration, 

office productivity suits, accounting applications, customer 

relationship management, online storage management, human 

resource and employment or even entire cloud networks. In 

other words, Cloud resources need be exposed to software 

orchestration frameworks, allowing the dynamic and 

integrated composition of devices, networks, services, and 

applications. Entire service life-cycles can be orchestrated 

involving such exposed resources. First, services and 

applications can search for available Cloud devices. Second, 

dynamic usage contracts can be negotiated and established [7].  

     

 
Figure 1. Encryption mechanism on cloud networks. 

 

Nonetheless, Cloud capabilities can be seen as a service that is 

exposed to other software via orchestration frameworks and 

contracted on demand. This view approximates the Cloud to 

the so-called Internet of services. In this context, a first 

challenge is how to design a service oriented Cloud? A second 

one is how to enable the joint orchestration of non-Cloud and 

Cloud substrate resources and services. The convergence, the 

search for synergies, and the elimination of redundant aspects 

in these two proposals, strengthen both and more efficiently 

addresses the challenges behind the design of convergent 

information architectures, which synergistically integrate 

information processing, exchanging, and storage [8]. 

The Cloud resources need to be very precisely exposed. 

Thus, device’s descriptors can be elaborated and divulgated to 

possible partners. The publish/subscribe paradigm fits very 

well on this task. Another very important challenge for cloud 

architectures is the consistent management of exposed 

resource life-cycle. In this context, some questions are: How 

to manage the life-cycle of exposed resources? How to share 

Cloud resources among several orchestration frameworks? 

How to describe the device capabilities? How to format the 

contracts? How to provide the adequate search mechanisms? 

Which circumstances can cause a contract revocation? These 

are open problems that need to be investigated [9]. 

III.   PROPOSED FRAMEWORK FOR SECURE CLOUD 

NETWORK SERVICES 

Figure 1 depicts the encryption mechanism of cloud server 

where data must be encrypted during communication between 

user (client) and cloud manager (server). Therefore, proxies 

can be used to represent simple networked objects that do not 

support such functionalities. We already know that 

CCM/CCMP is an amalgamation of two modes, the AES 

Counter Mode and the Cipher Block Chain MAC (CBC-MAC) 

mode [5]. The Counter Mode is used to perform encryption to 

guarantee data confidentiality. CBC-MAC is used to achieve 

data authenticity and integrity. Therefore, the proposed cloud 

frame work has used a two-pass authenticated encryption (AE) 

mode to perform an authentication in one cycle (client) and 

encryption in the second cycle (cloud-based server). In early 

generic-composed two-pass AE modes, two keys are used. 

One key is used for encryption to guarantee data 

confidentiality and the other key is used for authenticity and 

integrity. CCM/CCMP uses a single 128 bits key to achieve 

all three security goals of confidentiality, authenticity and 

integrity for cloud date management. Figure 2 depicts the 

necessary secure cloud infrastructure [4].  

 

 
Figure 2 Security mechanism on cloud networks   
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Figure 3. AES-CCMP counter mode encryption. 

 

We have proposed a framework for cloud network services 

in the Figure 4 where three layers are presented from cloud 

computing to end-user. The communication layer contains a 

transportation stratum for sharing of information between end-

user via an ad hoc network or to a cloud server in the event of 

an accident. In the transportation stratum, we have a Wi-Fi 

module and a Bluetooth module connected using their 

respective interfaces to the processor. Here, there are two 

processors for processing the data. First is the main processor 

and the second one is the subsidiary processor. The main 

processor will just share the data (video, audio, information 

about the location using GPS/Wi-Fi etc.) to the clients in the 

range of ad hoc network or to a cloud-based server using 

Internet services.  

 

 
Figure 4.  Proposed framework for cloud networks services.  

 

The last part is the conventional cloud which is responsible 

of data collector stratum. It consists of various modules for 

collecting and transferring data and information like camera 

modules for rear and front, LCD module, GPS Module, 

pressure sensor for accident detection, temperature sensor for 

protecting the data which could be destroyed from excessive 

temperature, proximity sensor for vehicular lane change 

detection, and speed sensor. 

IV.  SECURE CLOUD NETWORKS FOR  ITS  

Cloud computing offers many benefits, scalable and 

flexibility to its end users. Users can operate from any place at 

any time in a secure way. With the increasing number of web-

enabled devices used nowadays (e.g. tablets, smart phones, PC, 

Laptop etc.) access to one’s information and data must be 

quick and easier by using above mentioned devices. The 

Counter Mode is used to perform encryption to guarantee data 

confidentiality. Following Rogaway and Wagner [10] for 

every MPDU encrypted, CCMP generates an additional 8 

bytes CCMP header. The CCMP header is made of 48 bits 

nonce PN, 8 bits key ID, and 8 bits ext IV. CCMP also 

generates 30 bytes AAD from the MPDU header. In the 

scenario of Cloud services where Client to Server networking 

is required, the encryption key K lasts for a whole data 

communication session. Every session, a new encryption key 

requires a unique 13 bytes nonce value N for each MAC 

Protocol Data Unit (MPDU) encrypted. The nonce N ensures 

that the lifetime of encryption keys K are longer and that any 

replay attacks are detected and thwarted. N is constructed 

from the 48 bits packet number (PN), the 48 bits destination 

IP address (A2), and the 8 bits priority [8]. 

As an example, we are going to apply the aforementioned 

approach to an Intelligent Transportation System (ITS) based 

on cloud computing. Here, we can see that the information is 

collected using the collectors namely front and rear camera 

module for recording the pre and post-accident data. The 

information gathered is processed using a processor. The 

information is simultaneously sent to the end users who are 

nearby the ad-hoc network, without any intervention from 

third party electronics device so that they can receive the news 

about the nearby vehicles and the drivers can decide, whether 

to overtake the preceding cars or not. In the event of accident, 

the video recorded using the collectors and the information 

about the location specified by the GPS module are transferred 

to a Wi-Fi-based server so that the concerned authorities can 

have a look at the evidence stored. Figure 5 shows the 

transportation scenario where accident data is monitored by 

respective persons with the help of cloud networks.   

 

 
Figure 5. Cloud networks for intelligent transportation services. 

 

In this cloud ITS service scenarios the AAD remains 

constant for the duration of an encryption data delivery 

session. CCMP should be able to pre-process the AAD just 
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once, at the beginning of the session after the first MPDU is 

processed. With this, all other subsequent MPDUs that follow 

will use the same AAD data to maintain efficiency. CCMP 

however fails to do this. CCMP has to re-process the AAD for 

every MPDU encrypted. This is because it computes the 

nonce N before the AAD rather than after it. Having 

established the desirability of an AE scheme like CCM/CCMP 

to be AEAD, the next step is to show how much efficiency is 

lost by CCM/CCMP for failing to pre-process the AAD. An 

MPDU varies in size between 1 to 2296 bytes. The number of 

MPDUs in any given payload greater than 2296 bytes ( PM   

2296) hereby referred to as 
MPDU N  is computed as shown 

in Equation (1).  

 

2296
MPDU pM

N
 
                                     (1) 

We already know that the AAD is 30 bytes. This means 

for every 2296 bytes of payload that goes through the CCM 

originator processing, some excess data of at least 30 bytes 

has to be recalculated by the CCM/CCMP authenticated 

encryption process. 

An MPDU may however be far less than the 2296 bytes. 

Regardless, the problem of CCMP not being able to pre-

process AAD will still manifest itself as 30 bytes of AAD has 

to be generated for every MPDU encrypted. For any given 

size of plaintext payload   2296 bytes encrypted, the 

minimum amount of excess AAD hereby referred to as 

AADMin  is computed in equation (2). 

 

AAD 1 *30 bytes
2296

P
Min

M 
  
                       (2) 

Equipped with the minimum amount of excess AAD 

generated from any payload   2296 bytes, a table and graph 

is produced, which shows how much efficiency is lost by 

CCM/CCMP for having to re-compute this surplus AAD. 

Equation (3) shows the computation for plaintext payload with 

excess AAD hereby referred to as AAD .P   

 

AAD  = 1 *30 bytes
2296

p

p

M
P M

  
    

            (3) 

Table 1 below shows the relationship between payload 

with excess AAD and payload without excess AAD. The table 

is computed for payload varying between 1Megabytes to 100 

Megabytes. 

TABLE 1. COMPUTING CCMP PAYLOAD WITH EXCESS AAD, AND 

WITHOUT EXCESS AAD. 

pM
 = Payload 

1024

000 

bytes 

5120

000 

bytes 

10240

000 

bytes 

512000

00 

bytes 

102400

000 

bytes 

 AAD 30 

bytes 

30 

bytes 

30 

bytes 

30 

bytes 

30 

bytes 

Payload 

without excess 

AAD  

AAD AADPP M     

1024

030 

bytes 

5120

030 

bytes 

10240

000 

bytes 

512000

30 

bytes 

102400

030 

bytes 

Payload  

including 

excess AAD 

[P+AAD= (3)] 

1037

410 

bytes 

5186

929 

bytes 

10373

828 

bytes 

518690

20 

bytes 

103738

009 

byes 

 

Having established a link between CCM/CCMP payload 

with excess AAD and payload without excess AAD from 

Table 1.   

 

 
Figure 6. CCMP Payload with excess AAD, and without excess AAD. 

Figure 6 shows the trajectory path of difference in 

efficiency between the two scenarios and the comparison 

between payloads with excess AAD overhead against the 

original payload without excess AAD. For any 102,400,030 

bytes of data processed, the excess AAD is (103,738,009–

102,400,030) bytes=1,337,979 bytes. This is unnecessary 

waste of computing time and processing power [5]. 

V. CONCLUSION  

There are several advantages of cloud computing such as 

high level computing, scalability and pay-as-you use. Cloud 

service provider has less transparency than other information 

security policy. As a result, it may create clash with the 

enterprise’s information. The enterprise needs to have detailed 

understanding of the service level agreements that requires 

desired level of security provided by the cloud service and 

cloud networks must enhanced the performance when a user 

moves to cloud computing infrastructure. The computing 

performance is normally measured by capabilities of 

applications running on the cloud system. However, this paper 

discusses the insight computing of CCMP payload with excess 

AAD, and without excess AAD and designed a novel secure 

framework for cloud services, as well as presented a critical 

analysis of CCMP protocol for secure data management of 

cloud network ITS services. We present a novel privacy and 

security scenario user and cloud network management ITS 

services. 
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