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Abstract—Designated verifier proxy signature is a special
proxy signature where only the designated verifier can verify
the validity. So far, numerous strong designated verifier proxy
signature (DVPST) schemes have been proposed. However, many
of them have been pointed out to be vulnerable to the forgery
attack or have high computational cost. In 2012, Lin et al.
proposed a highly efficient and strong DVPST scheme in the
random oracle model. However, in this paper, we address that Lin
et al.’s strong DVPST scheme does not satisfy the unforgeability.
In order to overcome this problem, based on the hardness of
discrete logarithm problem, we present a new strong DVPST
scheme. We also make a detail analysis and comparison on
the security and efficiency with other related schemes including
Lin et al.’s scheme. The analysis shows that our scheme not
only has excellent performance in terms of computation cost
and communication cost but also possesses unforgeability, non-
transferability and privacy of signer’s identity.

Keywords—information security; strong designated verifier sig-
nature; proxy signature; random oracle model

I. INTRODUCTION

Digital signature is a replace of traditional handwriting
signature and has been used widely in different situations of
the real world. However, in some scenes, we need delegate
the signature right to another who can sign the message on
behalf of the original signer, which is called proxy signature.
Mambo et al. first addressed the concept of proxy signature
[1]. Based on the delegation level, we can classify proxy
signature into four types [2–4], i.e., full, partial, by warrant and
partial delegation by warrant. Until, numerous proxy signature
schemes have been proposed [5, 6].

Designated verifier signature (DVS) scheme first was pro-
posed by Jakobsson et al. [7], where only the designated
verifier can verify the validity of a given signature. Saeednia
et al.[8] enhanced the concept of DVS and presented a strong
DVS scheme, where the verification process of the given
signature needs use the private key of the designated verifier.
So far, many strong DVS schemes have been addressed [9–15].

In 2003, Dai et al.[16] combined the strong DVS scheme
with proxy signature to propose a strong designated verifier
proxy signature (DVPST) scheme. In a strong DVPST scheme,
the proxy signer can sign a message on behalf of the original
signer while only the designated verifier can check the validity
of the proxy signature. However, Wang [17] pointed out
that Dai et al.’s scheme was not secure and had a forgery
attack. Based on pairing, [18–21] presented a DVPST scheme,

respectively. However, their computational cost is very high
with many pairing operations. In 2012, Lin et al.[22] proposed
a strong DVPST scheme that the security was proved in the
random oracle model. Compared with other related schemes,
their scheme not only has lower computational cost but also
has less communication cost. However, in this study, we point
out that their scheme does not satisfy the unforgeability of the
original signer, i.e., the original signer can forgery a proxy
signature without the agreement of the proxy signer. We also
demonstrate an attack instance. What’s more, we propose
an improved DVPST scheme that keeps the same excellent
performance as Lin et al.’s scheme but also possess all security
properties including the unforgeability.

II. PRELIMINARIES

A. Discrete Logarithm (DL) problem and DL assumption

Let GF(𝑞) be a Galois field with 𝑞 elements, where 𝑞 is a
large prime and ℎ is a generator with order 𝑞 over GF(𝑞). The
DL problem is that given a tuple (𝑌 = ℎ𝑎, ℎ) where 𝑎 ∈ 𝑍∗

𝑞
to compute 𝑎.

We say that the (𝜖, 𝑡)-DL assumption holds if there is not
any algorithm that can solve the DL problem in GF𝑞 with
running time at most 𝑡 and probability at least 𝜖.

B. Security properties of strong DVPST scheme

A strong DVPST scheme ought to hold the following
security properties [22], i.e., unforgeability, non-transferability
and privacy of signer’s identity.

Unforgeability. One say that a strong DVPST scheme is
unforgeable if there is no any probabilistic polynomial-time
(PPT) adversary 𝐴𝐷𝑉 to win the following game with a
challenger 𝐶𝐻𝐴.
Setup: 𝐶𝐻𝐴 generates the system parameters and sends them
to 𝐴𝐷𝑉 .
Query: In this stage, 𝐴𝐷𝑉 makes the following queries
adaptively. Delegation queries: 𝐴𝐷𝑉 submits a query on a
proxy signer, 𝐶𝐻𝐴 creates a delegation and returns it to
𝐴𝐷𝑉 ; Proxy signature queries: 𝐶𝐻𝐴 generates and returns
a proxy signature on the message 𝑚 submitted by 𝐴𝐷𝑉
to 𝐴𝐷𝑉 ; Verification queries: when 𝐴𝐷𝑉 submits a proxy
signature, 𝐶𝐻𝐴 returns true if the signature is valid or returns
false.
Forgery: 𝐴𝐷𝑉 outputs a forgery and valid proxy signature
𝜎 on a message 𝑚 chose by 𝐴𝐷𝑉 . If 𝐴𝐷𝑉 did not make a
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proxy signature query on 𝑚, then we say that 𝐴𝐷𝑉 wins the
game.

Non-transferability. If the designated verifier can simulate
a proxy signature that is indistinguishable from the proxy
signature generated by the proxy signer, then we say that the
strong DVPST scheme satisfies the non-transferability.

Privacy of signer’s identity. There is no any PPT adversary
can determine the signer’s identity for a given proxy signature
without the private key of the designated verifier.

III. REVIEW OF LIN ET AL.’S STRONG DVPST SCHEME

According to the description of literature [22], Lin et al.’s
strong DVPST scheme involves four algorithms. Next, we
show each algorithm in detail.

A. System Setup

Assume that 1𝑘 is a security parameter and ℎ is a generator
of GF(𝑞), where 𝑞 is a large prime and ℎ’s order is 𝑞.
Define three collision resistant and secure hash functions, 𝐻1

: {0, 1}𝑘×𝑍𝑞 → 𝑍𝑞, 𝐻2 : {0, 1}∗×𝑍𝑞 → 𝑍𝑞 , 𝐻3 : 𝑍𝑞 → 𝑍𝑞 .
Finally, the system parameters are 𝑆𝑃 = {𝑞, ℎ, 𝐻1, 𝐻2, 𝐻3}.

For a user, this algorithm generates the private key and
public key as for following method. Pick randomly 𝑎𝑖 ∈ 𝑍∗

𝑞
and computes 𝑃𝐾𝑖 = ℎ𝑎𝑖 , then 𝑎 is the private key and 𝑃𝐾
is the public key. As follows above, the original signer 𝑃𝑜, the
proxy signer 𝑃𝑝 and the designated verifier 𝑃𝑣 get their private
and public keys, respectively, i.e. (𝑎𝑜, 𝑃𝐾𝑜), (𝑎𝑝, 𝑃𝐾𝑝) and
(𝑎𝑣 , 𝑃𝐾𝑣).

B. Proxy Delegating

𝑃𝑜 generates a warrant 𝑊 that includes the identity of
the original signer 𝑃𝑜, the proxy signer 𝑃𝑝, the message that
can be signed and the time period, etc. Then, 𝑃𝑜 generates a
delegation for the proxy singer 𝑃𝑝 as follows.
(1) 𝑃𝑜 picks randomly ˆ𝑑 ∈ 𝑍∗

𝑞 and computes

ˆ𝑇 = ℎ𝑑,

𝜎 = ˆ𝑑− 𝑎𝑜𝐻1(𝑊, ˆ𝑇 )mod𝑞.

𝑃𝑜 sends ( ˆ𝑇 , 𝜎, 𝑊 ) to the proxy signer 𝑃𝑝 as the delegation.
(2) After 𝑃𝑝 receives the delegation ( ˆ𝑇 , 𝜎, 𝑊 ), 𝑃𝑝 verifies the
following equation

ˆ𝑇 = ℎ𝜎̂ ⋅ 𝑃𝐾𝐻1(𝑊,𝑇 )
𝑜 .

C. Proxy Signing

For a given message 𝑚 ∈ {0, 1}∗, 𝑃𝑝 produces a proxy
signature on 𝑚 as follows.
(1) 𝑃𝑝 picks randomly 𝑤 ∈ 𝑍∗

𝑞 and computes

𝑠1 = 𝐻3(𝑃𝐾𝑤
𝑣 ),

𝑠2 = 𝑤 − (𝑎𝑝 + 𝜎)𝐻2(𝑚, ˆ𝑇 )mod𝑞.

(2) Then, (𝑠1, 𝑠2, ˆ𝑇 ) is the proxy signature on message 𝑚 and
warrant 𝑊 .

D. Signature Verifying

After 𝑃𝑣 receives (𝑠1, 𝑠2, ˆ𝑇 ) on 𝑚 and 𝑊 , 𝑃𝑣 verifies the
proxy signature as follows.
(1) 𝑃𝑣 computes

ˆ𝑅1 = 𝑃𝐾 𝑠̂2
𝑣 ,

ˆ𝑅2 = ( ˆ𝑇 ⋅ 𝑃𝐾𝑝 ⋅ 𝑃𝐾−𝐻1(𝑊,𝑇 )
𝑜 )𝑎𝑣𝐻2(𝑚,𝑇 ).

(2) Then, 𝑃𝑣 verifies the following equation

𝑠1 = 𝐻3( ˆ𝑅1 ⋅ ˆ𝑅2).

If the above equation holds, then 𝑃𝑣 accepts the proxy signa-
ture. Otherwise, 𝑃𝑣 rejects it.

IV. FORGERY ATTACK FROM THE ORIGINAL SIGNER

In this section, we address that Lin et al.’s DVPST scheme
can not resist the attack from the original signer 𝑃𝑜. In other
words, 𝑃𝑜 can generate a proxy signature on behalf of the
proxy signer 𝑃𝑝 on any message 𝑚 and any warrant 𝑊 which
are chose by the original signer 𝑃𝑜 without the agreement of
the proxy signer 𝑃𝑝. The detail attack is as follows.

1) 𝑃𝑜 picks a message 𝑚̂ which he wants to sign, and
creates a warrant ˆ𝑊 , and then chooses randomly 𝑠

′
2 ∈

𝑍∗
𝑞 and constructs

ˆ𝑅
′
1 = 𝑃𝐾

𝑠̂
′
2

𝑣 .

2) Then, 𝑃𝑜 chooses a random number 𝑟
′ ∈ 𝑍∗

𝑞 and
computes

ˆ𝑇
′
= 𝑃𝐾−1

𝑝 ⋅ ℎ𝑟̂
′
.

3) Next, 𝑃𝑜 computes

ˆ𝑅
′
2 = (ℎ𝑟̂

′
⋅ 𝑃𝐾−𝐻1(𝑊̂ ,𝑇

′
)

𝑣 )𝑎𝑜⋅𝐻2(𝑚̂,𝑇
′
),

𝑠
′
1 = 𝐻3( ˆ𝑅

′
1 ⋅ ˆ𝑅

′
2).

4) Finally, 𝑃𝑜 obtains a proxy signature (𝑠
′
1, 𝑠

′
2, ˆ𝑇

′
) on

𝑚̂ and ˆ𝑊 .

By the following method, one can verify that the above
forgery proxy signature is valid and correct. The verification
step is as follows.

𝑃𝐾
𝑠̂
′
2

𝑣 ⋅ ( ˆ𝑇 ′ ⋅ 𝑃𝐾𝑝 ⋅ 𝑃𝐾−𝐻1(𝑊̂ ,𝑇
′
)

𝑜 )𝑎𝑣𝐻2(𝑚̂,𝑇
′
)

= 𝑃𝐾
𝑠̂
′
2

𝑣 ⋅ (𝑃𝐾−1
𝑝 ⋅ ℎ𝑟̂

′
⋅ 𝑃𝐾𝑝 ⋅ 𝑃𝐾−𝐻1(𝑊̂ ,𝑇

′
)

𝑜 )𝑎𝑣𝐻2(𝑚̂,𝑇
′
)

= 𝑃𝐾
𝑠̂
′
2

𝑣 ⋅ (ℎ𝑟̂
′
⋅ 𝑃𝐾−𝐻1(𝑊̂ ,𝑇

′
)

𝑜 )𝑎𝑣𝐻2(𝑚̂,𝑇
′
)

= 𝑃𝐾
𝑠̂
′
2

𝑣 ⋅ (ℎ𝑟̂
′
⋅ 𝑃𝐾−𝐻1(𝑊̂ ,𝑇

′
)

𝑣 )𝑎𝑜𝐻2(𝑚̂,𝑇
′
)

= ˆ𝑅
′
1 ⋅ ˆ𝑅

′
2.

Thus, 𝑃𝑜 successfully forges a proxy signature on behalf of
the proxy signer 𝑃𝑝 on message 𝑚̂ and warrant ˆ𝑊 .
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V. OUR IMPROVED STRONG DVPST SCHEME

Although Lin et al.’s strong DVPST scheme is vulnerable
to the original signer’s attack, Lin et al.’s is a very efficient
DVPST scheme. In order to solve this problem, our present an
improved strong DVPST scheme. Our strong DVPST scheme
is a slight improvement of Lin et al.’s scheme.

Next, we address the construction of our strong DVPST
scheme. Our scheme includes four algorithms as Lin et al.’s
scheme, i.e., System Setup (SS), Proxy Delegating (PD), Proxy
Signing (PS) and Signature Verifying (SV).

A. Setup (SS)

Define a secure cryptology hash function 𝐻 : {0, 1}∗ → 𝑍𝑞

and 𝑙 is a generator of GF(𝑞). This algorithm publishes the
system parameters 𝑆𝑃 = {𝐻 , 𝑞, 𝑙}.

The generation of private key and public key for a user is
as follows. Pick a random number 𝑠𝑘𝑖 ∈ 𝑍∗

𝑞 as the private key,
and compute

𝑌𝑖 = 𝑙𝑠𝑘𝑖 .

Then, (𝑠𝑘𝑖, 𝑌𝑖) is the private and public key for the user.
Construct the private and public key for the original signer
𝑃𝑜, the proxy signer 𝑃𝑝 and the designated verifier 𝑃𝑣 ,

(𝑠𝑘𝑖, 𝑌𝑖 = 𝑙𝑠𝑘𝑖), 𝑖 = {𝑜, 𝑝, 𝑣},

where 𝑜 denotes 𝑃𝑜, 𝑝 denotes 𝑃𝑝 and 𝑣 the designated verifier
𝑃𝑣 .

B. Proxy Delegation (PD)

𝑃𝑜 creates a warrant 𝑊𝑝 that includes the identities infor-
mation of the original signer 𝑃𝑜 and the proxy signer 𝑃𝑝, the
message limitation and etc. Next, 𝑃𝑜 picks a random element
𝑘 ∈ 𝑍∗

𝑞 and computes

𝐾 = 𝑙𝑘,

𝑢 = 𝑘 − 𝑠𝑘𝑜 ⋅𝐻(𝑊𝑝,𝐾)mod𝑞.

Then, (𝐾, 𝑢) is the delegation with the warrant 𝑊𝑝. 𝑃𝑜 sends
(𝐾, 𝑢, 𝑊𝑝) to 𝑃𝑝.

C. Proxy Signature (PS)

After 𝑃𝑝 receives the delegation (𝐾, 𝑢) on 𝑊𝑝, 𝑃𝑝 picks
a random element 𝑟 ∈ 𝑍∗

𝑞 and computes the proxy signature
on a message 𝑚 that is chose by 𝑃𝑝.

𝑘1 = 𝐻(𝑌 𝑟
𝑣 ),

𝑘2 = 𝑟 − (𝑠𝑘𝑝 ⋅𝐻(𝑊𝑝,𝑚,𝐾) + 𝑢) ⋅𝐻(𝑚,𝐾)mod𝑞.

Then, (𝑘1, 𝑘2, 𝐾) is the proxy signature that is generated by
𝑃𝑝 on message 𝑚 and warrant 𝑊𝑝.

D. Signature Verification (SV)

After 𝑃𝑣 receives a proxy signature (𝑘1, 𝑘2, 𝐾) on message
𝑚 and warrant 𝑊𝑝, 𝑃𝑣 first computes

𝑘
′
1 = 𝑌 𝑘2

𝑣 ,

𝑘
′
2 = (𝐾 ⋅ 𝑌 𝐻(𝑊𝑝,𝑚,𝐾)

𝑝 ⋅ 𝑌 −𝐻(𝑊𝑝,𝐾)
𝑜 )𝑠𝑘𝑣⋅𝐻(𝑚,𝐾).

Then, 𝑃𝑣 verifies the following equation

𝑘1 = 𝐻(𝑘
′
1 ⋅ 𝑘

′
2).

If the above equation holds, then 𝑃𝑣 accepts this proxy
signature or 𝑃𝑣 rejects it.

It can be verified that the generation proxy signature is
correct as follows

ˆ𝑘
′
2 = (𝐾 ⋅ 𝑌 𝐻(𝑊𝑝,𝑚,𝐾)

𝑝 ⋅ 𝑌 −𝐻(𝑊𝑝,𝐾)
𝑜 )𝑠𝑘𝑣⋅𝐻(𝑚,𝐾)

= (𝑙𝑘 ⋅ 𝑙𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾) ⋅ 𝑙−𝑠𝑘𝑜⋅𝐻(𝑊𝑝,𝐾))𝑠𝑘𝑣⋅𝐻(𝑚,𝐾)

= (𝑙𝑘+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾)−𝑠𝑘𝑜⋅𝐻(𝑊𝑝,𝐾))𝑠𝑘𝑣⋅𝐻(𝑚,𝐾)

= (𝑙𝑢+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾))𝑠𝑘𝑣⋅𝐻(𝑚,𝐾)

= (𝑙𝑠𝑘𝑣 )(𝑢+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾))⋅𝐻(𝑚,𝐾)

= (𝑌𝑣)
(𝑢+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾))⋅𝐻(𝑚,𝐾)

ˆ𝑘
′
1 = 𝑌 𝑘2

𝑣

ˆ𝑘
′
1 ⋅ ˆ𝑘

′
2 = 𝑌 𝑘2

𝑣 ⋅ (𝑌𝑣)
(𝑢+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾))⋅𝐻(𝑚,𝐾)

= 𝑌 𝑘2+(𝑢+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾))⋅𝐻(𝑚,𝐾)
𝑣

= 𝑌 𝑟
𝑣 .

Therefore, 𝑘1 = 𝐻(𝑘
′
1 ⋅ 𝑘

′
2).

VI. SECURITY AND EFFICIENCY ANALYSIS

A. Security Analysis

Our strong DVPST scheme possesses the essential security
properties that includes the unforgeability, non-transferability
and privacy of signer’s identity.

Theorem 1: Assume that the (𝑡′, 𝜖′)-DL assumption holds
in GF𝑞 , the proposed strong DVPST scheme is (𝑡, 𝜖, 𝑞ℎ, 𝑞𝑑𝑒,
𝑞𝑝𝑠, 𝑞𝑠𝑣) unforgeable in the random oracle model, where

𝜖′ ≥ (𝜖− 2−𝑘)3

𝑞ℎ
,

𝑡
′

= 𝑡+ 𝑞ℎ + 𝑇𝑒(2𝑞𝑑𝑒 + 8𝑞𝑝𝑠 + 8𝑞𝑠𝑣),

𝑞ℎ is the number of the hash queries, 𝑞𝑑𝑒 delegation queries,
𝑞𝑝𝑠 proxy signature queries, 𝑞𝑠𝑣 verification queries. 𝑇𝑒 de-
notes an exponentiation operation.

Proof: The proof idea is that assume that there exists
an adversary 𝐴𝐷𝑉 can (𝑡, 𝜖, 𝑞ℎ, 𝑞𝑑𝑒, 𝑞𝑝𝑠, 𝑞𝑠𝑣) break our
scheme, then we can use 𝐴𝐷𝑉 to create another algorithm
𝐶𝐻𝐴 that can solve the given DL problem. Our proof is very
similar to that of Lin et al.’s scheme. Next, we present the
proof description.

Given (𝑙, 𝑙𝑐) as an instance of the DL problem, where
𝐶𝐻𝐴 does not know the value of 𝑐. In order to compute 𝑐,
𝐶𝐻𝐴 performs the following process with 𝐴𝐷𝑉 .
Setup: 𝐶𝐻𝐴 picks randomly 𝑥, 𝑦 ∈ 𝑍∗

𝑞 and sets 𝑌𝑜 = 𝑙𝑥, 𝑌𝑝

= 𝑙𝑐 and 𝑌𝑣 = 𝑙𝑦 . Then, 𝐶𝐻𝐴 executes the scheme with 𝐴𝐷𝑉
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on input (𝑞, 𝑙, 𝑌𝑜, 𝑌𝑝, 𝑌𝑣).
Query: 𝐴𝐷𝑉 is allowed to perform the following queries.

1) Hash Queries. Define a table 𝑇𝐸 that is empty
initially. For a hash query for 𝐻 from 𝐴𝐷𝑉 on input
𝑉𝑖, if there exists a tuple (𝑉𝑖, 𝑠𝑖) in 𝑇𝐸, then 𝐶𝐻𝐴
returns 𝑠𝑖 as the value of 𝐻(𝑉 ). Otherwise, 𝐶𝐻𝐴
chooses randomly 𝑠𝑖 ∈ 𝑍∗

𝑞 and returns 𝑠𝑖 to 𝐴𝐷𝑉 ,
and records (𝑉𝑖, 𝑠𝑖) in 𝑇𝐸.

2) Delegation Queries. For a delegation query from
𝐴𝐷𝑉 , 𝐶𝐻𝐴 first creates a warrant 𝑊 . Because
𝐶𝐻𝐴 knows the private key 𝑥 of the original signer,
𝐶𝐻𝐴 can run the PD algorithm on input 𝑊 with 𝑥
and returns the delegation (𝐾, 𝑊 , 𝑢) to 𝐴𝐷𝑉 .

3) Proxy Signature Queries. For a message 𝑚 and a
warrant 𝑊𝑝 from 𝐴𝐷𝑉 for a proxy signature, 𝐶𝐻𝐴
picks a random number 𝑘2 and 𝐾 in 𝑍∗

𝑞 . Next,

𝐶𝐻𝐴 computes 𝑘1 = 𝑌 𝑘2
𝑣 , 𝑘

′

2 = (𝐾 ⋅ 𝑌 𝐻(𝑊𝑝,𝑚,𝐾)
𝑝 ⋅

𝑌
−𝐻(𝑊𝑝,𝐾)
𝑜 )𝑦⋅𝐻(𝑚,𝐾), 𝑘

′

1 = 𝐻(𝑘
′

1 ⋅ 𝑘
′

2). Finally,

𝐶𝐻𝐴 returns (𝑘
′

1, 𝑘
′

2, 𝐾) to 𝐴𝐷𝑉 .

4) Verification Queries. For a proxy signature (𝑘
′

1, 𝑘
′

2,
𝐾) on message 𝑚 and warrant 𝑊𝑝 from 𝐴𝐷𝑉 , 𝐶𝐻𝐴
runs the SV algorithm with the private key 𝑦 of the

designated verifier. If (𝑘
′

1, 𝑘
′

2, 𝐾) is a valid signature,
then 𝐶𝐻𝐴 outputs true or false.

Forgery: Finally, 𝐴𝐷𝑉 outputs a forgery proxy signature (𝑘∗1 ,
𝑘∗2 , 𝐾∗) on a message 𝑚∗ and a warrant 𝑊 ∗

𝑝 assume that
𝐻(𝑊 ∗,𝑚∗,𝐾∗) = 𝑣 and 𝐻(𝑚∗,𝐾∗) = 𝑣1. According to the
forking lemma [23], 𝐶𝐻𝐴 can rewind 𝐴𝐷𝑉 with different
hash value of 𝐻(𝑚∗,𝐾∗) assume that 𝐻(𝑚∗,𝐾∗) = 𝑣2 (∕=
𝑣1). Thus, 𝐶𝐻𝐴 obtains another forgery proxy signature (𝑘

∗
1,

𝑘
∗
2, 𝐾∗) on 𝑚∗ and 𝑊 ∗

𝑝 .

Thus, 𝐶𝐻𝐴 can get two equations

𝑘∗2 = 𝑟∗ − (𝑐 ⋅ 𝑣 + 𝑢∗) ⋅ 𝑣1mod𝑞
𝑘
∗
2 = 𝑟∗ − (𝑐 ⋅ 𝑣 + 𝑢∗) ⋅ 𝑣2mod𝑞.

Therefore, 𝐶𝐻𝐴 finally obtains 𝑐 = ((𝑘∗2 − 𝑘
∗
2)(𝑣1 − 𝑣2)

−1 −
𝑢∗) ⋅ 𝑙−1 mod 𝑞 and solves the given DL problem.

According to the forking lemma and the analysis in [22],
the success probability of 𝐶𝐻𝐴 is 𝜖′ ≥ (𝜖−2−𝑘)3

𝑞ℎ
. The time

is the cost of simulation, so 𝑡
′
= 𝑡 + 𝑞ℎ + 𝑇𝑒(2𝑞𝑑𝑒 + 8𝑞𝑝𝑠 +

8𝑞𝑠𝑣).

Theorem 2: The proposed strong DVPST scheme is non-
transferable.

Proof: In our strong DVPST scheme, the designated
verifier 𝑃𝑣 can simulate perfectly a proxy signature on a given
𝑚 as follows.

𝑃𝑣 creates a warrant 𝑊 𝑝 and choose two random numbers
𝑘2 and 𝐾 from 𝑍∗

𝑞 . Next, 𝑃𝑣 computes

𝑘1 = 𝑌 𝑘2
𝑣 ,

𝑘
′

2 = (𝐾 ⋅ 𝑌 𝐻(𝑊𝑝,𝑚,𝐾)
𝑝 ⋅ 𝑌 −𝐻(𝑊𝑝,𝐾)

𝑜 )𝑠𝑘𝑣⋅𝐻(𝑚,𝐾).

𝑘
′

1 = 𝐻(𝑘
′

1 ⋅ 𝑘
′

2).

It is obvious that the above proxy signature (𝑘
′

1, 𝑘
′

2, 𝐾) is a
valid proxy signature on message 𝑚 and warrant 𝑊 𝑝.

Therefore, the proxy signature (𝑘
′

1, 𝑘
′

2, 𝐾) generated by
𝑃𝑣 and (𝑘1, 𝑘2, 𝐾) generated by 𝑃𝑝 is completely identical.
So, our scheme is perfect non-transferable.

Theorem 3: The proposed strong DVPST scheme pos-
sesses the property of privacy of signer’s identity.

Proof: In our strong DVPST scheme, in order to ver-
ify the given proxy signature (𝑘1, 𝑘2, 𝐾) on a mes-
sage 𝑚 and a warrant 𝑊 , the designated verifier 𝑃𝑣 must
compute 𝑘

′
2 = (𝑙𝑘+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾)−𝑠𝑘𝑜⋅𝐻(𝑊𝑝,𝐾))𝑠𝑘𝑣⋅𝐻(𝑚,𝐾)

= (𝑌
𝑘+𝑠𝑘𝑝⋅𝐻(𝑊𝑝,𝑚,𝐾)−𝑠𝑘𝑜⋅𝐻(𝑊𝑝,𝐾)
𝑣 )𝐻(𝑚,𝐾). In other words,

when one does not know the private key 𝑠𝑘𝑣 of the designated
verifier 𝑃𝑣 if he wants to verify who signs the proxy signature,
and then he must know 𝑠𝑘𝑜 and 𝑠𝑘𝑝.

Therefore, our DVPST scheme satisfies the property of
privacy of signer’s identity.

B. Efficiency Analysis

In order to simply the comparison, we adopt the same
comparison items (i.e.,total computational cost and signature
length) and comparison schemes (i.e., [7, 8, 13, 16, 17]) to Lin
et al.’s scheme [22]. Let 𝐶𝑚𝑒 be a modular exponentiation
operation, 𝐶𝑚𝑚 a modular multiplication operation, 𝐶𝑚𝑖 a
modular inverse operation, ∣𝑝∣ and ∣𝑞∣ are the bit length.
Without loss of generality, set ∣𝑝∣ ≈ 512 bits and ∣𝑞∣ ≈ 160
bits. The comparison results of scheme 1-6 in Table 1 come
directly from Lin et al.’s scheme [22]. We only add our result.

In Table 1, we can see that comparison with Lin et
al.’s scheme [22], our strong DVPST scheme has the same
proxy signature length, i.e. 3∣𝑞∣ ≈480 although adds totally
a modular exponentiation, a modular multiplication and two
hash computations, which is very little load. However, our
strong DVPST scheme satisfies the unforgeability while Lin et
al.’s scheme can not resist the forgery attack from the original
signer.

Comparison our scheme with other related schemes [7,
8, 13, 16, 17] in Table 1, one can see that our scheme has
lowest communication cost in all these related schemes. In the
computational cost, our scheme also is lower than most of them
except for Huang et al.’s scheme. However, as description in
Lin et al.’s scheme, Huang et al.’s scheme does not satisfy the
privacy of signer’s identity.

TABLE I. COMPARISON OF PERFORMANCE WITH OTHER RELATED

SCHEME

Schemes Total computational cost Signature length(bits)

Scheme 1[7] 11𝐶𝑚𝑒+5𝐶𝑚𝑚+2𝐶ℎ𝑚 4∣𝑝∣+4∣𝑞∣ ≈2688
Scheme 2[8] 7𝐶𝑚𝑒+6𝐶𝑚𝑚+2𝐶ℎ𝑚 + 𝐶𝑖𝑚 ∣𝑝∣+4∣𝑞∣ ≈1152
Scheme 3[13] 5𝐶𝑚𝑒+2𝐶𝑚𝑚+2𝐶ℎ𝑚 4∣𝑝∣+2∣𝑞∣ ≈832
Scheme 4[17] 9𝐶𝑚𝑒+10𝐶𝑚𝑚+5𝐶ℎ𝑚 + 𝐶𝑖𝑚 4∣𝑝∣+3∣𝑞∣ ≈992
Scheme 5[16] 10𝐶𝑚𝑒+7𝐶𝑚𝑚+5𝐶ℎ𝑚 3∣𝑝∣+∣𝑞∣ ≈1696
Scheme 6[22] 7𝐶𝑚𝑒+7𝐶𝑚𝑚+7𝐶ℎ𝑚 3∣𝑞∣ ≈480
Our scheme 8𝐶𝑚𝑒+8𝐶𝑚𝑚+9𝐶ℎ𝑚 3∣𝑞∣ ≈480

VII. CONCLUSION

In this study, we first review Lin et al.’s strong DVPST
scheme and demonstrate an instance of the original signer
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forgery attack to Lin et al.’s scheme in detail. Then, we present
an improved strong DVPST scheme that is a modification
of Lin et al.’s scheme. We also address a detail security
analysis and performance analysis of our proposed scheme by
comparing with other related schemes. The comparison shows
that our strong DVPST scheme has lowest communication
cost with ≈480 bits. Therefore, our DVPST schemes are more
practical.
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