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Abstract— Nowadays security  becomes an important feature 
with the growth of electronic communication systems . In this 
paper ,we study the security problem and present a proposed 
triple hill cipher algorithm and its implementation on FPGA to 
encrypt any binary data such as images , audio , video … etc. 
This proposed algorithm  uses three stages of  a modified hill 
cipher to make the algorithm more robust ,each stage is 
considered a block cipher with a block length of 128 bits and key 
length of 256 bits. The message to be encrypted is processed  by 
this block cipher in three stages to increase the security. The keys 
are taken from random number generator. The proposed 
algorithm is promising to give better security. 
 
Keywords—  hill cipher , 256 bit key ,cryptography. 
 

 

I. INTRODUCTION 
        Nowadays security becomes an important feature with 
the growth of electronic communication systems. 
Cryptography is one of the methods used to protect data from 
unauthorized access and being stolen [1].  Cryptography is the 
science and study of secret writing. A cipher is a secret 
method of writing , whereby plaintext is transformed into 
cipher text .The process of transforming plaintext into cipher 
text is called  encryption. The reverse process of transforming 
cipher text into plaintext is called decryption.  Both encryption 
and decryption are controlled by a cryptographic key or keys 
[2][3]. 
There are two types of cryptosystem, which are symmetric 
cryptosystem and asymmetric cryptosystem. In Symmetric 
cryptosystem, the sender and recipient share the same key. It 
means the same key is used for encryption and decryption. In 
Asymmetric cryptosystem, different keys are used. A public 
key is used by sender to encrypt the message while the 
recipient used a private key to decrypt it [1][2]. 
 

In this paper we focus on hill cipher which is a type of 
symmetric cryptosystem. 
The hill cipher  was first described in 1929 by its inventor, the 
mathematician  Lester S. Hill, in the journal of the american 
mathematical monthly (Eisenberg, 1998).[1][3][4] 
The  hill  cipher  is  a  classical  symmetric  cipher  based  on 
matrix transformation. It has several  advantages including its  
resistance  to  frequency  analysis  and  simplicity  due  to the 
fact that it uses matrix multiplication and inversion for 
encryption  and  decryption.  However,  it  succumbs  to  the 
known plaintext  attack  [5] and  as  such  there  have  been 
efforts to  strengthen   the   cipher   through   the   use  of 
various  techniques  which  have  improved  the  security  of 
the  cipher  quite  significantly  [6],[7],[8].   
 
In this paper we present a proposed triple hill cipher algorithm 
which consists of three stages of hill cipher , each stage is 
considered a block cipher with a block length of 128 bits and 
key length of 256 bits. The message to be encrypted is 
processed by this block cipher in three stages to increase the 
security. The keys are taken from random number generator  
each stage consists of eight rounds with different eight keys , 
in each round three operations are implemented ; key and 
plaintext matrix multiplication , stir operation and XOR 
operation . this will be discussed in details in section III .we 
expect to achieve an algorithm more robust to cryptanalysis as 
we will use three layers of  security. 
 
The reason for using three stages is that, we use the same 
concept of the common triple DES algorithm which is 
standardized by ANS X9.52 and is used to enhance the DES 
algorithm [12]. 
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II.  THE BASIC CONCEPT OF THE CL
CIPHER 

 
 Hill Cipher   was  the  first polygraphic  cip
key  (K), plain text  (P), and cipher text  (C
in  the  form  of  matrices.  The basic  met
and decryption is represented by 
equations[9][10]. 

 C ൌ ሺK P ሻ modሺ 26ሻ         ሺ1ሻ P ൌ ሺKିଵ C ሻmod ሺ26ሻ      ሺ2ሻ   

where Kିଵ is the inverse of key matrix       

Here  modulo  26  arithmetic  is  used  as
performed on the English alphabet, whe
(Alphabet) is allotted a number generally st
continuous sequence one after the other as 
[3]. 
 
 
 
 
 
 
 
 

Figure 1.  Alphabet Numbering 
 
As shown in figure 1, Alphabets are numb
=1,... , Z=25, but this is not a fixed requirem
The  encryption  of  plain  text  takes n succ
letters and substitutes them for n cipher text 
3, the encryption can be expressed in ter
multiplication as follows[3] 
 ൥cଵcଶcଷ൩ ൌ ൥kଵଵ kଵଶ kଵଷkଶଵ kଶଵ kଶଷkଷଵ kଷଶ kଷଷ൩ ൥pଵpଶpଷ൩  modሺ26ሻ    ሺ3
 
 

III.  THE PROPOSED TRIPLE HIL
ALGORITHM 

 

  As shown in Figure 2  the proposed T
algorithm consists of three stages ,w
encrypted three times using three different
Keying options : 

     Option 1: k1 ,k2 and k3  are different (no
Option 2: k1 ,k2 are different and k3  
option is considered double encryption 
than simply hill cipher encrypting twice,
k2 because it protects against meet in the m
 
Option 3: k1 ,k2 and k3   are the sam
considered the least secure one. 
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Figure 2. The  Proposed T
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For the first stage ; plaintext is divided into
128 bits ,each block is represented in 4 by 4 b
 
Sub keys generation: 
 128 bits sub keys are generated from the
follow : 
The 1st sub key k2 is obtained by taking the
224 , from 191 to 160 ,from 127 to 96 and fr
 kଵ ൌ keyሺ255 downto 224ሻ&݇݁ݕሺ191 dowkeyሺ127 downto 96ሻ&݇݁ݕሺ63 downto 32ሻ
 
The 2nd sub key k2 is obtained by taking the
192 , from 159 to 128 ,from 95 to 64 and fromkଶ ൌ keyሺ223 downto 192ሻ&݇݁ݕሺ159 dkeyሺ95 downto 64ሻ&݇݁ݕሺ31 downto 0ሻ     
 
The 3rd sub key k3 is obtained by taking the
160 and from 31 to 0. 
 kଷ ൌ  keyሺ255 downto 160ሻ&݇݁ݕሺ31 dow
 
The 4th  sub key k4 is obtained by taking the
32 and from 159 to 128. kସ ൌ keyሺ127 downto 32ሻ&݇݁ݕሺ159 down
 
The 5th  sub key k5 is obtained by taking the
96. kହ ൌ keyሺ223 downto 96ሻ                               
 
The 6th  sub key k6 is obtained by taking the
and from 255 to 224. k଺ ൌ keyሺ95 downto 0ሻ&݇݁ݕሺ255 downto
 
The 7th  sub key k7 is obtained by taking the
and from 255 to 160.  
 k଻ ൌ keyሺ31 downto 0ሻ&݇݁ݕሺ255 downto
 
The 8th  sub key k8 is obtained by taking the
32. k଼ ൌ keyሺ159 downto 32ሻ                               
 
Each of k1 ,k2 , k3 ,k4 ,k5 ,k6 ,k7 and k8 is the
by 4 byte matrices . 

B. Operations in each round 
Each round includes three operations as show
 
Operation 1 represents matrix multiplicatio
and sub keys (ki), where ki represents k1 ,k2
and k8.Here we encrypt any binary data ,so 
field , when  values  in the  matrices  are  m
AND  is used  and  when values are adde
used[10][11]. 

 blocks of lengths 
byte matrix . 

e 256 bits key as 

e bits from 255 to 
om 63 to 31. wnto 160ሻ&                 ሺ4ሻ 

e bits from 223 to 
m 31 to 0 . downto 128ሻ&                 ሺ5ሻ          

e bits from 255 to 

nto 0ሻ    ሺ6ሻ 

e bits from 127 to nto 128ሻ ሺ7ሻ 

e bits from 223 to                 ሺ8ሻ  

e bits from 95 to 0  224ሻ      ሺ9ሻ 

e bits from 31 to 0 

 160ሻ    ሺ10ሻ  

e bits from 159 to               ሺ11ሻ 

en represented in 4 

wn in Figure 4 

n of plaintext (pt) 
2 , k3 ,k4 ,k5 ,k6 ,k7 

we use modulo 2 
multiplied,  bitwise  

d bitwise XOR is 

 
 
 
 
 
 
 
 

 

 

 

 

 

 
Figure 4. Sing

Operation 2 represents the Stir 

 

 

 

 

 

 

 

 

 

 

 
Figure 5. S

 
As shown in Figure 5 the stir op
 
by the following steps: 

• The 1st and 2nd bits fro
combined to form the 

• The  3rd and 4th bits fr
combined to form nex

• The  5th and 6th bits fr
combined to form nex

 
• The 7th and 8th bits fro

combined to form the 
• This stir operat

Stir(Stir(A))=A[9]. 
 

Operation 3 represents XOR op
We perform XOR between sub
operation .it is performed as bi

gle Round Diagram 

 

operation 

Stir operation 

peration  is defined  

om each byte in a row of A are 
first byte of  B in that row. 

rom each byte in a row of A are 
xt byte of  B in that row. 
rom each byte in a row of A are 
xt byte of  B in that row. 

om  each byte in a row  of A  are 
last byte of  B in that row. 
tion is reversible, i.e. 

peration 
b keys ki and the output of stir 
it by bit XOR ,as example if we 
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have M ൌ 11110000 and L ൌ 00110011 then  XORሺM, Lሻ ൌ11000011 
XOR operation is reversible if N ൌ XORሺM, Lሻ 
then L ൌ XORሺN, Mሻ and M ൌ XORሺN, Lሻ. 
 
The three operations of the round are repeated eight times with 
different sub keys for ki=1:8 to perform one stage of the Triple 
Hill Cipher , so to perform the triple hill cipher we repeat the 
stage three times ,so we can achieve an algorithm more robust 
to cryptanalysis. 
  

Summary of The Proposed Triple Hill Cipher Algorithm 
i. Encryption process 
1. Read the message ( plaintext ) as a binary and divide 

it into blocks of lengths 128 bits ,then is represented 
in 4 by 4 byte matrices  

2. 128 bits sub keys matrices (ki =1:8) are generated 
from 256 bits key 

3. Find inverse of the sub keys matrices 
4. If the matrices are non invertible change the key and 

go to step 2 
      5. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Where pt is the plain text ,c is the cipher text ,m is the 
number of stages and i is the number of rounds. 

 

ii. Decryption process 
1. Prepare the inverse of the sub keys matrices ki

-1. 
2.  

 

 

 

 

 

 

 

 
 

IV.SIMULATION AND IMPLEMENTATION RESULTS 
A. Simulation results 

The proposed algorithm is coded using VHDL language and 
simulation results taken from Modelsim6.0C software as 
shown in figure 6 which shows data in binary form  and  
figure 7  in Hex-decimal form . 
 

 
 

Figure 6. Timing Simulation of The proposed algorithm. 
 

 
 

Figure 7. Timing Simulation of the proposed algorithm (cont.). 
 
We used this data  during the simulation ,here data is arranged 
as  vectors of bits  
 
256 bits first key: 
11111010111010111110101111101010101010101010101010
10011000001111111110101010101010101010101011101010
10101010101010101010111010101011111111110000011000
10101010101010101010101010101010101010101010101010
11111111110000001100101011101010101110101010101010
110010 
 
Plaintext: 
11111111110101010101010101010101010101010101010101
00000000001111111111010101010110101010100011001100
1101010101010101010101010101 
 
The outputs of the three stages is  
Cipher text1:  
11101110101010001000100011000010010101001010001001
10001011101000101010101010100010001000100000101010
1111101011011111001010110000 
Cipher text 2: 
01010100111100100100010001100001000000011101111100
11000101010100010101000101000001000100010000010111
0100111110100011000101010000 

݉ ݎ݋݂ ൌ 1: 3 

௠ଵ݌ ൌ ሺ݇௜. ௠ଶ݌ ሺ2ሻ݀݋݉ ሻݐ݌ ൌ ௠ଷ݌ ௠ଵሻ݌ሺݎ݅ݐݏ ൌ ܱܴܺሺ݇௜, ݐ݌ ௠ଶሻ݌ ൌ  ௠ଷ݌

ܿ ൌ  ݐ݌

{ 
݅ ݎ݋݂  ൌ 1: 8 
{ 

} 
} 

݉ ݎ݋݂ ൌ 1: ݅ ݎ݋݂ 3 ൌ 1: 8 ܿ௠ଵ ൌ ܱܴܺሺ݇௜, ܿሻ ܿ௠ଶ ൌ ሺܿ௠ଵሻ ܿ௠ଷݎ݅ݐݏ ൌ ሺ݇௜ି ଵ. ܿ௠ଶሻ ݉݀݋ሺ2ሻ ܿ ൌ ܿ௠ଷ 

ݐ݌ ൌ ܿ 

{ 

{ 

} 
} 
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Cipher text 3 which also is the Final Cipher text of the 
proposed algorithm : 
00101010011110110010100000110010100000110100011110
01101011101010001010100010101000101000001000101001
0000011111110011001000110000 
As shown from the simulation results ,plain text is encrypted 
three times ,which proves that our proposed algorithm 
increases the difficulty in cryptanalysis . 

 
B. Implementation results 

FPGA implementation of the proposed algorithm was 
accomplished on Space-Grade Virtex-4QV XQR4VSX55-
10CF1140 using Xilinx ISE Design Suite 13.2 as synthesis 
tool . The top level RTL  schematic  of  the  proposed 
algorithm as shown in figures 8 and 9  is  given  to  establish  
the  fact  that  the  HDL  codes  are synthesizable. 
 

 
 

Figure 8.  Top Level RTL schematic of the proposed algorithm 
 

 
 

Figure 9. Top Level RTL schematic of the proposed algorithm (cont.). 
 
Design summary for  the proposed algorithm   is  specified  in  
Figure 10  to  set  up  details . 
 

 
Figure 10. Design summary of the proposed algorithm 

 
Power analysis summary of the proposed algorithm design  is 
specified in figures 11,12 and 13 . 
 

 
 

Figure 11. Power analysis summary of the design with Clock frequency 25 
MHZ 

 

 
 

Figure 12. Power analysis summary of the design with Clock frequency 50 
MHZ 

 

 
 

Figure 13. Power analysis summary of the design with Clock frequency 
100MHZ 
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V. CONCLUSION 
 
In the cryptanalysis of the classical hill cipher ,the known 
plaintext attack is performed using the method k ൌ pିଵ  c    
where p is an invertible matrix , so if an attacker has m distinct 
plaintext and cipher text ,can retrieve the key using the 
previous method .In the proposed triple Hill Cipher algorithm 
the known plain text attack becomes more difficult as the plain 
text is encrypted using eight rounds with eight different keys 
three times ,we can say that , we used 24 different keys which 
makes the task of the known plain text attack more difficult, 
there is no doubt that increasing the number of stages  for 
example four stages instead of three increases the level of 
security but the overall performance of the algorithm become 
more slower. 
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