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Abstract—An increasing number of images in the Internet brings
forward a higher requirement on the speed of steganalysis. For
the problem of real-time detection of stego images, a method of
images steganalysis rapidly based on identifiable features is
proposed, where the identifiable features are specific character
sequences left in stego images by steganography tools. According
to finding whether an image contains these features can judge
reliably the image is stego or cover. Meanwhile, for multiple
identifiable features appearing on the same location of an image,
an algorithm of identifiable features recognized based on AC
(Aho-Corasick) multi-features matching algorithm is proposed,
which can improve the detection speed. Experiment shows that
the steganalysis method proposed can achieve a perfect detection
precision, and the detection speed can be improved significantly
comparing with traditional methods (matching bytes one by one).

Keywords—Steganalysis, Identifiable features, Steganography
tools, AC algorithm, Stego image detection.

I. INTRODUCTION

Steganography is a cover communication technique that
embeds confidential messages into the redundant parts of
multimedia files such as digital images and videos, and then
transfers them through public communication channels [1].
Corresponding steganography is steganalysis and which a
main purpose is judging an detected object is stego or cover.
Generally, steganography has been breached if an attacker can
judge the detected object whether contains secret messages.
Images are the most commonly used forms of covers, so this
paper mainly studies image steganalysis. Data shows that
about 10 million images are uploaded to social networks each
hour and 100 hours of video uploaded for sharing each
minute ' . Detection speed is particularly important when
steganalysis of a large number of images in a short time.
Therefore, fast and accurate detection of stego images from a
large number of images as the first step of steganalysis, which
is one of the most urgent practical problems to be resolved.

The current research on detection of stego images can be
divided into three classes: sensory detection, statistical feature
detection and identifiable feature detection. Sensory detection,

! http:// www.computer.org/portal/web/tetc/
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as an early detection algorithm, has been obsoleting since it is
difficult to automatic implementation. Statistical feature
detection is the research hotspot of steganalysis because most
of steganographic algorithms can be detected reliably by this
methodology. While the dimension of statistical features is
high and the detection speed is low. Typical methods are
described as follows: a 274-dimensional feature vector was
produced through extending the 23 DCT features set and
reducing their dimension by Pevny [2], then the new feature is
used to construct a Support Vector Machine multi-classifier
capable of assigning stego images to six popular
steganographic algorithms: Out-Guess [3], F5 [4], MB [5], etc;
Fridrich [6, 7] has extracted the SRM (Spatial Rich Model)
feature and CC-JRM (Cartesian Calibrated-Jpeg Rich Model)
feature from spatial images and jpeg images, respectively.
SRM and CC-JRM have been extracted by the correlation
between pixels or DCT coefficients. Two features above were
used to attack some algorithms successfully, such as HUGO
(Highly Undetectable steGO) [8], LSB (Least Significant Bit)
[91, EA (Edge Adaptive) [10], MME (Modified Matrix
Encoding) [11], nsF5 (no-shrinkage F5) [12], etc. Which
dimensions are 34671 and 22510 respectively; on this basis,
according to the fact that embedding rate can be estimated
from stego images embedded by S-UNIWARD (Spatial
UNIversal WAvelet Relative Distortion), Fridrich [13] has put
forward the novel concept of content-selective residual, which
increased the detection precision of S-UNIWARD. These
steganalysis methods based on statistical features above can
attack many steganographic algorithms reliably, while
dimensions of these statistical features are high, and detection
speed is low, it is difficult to meet the requirement of real-time
detection for a large number of images. Besides, steganalysis
based on statistical features has a high false detecting rate for
lower embedding rate images.

At present, the kinds of steganography tools is more than
one thousand, identifiable features will be left in stego images
when cover images embedded secret by some tools. Stego
images can be recognized through checking detected images
whether contains these identifiable features. The missing rate
of steganalysis based on identifiable features is 0 and the false
detecting rate is low for lower embedding rate images [14].
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Besides the method is faster than steganalysis based on
statistical features. While current researches on identifiable
features detection is smaller, there are some gaps existing to
practical application. A fast and accurate automatic detection
method based on the characterized regularities in output media
caused by weak implementations of steganographic
algorithms was proposed in paper [15], the method extracts
these characterized regularities first, then check for
characterized regularities whether existing in images, if
existing, the image is a stego image. Bell [15] has
implemented detection for 6 kinds of steganography tools
such as Steganos, Inv.Sevrets, OutGuess, JSteg, STools and
MP3Stego using the method proposed above. While Bell has
realized the detection of 6 kinds of steganography tools only,
the detection ability is weak and can’t meet the requirements
for detection of many tools. To enhance detection ability,
types of features is must to be increased, as a result that the
detection time of the traditional detection (matching bytes one
by one) will increase linearly.

Identifiable features are some specific characters squences
left in stego images when embedding by some steganography
tools in this paper. A method of rapid detection of stego
images based on the identifiable features is proposed in the
paper. According to the different areas of stego images where
identifiable features located in, identifiable features is divided
into head features, data features and tail features. For head
features, head features tables are constructed for every head
feature. Then decide whether abnormal values (head features)
exist in properties of images according to checking head
features tables, final decide the image is a cover or stego. For
data features and tail features, considering the two sections
data taking relatively major proportion in the whole image
data, detection time is longer, and some features may exist in
the same location, so using the speed advantage of AC
algorithm [16] in multi-feature matching, an algorithm of
identifiable features recognized based on AC is proposed, this
algorithm effectively relieve the problem that detection time is
increasing with the increasing of features linearly.

II. INTIFIABLE FEATURES DETECTION BASED ON
MULTI-PATTERN MATCHING

A. Steganalysis based on Identifiable Features Classifica-

tion

Identifiable features are constant marks left in stego images
by steganography tools to protect copyright or check images
whether were embedded, they usually present as specific
characters sequences appeared in specific bits of stego images.
Identifiable features exist in different positions of stego
images have different forms. According to this phenomenon,
different detection algorithms were used for different areas of
image to improve detection speed without loss detection
accuracy. For this reason, identifiable features were divided
into head features, data features and tail features. Different

detection methods were used to detect three classes of features.

Detection methods are described as follows.
Head Features: some image properties (such as width,
height, resolution, palette) may be falsified by some
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steganography tools when secrets embedded into cover images.
For example, the length of a BMP image file header will be
increased 1 if the image embedded by Imagehide [14]. The
resolution of a BMP image will be changed to 0 if the image
embedded by Invisible Secrets [14], in addition, there is a
sequence of characters from 1 to 255 and 0 is the last
character will appear in 256 bits of palette redundant position
if the image embedded by Stegomagicl.0 [14]. The reason
that head features are often expressed as abnormal values of
properties in stego images head and these properties can be
achieved easily through analysing of image format. So we first
construct head feature tables for every head feature which
existed in feature library. Then the image header whether
containing head features will be judged by comparing
properties of features tables and image properties
corresponding. The head feature table of InvisibleSecrets [14]
is shown by TABLE 1, where normal image properties is
represent of -1.

TABLE 1. HEAD FEATURES TABLE

Tools Format Size Offset | Palette
Invisible Secrets BMP -1 -1 -1
DataSize Resolution | Width | Height | ......
-1 0*0 -1 -1 -1

Data features: data features is a class of identifiable features
left in image data area by a part of steganography tools, they
often represent as specific character sequences in LSB or
2LSB etc. Images may be distorted if pixels or DCT
coefficients tampered to specific characters sequence. So these
sequences often located in LSB or 2LSB. For example, the
sequence “0100 0011 0100 100” appear in the LSB from 37 to
45 bits in BMP stego images which have been embedded by A
Plus File Protection [14], the sequence “0100 0010 0110 1001
0111 0010 0110 0100” appear in the LSB from 36 to 55 bits in
BMP stego images which have been embedded by 007
Electronic Stego Water [14]. LSB and 2LSB is the least bits of
image’s pixels, so they can represented by sequences
consisted of character sets such as {0, 1} or {0, 1, 2, 3}. The
probability of different features have the same prefix will be
increasing as the number of identifiable features increasing.
Character types of these sequences is no more than four (0 1 2
3), so more prone to have the same prefix. Because of multi-
pattern matching algorithm has an obvious advantage in speed
for multiple features detection, this paper adopts AC multi-
pattern matching algorithm to detect data area of images. The
algorithm is described in section B.

Tail features: some particular characters sequences
consisted of pixels were appended to the tail redundant area in
images by some tools. These features are called tail features in
this paper. For example, the sequence “07 00 00 00” is
appended to the last bit of BMP or JPEG images by
bulletproof vest [14]. Besides, the sequence “5B 3B 31 53 00”
is appended to the last bit of JPEG images by Jpegx [14]. Tail
features represent as specific sequences consisted of
hexadecimal character. Hexadecimal character has only 16
kinds of characters. So as similar to data features, AC multi-
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pattern matching algorithm is also adopted to detect the tail
redundant area of images. The algorithm is described in
section B.

Every identifiable feature in feature library need to be
preprocessed before detection. Different process rules were set
to different classes of features above. Which is indicated by
dotted lines in Figure 1. Head feature tables were constructed
for every head feature existed in features library. Two
properties such as steganography tools name and image
format should be contained in every table. If other properties
have head features, then these head features will be added to
head feature tables. Such as the head feature table of Invisible
Secrets was shown in table 1. If different data features appear
in the same location of LSB or 2LSB, a multi-pattern
matching machine consisted of parity sequences or 0 1 2 3
sequences should be constructed. Matching machine
construction algorithm was shown in section B. As same as
data features, if some tail features located in the same location
of images, a multi-pattern matching machine consisted of
hexadecimal characters need to be constructed.

Features table

1
i
1
H —>| Image head |—>| Pro matchi lk‘-
1
1
1
1
1

[Features map)|
to stools

Classify
i
eature """ +q-- Data features - - I
Library Result R
= .|
Image | Format i D AC matchi 2| Result y >
'- r= Tall features F--— Log files

_>| Tail area l—bl AC matching |&

Figure 1.

Identifiable features classification and detection

Detection method is indicated by solid lines in Figure 1.
Images data was divided into three sections: head, data and
tail. Different detection algorithm would be used to detect
three sections of images based on preprocessing results for
three classes of features above. Then three detection results
R, R,, R, would be achieved after detection. United-decision

algorithm is proposed to analysis these results and get the final
detection result R . Head detection as follows: get all
properties of the detected image through analyzing the image
format first, then decide whether abnormal values exist in
these properties according to checking head features tables. If
they exist, the image is a stego image. R, is true and tools
name is extracted from the head feature table. If all properties
of the image have no any abnormal value, the image head data
is normal and R, is false. In view of the situation that a
property may have more than one features and the length of
head features is short (1 or 2 bit), binary search algorithm is
adopted to detect the property for improving detection
efficiency. For data area and tail redundant area, these areas of
images were detected by using matching machines constructed
by data features or tail features. Then detection results R, and

R, have been achieved. In the end, united-decision algorithm
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was adopted to get the final detection result R . Details were
introduced in section B and C.

B. An algorithm of identifiable features recognized based on
AC multi-pattern matching.

Multi-pattern matching is an algorithm which can finish
detecting in a matching process [16]. AC and WM (Wu-
Manber) [17] are typical multi-pattern matching algorithms in
the field of intrusion detection. The character type of
identifiable feature is less than 16 and there are no bad
characters (characters which present in image data but not
exist in features) in image data, so the advantage of WM that
increasing jump step by bad characters did not get to play.
Besides, memory access time of WM is longer than AC has
been presented in paper [18]. Taken together, AC algorithm
has higher detection efficiency than WM for detecting data
area and tail redundant area. In addition, considering the
position of identifiable features is relatively fixed, the concept
of position verification was added into AC algorithm in order
to further reduce the false detecting rate in this paper.

The algorithm includes two parts. The former is preprocess-
ing phase, a finite state feature matching machine should be
constructed of all identifiable features which existed in data
area or tail redundant area; the latter is detection phase,
matching machine constructed above will be used to detect
image data area or tail redundant area.

Preprocessing phase: Matching machine constructed
process was shown in Figure 1. There are three functions goto
function, failure function and output function should be
constructed. Goto function stands for turning to the next state,
and continuing to match until to the situation that input
characters and feature’s characters match successfully, which
was indicated by solid arrows in Figure 2. Failure function
stands for jumping to a specified state when input character is
not equals to features’ character, which was indicated by
dotted arrows in Figure 2. Output function stands for
outputting an identifiable feature when the feature and image
data detected matching successfully, which was indicated by
states {4, 7, 9} in Figure 2. It means the feature exist in image
data, then enter the position verification stage. If the position
verify successfully, the image was judged as a stego image.
Using identifiable features in BMP image data area as an
example to illustrate the process, if features exist in least
significant bit of BMP image, then they are represented as the

Figure 2. Identifiable features matching machine

sequence consisted of zeros and ones. For example,
identifiable feature set is {1011, 1110, 1100} and LSB of the
pixels where the features located in is {00101110010},
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process of the matching machine construction was shown as
step I to II1.

I. Goto function is consisted of characters which in the
features set {1011, 1110, 1100}. Prefix relationships between
the three features were described by the function consisted of
ten directed edges and ten nodes (otherwise known as states).
Prefix relationships between the three features has decreased
the number of states from 12 to 10. So matching frequency

would be reduced and detection efficiency would be improved.

Shown as solid arrows in Figure 2.

II. The failure function maps a state into another [16]. The
function’s main aim is to look for which state jump to
whenever goto function reports fail. The disadvantage of
backtracking in BF (Brute Force) algorithm is eliminated in
the failure function. Construction process of failure function
was described as follows: first, failure values of all
states § which depth is 1 were initialized to 0. Then failure
values of other states was computed in order of depth-first. It
means failure values of states which depth is d should be
concluded by failure values of states  which depth isd —1.

As shown in formula (1):

0 d=1

f(sh) d>1 O

f(S)={

where f(s") is an iterative process of f(s), detailed steps are
described as follows: (D Set state= f(r) , where r is the
direct precursor of s ;@ according to the goto function to
calculate the value of g(state,a) , where a is an input
character, if the value is null, then this step is executed
iteratively many times until the value is not null, then the non-
null value is the value f(s) maps to. The non-null value must
exist in goto function because g(0,0)=0, g(0,1)=1 and
input character is only 0 or 1; Q) certain states are designated
as output states which indicate that a set of features.

Example:

Initializing state which depth is 1, set f(1)=0;

Calculating the failure values of states {2, 5} which depth
are 2 utilizing the failure values of states which depth are 1:

set state= f(1)=0,set f(2)=0 as g(0,0)=0;

set state= f(1)=0,set f(5) =1 as g(0,1)=1;

Calculating the failure values of states {3, 6, 8} which
depth are 3 utilizing the failure values of states which depth
are 2:

set state= f(2)=0,set f(3)=1 as g(0,1)=1;

set state= f(5)=1,set f(6)=5 as g(LL1)=5;

set state= f(5)=1,set f(8)=2 as g(1,0)=2;

As above, calculating the failure values of states {4, 7, 9}
which depth are 4 utilizing the failure values of states which
depth are 3;

set state= f(3)=1,set f(4)=5 as g(L1)=5;

set state= f(6)=5,set f(7)=8 as g(5,0)=8;

set state= f(8)=2,set f(9)=0 as g(2,0)=0,
state = f(2)=0 and £(0,0)=0.
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III. To improve the detection accuracy, the property
firstcharindex (the index of feature’s first character in stego
images) is added to struct of output features to check whether
features is located in the specific location of stego image.
Output states are shown as double loop nodes in figure 2.

The matching machine consisted of features set {1011,
1110, 1100} has been constructed now, detection phase is
beginning.

Detection phase: According to a window sliding on a
characters sequence consisted of image data bytes to searching
for features by the matching machine constructed above. An
identifiable feature will be outputted when the feature is found
in images. Then check the value of firstcharindex whether is
the index of location where the feature located in. If it is,
detection results R, or R, is true and the feature code will be

234567 @
015158

8 9
20

outputted. If it is not, R, or R, is false. Detection of data area

and tail area completed now. The detection result set
R, R,, R, are achieved when detection of the whole image

has been completed, then united-decision algorithm is adopted
to get the final detection result R . Details is introduced in
section C.

C. Decision of detection result
As shown in Figure 1, the result set R, R,, R, has been

achieved from detection above, if two or three results from the
result set are true and steganography tools which results refers
to are different, it is needed to judge the result set. The process
is: when the three results are all false, the image detected can
be judged as a cover; when three results are true, the image
detected can be judged as a stego image, then extracting the
name of steganography stool which the true result points to; if
two of the results is true, the image is a stego image, if the two
true results points to the same steganography tool, then the
image is a stego image embedded by the steganography stool,
If the two software name are inconsistent , the two types of
tools are suspicious, extracting the two tools name and
recording into the final result R , respectively; in a similar
way, if the three results are true, the image is stego image,
when the three results point to the same stool, judging that the
image embedded by the stool. If there are two results in three
results point to the same stool, the two software are suspicious
stool, and should be included in the final detection result, the
stool which the two results points to has a higher priority, If
there is no any same name of tools which the three results
points to, the three types of tools are suspicious and write into
the final result R, there is no priority order. At this point, the
detection method proposed in this paper has completed and
the final result R has gotten.

III. EXPERIMENTS

To validate the accuracy and rapidity of the detection
method proposed in this paper, the following experiment is
designed.

July 1-3, 2015 ICACT2015



A. Experimental setup

1) Hardware environment: the experimental environ-ment
is 64-bit Windows 7 OS, Pentium(R) P6200 (2.13 GHz) CPU,
3.67 GB RAM, and development environment is Microsoft
Visual Studio 2010. Note that the level of hardware
performance and the busy degree of CPU all might make the
detection time float on a small range, therefore, in order to
ensure the precision of the detection time, we use the same PC
to test AC, WM and BF algorithms at the same time.

2) Construction of images library: 10000 PGM gray-scale
images of BOSSBase-1.01 database” is transformed into BMP
images, the resolution and size of these images are 512*512
and 257 KB uniformly. 20 BMP images selected randomly
were used to generate stego images, 10 images were
embedded by A Plus File Protection and another 10 images
were embedded by 007 Electronic Stego Water. Secret
message is a 2.61 KB text document (txt), embedding rate is
about 1%. These 20 stego images were put into other 9980
cover images, then test images library has been constructed.

3) Selection of features: characters sequences "0100 0011
0100 100" and "0100 0010 0110 1001 0100 0010 0110 0100"
which generated by A Plus the File Protection and 007
Electronic Stego Water, respectively. Besides, since the
current identification features which we have are deficiency,
to test the influence on detection speed with the number of
features increasing, we have constructed a generator to
generate virtual identification features code. About 500 virtual
identification features consisted of random characters {0, 1}
were constructed by the generator, the length of these virtual
identification features is 17 bits.

4) Detection objects: the LSB of pixels which before the 56
(hex) location in BMP images, a total of 87 bits characters
sequences consisted of zeros or ones.

5) Detection algorithms: AC, WM and BF.

B. Results

Accuracy verification: experiment results show that 20
stego images can be accurately identified by three detection
algorithms, undetected rate and false rate are 0. The
recognition algorithm of identifiable features proposed in this
paper is a precise matching algorithm. There is no undetected
case if identifiable features are correct and complete. So
undetected probability can stay 0 for any embedding rate. For
LSB of pixel in data area, the probability of cover images and

stego images having the same characters is 1/2", where n is

the number of features bits. So false rate is less than 1/2". In
the experiment, n is more than 15, so the false rate is less
than 0.003% and close to 0. The result also show that the
undetected probability and the false rate of three detection
algorithms (AC, WM and BF) are 0. On the contrary,
steganalysis based on statistical features is difficult to get the
higher detection precision when the embedding rate is less
than 1%. So steganalysis based on identifiable features is
reliable for lower embedding rate images.

2 http://boss.gipsa-lab.grenobleinp.fi/
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Rapidity verification: the algorithm of identifiable
features recognized based on AC proposed in this paper has a
speed advantage to other algorithms, result is shown as Figure
3 and TABLE 2.

1200.00
1071.16
1000.00
800.00
600.00
400.00 eo® 342
200.00 § oo® <
00 EEE o e—e—e—0—0—0—0—0—¥t
o
1 3 5 10 20 30 40 50 60 70 80 90 100
——AC == WM BF

Figure 3. Net detection time for three algorithms

Figure 3 abscissa represents the number of identifi-able
features and it’s ordinate is the net detection time (ms). The
net detection time only refers to matching time, do not include
time of reading image and outputting result. Namely it is just
refers to the time of matching stage, do not include pre-
processing for AC and WM. The time of preprocessing can be
ignore when a large of detected images. Embedding rate has
no impact on detection time.

TABLE 2. TABLE OF NET DETECTION TIME

Features | Detection net time (ms) Time rate

number AC WM BF AC/WM AC/BF
100 19.68 | 353.42 1071.16 5.57% 1.84%
200 21.40 | 680.37 | 2075.72 3.15% 1.03%
300 23.72 | 1032.57 | 3199.38 2.30% 0.74%
400 24.15 | 1389.35 | 4289.33 1.74% 0.56%
500 24.44 | 1692.50 | 5488.26 0.91% 0.45%

The first column of TABLE 2 is the number of features.
Detection result of three algorithms (AC, WM, BF) shows that
the undetected probability and the false rate are 0, the
detection accuracy of the detection method proposed in this
paper is still keep 100% for the lower embedding rate images.
As can be seen from the Figure 3 and TABLE 2, detection
time of the detection algorithm based on AC keeps steady
with identifiable features increasing. While detection time of
the other two algorithms is increasing linearly. So detection
algorithm based on AC proposed in this paper has a higher
detection speed.

IV. CONCLUSIONS

A method of steganalysis of image based on identifiable
features left by steganography tools is proposed in this paper.
The method can detect reliably the lower embedding rate
images. To solve the problem that many identifiable features
appearing in the same place, an algorithm of identifiable
features recognized rapidly based on AC is proposed.
Experiment results show that the algorithm improve
effectively the detection speed. However, this algorithm
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applies to some steganography tools which identifiable
features have been achieved and can’t work well in the case of
tools which identifiable features have not been achieved. So,
extraction of identifiable features of steganography tools will
be studied in further research.
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