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Abstract— The application of wireless sensor networks is almost 

involved in all industries. However, due to the limitations of 

technology, the wireless sensor has many weaknesses. In the 

process of application, the sensor nodes can’t get accurate data 

from the environment because of the interference of various 

factors, then the real fact of the environment won’t be reflected, 

the whole system can’t work properly. In this paper, I propose a 

method called MDRE to evaluate the credibility of sensor nodes 

which based on the modified D-S evidence theory. Lots of 

experiments make it clear that the method can evaluate the 

credibility of the node more accurately. 
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I.  INTRODUCTION  

The rapid development of wireless sensor network (WSN) 
[1][2] has promoted the application of wireless sensor 
networks in various fields. However, the data monitored by 
sensor network is often inaccurate because of the 
vulnerability of individual sensor node [3]. In this case, the 
research on the credibility of sensor network nodes is 
definitely important. Credibility is a collective term used to 
express the availability, reliability, maintainability, security, 
and sometimes in the general description of non quantitative 
terms. The credibility problem originates from social science 
which is used to describe the trust between people and people, 
and then is introduced into the economic field [4] [5], Marsh 
proposes the calculation model of credibility firstly [6]. Since 
then the credibility problem has been applied to the Internet 
industry, such as the mutual trust between buyers and sellers 
in e-commerce, and researchers propose a peer's calculation 
model of network[7][8]. With the continuous development of 
wireless sensor networks, the research on the credibility of 
the wireless sensor network is getting more and more 
attention. 

Most of these schemes which are proposed on the 

credibility of sensor network nodes are based on evaluated by 

the analysis of the communication between nodes and the 

behavior of the node itself, so it is easy to bring about the 

network overload, and consume a large amount of energy and 

storage resources. At present, most of the Fault Diagnosis of 

sensor network nodes are based on Sink node. By introducing 

the related protocol, the nodes will send its own state 

information periodically to the Sink node [9] [10]. However, 

this method increases the burden of network traffic. Another 

method is detecting the running state of the nodes by 

inserting the inspection points into the sensor nodes [11]. 

There is a better method: self diagnosis, which is used to 

detect the faults of the system [12]. This method effectively 

reduces the bandwidth of network communication between 

nodes, and prevents the loss of information from the process 

of Sink node. However, it has brought a lot of tests for the 

duration of the sensor nodes. 

This paper proposes a new method to evaluate the 

credibility: modified D-S evidence theory which based on the 

deviation degree, named MDRE, it can greatly improve the 

performance of the sensor network through evaluating the 

credibility of nodes by the research of the multi dimensional 

data  collected by the sensor network nodes. This paper uses 

the D-S evidence theory to measure the credibility of the 

nodes because the Dempster-Shafer evidence theory [13]-[15] 

has a unique advantage in the process of dealing with 

uncertain information. However, the traditional D-S evidence 

theory is insufficient in the combination rule and the 

decision-making stage, so it needed to be improved. The 

modified evidence theory is combined with the historical data, 

the correlation of the data from each dimension, and the basic 

probability distribution which is calculated based on the 

deviation degree. At the same time, the calculation of weight 

of the credibility of the nodes are based on the deviation 

degree. These optimizations can greatly reduce the influence 

of the deviation of the large dimension data. 

II. DESCRIPTION  OF THE PROBLEM 

Sensor network is widely used, its structure diagram as 

shown in figure 1. A sensor node usually collected different 

data, and the collected data is transmitted to the management 

center. 

 
Fiture 1. Picture of sensor network 
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Suppose that a wireless sensor network is arranged in a 

real environment, and the number of nodes is N, each node is 

denoted as 1 2{ , ...... }nA A A
, these nodes can get M type data 

 from environment, such as node hA
 get the 

data 1 2{ , ...... }h h hmA A A
. The nodes in sensor network are 

report the collected data to the remote monitoring center at all 

times. When the monitoring center finds that the data is 

abnormal, it will measure the credibility of the node, which 

can help us to find the presence of an abnormal node. 

III. ALGORITHM：MDRE 

A. Calculate Deviation Degree 

Suppose that all nodes in the sensor network can collect the 

data from the i dimension, each data is denoted 

as 1 2{ ...... }i i niA A A
 , such as get the temperature in the 

environment, these data reflect a property in the region, so 

they are very similar.  The mean value of the data on the i 

dimension is denoted as 1

1 n

i ki

k

A A
n 

 
 , 

ki i

i

A A

A





denotes as the deviation degree of node K on i 

dimension data. 

B. Modified D-S Evidence Theory 

D-S evidence theory is proposed by Dempster in 1967. he 

uses the definition of upper and lower bounds of probability, 

and then his student Shafer promote it, make it systematic and 

theoretical, and to be a kind of theory of uncertainty reasoning, 

that is D-S theory. The core of this paper point out its 

shortcomings in dealing with the problem of the credibility of 

sensor nodes in multi dimensional data environment, and 

improve it. 

Suppose that 1 2{ , ...... }k k kmA A A
is the m dimension data 

detected by node K. Assuming kiA
is a suspicious data (which 

is also possible for several data), then the node K is 

considered as a suspicious node 

C. The Correction of D-S Theory 

Proposition p: Suppose node K is trusted, then the sub 

propositions of p 1 2{ , ...... }mP P P
respectively represent 

data 1 2, ......k k kmA A A
 is credible, when evaluate belief 

function( kBel
) of node K by suspicious data kiA

, its basic 

probability distribution function 
( )kim B

( 2B  ) on the 

sub proposition space( 1 2{ , ...... }mP P P
)not only need 

consider the deviation degree but also need consider the 

combination of data collected by the node and correlation in 

each dimensions. 

According to the method of determining the basic 

distribution function
( )kim B

, to calculate the belief function 

1 2( ) ({ , ...... })k k mBel P Bel P P P
(the lower bound of the 

credibility of the node K) and the likelihood function 

( ) 1 ( )k kPl P Bel P 
(the upper bound of the credibility of 

the node K) by kiA
.  

According to the method of the determination of the basic 

distribution function, respectively calculate the value of the 

lower bound function { 1 2( ), ( )...... ( )nBel P Bel P Bel P
} 

and the value of the lower bound function 

{ 1 2( ), ( )...... ( )nPl P Pl P Pl P
} 

Last, the lower bound of the overall credibility of the node 

K: 1

1
( )k i ki i

i m

T Bel P
n


 

 
,the upper bound value is 

1

1
( )k i ki i

i m

T Pl P
n


 

 
 .

[0,1]k kT T 、
, i i 、

are distribution factors.  
 

D. Process of Algorithm MDRE  

(1) By calculating the degree of deviation of the data from 

each node in the sensor network to determine the suspicious 

node (when the deviation degree   is above the threshold, the 

node will be determined as the suspicious node). 

(2)To calculate the upper and lower bound of the overall 

credibility of the node based the modified D-S theory 

 

IV.  SIMULATION AND ANALYSIS 

A.  simulation  

      In order to guarantee the authority of the simulation 

experiment data, this paper get data from the national climate 

data center. These meteorological sensor nodes collect the 

daily maximum temperature, daily minimum temperature and 

rainfall of three environmental data. Since these nodes are 

normal, this paper will set up 3 experimental scenarios 

 

Experimental scene 1: select 10 nodes in the sensor 

network, and the number of 1-10 for 10 nodes. To evaluate 

the credibility of the nodes by the 3D data collected by these 

nodes, and to calculate the upper and lower bounds of the 

overall credibility of each node. The results are as shown in 

figure 2. 
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Figure 2.Nodes without interference 

 

Experimental scene 2: select 10 nodes in the sensor 

network, and the number of 1-10 for 10 nodes. The 

interference of one dimensional data on each node is made 

artificially, and the interference of the nodes is gradually 

enhanced with the increase of the number of the nodes, and to 

calculate the upper and lower bounds of the overall 

credibility of each node. The results are as shown in figure 3. 

 

  
Figure 3.One dimension data is interfered gradually 

 

Experimental scene 3: Select 10 nodes in the sensor 

network, and the number of 1-10 for 10 nodes. The 

interference of two dimensional data on each node is made 

artificially, and to calculate the upper and lower bounds of 

the overall credibility of each node. The results are as follows. 

 
 Figure 4.Two dimension data are interfered 

B.  experimental result analysis 

According to the experimental results, When the sensor 

node are affected by the same number of dimensions, the 

upper and lower bounds of the overall credibility of the node 

are decreased with the increase of the data. On the other hand, 

with the increase of the number of the interference 

dimensions, the upper and lower bounds of the overall 

credibility of the node are also reduced. The results of the 

experiments show that the new algorithm based on the 

deviation degree is reasonable. 

V. CONCLUDING REMARKS 

This paper focuses on how to calculate the credibility of 

sensor network nodes, and proposes a new method which 

named MDRE, The main idea of this method is to calculate 

the mean value of each dimension which is collected from all 

the nodes in the network firstly, Then according to the 

difference between value and mean value in each dimension 

to determine whether the node is a suspicious node. Once 

again according to the relationship between the data in the 

dimension and the collected historical data to determine the 

basic probability distribution function, which can effectively 

reduce the influence of suspicious data on basic probability 

distribution function. At the same time, to apply the 

comprehensive result of the distribution factor and the degree 

of deviation as the weight of the credibility will lead to more 

scientific and accurate results. The experimental results show 

that this method can evaluate the reliability of the node 

effectively. 
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