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Abstract— Business enterprises are competing to get their 

applications up and running faster with improved 

manageability and less maintenance by reassigning the ability 

to IT specialists to adjust resources in order to meet business 

fluctuating needs. This can be achieved through utilizing the 

Cloud Computing Model which is distinguished by 'pay as you 

go' model. The model offers solutions of storage, convenient 

and on-demand access to a shared pool of configurable 

computing resources. As with any novel technology, Cloud 

Computing is subject to security threats and  vulnerabilities  

including  network   threats,  information threats and 

underlying infrastructure threats. In this paper, we  present  a  

framework   by  which  penetration  testing  is conducted to 

highlight possible vulnerabilities within our private Cloud 

Computing infrastructure, simulate attacks to exploit 

discovered vulnerabilities such as Denial of Service (DoS) and 

Man-in-the- Cloud attacks , apply countermeasures to prevent 

such attacks, and then to exemplify a recommended best 

practice protection mechanism which will contribute to the 

Cloud Computing security. 

Keywords— Cloud Computing; Man in the Cloud; 

DDOS; OpenStack. 

I. INTRODUCTION 

The Cloud computing industry is experiencing a 

tremendous growth in usage. Along with that growth, there is 

an increase  in   security   concerns.  Cloud  Computing  

faces traditional security concerns, in addition to security 

concerns that are unique to Cloud systems such as: 

computational out sourcing and resource sharing. Constantly, 

new attacks and threats are reported targeting the Cloud. 

Just recently Imperva, a leading provider of cyber and data 

security products, has warned its users of a new attack(Man-

in-the-Cloud)[1]that targets Cloud applications. 
 

This paper aims to understand the vulnerabilities and 

threats that Cloud systems are facing through a series of 

experiments on a private Cloud deployed using OpenStack, 

and simulating the DoS and Man-in-the-Cloud attacks on 

Cloud storage applications such as Dropbox. Moreover, it 

intends to create a framework in which its findings serve as 

guidelines toward exploring Cloud computing vulnerabilities 

by utilizing penetration testing techniques. Two testing 

modes, black  box and white box, are deployed to further 

explore and evaluate security issues in a private Cloud that 

has been already built using Ubuntu OpenStack. 

Vulnerabilities are addressed, possible exploits and attacks 

are studied, and countermeasures are suggested accordingly. 

The paper will be organized as follows: Section II discusses 

related work. Section III presents the proposed 

methodology, while section IV illustrates the practical 

demonstration of the research work. Finally, section V 

discusses the results and findings of the experimental 

framework, and section VI presents a conclusion for the 

paper. 

II. LITERATURE REVIEW 

Cloud Computing has been capturing the interest of many 

organizations as well as academic entities due to its cost 

effectiveness and capabilities. Despite Cloud technology 

being adopted across the world, there is less literature on its 

security issues and the increase in Cloud attacks. 

The diversity of Cloud computing models poses a security 

risk where different types of attacks are now targeting the 

Cloud infrastructure. Ali et al. [2] provided a broad 

explanation of Cloud infrastructure and the different 

available Cloud models by highlighting security threats 

targeting the communication layer, virtual network 

vulnerabilities, and users limited control on their data. 
 

From a security standpoint, it is imperative to understand 

the security vectors which might threat or exploit possible 

vulnerabilities in the Cloud computing infrastructure. The 

main gaps are recognized by Khorshed et al.[3] as trust 

issues, security threats, security risk and some other specific 

Cloud computing related issues. Authors also suggested a 

proactive threat detection model which uses modern machine 

learning techniques to detect and classify an attack when it 

occurs, alert related parties (such as :system admin) about the 

attack type, take combating action, and generate information 

on the type of attack by examining the pattern. 
 

The most predominant Cloud attacks are the Distributed 

Denial of Service (DDoS) or DoS attacks, and Man-in-the-

Cloud attacks. The literature explored Cloud DoS attacks, 

where Choncka et al.[4] analyzed how HTTP DoS and XML 

DoS (H-DoS/X-DoS) attacks affectCloud systems using real 

attack traffic. They demonstrated how Cloud TraceBack,  a 

service-oriented architectural, which can be used to identify 

the source of an attack within a short period of time. 

Moreover, they utilized the Cloud Protect, a back 

propagation neutral network, that was trained to detect and 

filter most of the H-DoS/X-DoS attacks. 

Moreover, Darwish et al.[5] researched an original Cloud 

based authentication (CSA) protocol suite and 
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demonstrated its effectiveness in protecting against external 

DoS attacks and against internal DoS vulnerabilities. It 

consists of three sets of protocols: the registration protocol, 

the CSA adaptive-based identification protocol, and the 

authentication protocol. This protocol allows the Cloud 

system to recognize genuine requests and pass them to the 

Cloud applications to be protected against internal and 

external DoS threats. However, the limitation of this 

protocol is that it only works in the SaaS layer of Cloud 

computing which makes it ideal to the private Cloud only. 

Other solutions were proposed to protect the Cloud 

infrastructure by utilizing existing technologies such as 

firewall and encryption schemes. 

III. METHODOLOGY 

Penetration testing is a technique to evaluate the security 

perimeters for the target of evaluation by simulating an 

attack to discover vulnerabilities that would be exploited by 

an attacker. The test includes a comprehensive analysis of 

the system configurations, designs, weaknesses, and 

technical flaws. From an administrator standpoint, it is 

crucial to check the level of system information disclosure 

as well as exploits which would make the system vulnerable 

for outside adversaries. Our methodology suggests a 

framework  which   consists  of   the  following   phases  as 

illustrated in figure1. 
 

 
 

Fig.1 -Framework Phases 
 

• Phase One: Black Box Pen Testing: We were 

assuming that we had no prior knowledge about the 

target of evaluation; we were neither aware that it is a 

Cloud environment, nor certain what technologies were 

being deployed. A comprehensive scan was conducted 

to probe as much information as possible about target-

related vulnerabilities and exploits. 
 

• Phase Two: White Box Pen Testing: In this mode of 

testing, we knew what type of environment we were 

testing and what specific vulnerabilities related to 

technologies used in deploying the Cloud as in 

OpenStack (Juju and Maas) were explored and 

evaluated. 
 

• Phase Three: Countermeasures  Implementation: 

Suggested countermeasures and best practice 

recommendations were proposed to protect our private 

Cloud environment from possible technology-specific 

vulnerabilities discovered in phase two. 

IV. EXPERIMENTAL SETUP 

Following are the experimental scenario and the 

proposed framework  phases’ specifications: 
 

A. Experimental scenario  
 

1)Cloud Infrastructure: The deployed infrastructure is 

made up of seven machines; one Ubuntu server 

14.04.3LTS, and six Ubuntu Desktop14.04 nodes. All the 

seven machines are connected as depicted in figure2. Each 

of the seven machines has two hard drives capacity of 

500GB and 250GB respectively, to offer Ceph redundancy. 

The Canonical Distribution's OpenStack Auto pilot for 

Ubuntu has been utilized to build, manage, and monitor the 

Cloud computing layer, by using tools; JuJu and MAAS 

Canonical tools [6,7]. 
 

2)Port and Network Scanning: We used Nmap which 

is a tool that is used for host  discovery  to determine alive 

hosts  on the network along with details about it such as: 

OS, open ports and services. 
 

3)Penetration Testing Tools: We mainly focused on 

using the Kali virtual machine along with Armitage 

vulnerability scanner. 

Through Armitage, we would scan for exploits, launch 

attacks, and get exploit recommendations as well. Another 

tool that was used for scanning is the popular tool Nessus 

from Tenable. Nessus is a tool that can be used for 

vulnerability scanning and vulnerability management. 

 

 
 

Fig.2 -Cloud Infrastructure[8] 
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B. Framework Phases 
 

Phase One: Black Box Pen Testing 
 

The first step was to perform host discovery through 

connecting to the network and launching an Nmap scan that 

was used to discover alive hosts on the network. Next, we 

used Nmap to scan the open ports of the active hosts 

detected in the previous step in addition to details about the 

services running and OS. The results of the Nmap scan are 

shown in table I. Next, after the IP address of the web 

server that is deployed on  the   private  Cloud  environment  

was  identified, we conducted a vulnerability scan using 

the Armitage in Kali Linux virtual machine, as we were 

then familiar with the OS (Linux) and the open ports. We 

used attacks in Armitage that focused on Linux and the 

services found on the open ports. Table II summarizes the 

scanning findings of the Armitage. The attack module listed 

in table 2 are suggested exploits by Armitage, these attacks 

are known attacks for the available open services detected 

on the target and specific to the target operation system. 

Another scanning tool which was used to further cross-

validate our findings was Nessus, Table III summarizes 

Nessus findings while report scan can be found in[9]. 

 
TABLE1.  NMAP RESULTS 

 
TABLE2.  ARIMITAGE RESULTS 

 
 

TABLE3.  NESSUSR ESULTS 

 

Moreover, Armitage ssh_login module was used to test 

a range of ssh logins (from a custom dictionary) on the 

targeted machine to perform a brute force attack. The 

password was successfully cracked and it was possible to 

open a session with the target and use it to interact with the 

target and to create a backdoor on the target machine. We 

first created a Metasploit payload executable using the 

following module: payload/linux/x86/shell_reverse_tcp. 

Next, alistener was set up. Lastly, the backdoor was 

uploaded to the target machine as showing figure 3. 

 

 
 

Fig.3 – backdoor uploaded to target machine using Armitage 
 

Phase Two: White Box Pen Testing 
 

In this phase, we had a prior knowledge about the target 

of evaluation and we already knew it was a web server 

which manages a Cloud service. We knew how many nodes 

were connected and what operating systems were being 

deployed. Our goal was to address and test those 

vulnerabilities related to Cloud computing environment 

which causes threats to the environment performance. 

According to the report published by Cloud Security 

Alliance (CSA) [17], the top threats to Cloud computing 

are: Man-in--the-Cloud attack, Denial of Service attack, 

and attacks targeting OpenStack components. 
 

• Man-in-the-Cloud Attacks 

One of the most common attacks witnessed in 2015 is 

Man-in-the-Cloud attack, which is an attack that targets file 

storage/synchronization applications such as Dropbox and 

Google Drive. The attack depends on exploiting the 

applications' synchronization protocols and end-user 

authentication token. The attack is built on accessing a 

targeted victim account by authenticating as the victim 

without the need to crack their password; which hinders the 

detection process. Figure 3 in demonstrates the scenario. 

Cloud  file  storage  and  synchronization   applications 

perform user authentication by implementing different 

mechanisms such as encryption. Google Drive application 

authenticates users by storing a device associated 

authentication key in the device registry with the value name 

'OAuthToken_**'[1]. 

 

 

 

Fig.3 – Man-in-the-Cloud Attack Scenario [1] 
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Man in the Cloud attack comes in various forms such 

as:1) Account Sharing: This is when an attacker shares the 

victim's account, authenticating as the victim being able to 

access all the synchronized files and probably manipulating 

them. 2) Credential Swapping: The attacker swaps his 

authentication/synchronization token with the victim's 

tokens. As a result the victim is being misled to use the 

attacker account as if it were his. Authors simulated the Man 

in the Cloud by creating a script (script 1 in [18]) to replicate 

a victim Dropbox authentication file to the attacker machine. 

 

• Denial of Service (DoS) Attacks 

In our framework, we have focused on semantic DoS, 

where we flooded the web server with HTTP requests, and 

SYN requests as well. For flooding our target web server 

with HTTP requests, we have utilized the Low  Orbit Ion 

Canon (LOIC) [10] which is an open source tool used to 

perform DoS on small servers by sending UDP, TCP, or 

HTTP requests to the victim server. 
 

For the SYN flood; the attack exploits the TCP/IP three- 

way handshake to establish a connection. In the SYN flood 

attack, massive number of SYN packets are sent with 

random IP address to the destination server, and they are 

queued in the server's buffer to use both memory and 

server's resources for the purpose of causing it to crash or to 

hang. The code used was written in C language and 

launched from Kali Linux machine (Script 2 in [18]). It 

sends plenty SYN request to the IP address of the web 

server of the private Cloud, each time with a spoofed IP 

address. The impact of each attack on the private Cloud 

computing environment will be discussed in Section VI 

Results and Discussion. 
 

• OpenStack Components Attacks 

The main components identified as the core of 

OpenStack can be separately targeted by attackers due to 

existing vulnerabilities that can be exploited. Due to 

unperceived issues, the components couldn’t be deployed 

on the system and therefore none of the vulnerabilities 

could be verified or attacks could be tested. However, an 

example of documented cases are listed below. 
 

1) Nova: Nova is the OpenStack compute written in 

python and it uses the fabric controller. It is considered the 

main part of the IaaS system as it manages and automates 

pools of computer resources[11]. Attackers can exploit 

Nova’s network configuration to reach the host on the 

same virtual network. Booted instances can be used to 

check the address of the gateway and then connect to the 

sshd service on the host system[12]. 

 

2) Horizon: Horizon is the canonical implementation 

of the OpenStack dashboard. It provides the user with an 

interface to access OpenStack services[11].  The attacker 

can exploit the default settings in horizon which uses the 

signed cookie to store the session state on the client side 

and steal the cookie using sniffing techniques or gaining 

access to the target system. The attacker can then use the 

stolen cookie to impersonate the target [13]. 
 

Phase Three: Countermeasures Implementation 
 

Once penetration testing is conducted utilizing different 

testing modes, a set of countermeasures can be suggested as a 

mitigation plan in order to secure the target of evaluation. For 

our target, the diagram in Figure 4 suggests a complete plan 

to protect our private Cloud infrastructure from potential 

threats and vulnerabilities. 

 
Fig.4 – Suggested Countermeasures 

 

Reconnaissance is the first step in which the attacker 

gathers information from all possible public resources. As 

illustrated in Phase one of the experimental framework; 

various reconnaissance techniques were utilized as in host 

detection, port scanning, and vulnerabilities scanning. 

Administrates need to secure their systems and networks 

against port scanning by following these measures: 

 

1. Firewalls and IDS have to be updated and configured to 

detect and block probes sent from the attacker to 

perform the scan. 

2. Sensitive information needs to be concealed. 

3. Routing and Filtering mechanisms need to be 

configured in a way that they don’t allow the attacker to 

bypass using any source ports or source routing 

techniques 

4. Unnecessary ports have to be closed   using a custom 

rule set. 

Moreover, each Cloud delivery model has its own 

security issues and threatening vectors. In our experimental 

framework, the IaaS delivery model was utilized for which 

we can summarize its security issues as follows: 
 

1.VM Security: to secure the VM operating systems and 

workloads from the traditional threats as in viruses and 

worms. This is the responsibility of each tenant to use 

the convenient security perimeter which better suits his 

needs as in anti-virus, firewalls, etc. 
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2. Images Repositories Security: to secure images which 

are the templates loaded from the image repositories; 

compromised image can be easily injected to this 

repositories which would maintain the owner 

information and to be used by a new tenant. This is the 

Cloud provider's responsibility. 
 

3.VM Network Security: It is crucial to secure the virtual 

network infrastructure shared among multiple tenants 

which would be affected by IP protocols and DNS 

servers’ vulnerabilities. This is considered part of the 

Cloud provider's responsibility. 
 

4. VM Boundaries Security: to secure server's CPU, 

memory, I/O, and NIC which sometimes are shared 

with other VM co-exists on the same physical server. 

This is again part of the provider's responsibilities. 
 

5. Hypervisor Security:  to secure the orchestration layer 

which controls, monitors, and organizes the physical 

resources   and  maps   them  to  virtualized  resources. 

 

Breaking the hypervisor would affect all the VMs since 

it would be traced and data are unencrypted.  The service 

provider who provides this service (Canonical OpenStack 

in our model) is responsible to secure it by updating the 

patches and make them available to defeat any bug or 

vulnerable component. 
 

In our experimental framework, we focused on tools 

which would contribute to securing our IaaS Cloud delivery 

model from different perspectives (as mentioned in the 

section above). These tools shall be integrated as part of 

the countermeasures suggested after a penetration tester 

conducts the test, summarizes the findings, and 

recommends best practice methodology to mitigate attacks 

such as those simulated. We have deployed two different 

tools as in below: 
 

1.  Web Application Firewall(WAF) Testing Framework: A 

free software tool which looks for web applications 

vulnerabilities, and generates both legitimate and 

attack traffic to evaluate if the Cloud environment can 

stop such traffic or even detect such malicious traffics 

[14]. This tool would help the Cloud provider to 

support protection of tenants' data and critical 

applications. 

2. BoxCryptor: A free software which can be used by the 

Cloud tenants who wish to protect their information 

utilizing encryption. This application is supported by 

different digital medium as in PC running Windows 

and Mac operating systems, as well as mobile phones; 

Android and IOS. This protection mechanism protects 

the tenant's side only [15]. 
 

Finally, core components of OpenStack have to be 

constantly updated and secured to avoid exploiting any 

vulnerabilities such as the ones mentioned earlier in phase 

two. Following are examples of the mitigations to secure 

the mentioned vulnerabilities. 
 

A vulnerability exists in Nova that can allow guest VMs 

to connect to host services. This can be solved by 

preventing the critical services from binding to the nova 

controlled interfaces. To illustrate using an example, sshd 

service default settings should be changed. Instead of 

allowing binding to all interfaces and all local addresses, 

the service should be configured to a specific interface and 

address[12]. Another vulnerability mentioned is the session 

fixation vulnerability in the Horizon component of 

OpenStack.   To avoid this vulnerability, horizon has to be 

configured to use different session backend such as: 

memcache session instead of signed cookies and always 

enable SSL for Horizon[13]. 

V. RESULTS AND DISCUSSION 

The IaaS cloud model suggests the dependency of the 

stacked components of Cloud which further complicates the 

security model to be utilized. Each layer's security depends 

on the security of all beneath layers. However, each layer 

differs in security controls since each has its own security 

requirements and vulnerabilities. Any breach in security in 

any of the stacked layer would indeed impact the security of 

the whole Cloud environment. 
 

Assessments were performed first using Nmap scanner 

and then using Nessus and Armitage. Nmap scanner results 

revealed the active nodes in the network in addition to 

details about the OS, open ports and the running services. 

The information retrieved from the IP scanning and port 

scanning helped us in determining what hosts we need to 

scan for vulnerabilities. Using Nessus and Armitage, we 

scanned the server and uncovered various vulnerabilities 

linked to the open ports. Studying the vulnerabilities listed 

in both reports can easily help attackers in exploiting them. 
 

Nessus classifies detected vulnerabilities according to 

their risk severities by using the vulnerability score 

assigned by the Common Vulnerability Scoring System 

(CVSS).For example, the Nessus scanner has detected a 

medium level vulnerability stating that the SSL certificate 

of the server can’t be trusted. This vulnerability can be 

exploited by an attacker to carry out Man-in-the-Cloud 

attacks against the remote host. Another medium level 

vulnerability revealed by Nessus is the HTTP Proxy Post 

request relaying which might enable the attacker to go 

through the firewall, by connecting to sensitive ports like 

port 23 using the proxy. Moreover, the Armitage 

vulnerability scanner revealed various vulnerabilities. 

However, we weren’t successful in compromising the 

target when attempting to manually or automatically 

exploit those vulnerabilities using the Armitage’s attacks 

module. Therefore, the brute force attack using the 

ssh_login module was successful in gaining access to the 

target and opening a session that was used to interact and 

upload a backdoor to maintain access to the target. 

121ISBN 978-89-968650-7-0 Jan. 31 ~ Feb. 3, 2016  ICACT2016



As depicted in Phase 2 of the experimental framework, 

we simulated the Man-in-the-Cloud attack on Dropbox 

authentication file. Our experiment results illustrated that 

attackers can easily transfer user authentication files into 

another device; which can lead to unauthorized remote 

access, identify fraud, steal confidential information or even 

malware implementation.  Man-in-the-Cloud compromises a 

large number of accounts due to these accounts popularity, 

not only for personal use but also in large organizations.  

This attack can compromise Cloud applications without 

requiring users' credentials which adds to the difficulty of 

detection; as it does not require executing any malicious 

codes on the client side, on the contrast it can be performed 

through basic means such as users clicking on a phishing 

email link or social engineering. 
 

The second simulated attack in Phase Tow is DDoS 

attack which would have negative impact on the Cloud 

environment.  Resources as in network bandwidth and 

storages will be unavailable to legitimate users due to the 

high consumption both HTTP-DoS and SYN flood caused. 

In a similar paper [16] where the DoS traffic affecting CPU 

usage was studied using a setup similar to the setup 

discussed in this project, Under a 10 Mb/s TCP DDoS, the 

hypervisor KVM consumed the CPU time of an entire core 

merely delivering SYN packets to the VM and returning 

SYN-ACKs to the network. When the attack rate was 

increased to 100 Mb/s, the KVM hypervisor consumed 

almost half of the systems total CPU resources while 

processing the attack traffic. If  small or medium- sized 

companies are utilizing all their resources as well as their 

business applications and services on Clouds, unavailability 

will cause customers dissatisfactions and even worse will 

cause business loss if mitigation plans are not initiated. Due 

to the IaaS's specifications, this model imposes threats which 

can expose vulnerabilities to be exploited by attackers. For 

instance; the virtual networks which are shared among 

multiple tenants in the Cloud environments would increase 

the possibility to exploit vulnerabilities in the IP protocols as 

depicted in the simulated DoS attacks. Moreover, the virtual 

machines co-existing on the same physical server would 

share memory, CPU, I/O and NIC. Securing this VM 

boundaries is the responsibility of the Cloud provider. 
 

As illustrated from Phase Three of the experimental 

framework; there are plenty of free software and protection 

solutions which can be used to protect critical assets by 

deploying the Cloud computing environment. Some tool scan 

provide a protection level while monitoring and supervising 

the use of the shared pool of resources. These techniques 

enable Cloud administrators to monitor the network traffic, 

vulnerable VMs, vulnerabilities in services and applications 

offered in order to provide ultimate protection which is the 

main goal for any  Cloud provider. Available tools can be 

utilized to encrypt data being synchronized, stored or 

processed. 
 

The followings are best practice recommendations as 

countermeasures when  considering Cloud Computing 

security: 

 

1. File Synchronization vendors should implement 

account access restriction to a specific set of devices 

identified by account owner. 

2. Users should be notified for unusual account access, 

by sending alert emails or messages. 

3. Users should explicitly revoke all tokens periodically. 

4. Enterprises should enhance security by using a 

controlled Cloud access solutions; this solution intends 

to monitor usage and access of Cloud services. 

VI. CONCLUSION  

Cloud Computing is the topic of the era as different 

sectors organizations, regardless of their size, are adopting 

it. This is due to its cost effectiveness and optimized 

resource utilization. In this paper, the Authors examined the 

current state of Cloud security, by performing penetration 

testing to assess the security of Cloud environment and its 

underlying components. Two penetration testing modes 

have been utilized, Black box assuming no prior knowledge 

of the system under evaluation in which various scanning 

activities were conducted to determine the hosts IP address, 

operating system, and open ports. The second mode in the 

proposed framework is White box testing, in which 

Authors were aware that the system under evaluation is a 

Cloud environment; in which penetration attacks were 

simulated to target specific Cloud vulnerabilities. The two 

attacks   performed  were  Distributed-Denial-of-Service  

and Man-in-the-Cloud attacks. Both attacks simulated the 

vulnerabilities of Cloud to risks such as data breach, 

indentify fraud, compromising integrity, availability and 

confidentiality. Despite Cloud introduced values, 

organizations should conduct proper assessment to its 

associated risks to select the suitable Cloud infrastructure. 

This research highlighted the vulnerabilities of Cloud and 

emphasized on the need for implementing enhanced 

security measures. 
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