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Abstract—The multi-user quantum signature protocol makes the
message can be signed by more than one signatory. In this paper,
we put forward an enhanced quantum multi-signature scheme
based on Bell states and the controlled quantum teleportation.
Compared to the previous multi-signature schemes, our protocol
can offer higher security guaranteed by the fundamental laws of
physics. While ensuring the nice security of the protocol we also
pay attention to keeping its efficiency. Moreover, the scheme is
more feasible with the present-day technique.
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I. INTRODUCTION

Digital signature had been introduced by Diffie and
Hellman [1] for the first time in 1976, which plays a pivotal
role in authentication, data integrity protection and non-
repudiation and other cryptography fields. However, the
traditional digital signature schemes can easily be broken with
the emergence of quantum computers since the security of
these protocols depends on some unproven computational
complexity. Therefore, in order to guarantee the security even
against attackers with unlimited computational power, it is
necessary to study quantum analogs of digital signature.

Quantum signatures offer a means of sending a message,
which cannot be forged or repudiated, with security verified
by information-theoretical limits and quantum mechanics.
Quantum signature as a significant branch of quantum
cryptography combines quantum theory with classical digital
signature. In general, quantum signature scheme should satisfy
two security requirements, unforgeability and undeniability.
For unforgeability, neither the internal dishonest participants
nor an external attacker can counterfeit a signature. For
undeniability, the signatory who issues a signature cannot later
deny having provided her/his signature.

Quantum signature was first investigated by Gottesman and
Chuang [2] in 2001, they proposed a signature scheme based
on quantum one-way function. Zeng and Keitel [3] put
forward a pioneering arbitrated quantum signature scheme
based on Greenberger-Horne-Zeilinger (GHZ) states with
unconditional security. Subsequently, Curty et al. [4] analyzed
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Zeng et al.’s scheme and argued that the security statements of
the scheme are incorrect. Soon after, Zeng’s response for this
comment was put forward for further discussion [5]. After that,
Li et al. [6] presented another arbitrated quantum signature
scheme based on Bell states, which simplifies Zeng et al.’s
scheme by replacing GHZ states with Bell states as the carrier.
Dunjko et al. [7] proposed a quantum digital signature that
does not need quantum memory, and Collins et al. [8] gave the
realization of this scheme. Wallden et al. [9] proposed two
schemes for quantum digital signatures which have the same
experimental requirements as quantum key distribution. By far,
there is a lot of attention focused on this topic [10-17].

However, in some special cases, the message needs to be
signed by more than one signer, namely, multi-user signature.
Wen et al. [15] proposed a quantum multi-signature scheme
with many merits (denoted as WLS protocol hereafter). The
WLS protocol is based on the controlled quantum
teleportation [16] and the GHZ states. However, we observe
that although the WLS protocol takes advantage of the GHZ
states, the particles in the GHZ states hold by Alice have not
been used in subsequent signature and verification phases.
Therefore, the GHZ states used in the WLS protocol can be
replaced by Bell states which can be prepared and distributed
more simply with the present-day technologies [6]. Besides,
the parameters of the initial information in the WLS protocol
subject to certain restriction, i.e., two eigenstate parameters
can only be 0 or 1. That is to say, the WLS scheme can only
be used to sign on the specific message. Furthermore, the
WLS protocol can only prevent some simple forged signature
attacks and it is vulnerable to some complicated attacks due to
its security flaws. Therefore, in this paper, we put forward an
enhanced quantum multi-signature scheme which not only
resolves all these problems mentioned above, but also retains
the efficiency of WLS protocol.

The rest of this paper is organized as follows. In Sec. I, we
will review the WLS protocol briefly. Then we give an
enhanced quantum multi-signature scheme in Sec.III. In fact,
our proposed scheme is the improvement of the WLS protocol.
The next section we compare the security of the WLS protocol
and our protocol and prove that our protocol has better safety.
At last, a conclusion is given in Sec. V.
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II. REVIEW OF WLS PROTOCOL
The message that Alice sends to Bob is expressed as M ,
Alice’s signature and Charlie’s signature are denoted as S,
and Sc, respectively.

A. Initial phase

1) Step I1: Alice prepares n triplets of particles system in
GHZ states |'¥) . = {| Y (D)ioss| Y D3y - - - [ ()0} .

2) Step I2: Alice prepares n qubits in the eigenstates
(10),11)) , which correspond to the initial message M . These n
particles’ states are expressed as:

[W)u = {IY D)o ¥ (2D g5 0o P ()
=tk 0+ [0,k |0)+4 D, k, |0)+1, 1D}
=0,l4|=D or (k|=L|,[=0).

M

k

where (

3) Step I3: Alice shares a secret key K, with Bob as well
as Charlie shares a secret key K. with Bob.

B. Signing phase

1) Step S1: Alice performs transform 1 or transform 2 on
each triplet according to X, . If K, =0, she performs transform
1 on |¥@), . If K, =1, she performs transform 2 on [P .
Alice records the transformation as 7, ={T(1),7(2),....T(n)} with
T(i)e {transform], transform 2} | Then Alice obtains her signature
S, =Ex AT}, (ky, 1)), (ky,1),..(k,,L)} by encrypting T, and (k1)
with X, .

2) Step §2: To each triplet, Alice holds particles 1, and
sends particles {M(9)} and particles 2 to Charlie. Meanwhile,
she sends S, with particles 3 to Bob.

3) Step S3: After received particles {M (i)} and particles 2,
Charlie performs a Bell measurement on them and records the
measurement outcomes set as S ={8(1),5(2),...8n)} with

Bie{le¢ vy )y . He encrypts B with K. to get the
signature Sc =E, (), Charlie then sends Sc to Bob.

C. Verification phase

1) Step VI1: After received S, with particles 3 from Alice
and S from Charlie, Bob decrypts S, to obtain 7, and (k./)
by K, as well as decrypts Sc to obtain S by X..

2) Step V2: Bob performs the corresponding operation on
particle 3 in each triplet in terms of 7() and B() . The
transformation methods refer to Table 1 in Ref [15].

3) Step V3: After the transformation, the particle in the
sequence 3 has been recovered to |'¥(@),=(k/|0)+//|1)),. Bob
measures it with the basis (10),/1)) , and reads out the values of
k and I .
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4) Step V4: Bob compares (k.[) with (k..). If k'=k and
I’=1, then he accepts S, and S. as the truthful signatures,
otherwise, he rejects them.

ITII.DESCRIPTION OF THE PROPOSED SCHEME

The proposed scheme also includes three phases, the initial
phase, the signing phase and the verifying phase, and involves
three partners, two signers Alice and Charlie, and a trusted
receiver Bob. The desired protocol needs to be secure against
cheating, provided that at most one of the two signers is
dishonest.

A. Initial phase

1) Step il: Alice and Charlie obtain their respective secret
keys k, and k. shared with Bob via BB84 protocol [17]
which was proved to be unconditionally secure [18,19].

2) Step i2: Bob prepares n Bell states [¥"),, ={¥) s>
W)W ) with [W7)5 =UN2(00+[1D),, | where the
subscripts 4 and B correspond to the particles 4 and B,
respectively. Then Bob possesses particles B , while
distributes particles 4 to Alice via a secure and authenticated
algorithm [20].

3) Step i3: Alice gets a qubit string | P)={B)IB), | B)}
related to the initial message with |£)=(q,10)+5,|1), , where
a; and b, are the parameters of eigenstates (10),/1)), and meet
b =1.

Here note that if the message to be signed is known for all
the participants, Alice don’t need to prepare any copy of [P)
and if unknown quantum states are to be signed, a copy | P),
of the initial message is necessary.

2

a.| +

i

B. Signing phase
1) Step s1: Alice transforms the qubit |¥;),, into one of
the four Bell states {|¥,) 5,1 @) 50| ¥; ) 1s:1 @) ,5} according to &, .

Here k, is related to the unitary operators, which can be
expressed as:

o el el ()

Take the i-th particle for example, when k' =01, k) {0,1},
Alice performs the operation o, ®/ on the particle 4 in each
Bell state |¥,"),, and thus the new Bell state is 14", . One can
see the other similar transformations in Table 1. We denote
the unitary operators set as M, ={M|,M;,.--M"} and M,e{I®]I,
0,®1,0,®I,0,®I}. Then Alice encodes these operators as
qubits, such as /®71-[00) & o0,®I-01)  o0,®7-/10) and
oy ®1 |11 . Alice generates her signature |S,)=E, (M,) for

the initial message |P) with k, by using quantum one-time
pad encryption algorithm [21].
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TABLE 1. THE CRITERIA OF BELL STATE’S TRANSFORMATION

Kk Alice’s operations New states

00 I®D|Y) sy W) =1N2(00)+]11)

01 ©@, DY) 107 10 =1/N2(10)+]01))

10 @ ®D|Y) V). =1N2(00)+]11)

1 ©, @Dy, 107) 10 =1/N2(101)-]10))

2) Step s2: Alice entangles each qubit of information

string |P) with one particle of the Bell state particles string to
form a particle pair. This may be implemented by applying a
joint measurement on both particles, such as in a quantum
logic gate operation [22]. Each combination generates a three-
particle entangled state:

@) =(a,10)+b, 1)), ®%<| 00)+|11)) .5

:%{I 07 i, |0+ b, 1)+ W)l D+, 10)), > O
F10) 0@ 10V =B, | 1)+ W7 pa(a, (D)= b, |0)),

1@,) = (a,10)+B, 1)), ®%<| 01)+[10)),,

=@ Db ) 1) 05 1), D)

+|¢i_>[’A(ai ‘ 1) _bi ‘ 0>)B+|l//i_>[’A(ai ‘ 0>_b,‘ |1>)/3}

| @) =(a;|0)+5,1)), ®%(I 00)=[11)) 15

:%{m*m(—a,. 1+, [0+ Wl | 0) =, 1), > )
1070 (=, 1D = b, [0+ W)y, |0+, | 1))}

| @) =(a;|0)+b, 1)), ®%(\ 01)=[10)) 45

NG
:%{mvm(—a,. 10) 45, 1)+ o, D=, | 0)), - (O

1) pa(—a 100 =0 1Dy +1W) (@ | 1)+ 5,10))}
In order to prevent eavesdropping attack, participants need
to check the security of the communication channel. Alice
randomly inserts m decoy photons into | P), to generate | P, ,

and then she delivers |P"), followed by |S,) to Bob. Then

Alice announces the positions of these decoy photons and the
measurement basis to Bob. According to the measurement
results replied from Bob, Alice can check the existence of
attackers. After that, Bob owns the particles sequence |7), by
eliminating decoy photons. Alice transmits the particles A
and particles P to Charlie via a secure algorithm.

3) Step s3: After having received the particles 4 and
particles P sent from Alice, Charlie performs the
corresponding operation {0y,0,} on particle £ in each Bell
state in terms of k.. If k- =0, he performs the operator o, on
P if k.=1, he performs o, on £ . After that, Charlie

implements 7 Bell measurement on the particles 4 and
particles P, and records the measurement outcomes set as
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¢*>PA’ ¢_> 1//+>m’ '//_>PA} . Then

he creates his signature |S.)=£, (M.) by quantum one-time

P4’

pad algorithm as well. Charlie sends his signature |S.) to Bob.

C. Verification phase

1) Step vi: Bob
deciphers |S,) with k, to get M, and deciphers |S.) with &

Upon receiving S , [S) and |P), .

to get M. . Then he converts M, into the original state M. by
performing the reverse operation of Step s3.

2) Step v2: Bob creates a verification parameter 4, to
judge the authenticity of Alice’s signature. When M,
corresponds to k, as described in Table 1, he considers that

Alice’s signature is true and sets 4,=1; otherwise she sets
A,=0,

3) Step v3: The equality 4,=1 just means that Alice’s
signature |S,) hasn’t been forged, but cannot confirm that
Charlie’s signature [S.) is true. Therefore, an additional

validation step is necessary. Bob recovers |P) by quantum
teleportation. That is, Bob performs the corresponding

operations on the particles B in his site according to M, and
M. (See Table 2) to get the qubits |”) . Then he compares
| P’y with | P), publicly by adopting the approach in Ref [23],
if [P)=P), , Bob accepts the signatures [S,) and |S.) ;
otherwise he rejects them.

TABLE 2. THE VALIDATION RULES OF THE SCHEME

M, The states M, Operation
1e1 W) as 167 s 1
V)b o,
18754 Oy
17 Oy
o, ®1 167 45 18 s 0
17 1
1470 ps Oy
7 Oy
oy ®1 W) s 167 14 —Oy
V)b Oy
18754 —0y
W) 1
0,81 167) 8 18 b4 Oy
V)b Oy
| ¢i7>PA -1
W) pa oy
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For example, if Alice performs o, ®/ on the particle 4 ,
ie., M, is 0,®I  subsequently, the state of the particles 4
and B has been converted into |4"),, , as shown in the second
column of Table 2. And if Charlie’s measurement result M. is
|¢),., then the state of the particle B: is (4, |1)+5,10)), , thus
Bob needs to take a bit flip operation o, on the particle B: to
recover | B} .

IV.SECURITY ANALYSIS AND DISCUSSION

As we know, a practical quantum signature mechanism
should meet two security requirements: unforgeability and
undeniability. Security against forging means that the
recipient will with high probability reject any message which
was not originally sent by the signers. Security against
repudiation guarantees that signatories cannot deny that they
have signed on the initial message. In the following, we will
demonstrate that our scheme can provide more highly security
than the WLS protocol.

A. Impossibility of forgery

1) Attacker’s forgery strategy: Like the WLS protocol, the
proposed scheme can detect the attacker’s forgery strategy as
well. In our protocol, Alice’s signature associates with #,,
which is distributed via BB84 protocol and secretly hold by
Alice and Bob. If an attacker, say Eve, tries to forge Alice’s
signature. Eve has to utilize a randomly generated &, to create
Alice’s signature, random guesses would have only succeeded
about a half of the time for each bit. Thus his forgery will be
found by Bob with the probability larger than 1-1/2"' | where
k.| denotes as the length of k,. The probability 1-1/2% is
approximates to 1 if |k,/>0 . Likewise, Charlie’s signature
can’t be counterfeited by Eve since 4. is secret for Eve. If Eve
can obtain k. by certain way, however, the forgery strategy is
also unlikely to succeed since Eve can’t learn Charlie’s
measurement result. The correlations of quantum teleportation
will be destroyed if Eve utilizes the wrong measurement result
M, to replace the right one.

However, the WLS scheme is insecure by presenting two
attack strategies, one is that Alice can deduce Charlie’s secret
key and the other is that Charlie can forge Alice’s valid
signature at will.

2) Alice’s forgery strategy: For symmetrical cryptosystem,
one can derive encryption keys if there is an express integrity
plaintext and the corresponding ciphertext. In the WLS
protocol, Charlie’s secret key K. will be leaked to Alice by
the following steps: In Step S2, Alice measures the particles
M and particles 2 with Bell basis and obtains the
measurement result B, i.e., the plaintext. Subsequently, in
Step S3, Alice intercepts the signature Sc=£,(6:) and
measures it with Bell basis, i.e., she can get the corresponding
ciphertext S. . Therefore, Alice can get enough information

about K, . However, in our scheme, although Alice can
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intercept Charlie’s signature |S.)=E, (M.) and gets the
signature message by measuring it with Bell basis, she can’t
obtain M, which associates with .. That is to say, Alice can

obtain the ciphertext |S.) but not the plaintext M, , thereby
she cannot get 4 .

3) Charlie’s forgery strategy: In the WLS protocol,
Charlie can forge Alice’s signature for any ®(c;|F)) where
o,€{l,0,,0,,0,} by such an attack strategy: In Step S2,
Charlie intercepts the particles 3 and performs the operator
o, on each particle in particles 3, and then resends them to
Bob. After that, Charlie sends ®((c, ®1)S.) instead of S. to
Bob.

However, our scheme can resist this attack strategy by
using decoy photons. The decoy states {[+).[-),[0),|1)} are
randomly inserted in | P), . Without knowing the positions of
these decoy photons and the corresponding measurement basis,
so if Charlie attempts to intercept | P*), and resends ®(o, |P"),)
to Bob, his cheating strategy will be detected in public
discussion with a probability of 1-(1/3)" , where m 1is the
number of the decoy photons, and 1/3 is the probability for
Charlie to pass the check in the situation of one decoy photon.
The probability 1-(1/3)" =1 if m is large enough. And at the
same time, the employment of decoy states can check the
existence of eavesdropper with the probability 1-(3/4)" .

Charlie may implement entangle auxiliary particle attack
[24], to forge Alice’s signature in the WLS protocol. However,
our scheme can resist this attack since Charlie can’t deduce

which operator Alice selected through the two possible
measurement result of the auxiliary particle.

B. Impossibility of disavowal

Alice can’t disavowal her own signature since the signature
corresponds to the secret key £, . Suppose that Alice with
suspected denies her signature. Bob just needs to decrypt the
signature and determine whether the signature contains
Alice’s secret key. Bob confirms that Alice has indeed signed
on the initial message if the signature corresponds to &, .
Likewise, Charlie can’t disavowal his own signature as well.

V. CONCLUSIONS

In this paper, we put forward an improved quantum multi-
signature protocol. Through the security analysis discussed
above, we prove that our protocol can offer higher security
than the WLS protocol. Besides, we modify the two details of
the WLS protocol: one is to replace GHZ states with Bell
states since the particles in the GHZ states kept by Alice are
useless whether in the signature phase or the verification
phase, the other is to lift restrictions on the eigenstate
parameters in the initial message.
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