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Abstract—Cyber security awareness is an essential
factor in today’s world as the threat of cyber attack
keep raising due to many individuals, organizations,
and government institutions depend heavily on cyber
infrastructure. This make it apparent as well that there
is a need to establish a framework to enhance inter-
organizational collaboration to achieve national cyber
security awareness. This proposed study outlines a
planned inquiry towards the investigation of that rela-
tionship specific to the context of Indonesian country.
Through the use of semi-structured interviews and em-
pirical evidences from relevant literatures, the expected
outcome of this research is to find the relationship
between inter-organizational knowledge sharing and the
creation of cyber security awareness behavior.

Index Terms—inter-organizational knowledge shar-
ing, cyber security awareness, trust, communication,
leadership, technology, rewards, education

I. Introduction

The current rapid development of information technology
(IT) in Indonesia has contributed to the increasing number
of parties, both individuals and organizations, that rely on
cyber infrastructure [1]. A number of regions in Indonesia
such as Surabaya [2], Bandung [3], and Jakarta [4] even
have implemented e-government system. Ensuring cyber
infrastructures and services running appropriately makes
cyber security plays an important role in our todays activ-
ities.

Cyber security become an important factor to be consid-
ered today because it covers the human as potential target
of attacks [5]. Schneier was also stated that ”Only amateurs
attack machines; professionals target people” [6]. Hence
the cyber threats and the cyber attacks will be targeted
to anything that give a larger impact to people, including

public services and critical infrastructures such as energy,
water, transportation, and communication [7].
Meanwhile, the increasing popularity of social media,

that can be seen from the increase of personal information
sharing, storage, and processing, can cause a negative
impact to the user in the case of violation of the security of
personal information. One of the example of that violation
is Phishing [8]. Because people are the ultimate goal of
the cyber threat and cyber attack, then it is important
for people to increase their awareness in cyber security in
order to prevent victimization [9].
In our previous study [10], it was revealed that the

structure of cybersecurity-related organizations in Indone-
sia are still overlapping each other. It can be seen from
the aspect of their responsibilities. Also the role of non-
governmental organizations in Indonesia seem like being
under government supervision. This is different from the
situation in Australia, where non-government organizations
become equal partner to government organizations, both
federal and state governments, in their cyber security
framework. This conditions can be illustrated by Figure 1.
With the large numbers and sufficient capabilities, In-

donesian society has the potential to become a pillar of the
national cyber security. It can be seen from a number of
their contribution to the development of IT in Indonesia
[11], [12]. Indonesian society has also proved that they are
capable of being a driving force for programs that benefit
them through independent national community empower-
ment program (PNPM) [13]. A ”buttom-up” collaboration
model in a national cyber security has also been developed
[14], and its implementation in Indonesia will be very
beneficial. Basically cyber security is a collaborative works
[15]. Thus establishing a cyber security awareness from
collaborative knowledge sharing is a necessity to be applied
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Fig. 1: Cyber security roles in Australia

in Indonesia.
In this paper, we propose a framework that is intended

to increase collaboration among cyber-related communities
in Indonesia, either individuals or organizations in the form
of knowledge sharing. It is hoped that such collaboration
will establish public awareness of cyber security. It’s been
motivated by the fact that anyone who interacts with the
information technology can be a source of cyber space vul-
nerabilities. Then everyone must play a role in eliminating
the occurrence of cyber security risks.

This paper will be organized as follows. After this in-
troduction about the background of this study, we will
discuss cyber security awareness in Sec. II. A review of
the previous studies we presented in Sec. III. Next, our
framework about inter-organizational knowledge sharing,
which is the antecedent of the cyber security awareness and
the expected finding from the research will be presented
in Sec. IV. And the last section is the conclusion of our
proposition.

II. Cyber Security Awareness and Knowledge
Sharing

Situational awareness is a collective real understanding
exist in an organization about the risks that should be faced
[16]. While Endsley, as quoted by Webb et.al, defined the
situation awareness as ”the perception of the elements in
the environment within a volume of time and space, the
comprehension of their meaning, and the projection of their
status in the near future” [17]. The ability to understand
the risks is indispensable by each organization with the
consideration of their information and control system [18].
On the other hand, the cyber threats or the cyber attacks
was defined as any act by an insider or an outsider that
compromises the security expectations of an individual,
organization, or nation [19]. Then, we can conclude that the
cyber security awareness is an understanding of the risks
on the cyber space which may occur in each organization.

The understanding of the risks on the cyber space comes
from the following steps [20] that are identifying and
presenting the current situation, assessing that situation’s
impact/threat and projecting the situation and assessing
the projection’s impact/threat. The ability to appropriately
identify the current situation is the most important step to
anticipate the various risks that might be occurred. How-
ever, factors that affecting the cyber security risk are not

locally controlled and deliberately obscured. Consequently,
to increase cyber security awareness requires consideration
of technical, operational, business, and global or external
factors [16]
At a certain time, organizations security level will be dif-

ferent to each other [21]. That is also occurred in Indonesia,
the biggest archipelago in the world, where infrastructure,
knowledge, and technology were not spread evenly across
nation. And security breaches continue affecting many
sectors, no matter how much the level of awareness [22].
Therefore, inter-organizational knowledge sharing should
be developed, from which it can be expected that national
cyber security awareness in Indonesia can be established.
Knowledge sharing itself was defined as the activity to
share, disseminate, and exchange knowledge, experience,
skills, valuable information from one party to another
party [23]. It can be delivered formally or informally, in
the form of a written text, directly, or using electronic
communication system.
Knowledge-sharing can include information about poten-

tial attacks, crime, and terrorism [24], that can help cyber
related community to detect potential risks and prevent
cyber attacks at an early stages [25]. This is also helpful to
identify resources spread across a country [26]. Moreover,
fusing the information and knowledge that were shared has
also been studied to safeguard the critical infrastructure
[27], [28]. The studies have been motivated by the fact that
the cyber threats and attacks would compromise our daily
life, because of the integration of information technology
into today’s system and the speed of the evolving cyber
threats landscape. It was also shown that collaborating
information between organizations with similar IT policies
and strategies can improve detection rate of cyber attacks
[29], [30]. Certainly, this will be very beneficial if the
Indonesian people can realize it.
In this paper the term data, information, and knowledge

sharing will be used interchangeably, although all three are
substantially different [31].

III. Literature Review
One of the previous research that motivates us the

most in proposing this paper is the research paper en-
titled ”Organizational Culture and knowledge sharing :
critical success factors”, conducted by Al-Alawi et.al [32].
In that paper, Al-Alawi investigated organizational culture
in the success of knowledge sharing such as interpersonal
trust, communication between staff, information systems,
rewards, and organization structure. And the most interest-
ing factor from that paper is that it conducted in Bahrain,
one of the Muslim dominated country, as Indonesia, in the
world. From that research, Al-Alawi concluded that the
previous factors were relate positively to knowledge sharing
in organization.
Another research conducted by Chen et.al. also sup-

ports Al-Alawi. She concluded that inter-organizational
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trust leads to better inter-organizational collaboration and
knowledge sharing [33]. While Chen investigated manu-
facturing industry in Taiwan, where Chinese culture was
dominant. She showed that the trust was the antecedent of
inter-organizational knowledge sharing. It was also showed
that inter-organzational knowledge sharing contributes pri-
marily to sustaining the competitive advantage of the
supply chain as a whole [34].

The next factor is communication. As previously de-
scribed, knowledge can be shared by any means, any forms
in any time among the stakeholder. Implicitly, knowledge
can be shared if and only if communication can be con-
structed. An example from a case of higher education
research conducted by Shabrina supports Al-Alawi in a
communication factor. In that research, lecturer should
increase communication among themself to transform tacit
into explicit knowledge [35].

In line with the trust factor, reward sometimes contribut-
ing to inter-dependencies pattern among stakeholder. At a
certain time, one shares his/her knowledge to the others,
while at the other time, he/she requires others. Šajeva
concluded that psychological rewards were acknowledged to
be important in fostering knowledge sharing [23]. And one
of the psychological rewards is the sense of trust obtained
from sharing the knowledge.

Santoro et.al. had also described network organization to
represent cyber related inter-organizational collaboration,
both government and non-government organization, where
each person involved were organizing themselves to reach
their common goals [36]. At this level, where common goals
among stakeholder can be defined clearly, communication
and trust must be established.

In the case of technical supporting factors, as described
by Al-Alawi as information system, Mergel [37] showed that
open collaboration has evolved as a new form of innovation
creation with the support of GitHub [38]. GitHub that
facilitate peoples, especially a community of government
employees, in developing open source code and web devel-
opment. Fasilities that drive collaboration among student
was also shown by Kim et.al research [39]. Connectedness
among student in a class supported by web infused curricu-
lum has motivate them to share their knowledge. Another
similar case in Indonesia where supportive technology can
drive user collaboration in a knowledge sharing activities
is a technology that developed by ITB (Bandung Institute
of Technology) to support teacher community in Bandung
[40].

Another indispensabel factor based on Al-Alawi research
is organizational structure. We then hypothesize that there
should be an entity that can be represented as a structure of
the organization. Means that no matter what the structure
of the organization is, knowledge sharing activities can
be conducted. It is motivated by the fact that organi-
zational structure of national cyber security in Indonesia
still have a problem in the case of responsibility, as we

previously presented [10]. Al-Alawi was also presented that
the problem usually exist in traditional organization as a
bureaucratic structures which is slowing the processes and
raising constraints on information flow [32].
It is also motivated by the fact that Indonesia is a

masculine country that is sensible patriarchy [41]. For that
reasons, we hypothesize that there should be an important
role we mean as a leader. Leader is not only refers to
a person who formally supervises other person or other
organization, but also a person who are able to drive
people to do something. Sobandi and Sudarmadji argued
hypothetically that what makes collaboration happened is
a good leadership [42]. In the context of cyber security, we
will also investigate it.
From the literatures, leadership is also a components of a

knowledge sharing. We can learn from Lunberg and Lidelöw
[43] that a manager has a responsibility to show knowledge
sharing behavior to construct a knowledge sharing culture.
In another case, a teacher also plays an important role to
enhance a knowledge construction collaboratively [44]. In
a case of nuclear safety culture, leadership is also an im-
portant element to ensure the safety and secure operation
of a nuclear facility [45]. Leadership roles was also studied
by Aoyama et.al [46]. Besides their act as a driving force
for the community, leader was also responsible in making
decision. Ineffectivity in making a decission in handling a
cyber incident will cause a shift in a control mode and
ultimately cause an incident to be more difficult to be
handled.
We also hypothesize that education plays an important

role in a knowledge sharing behavior. Parsons et.al. were
conducted a research that shows educational role [47]. He
showed that knowledge of policy and procedures had a
stronger effect on attitude towards policy and procedures.
From that research, Parsons suggested that training and
education will be more effective if it also provides an
understanding of why information security is important.

IV. Proposed Model, Propositions and Expected
Findings

From the literature review, this paper will investigate
whether inter-organizations knowledge sharing can drive
national cyber security awareness in Indonesia. If it is
possible, we will also investigate how to realize it by using
educational role. This paper will proposed similar to what
Kathiravelu et.al. has proposed in the context of Malaysia
[48], that are elements in constructing knowledge sharing.
This paper proposes the following proposition:
P 1: There is a strong relationship between inter-

organizational knowledge sharing and cyber security aware-
ness culture among country members.
The model of our proposition is illustrated in Fig. 2.

We add education as a knowledge sharing element from
Kathiravelu model, while changing organizational struc-
ture into leadership from Al-Alawi model. As the biggest
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Fig. 2: A model of the proposition

archipelago in the world, Indonesia still have a problem
in spreading resources, including educated people evenly.
That is why we propose education as an important factor
to be considered. On the other hand, our previous research
showed that there is a lack in an organization structure in
a cyber security related organizations. However, as mas-
culine country, organization structure in Indonesia greatly
influenced by the government. As a citizen, we want to
contribute in constructing community-based national cyber
security awareness in Indonesia. That is why we consider
leadership, because it covers people who are able to drive
others, in case of cyber security.

V. Conclusion
This paper have presented a proposition to study on how

inter-organizational collaboration is influential in cyber
security awareness behavior. Through an investigation of
the knowledge sharing and the leadership, it is expected
that more knowledge will be provided on how such are
considered as enablers of behavior creation of cyber security
awareness within a country setting.
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