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Abstract—End-to-end communication usually adopts a single
path to transmit interactive packets in traditional routing
mechanisms, so attackers can easily snoop into the whole
communication trace to analyze users’ typical features and to
predict users’ next-behaviors, which can severely decrease the
security of users’ information. Thus, this paper puts forward a
multi-path based link-state routing mechanism, which can
achieve packet transmission via multiple paths for end-to-end
communication. It’s a distributed system, which can make each
node attain the whole network status by using notification of
link-status. Besides, this mechanism uses two key parameters:
path length (refers to length of path carrying end-to-end
communication) and path reliability (refers to security degree of
path) to calculate optional path-set that can be used to transmit
packets. On the basis, we further use "exponential penalty"
method and 'exponential reward" method to calculate
distribution ratio of data-flow via each path of optional path-set.
Our experimental results show that our routing mechanism can
effectively achieve tasks of packet transmission in end-to-end
communication by using multiple paths with high reliability and
short length.

Keywords—routing mechanism; link-status; multi-path; path
length; path reliability; system robustness

I. INTRODUCTION

With the rapid development of information
technology, the Internet has become an important
information infrastructure for human society, such
as Internet surfing, e-commerce and so on [1]. Its
openness makes it face with a variety of security
issues, such as data snooping, and information
leakage .etc. In order to address above problems,
research scholars put forward an idea to establish
trusted network, which is a safe, controllable and
reliable environment [2-3]. Trusted network is a
kind of security system framework, which needs to
monitor and evaluate network behavior and to
control abnormal network behavior. In addition to
authentication and authorization mechanism to
ensure the security of access network equipment
(e.g. terminals, routers, and switches .etc.) [4], it
still needs to ensure that users’ information isn’t
intercepted or tampered by any attacker. Currently,
data encryption is usually used to ensure data
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security, which can hinder information leakage [5].
But attackers can still capture users’ traces in the
processing of end-to-end communication, such as
interactive time, times of communication, and
certain related content .etc. These users’ traces are
likely to be intercepted by attackers, while users are
unaware of the situation where they are in a state of
insecurity. So there are two questions: first, why
can attackers attain users’ typical features? Second,
how can we do to hinder attackers and protect our
information?

For the first question, it’s mainly related to
traditional routing mechanisms adopted in the
Internet. The existing routing mechanisms mainly
include OSPF protocol (open shortest path first) [6],
RIP protocol (routing information protocol) [7] and
BGP protocol (border gateway protocol) [8]. Take
OSPF protocol as an example, it uses the shortest
path algorithm to calculate paths for packet
transmission, and end-to-end communication
usually adopts a single path to transmit interactive
packets at most time. Similarly, path for end-to-end
communication in RIP protocol is also the sole.
Thus, an attacker can easily attack one important
node in network topology to snoop into users’
communication traces, such as interactive time,
searching content and so on, and to further analyze
users’ typical features by using big-data technology
[9-10]. Even if some nodes support ECMP protocol
(Equal Cost Multipath Routing) [11], attackers are
also able to calculate these equivalent multiple
paths and to intercept users’ traces. Thus, it’s
difficult for traditional routing mechanisms to
prevent attackers snooping into users’ traces.

In order to address the second question, we
should change traditional routing mechanisms
which using a single path to transmit packets for
end-to-end communication. We need to use
multiple  paths  to achieve end-to-end
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communication to increase attack difficulty for
attackers. So this paper proposes a multi-path based
link-status routing mechanism, which can use
multiple paths to transmit packets and effectively
avoid the whole users’ traces intercepted by
attackers. This mechanism adopts distributed
system to ensure that routing mechanism has high
robustness. Nodes usually notify their link-status to
others and receive others’ link-status to obtain the
whole network status. Besides, two key parameters
of path length and link reliability in our proposed
routing mechanism are used to determine optional
path-set for end-to-end communication. At the same
time, we further put forward "exponential penalty"
way and "exponential reward" way to calculate
distribution ratio of data-flow transmitted by each
path in optional path-set. In this way, end-to-end
communication can achieve packet transmission via
multiple paths with high transmission performance
and high security degree. Our experimental results
prove that this mechanism not only can effectively
solve these key challenges, such as optional path-set
which are wused to achieve end-to-end
communication and the distribution ratio of data-
flow transmitted by each path, but also can reduce
the probability of information leakage and increase
attack difficulty for attackers.

The remainder of this paper is organized as
follow. Section 2 discusses and illustrates the
features of basic idea behind multi-path based link-
status routing mechanism. Section 3 presents a
mathematic model for our proposed routing
mechanism including key features and important
parameters. Section 4 mainly exhibits work
procedure of our proposed routing mechanism.
Section 5 presents our experimental results, and
analyzes its advantages and disadvantages. Section
6 concludes this paper with a summary of our
studies and discusses next works in the future.

II. BASIC IDEA

Traditional routing mechanisms usually use a
single path to transmit packets for end-to-end
communication, which allow attackers easily to
snoop into users’ traces, to analyze users’ typical
features, and to predict users’ behaviors. If end-to-
end communication adopts path (e.g. A-B-E-F) to
transmit packets, attackers can intercept node E to
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get users’ traces including time when users
establishing connections, end system with which
users communication, and times of communication,
as shown in Fig.l. Due to vulnerability of
traditional routing mechanisms [12], users’
information is easily intercepted by attackers, which
causing information leakage. Therefore, in order to
address above problems, this paper proposes a
multi-path based link-status routing mechanism,
which mainly uses multiples paths to transmit
interactive packets for end-to-end communication.

Figure 1. Packet transmission under different routing mechanisms

Compared with traditional routing mechanisms,
the idea behind multi-path based link-status routing
mechanism is to transmit packets via multiple
different paths. For instance, when packets are
transmitted from node A to node F, our proposed
routing mechanism can use multiple paths to
complete packet transmission, as shown in TABLE
I. It can achieve tasks of packet transmission via
four paths, and only two paths can be intercepted by
attackers. Thus, it can reduce the amount of users’
information got by attackers, reduce the extent of
users’ information leakage, and avoid predicting
users’ next behavior by attackers.

TABLE 1. PATHS OF PACKET TRANSMISSION

path passed nodes information leakage
1 A, C. D. F no
2 A, B, E, F yes
3 A. B. C. D. F no
4 A. C. B. E. F yes

The main challenge of multi-path based link-
status routing mechanism is path convergence,
because nodes can arbitrarily select multiple paths
to transmit packets, and packets may be transmitted
to other nodes, rather than the destination node,
such as path (A-B-C-A). How to establish a
reasonable and efficient mathematical model for
multi-path based link-status routing mechanism is
the first problem, which should select optional path-
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set for end-to-end communication. Secondly, the
length of optional path may be unequal, so the
transmission performance via different paths may
be also different. The shorter the path is, the higher
the performance of packet transmission is;
otherwise, the performance of packet transmission
is relatively lower. Thus, routing mechanism should
transmit packets via paths with short length as far as
possible. Finally, the security degree of each link in
the network is different. In order to ensure the
security of end-to-end communication, it should
transmit packets via links with high credibility and
avoid transmitting packets via links with low
credibility. To sum up, multi-path based link-status
routing mechanism should address these above
challenges: 1) how to calculate optional path-set for
end-to-end communication, and 2) the distribution
ratio of data-flow via each path in optional path-set.

TII.MULTI-PATH BASED LINK-STATUS ROUTING MECHANISM

The multi-path based link-status  routing
mechanism uses link-state notification to obtain
network status, including connectivity relationship
between two nodes, link bandwidth, link credibility
and so on[13]. Each node transmits its own link-
status to other nodes, so that each node can obtain
the overall network status including network
topology and link credibility .etc. Our proposed
mechanism can quickly calculate optional paths of
packet transmission to achieve path convergence,
which can fundamentally avoid configuration delay
in centralized control network [14-15]. For example,
data-flow cannot be transmitted in centralized
network until SDN controller hasn’t completed
configuration [16].

OSPF protocol is based on the shortest path
algorithm, so the shortest distance between next-
hop and destination node is less than the shortest
distance between current node and destination node.
In our proposed routing mechanism, the shortest
distance between next-hop and destination node is
independent of the shortest distance between
current node and destination node: the former may
be either less than or no less than the latter. So it
can use multiple paths to transmit packets. Besides,
the selection of next-hop relies on path credibility,
only paths with high credibility can carry out packet
transmission. Therefore, when node chooses next-
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hop, optional path needs to meet condition (1), as
shown below:

Condition (1): only when path credibility is no
less than an acceptable minimum of path reliability,
node will choose these paths to transmit packets to
avoid packets via links with low reliability.

In order to improve the security of packet
transmission, the optional path reliability should be
as high as possible. So, the higher the path
reliability is, the greater the amount of packets
transmitted via this path is. At the same time, in
order to ensure that routing mechanism has a good
transmission performance, paths with long length
may result in high delay of packet transmission,
which cannot meet requirements of real-time
services. When selecting next-hop, nodes should
consider the number of nodes passed through in the
processing of packet transmission and the shortest
distance between current node and destination node.
So it can select paths with short length to achieve
packet transmission as far as possible. Thus, when
node chooses next-hop, path needs to meet
condition (2), as shown below:

Condition (2): the sum of the number of nodes
passed through in processing of packet transmission
and the shortest distance between current node and
destination node doesn’t exceed an acceptable
maximum of path length. Otherwise, transmission
performance may not be able to meet needs of
users’ services.

In  multi-path  based link-status  routing
mechanism, the selection of path-set relies on two
key parameters including path reliability and path
length. Only when path meets the above two
conditions, packet transmission for end-to-end
communication can be accomplished by this path,

as shown in formula (1).
L(CC(R,  ()20(M ) &(d ; (u)+hg  (u)Shs  (N)))

hi,, ) = { 0 (1)

In formula (1), s refers to source node, and t
refers to destination node in network topology.
P (i) refers to the i"™ optional path between source

node s to destination node t. /(P (i) indicates the
reliability of path 2, (). ¢«m) refers to an acceptable

minimum of path reliability, which is determined by
operators. Node is likely to choose paths to transmit

Jan. 31~ Feb. 3, 2016 ICACT2016



packets, only when optional path reliability is no
less than ¢(m). u refers to any node in one path,
d, vy means the shortest distance between current

node and destination node, and 7 (u) refers to the

number of nodes that have already been passed
through. »_(~) refers to an acceptable maximum of

path length. n(#! (u)) indicates whether or not node u
choose this optional path: only when n(#!,()) equal

to one, path can be regarded as one of optional
path-set, which is used to transmit packets;
otherwise, path isn’t satisfied with these conditions
of packet transmission.

Administrators can meet needs of different levels
of security by setting ¢(m). For example, when ¢(m)
is equal to zero, administrator doesn’t make any
request for network security. When only links with
high reliability can transmit packets for end-to-end
communication, network will have high reliability.
However, /(M) also affects the number of optional
paths for end-to-end communication. Thus, it is
necessary to select a reasonable value of /(M) in

multi-path based link-status routing mechanism.
Meanwhile, in order to ensure that network has a good
transmission performance, optional path length is not too long.
The longer the path length is, the higher the transmission delay
is. Administrator can ensure the transmission performance by
setting / ,(N) . However, & (N) also affects the number of

optional paths for end-to-end communication. Therefore, it is
necessary to select a reasonable value of % (N) in multi-path

based link-status routing mechanism.

A. Path Reliability

In  multi-path  based link-status  routing
mechanism, paths selected by nodes are dependent
on path reliability. Only when path reliability meets
condition (1), nodes can transmit packets via these
optional paths. The path credibility is determined by
the minimum of link reliability in one path, as
shown in formula (2).

IR (D) = MIN(UL, ;1 (D), UL 3 5100 ULy iy (D)) €Ly, (D))
(L) = P ()i [s,1]) (2)
L,..() refers to link between node u and node

ut+l, and «(L

u,u+l

(i)) refers to link credibility of link
L) . From the description of formula (2), in

order to improve network credibility, administrators
should try to enhance the security of link with the
lowest reliability; otherwise, it cannot achieve
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desired goal. So, it can provide certain guiding
significance for maintaining links in the network

topology.
B. Calculation of h ,(N)

In order to ensure that transmission delay meets
needs of network service, end-to-end
communication should choose the shorter path to
transmit packets as far as possible. However, in
order to avoid intercepting users’ information, users
use multiple paths between two ends. The scale of
optional path-set for end-to-end communication has
an influence on the amount of users’ information
intercepted by attackers. The higher the scale of
optional path-set is, the more difficult the intercept
of user's information is. The average of optional
path-set for end-to-end communication is calculated,
as shown in Formula(3).

M

220
NUM (P, ) =——— 3)
NuMm(P,) refers to the average scale of optional
path-set for end-to-end communication. M

represents the total number of pairs of two different

nodes in network topology. And iz&t(i) is used to

calculate the total number of optional paths in
network topology. When the average scale of path-
set is less than the minimum of optional path-set,
namely ~NUM,, (P), it is indicated that parts of end-
to-end communication cannot meet security
requirements.

Through above analysis, ~NUM(P,) is closely

related with » (~v) : as #_(N) continually increases,
NUM(P,) also increases gradually. So, we can
ensure that NUM, (P) is no less than NUM,, (P) by

adjusting s, (N) , which can make network have high
security. Thus, this paper presents an algorithm for
calculating an acceptable maximum of path length,
namely 7 (~) to ensure that nUM, (P) is no less

avg

than NUM,, (P), as shown in Fig.2.

min
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Algorithm 1: calculation of 7 _(N)
input: M. N. Len(P,(i))~ h, (N)~ NUM,, (P)

output: 4 _,(N)
Procedure:
initializing £, ,(N) = MAX (d, ; (1)) 5
M
D> Len(P, (i)
calculating NUM, (P,)= :OT .

while ( NUM,,(P)<NUM,, (P)) {
while (path-set<= NUM_, (P)) {

search paths with destination node t;
if Ch(a,w)==1)

selecting this path;
H
calculating NUM,,,,(P,,)
h:,r (N) ++;

b

return kg, (N);

Figure 2. Calculation algorithm of A, ,(N)

MAX(d, (i) refers to the maximum of the shortest

path between two nodes in network topology. From
the description of algorithm 1, only when
initialization of 4 (N) is MAX(d, () , nodes can

communicate with any node in the network;
otherwise, some nodes cannot transmit packets to
parts of nodes. On this basis, this algorithm can
calculate current value of NuMm, (P), and compares

avg

NUM, (P) with NUM

avg min

(P) to adjust whether or not
h,(N) meets network services. This algorithm

adjusts x,(~v) by increment until ~NUM, (P) iS no

less than ~NuMm,, (P) . Finally, our proposed algorithm
can filter optional path-set for end-to-end
communication, whose path length is no longer than
hs,t(N) .

C. Horizontal Cutting

In traditional routing protocols, in order to ensure
normal operations of routing mechanism, horizontal
cutting is usually used to avoid routing loops [17].
Similarly, multi-path based link-status routing
mechanism uses horizontal cutting to ensure that
the same packet is not forwarded between two
adjacent nodes forever. Node will not forward
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packets to next-hop via source interface, as shown
in formula (4).
1L,(DYY (u)=D"’ (v))
h DM,V _{ st st
(25 @) = 0,01 wsnty o) @
In formula (4), u and v are two adjacent nodes in
one path. p refers to one packet passing through

node u and node v successively when one packet is
transmitted from source node s and destination node
t. D!/ (u) refers to the shortest path from node u and

destination node t. Only when the condition of
D'y~ D" (v)1s met, node u will send packets to
node v; otherwise, node u will not forward packets
to node v. Thus, node will not forward packets to
next-hop via source interface.

D. The Distribution Ratio of Data-flow

The multi-path based link-status  routing
mechanism can achieve packet transmission via
multiple paths, which can avoid intercepting users’
communication traces and prevent the excessive
leakage of wusers’ information. Through the
description of our proposed routing mechanism, the
optional paths should satisfy conditions (1) and
condition (2), so as to calculate optional path-set for
end-to-end communication, which is wused to
address the first challenge in our proposed routing
mechanism. On this basis, this part mainly studies
how much data-flow for end-to-end communication
is calculated on each path, which is used to solve
the second challenge. Under the premise of
ensuring the network has good transmission
performance, packets are transmitted via paths with
high reliability as far as possible.

On one hand, in order to guarantee end-to-end
communication with low transmission delay, it
should use short path to carry more users’
information. Therefore, "exponential penalty" is
used to make sure that packets are transmitted via
paths with short length as far as possible, as shown
in formula (5).

(R, e . .
) = L) (@ jels,h&i= ) )

(P, () refers to the distribution ratio of data-

—Len(F, (i)

flow for path P,) . From the description of
formula (5), when path length is longer, the
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distribution ratio of data flow via this path is less,
which can reduce the average of transmission delay
for end-to-end communication.

On the other hand, the distribution ratio of data-
flow is closely related to path reliability. In order to
make sure that network has good security, packets
are transmitted via paths with high reliability as far
as possible. Therefore, it can use "exponential
reward" way to ensure that packets are transmitted
via paths with high credibility. The higher the path
reliability is, the more the distribution ratio of data-
flow on this path is, as shown in formula (6).

P (i 0P, (1))
;L((Pt((;)))) - :€<R.,(.f)) (G, jels.th &i=#))

Through above description, the distribution ratio
of data-flow on each path is mainly related to two
key parameters: path credibility and path length. In
combination with formula (5) and formula (6), the
distribution ratio of data-flow on each path of
optional path-set is calculated, as shown in formula

(7).
3P, =

(6)

LB, (D))—Len(F, , (1))

7 (J€[0,vum(P )])
z o (B )=Len(P, (1) (7
=0
3P, i) refers to the distribution ratio of packets
that path P (i) carrying. From the description of

formula (7), when path length is longer and path
reliability is lower, the distribution ratio of data-
flow on path is lower. In contrast, when path length
is shorter and path reliability is higher, the
distribution ratio of data-flow on path is higher. Our
proposed routing mechanism uses formula (7) to
calculate the distribution ratio of data-flow on each
path for end-to-end communication, so packets can
be transmitted via one path with high reliability and
short length.

IV.DESCRIPTION OF ROUTING ALGORITHM

The multi-path based link-status  routing
mechanism achieves end-to-end communication by
selecting multiple paths. It uses path length and link
reliability to select paths to transmit packets, and to
determine how much packets are transmitted by
each path. In this way, it is more difficult for
attackers to intercept users’ information, to analyze
users’ characteristics, and to predict users’ next-
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behaviors. The core of routing mechanism has two
points: first, how to calculate optional path-set
quickly; second, how to calculate distribution ratio
of data-flow via each path of optional path-set. The
algorithm of multi-path based link-status routing
mechanism is described, as shown in Fig.3.

Algorithm 2: Multi-path based routing mechanism
input: link-status notification packet
output: the distribution ratio of data-flow

procedure:
nodes notify its link-status to other nodes;
using algorithm 1 to calculate 4 ,(N) ;

((F, , (i)=Len(F, (i)

3P, ()= 3P,

N

Z L(Py ())—Len(P, ,(j))
e

Jj=0

return 3P, (i)

Figure 3. Algorithm of our proposed routing mechanism

From the description of algorithm 2, it is divided
into three steps: first, node notifies its link-state to
other nodes and can obtain the whole network status,
such as connectivity relationship, and link
reliability .etc; second, it uses algorithm 1 to obtain
an acceptable maximum of path length, namely
h,(N), and to select optional path-set as well; third,

it calculates the distribution ratio of data-flow on
each path of optional path-set according to path
reliability and path length. The data plane in one
router can uses these above generated strategies to
determine forwarding behavior of each packet.
Through the description of algorithm 1 and
algorithm 2, time complexity of our proposed
mechanism is mainly determined by algorithm 1.
Because it uses greedy algorithm [18] to traverse
network topology to calculate paths from source
node s to destination node t, the time complexity of
algorithm 1 is o(nlogn). At the same time, after
completing the selection of optional path-set, it
should use the condition of ~NUM,,(P)<NUM,,,(P) tO

min

decide whether or not 4 (V) meets demands.

Therefore, the time complexity of our proposed
routing mechanism is o(n’logn) at the worst time.

V. EXPERIMENT AND ANALYSIS

In this section, we measure influences of two key
parameters including link reliability and path length
on the performance of multi-path based link-status
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routing mechanism. On this basis, experimental
results show that our proposed routing mechanism
can ensure that packets are transmitted via paths
with high reliability and short length.

A. Experimental Environment

In this experiment, we adopts Abilene network
topology, which is a typical network topology in
real network and mainly consists of 11 nodes and
14 links [19]. In order to further verify influences of
link reliability on the performance of routing
mechanism, link reliability of each path is set
randomly, whose value locates in a defined range
from one to five, as shown in Fig.4. At the same
time, NUM,, (P) is set to 2, and ¢(P, (i) 1s set to 1.

min

Figure 4. Abilene network topology

This experiment has three points: 1) exploring
relationship between w~uUM, (P) and & ,(N) , 2)
influences of ¢(P @) on the performance of our

proposed routing mechanism, and 3) verifying the
validity of the distribution algorithm of data-flow.

B. The Influence of h ,(N)

h,(N) refers to the maximum of path length in

the network topology, and the length of optional
path between source node and destination node
must be less than (or equal to) 7). So & (N) has

a direct effect on the performance of algorithm 1,
because £ (V) can make influences on search range

in processing of traversing network topology.
However, if  ,(¥) is too small, the scale of optional

path-set for end-to-end communication is also small,
which may make parts of end-to-end
communication not to be established. Therefore, the
first experiment is used to evaluate the influences of
h,,(N) on NUM,, (P), as shown in Fig.5.
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7
NUM,, (P)

1 ¥ I u T . T J T . I X I

0 1 2 3 4 5 6

h, (N)

Figure 5. Ralationship between #,,(N) and NUM,, (P)

Through the description of Fig.5, with the
increase of 4 ,(N) , NUM,(P) 1is continually

increasing. For example, when 4 (N) is set to 4,
NUM, (P) 1s about 2.3, which indicates that the

average scale of optional path-set in the network
topology is 2.3. Even if w~um,, (P) is set to 2,
NUM, (P) is bigger than ~NUM,,(P), which is still
unable to meet needs of network transmission,
because the shortest path between two nodes in
Abilene network is 5 (e.g. the shortest path between
node 1 and node 10 in Fig.4). According to the
description of algorithm 1, the minimum of (V)
should be 5. Only in this way it can ensure that any
two ends can establish communication in the
network. Therefore, #,(N) is set to 5, so NUM,(P)
is about 3.9, and the average scale of optional path-
set is about 3.9, which is bigger than ~NUM,, (P).

C. The Influence of ((P, (i)

«(P, (i) 1s determined by the lowest reliability of

link in one path. Only when the reliability of all link
in one path is no less than «(P,(i)), path can be

selected for optional path-set , which can be
responsible for packet transmission. /(2 (i) also

affects the scale of optional path-set for end-to-end
communication. In order to further verify the
influences of «(P @) on the performance of our

proposed routing mechanism, we measure some
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main characteristics, including the total amount of
paths that should meet condition (1) and condition
(2) in the network topology, ~NUM,,(P), pair of

nodes that can communicate with each other
and M4x(d, (i) , as shown in TABLE II.

Through the analysis of results in TABLE II, we
can see that path reliability has high influence on
the performance of our proposed routing
mechanism. We further analyze experimental result
in four points. First, the higher «P @) is, the
smaller the scale of optional path-set is. For
example, when ¢(2,(i)) is set to three, the optional
path-set just includes 18 paths; while ¢(P (i) is set
to two, the optional path-set just includes 149 paths.
Second, with the increase of «P,G) , NUM,,(P)
continually decreases, which indicates that the scale
of optional path-set for end-to-end communication
is becoming smaller. For example, when (2, (i) is

no less than three,

which indicates that network cannot transmit
packets for any end. Third, the pair of nodes that
can communicate with each other becomes smaller
with the increase of /(P (i)), which indicates that

NUM, (P) 1s lower than one,

parts of nodes cannot transmit packets to other
nodes. For example, when ¢(2 (i) is set to five,

only a pair of node 1 and node 4 can communicate
with each other, as well as a pair of node 6 and
node 9. At last, max(d, (i) also become higher with

the increase of /(P (i)), which may result in the
increase of x_(N). For example, when ¢(2 (i) is set
to one, i (N) is equal to five; when «(2, (i) 1s set to
two, i (N) becomes six. Moreover, when /(2 (i)
exceeds a certain value, M4x(d, (i) doesn’t exist,

which indicates that network topology includes
some "islands". These “islands” just communicate
with nodes in the same “island”, rather than nodes
in the other “island”.

To sum up, when link credibility in the network
is relatively low, & (v) can affect network's
interoperability. When network has a small scale of
links with low credibility, our proposed routing
mechanism can avoid transmitting packets via links
with low reliability. Therefore, it is necessary to set
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up a reasonable value for /(2 (i) in our proposed
routing mechanism.

TABLE 2. MAIN CHARACTERISTICS
o(P,, (i) 0 1 2 3 4 5
AH;:}?: °F 15 215|149 18 | 3| 2
NUM,,,(P) 391 1391 2.7 | 033 0.05]| 0.04
Pair of nodes 55 55 55 18 3 2
MAX(d, (i) 5 5 6 null | null | null

D. The Distribution Ratio of Data-flow

The purpose of our proposed routing mechanism
is to realize packet transmission via multiple paths.
At the same time, in order to determine the
distribution ratio of packets transmitted by each
path, we proposed two key functions by using
"exponential penalty" and " exponential reward".
Supposed that node 1 communicates with node 5,
and the number of interactive packets between these
two nodes is 10000. Because nNuMm,, (P) is 2 and
h,(N)1is 5, the amount of paths between node 1 and
5 is four: path 1 (1-4-5), path 2 (1-2-4-5), path 3 (1-
2-3-6-5), and path 4 (1-4-2-3-6-5). In order to verify
the validity of our proposed routing mechanism, we
measure the amount of packets transmitted by four
paths and the number of packets transmitted by
each link, as shown in Fig.6.
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Figure 6. Distribution of data-flow

Through description of figure 6.a, there is a
significant difference in the amount of packets
carried by each path. For example, both path 2 and
path 1 carry 95% of packets, and path 1 is
responsible for about 70% of packets, because the
reliability of path 1 is greater than (or equal to)
others’, and the length of path 1 is two, which is
shorter than others’, as shown in TABLE 3. «(P_ (i)

in path 3 and path 4 is lower than ¢, () in path 2,
and Len(P, (i) in path 3 and path 4 is larger than
Len(P,(i)) 1n path 2, so either path 3 or path 4 carries

a very small amount of packets. Through the above
analysis, it is proved that our routing mechanism is
effective, which can ensure that the transmission
delay is low and packets are transmitted via paths
with high reliability as far as possible.

However, further analysis of figure 6.b shows
that the number of packets in each link is significant
difference. For example, link 4-5 is responsible for
about 95% of packets, and link 2-3 only carries
about 5% of packets. In some specific scenarios,
certain links (such as link 4-5) may become the
bottleneck of network performance.

TABLE 3. MAIN PARAMETERS
path U(F, (1) Len(F, ,(i))
path 1 2 2
path 2 2 3
path 3 1 4
path 4 1 5
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VI.CONCLUSION AND FUTURE WORKS

The traditional routing mechanisms usually use a
single path to transmit packets, which makes it easy
for attackers to obtain a complete interactive
communication between users and end systems.
Attackers can analyze users’ characteristics, thus
causing users’ information leakage. Aiming at these
problems, this paper proposes a multi-path based
link-status routing mechanism, which can realize
packet transmission via multiple paths. Our
proposed routing mechanism mainly solves two
challenges: 1) the selection of optional path-set that
carrying packets for end-to-end communication, 2)
the distribution ratio of data-flow that is carried by
each path. Finally, we analyze the influences of
h,(N) and ¢(P,) on our proposed routing

mechanism. And experimental results proves that
the way of "exponential penalty" and "exponential
reward" is useful for the second challenge.

Through the analysis of experimental results, the
distribution ratio of data-flow based on path
reliability and path length may be a better
mechanism, which may be the bottleneck of
network performance. The next step is to further
improve and perfect multi-path based link-status
routing mechanism by researching on traffic
engineering [20-21].
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