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Abstract—Varied trust management models for Ad hoc network
had been proposed recently. However, there are rare method to
evaluate these models making it is difficult to develop the most
appropriate trust models in theory, and also it is difficult for a
decision maker to choose an optimal trust model to implement in
a concrete scene. In this paper, credibility evaluation of trust
models based on fuzzy quantization method and AHP (Analytic
Hierarchy Process) in ad hoc scenarios was performed. Some
attributes were extracted from the trusted request of a concrete
scene in ad hoc network, and some traditional ad hoc trust
models were analysed qualitatively. Then the fuzzy theory and
the AHP method were applied to calculate the overall evaluated
values of the hierarchical attributes of the candidate trust models
quantitatively, and the optimal one is selected based on the sorted
evaluated results. Finally, analysis and experimental simulation
were performed. The results show that the proposed evaluated
method is reasonable, and more effective compared with the
previous algorithms.

Keywords—Network security; Trust models; Trust model

evaluation; AHP; fuzzy quantization

I. INTRODUCTION

Due to the openness and mobility of the ad hoc network,
the security issue has becomes one of the most important
challenges. Traditional security strategies, e.g. access control,
encryption, because of poor scalability, are no longer enough
for resolving security issues of distributed ad hoc network.
Trust management, aiming at solving security issues for the
distributed system, is of considerable interest in recent years
[1], and a wide range of trust models for distributed network
appeared during the last decades [2-8].

However, there are rare evaluation criteria or effective
method to analyse and compare these varied models. For a
researcher of trust model, designing the most appropriate trust
models for a scene is the foundation of the standardization of
the trust issues or guiding the newly generated trust models in
theory, and analysing the merits, demerits, credibility and
feasibility of the existed trust models is the basic step. For a
service requester, it is necessary to decide upon an optimal
one from varied trust models to implement concrete service,
and the analysis and comparison of the candidate trust model
are required. Therefore, trust model evaluation is an important
issue that needs addressed.
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In order to resolve this quandary, a new evaluation method
for trust model based on fuzzy quantization and AHP in ad
hoc scenarios was proposed. Several attributes were extracted
from the trust issues and network context. The evaluated
values were obtained by the quantification and calculation of
the hierarchical attributes with the fuzzy integral and AHP [8]
methods. The optimal trust model was selected based on the
sorted overall evaluated values. The rest of this paper is
organized as follows. Section 2 presents the related works.
Section 3 outlines a concrete scenario and related attributes in
ad hoc network. Section 4 gives qualitative analysis of the
typical ad hoc models. In Section 5, quantitative assessment of
the trust model is performed. Analysis and simulation are
given in Section 6, followed by the conclusions in Section 7.

II. RELATED WORKS

There are rare sound researches of evaluating trust models.
Some researchers focus on the qualitative analysis or guidance,
some others focus on the quantitative comparison.

Wojcik introduced a set of criteria to analyse a sound trust
model [9], but no concrete realization was presented. Wang
evaluated traditional trust models for WSN in the concrete
context of the IoT (Internet of things) [10] that establishing
the trust relationship between remote nodes after the WSN
being integrated into the IoT. Marmol described several trust
and reputation models for heterogeneous distributed networks
and compared to provide an evaluation [11]. He suggested that
security threats and the features of the distributed network
should be considered to improve the evaluation accuracy. All
the above methods take the right direction to compare trust
model, but no quantitative algorithm had been proposed to
compare the trust models to select an optimal one.

Schlosser presented a formal model to normalize reputation
systems [12]. Based on the formal model, a generic simulation
framework was implemented. But only reputation systems are
taken into account. Omar surveyed the existed trust models
that are based on public key certificates for ad hoc network
[13]. They used the stochastic Petri nets to measure the
performance of the trust model, but only the indistinguishable
result can be obtained. Yang evaluated trust model by treating
the trust model as a black box and comparing the output with
the input [14]. The results are compared with foresee ability
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and sensibility. However, merely two parameters are hard to
cover the overall features of trust model. In a word, the existed
evaluated methods all have some deficiencies.

III.TRUSTED EVALUATION ATTRIBUTES IN A SCENE

Firstly, we consider a scenario in ad hoc network: an action
group executes the task of emergency support communication
in hostile area though wireless communication, the perceptive
data is processed simply and transmitted to the goal nodes
security and effectively.

Trust management can optimize network functions and
resist attacks. And the reliability and security of the network
service can be desired with the excellent trust model. Suppose
varied trust models are available to provide this service. The
user should determines which trust model is most appropriate
for this specific context to assist providing qualified service?

In order to resolve this issues, it is necessary to propose a
method to evaluate the credibility of the trust models. The
attributes of credibility evaluation are described as follows.

Rationality. 1t describes the service attributes of a trust
model. An excellent trust model is considered to reflect the
trust status and trust relationship among nodes participated in
emergency communication in the ad hoc network rationally.
Trust is a subjective, blurry and time decay concept. These
sub-attributes characterized the rationality of a trust model.

Reliability. 1t describes the service reliability of an ad hoc
trust model. The architecture and modeling method of a trust
model are considered to be adaptive to the dynamic network
architecture of an Ad hoc network, and provide reachable
service persistently and efficiently when encountering external
or internal interference. Scalability, transitivity, flexibility, etc.
are related to this attribute.

Security. This feature describes the security of the network
when encountering attacks. There are some common attacks,
e.g. the capture of mobile nodes, the false routing, information
leakage and collusion attack. A good trust model should could
find fault timely, and shield or punish malicious nodes to
maintain network stability. Clearly, the more robust is the trust
model, the better.

Overhead. This property specifies both the communication
and computational overhead of establishing the trust model.
Lower overhead means that the network routings are reached
faster and data transmission efficiency is higher. A trust model
is suggested to conform to heterogeneous network structure or
energy-constrained nodes to achieve balanced load.

The four attributes can be used to judge whether a trust
model meets the requirement of the concrete scenario. In this
paper, we use these metrics as evaluated parameters to analyze
the credibility of ad hoc trust models in the defined scene.

IV.QUALITATIVE ANALYSIS OF AD HOC TRUST MODELS

In this section, we will address qualitative analysis of the
merits and demerits of typical ad hoc trust models from the
extracted attributes in ad hoc scene.

1) Sun proposed an ad hoc trust model based on the entropy
theory [2]. Trust described the uncertainty of the agent will
performing an action in the subject’s point of view. As
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entropy is a natural measure for uncertainty, the entropy-based
trust value is adopted in trust modeling. The model considered
the recommendation trust in detail, the trust value of each path
is obtained through multi-layer and multi-level calculation.

This model defined an entropy-based trust calculation to
reflect the uncertainty, and provided a method for quantization
and inference of the uncertain relationship, which reflect the
rationality. Trust values of multiple paths were obtained
through multi-layer and multi-level calculation, and someone
can choose an optimal credible route to implement the
communication and interaction, it can shield the malicious
nodes effectively, so the reliability is acceptable, the security
is good. The Ad Hoc model receives expensive overhead,
because it needs multiple calculation of trust chain, continuous
detection of routing is required because of the mobile nodes,
and all the medium nodes between unfamiliar nodes need
dynamic computing and communications.

2) Omar et al. proposed a reliable and fully distributed trust
model for mobile ad hoc networks [3]. This scheme is based
on a trust graph G(V, E), where V and E stand for the set of
vertices and the set of edges, respectively. A (k, n) threshold
cryptography scheme was applied to the trust graph, and a set
of nodes in the trust graph was authenticated based on PKI. It
allowed nodes to generate, store, and distribute their public
key certificates without any central server or trusted party.
This model achieved the highest availability when the partial
trust graph is strongly connected.

This method used a threshold cryptography scheme to resist
against malicious nodes. The fully distributed public key
management system not relied on any trusted authority, and
the scalability is improved comparing with traditional PKI.
Moreover, the public key authentication is still possible even
when the network is partitioned and nodes can communicate
with only a subset of other nodes. This approach conforms to
the self-organized nature of MANETSs and the need to allow
users to fully control the security settings in the network.
Therefore, the reliability and the security are excellent. The
rationality is not mentioned. The calculus requirement is
5n*+np*+4np+5n operations, and storage requirement is 27p
pc, the overhead is relatively high.

3) Seredynski et al. presented a trust model based on node
behavior in ad hoc networks [4]. Node behavior is based on
game theory. A reputation collection and trust evaluation
mechanisms were presented in the game model. A decision to
forward or discard a packet was determined by a strategy
based on the trust status in the source node of the packet and
some behavior of the network. A genetic algorithm (GA) was
applied to evolve strategies for the participating nodes.

The proposed method addressed the problem of the selfish
behavior in self-policing ad hoc network. It could update
reputation information about each other, and discovered and
alerted the selfish node by the watchdog mechanism of the
mediate node. It proposed a game theory based model of the
network and GA to evolve the behavior of its participants and
encourage cooperation using optimized strategies. Reward and
punishment are performed directly by the payoff or better
routes. Therefore, the reliability and the security are excellent.
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The strategy is based on the maximization of the payoff,
different entity uses different strategy, and thus the rationality
is presented. The overhead mainly comes from the calculation
of reputation, strategies and evolution, and it nears to O(n°).

4) Yu proposed a dynamic hierarchical reputation scheme
for hybrid wireless mesh network [5]. Mesh network is an
advanced interconnected ad hoc network. The virtual cluster
structure (the mesh network is divided into Gateway, Cluster
Head Layer and Cluster Member Layer) was built to introduce
the reputation relation.

It has a flexible network structure, and nodes are measured
by reputation for cooperation to route dynamically. Behavior
reputation is comprehensively calculated from both direct and
indirect evaluations based on beta distribution and Bayesian
estimation, and recommended information of the nodes is
transmitted through virtual hierarchical structure to the cluster
head and gateway. Thus the reliability and scalability are
excellent, and the security is improved by the accurate
evaluation of cooperation relation. However, the rationality is
thin except for rational reputation. The time complexity of the
method is O(n*+2n’*+n), which lead exaggerated overhead.

There are other trust models, i.e. Josang model [6], fuzzy
trust model [7], etc. The analysis procedure is the same as that
of above trust models. From the qualitative analysis, we can
see that all the typical ad hoc trust models have their merits
and demerits from the angle of the evaluated attributes. And
the degree of one attribute differs from one to another as its
different description and sophistication. It still makes it
difficult to select a relatively optimal trust model. Therefore,
further quantitative evaluation is necessary.

V. QUANTITATIVE ASSESSMENT OF THE TRUST
MODEL

In this Section, quantitative assessment of the trust model
based on fuzzy quantization and AHP is performed.

A. A Hierarchical Structure of Evaluated Attributes

The attributes of trusted evaluation extracted in Section III
concern different aspects of trust service. Rationality is a
functional property of service. Rational, effective methods of
trust mechanism, and the compliance of the ad hoc structure,
are the important consideration. Reliability and security both
concern the performance of service, and the availability,
persistence, and security of service are the core consideration.
Overhead is related to the service efficiency. Each attribute is
followed by some sub-attributes, e.g. scalability, transitivity,
flexibility, etc. are related to reliability. The performance of
each attribute can be evaluated by some low-level parameters.
And the quantitative assessment of the trust model can be
achieved by fusion computation of the lower attributes
successively. The detailed hierarchical structure of attributes
is shown in Figure 1. Notice that, Figure 1 is a reference
structure, more sub-attributes and attributes can be added into
this layered structure. The comprehensive assessment of the
trust models for performing an emergency communication in
ad hoc scene can be derived from evaluation of the following
attributes and sub-attributes in succession.
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Comprehensive evaluated
result for a trust model

u Fuse computation

‘ Rationality ‘ ‘ Reliability ‘ ‘ Security

Overhead ‘ ......

fFuse computation

subjectivity | | time decay | |robustness | |reward-punishment| | transitivity scalability

Figure 1. Hierarchical structure of attributes for ad hoc trust models

B. Fuzzy Quantization of the Hierarchical Attributes

Suppose P = {p1, p»,..., Pn} denotes the set of the attributes,
n is the number of attributes. In order to perform quantitative
analysis, the integration of these attributes is addressed. A
direct evaluation can be modeled into a functional in (1).

C(TM):f[(fl(p1)sf2(p2)’-“sfn(pn)) (1)

Where TM is a trust model, C is the evaluation result, f(p;),

i€[1, n] denote the quantization of i-th attribute. In order to

get the unified value, the normalization is embedded in the

quantization of fip;), thus Q(P)=(fi(p1), f(p2),---, fu(pn)) 1S @

dimensionless vector. The f;() denote an integrating function.
A method can be expressed as follows:

HOP)=w ()W fs(p)+ 4w, [, (D) =D wfi(p) @)

Where weighted factors satisfy wi+ wy+ ...+ w,= 1.

For a single sub-attribute p,, C; denotes the impact factors
set related to p;, C={cy, cs,..., cn}, m is the number of factors.
For a single impact factor ¢;, j €[1,m], we use fuzzy set theory
to determine the quantitative range and value of the evaluated
factor according to the experience of observer.

In fuzzy set theory, a variable Vi={vi,vs,...,vs}, V(i =1,
2, ..., m) denotes the value of object T at the point j (j-level
value) according to the defined membership functions in a
discourse domain. Set a discourse domain for the j-th factor
(i.e. for the rationality, irrational, default, lowest rationality,
medium rationality, favorable rationality, highest rationality,
denoted as five intervals from O upper to 1, quantized step is
0.2 that denotes the uncertainty). Each value v; can be mapped
to a membership degree according to defined membership
function (e.g. trigonometric functions), eventually formed into
an evaluation matrix R =(r;)w,. The weighted vector is
W={w;, wip, ..., wi}, then the overall vector of the j-th factor
is denoted as: Vi={vi, va,...,Vu}=( Wi, Wi, ..., Wir) X (¥)cm-
Define the evaluated value of the j-th factor: Q(c))=max(Vy),
where max(V7) is the maximum membership degree of V7.
Repeat above quantization until all the m factors are quantized,
denotes as O(C)={Q(c1), O(c2),..., Ocw)}.

Notice that m elements in Q(C;) may be measured in
different unit, e.g. the unit of time and space complexity are
time (ms) and capacity (KB). We normalize different units
using max-min method, as shown in (3).

ey e)-min@C)
7 max(Q(c,)) - min(Q(c,))”

Where max(Q(c;)) and min(Q(c;)) are the maximum and the
minimum value determined by the range of j-th factor. O(c;)) is

A3)

e[l,m]
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a numeric value between 0 and 1 after normalization. Repeat
above disposal until all the m factors are normalized.

The final procedure is integrating the impact factors to
obtain the overall quantized value of single sub-attribute. The
fuzzy integral is applied to infuse the impact factors, and it is
defined as follows.

J.Ah(x)og(.)zOsglilg)l[min(a,g(Aﬂaa))} “4)

Where a, :{x th(x)2 a} , h: X—[0,1] is a membership
function of the factor set X, g(x) denotes the evaluation value
under the evaluation criterion x, 4 c X denotes the impact
factors, and a,, stands for the importance degree of evaluation
criteria with the properties of fuzzy measurement. The final
integration is finished through (4), and the quantized value
O(p;) of parameter p; is obtained. Repeat all above procedures
until all the n parameters are quantized, and Q(p) is obtained.

C. The Fusion of Hierarchical Attributes based on AHP

According to (2) and Figure 1, the fusion of hierarchical
attributes and the quantization of attributes are the critical
procedures to derive an overall quantized value of a trust
model. The AHP that can provide a mapping from every basic
factor to the overall goal can be introduced to fuse the
hierarchical attributes.

The hierarchical model shown in Figure 1 is used in AHP.
A comparative matrix 4p for the highest layer (goal layer) is
constructed by comparing the middle attributes (criteria layer)
to one another pairwise at a time, with respect to their impact
on the goal layer above them in the hierarchy. Similarly, the
comparative matrixes for the criteria layer are constructed by
pairwise comparison of the sub- attributes, denoted as B¢
={Bc1, Bcs,..., Bcn}, where m is the number of matrixes. Then
check the consistency of all the established matrixes with
consistent principle, CR = CI/RI, where CI denote standard
consistent principle determined by the maximum eigenvalue,
and R/ denote consistent deviation related to dimension of
matrix. If CR is below the defined threshold (e.g. 0.1), the
comparative matrix is consistent. The next step is establishing
prior weighted vector for each layer by a series of
mathematical processing of the comparative matrix, e.g.
regularization, row sum. The prior weighted vector in criteria
layer relative to goal layer is calculated as W, =[wg, wgy,...,
wB,,,]T, m is the number of middle attributes. The other prior
weighted vectors relative to criteria layer are obtained with the
same method. Finally, yield overall weighted priorities, as
shown in (5).

T m m m T (5)
e = (g ) = g Sy S,
i=1 i=1 i=1

Where wg; (i€[1, n]) is the element of W, and w,; is a
weighted priority of each sub-attribute relative to the elements
in criteria layer. The overall weighted priorities W means the
weights of m sub-attributes relative to the goal of overall
evaluation of a trust model. AHP provides a mapping from
every parameter to the overall evaluated result.

D. The Procedure of Trust Model Evaluation
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The main steps of the proposed method are summarized:

1) For a trust model, qualitative results for evaluated
attributes can be obtained through the fuzzy theory, denoted as
Q(P) = (fl(pl)afl(pl)a-”afn(pn))'

2) For a trust model, service requester in the concrete ad
hoc scene constructs comparative matrixes according to the
hierarchical model in Figure 1, and determines the prioritized
weighted vector We= (W1, Wea, ", Wen)', based on AHP.

3) Calculate overall evaluated value of a trust model based
on (2). And judge whether the given model satisfies the
request according to the defined threshold.

4) Select a set of trust models, repeat step 2) and step 3),
calculate and sort the overall evaluated values, choose an
optimal one (i.e. with maximal value) for implementation.

VI.ANALYSIS AND EXPERIMENTAL SIMULATION

A. The Consistency Analysis of the Evaluation Results

Because of the subjective factors in the assessment process,
the evaluated results would fluctuate. Equation (2) is the
evaluation of single trust model, it use a linear weighted
average method, O(p;) = fi(p;) (i€ [1, n]) is the quantitative
value of the evaluated parameter. Set C; (i €[1, m]) is the
quantitative decision value of i-th trust model.

Denote 4 = min{|C;- Cj|}, where i #j, and i, j = 1, 2,..., m.
For the i-th (i=1,2,...,n) weight w,relative to the Q(p,) of i-th
quantitative parameter, suppose there is a slight disturbance A
we;, it will cause a tiny perturbations for the evaluation value
C;, denoted as AC;. Thus exist following relation.

> w, -0p) < 3 (max(0(n)

Where ||4|| is the norm of the quantitative parameter O(p,),
and it is defined as infinity norm. Aw,.= {Aw,|, AW,,..., Aw,,}.
In order to maintain the stability of the decision-making set
(i.e. the sorting of the evaluated models not change.) it
satisfies: |AC; —AC; |<h, thus |AC; [<h/2. Therefore, as long as
[|Aw, ||< h/2n]||A4||, it can ensure that the final evaluated result is
not changed under the disturbance. Similarly, in the fuzzy
inference of single factor Vy =ak, a={o;, a,..., a,} ,
k={k,ky,....k,}, the weight a; is also has some subjectivity. It
is infer that when ||Aa||< #/2m||k||, the final evaluated result is
not changed under the subjective jitter.

[AC,

)x|Aw,

= || ©

B. A Concrete Evaluation Experiment

An evaluation experiment is performed. Six traditional trust
models are selected: entropy-based Ad hoc model (EBM for
short) [2], trust graph based ad hoc model (TGM for short) [3],
game theory based ad hoc model (GTM) [4], hierarchical
reputation model for mesh network (HRM) [5], Josang model
[6] and Fuzzy reputation-based trust model (FRM) [7]. Some
conditions are set as follows.

1) The six sub-attributes in parameter layer and four factors
in the criteria layer are all considered. The subjectivity and
time decay are distributed into rationality; Scalability and
transitivity are distributed into reliability. Robustness, reward-
punishment are related to security; Scalability, robustness,
some other attributes are related to overhead.

Jan. 31~ Feb. 3, 2016 ICACT2016



2) Service requester policy: pay more attention to the
accessibility and security of emergency communication.
Therefore, security and reliability in the criteria layer are more
important, and robustness, scalability will be taken preference.

3) In parameter quantitation, the range of quantized value is
0-1, with quantized step is 0.2.

According to the procedures in V.D, the evaluated values of
the 6 trust model are shown in TABLE 1.

TABLE 1. SORTED RESULTS OF EVALUATED TRUST MODELS

Overall score 0.81 0.78 0.65 0.64 0.62 0.59

Sorted models TGM HRM GTM EBM FRM Josang

From TABLE 1, we can see that fully distributed trust
graph based ad hoc model reaches the highest score, as it
achieves the highest availability when the partial trust graph is
strongly connected, and threshold cryptography scheme is
deployed fully distributed according to the network size and
self-organized nature of MANETSs. The robustness, scalability
and transitivity receive higher score in quantitation. Bayesian
compared to EBM, although with better overhead, worse
scalability eventually leads to a smaller evaluated score, as the
weight of scalability is larger than that of overhead. If the
threshold is 0.85, none of the model is qualified. Nevertheless,
we can select the relatively optimal trust model (e.g. TGM) to
implement for a special application in ad hoc network.

C. The Efficiency Analysis of the Method

The time complexity: for a given model, for n parameters,
suppose there are m factors mostly for each parameter. The
fuzzy inference need time is O(m), the combination of m
factors costs O(m). The overall time complexity of parameter
quantitation is nx20(m), m is small (around 3-5 for each
parameter). In the stage of attributes fuse, the construction and
checking of a comparative matrix needs time #,, the number of
matrix is k+1, where k is the number of middle attributes.
Establish priorities for each layer needs time O(k), the time of
calculate the prioritized weighted vector is nk, the overall time
complexity of weight calculation is (k+1)( #,+O(k)) + nk, k is
small. Calculate overall evaluated value of a trust model needs
O(n). The time complexity of the proposed method is nx20(m)
+(k+1)(¢,+O(k)) + nk+O(n), the time complexity is controlled.
The space complexity is small as no additional information
needs storing except for the data used to calculate the overall
evaluated value of a trust model.

D. The Comparison Analysis of the Method

We validate the effectiveness of the proposed method by
comparing it with previous methods, including the qualitative
solution [10], quantitative methods [12] [14]. We compare
them from three aspects: synthesis, accuracy and efficiency.
For the convenience, [10] is denoted as Wang’ method, [12]
[14] are Schlosser’ method and Yang’ method.

Firstly, the proposed method adopts multiple attributes to
evaluate the trust model, it is more comprehensive than other
works in charactering the trust issues. Wang introduced 4
parameters to judge the usage range of trust models. Yang’
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method judged the performance of trust model with two
parameters: sensibility and foresee- ability. In Schlosser, three
parameters were used to reflect trust. These methods had
failed to reflect the comprehensive features of a trust model.

Secondly, in terms of accuracy, Yang considered the trust
model as a black-box, and determined the performance of the
trust model with sensibility and foresee-ability. Its accuracy
depends on the initialization of behavioral characteristic.
Wang analyzed the performance of several trust models in
establishing the trust relationship between remote nodes, only
usage range can be determined. Schlosser presented a formal
model for describing reputation models, but only reputation
systems are taken into account. In our proposal, objective
disposal of parameters and fuzzy inference are used to
quantify the evaluated value of a trust model, the evaluated
results are more specific.

Thirdly, in terms of efficiency, the overhead for our method
is controllable. Wang’ method evaluated the performance of
the models in 4 parameters, little calculation and storage is
used. Yang’ method searched for the history scorings of
entities according to the defined behavior characteristics, the
time complexity is about O(n), where n is the number of
behaviors collected. Schlosser simulated the reputation system
in the performance of resisting attacks with the granularity of
single node, and the consumption increases with the increase
of nodes. The analysis results are shown in TABLE 2.

TABLE 2. THE COMPARISON OF THE PREVIOUS METHODS

Wang’ Yang’ Schlosser’ New

method method method method
Synthesis good medium medium Very good
Accuracy medium medium low Very high
Efficiency high high medium high

322

In TABLE 2, the proposed method is denoted as “new
method”. The performance is denoted as three levels: Good
(high), medium, bad (low). TABLE II explains the superiority
of the proposed method.

E. Simulation Analysis

Further, we present the simulation analysis.

Accuracy simulation: reflect the change of deviation (y-axis)
of evaluated results with the increasing experiment time (x-
axis). The conditions are the same as that set in VI.B, the
deviation is defined as d=|d.d,|x100%, where d, is current
evaluated value of the optimal trust model, and d; is the
statistical average of its former values. The time of experiment
is 20, the initial nodes of network are 20, malicious nodes
(20%), and increases 5 with the same percentage of malicious
nodes, when the time of experiment increases 1.

Efficiency simulation: reflect the relationship between
resource consumption (i.e. time consumption) and the number
of experiment. The initial number of evaluated trust model is 1,
and increases 1 when the experiment time increases 1. The
simulation results are shown in Figure 2.

Figure 2 (a) describes the accuracy of the three methods.
The deviation of proposed method is smaller than Yang’
method and Schlosser’ method, the deviation is controlled
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Figure 2. Simulation results

within 10%. Therefore, the proposed method is more accurate.
Figure 2 (b) describes the efficiency of the three analyzed
methods, the calculation load increases with the increasing of
the evaluated trust models. The proposed method is similar to
Yang’ method, but the Schlosser’ method increases rapidly.
The results are in accord with analysis in TABLE 2.

VIIL. CONCLUSIONS

A trusted analysis and comparison of trust model in the
concrete ad hoc scenario based on fuzzy quantization and
AHP is performed in this paper. The quantitative evaluated
results of trust models are calculated by factors-weighted
vectors and quantized scoring sequences for attributes in a
hierarchical structure. Theoretical analysis and experimental
results indicate that the proposed method is reasonable and
effective. An interested party can decide upon an optimal trust
model to implement based on our method. As the efficiency
and practicability, the proposed method can be deployed in the
lightweight ad hoc scene used for online evaluation.
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