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of secret message can be inserted at the LSBs (Least
Abstract—Syndrome coding is used in practice by many Significant Bits) of the cover image pixels. To improve this so
authors to define steganographic schemes that minimize called LSB technique, several propositions exist. The most
embedding impact. Polar Codes, recently introduced, are the evident s (a): to make less changes as possible and (b): so that

first capacity-achieving codes with low complexity of encoding .
and decoding. In this paper we propose a new practical polar they were less detectable. To answer the first problem of

coding methodology for constructing steganographic scheme. Minimizing the number of changes (a), Crandall introduced
We use syndrome coding with binary embedding operation. The and conceptually described a steganographic technique [3]. A
approach exploits the form of the syndrome, calculated from connection between codes and the problem of minimizing the
cover and secret message. A connection between the syndromg,ymber of changed pixels (the constant profile) is established
decimal value and the embedding changes position is establishedy, , gierhrauer [4].The first implementation of this technique
and enables defining a new steganographic algorithm. The wet . . . .
paper codes can also be implemented using this method. Was creatgd with the F5 algorithm of Westfeld [5] in which
Experimental results prove that the scheme minimizes the the Hamming codes were used. Afterwards, several schemes
embedding impact with a reduced time complexity compared to have implemented this technique in steganography using
the first Polar Coding Steganography (PCS). The bit-reversal Golay [6], BCH (Bose-Chaudhuri- Hocquenghem) [7], [8],
perm_utation matrix used in polar coding is also employed in L DGMs (Low Density Generator Matrices) [9] in
practice to uniformly scatter the changes over the whole image. combination with the ZZW (Zhang-Zhang-Wang)
construction [10], STC (Syndrome Trellis Codes) [11], [12]
and LDPC (Low Density Parity Check) [13] codes. The
second problem (b) can be solved using wet paper codes [14].
After having introduced polar codes in steganography PCS
. INTRODUCTION (Polar Coding Steganography) [15], we propose in this paper

THEsteganography is an information hiding technique thét NeW practical method _for_minimizing e_mbedding _impact
enables to conceal a message in a cover medium x in sM‘EH‘ a reduced algorithmic time F:ompIeX|ty. It exploits thg
a way that it existence is kept secret [1]. The cover mediurrﬁat'on betV\_/gen s;r/wndro_m_e (lj_eurpa::_ valuek ?nd_e?bf(_ed_dlng
can be digital media such as an image (used in this paperf, Anges position. The originality of this work lies in defining

sound or a video. The steganalysis aims to detect the existeﬂ@ealgorithm which gives st_ego me‘?““m in a single step
of secret message. The sender, knowsteganographef?], compared to PCS [15] and without using lookup tables [16].

should embed her covert communication payload in a Moreover, this new methodology is applied on images in

cover medium in such a way that only the receiver is aware%?at'al domain. The images are peforehaqd randomly
the existence of secret communication. The receiver Cgﬁrm_uted to s_catter th_e changes over |sola_ted plx_els. .
extract the messages without being aware of the sende;ljh's paper is organlzeq as follows. Section Il gives a br-lef
choices. Steganography have both good and evil uses. review _of basic concepts in steganography and polar codlng.
The embedding must be done by making the cover medideectlon 111, we present PCS scheme. New steganographic

changes less noticeable as possible. In spatial domain, the Bﬁ]geme IS studied n Section 1V. Section V provides a time
complexity comparison between PCS scheme [15] and the

proposed new algorithm [17]. This section shows also the
ractical results of the permutation of images. Section VI
oncludes the paper.

Keywords—Embedding impact, matrix embedding, polar
code, steganography, wet paper codes.

Manuscript received December 26, 2015. This work is supported by t
Laboratory of Medical Imagery and Bioinformatics in Polytechnic Institute;
Cheikh Anta Diop University, Senegal, and a follow-up of the invited journal
to the accepted out-standing conference paper of the 17th Internationdl STEGANOGRAPHY ANDPOLAR CoODESBASIC CONCEPTS
Conference on Advanced Communication Technology (ICACT2015).

Birahime Diouf is with the Department of Computer Science, We will denote be=(Xl,...,)§1)|]X ={0,1}" the LSBs
Polytechnic Institute, Cheikh Anta Diop University, Dakar, Senegal . . -th L
(Corresponding author, phone: +221 77 220 43 50; fax: +221 825372 the cover 8-bits grayscale image aqdts i LSB in in
email: dioufbirall@yahoo.fr). spatial domain. The secret message

Idy Diop is with the Department of Computer Science, Polytechnic,, — — m o ;

Institute, Cheikh Anta Diop University, Dakar, Senegal (idydiop@yahoo.fr)(jm - (ml"" 'm“) OM={01" is embedded by slightly

Sidi Mohamed Farssi is with the Department of Computer Sciencmodifying the cover image_ This create the LSB-stego-image
Polytechnic Institute, Cheikh Anta Diop University, Dakar, Senegal
(farsism@yahoo.com).

Copyright O 2016 GiRI (Global IT Research Institute)



ICACT Transactions on Advanced Communications Technology (TACT) Vol. 5, Issue 5, September 2016 928

y=(Yo-- ¥,) 0¥V =l x..x1 , where |, Ol such that Emb(x,m) = argymrgl(irrg) D (x,y) -
x O 1. . We will use the binary LSB replacement method Ext(y) =yH™ =m

where [, ={>q Z} (cardinality| I, |= 2, for all i), wherez

is x, after flipping its value. We denote ythe embedding where  C(m) :{ZD{ 03" |zH = T}W is the coset

change vectory = x+e) and H{0,}""" is a parity check corresponding to syndrome and all operations are in
matrix of the code. binary arithmetic. The extraction function is equivalent to

A. Steganography and Basic Concepts
Matrix embedding is introduced in steganography by
Crandall [3] to minimize the number of embedding changes. Then, in constant profile, searching the stego vector y

It is based on syndrome decoding of error correctlng cod nounts to search the change vector e of minimal weight in
Subsequently, several codes are used to implement this

. . e cosetC(m-xH"). Syndrome coding is capacity achieving
technique in steganography. ) .
) . ) for the PLS problem if random linear codes are used.

1) Distortion function Unfortunately, random linear codes are not practical due to

The embedding impact produced by cancelling the secte exponential complexity of the optimal binary coset
message m in the cover vector x will be measured usingqaantizer (4), which is the most challenging part of the
distortion functionD. In this paper, we limit ourselves to anproblem.
additive distortion [12]

Ext(y)=yH" =m « Ext(e)= eH =m-xH, (6)

3) Wet Paper Codes

n The wet paper channel is based on pixels selection
D(,Y)=>. 8 (%Y) . (2) technique which consists in choosing pixels whose change is
= less perceptible by human visual system and having less
statistical effects on the cover image. In the case where all
i S . pixels are assigneg, = 1 (the so called constant profile),
stego P'Xeyi' Note th‘?‘bi may arbitrarily depend on the entlreminimizing the distortionD is reduced to minimize the
cover image x. The independency of the valugi@f ;) 10 ,mper of embedding changes. However, in practice some
changes made .at other pixels implies that the embedd!ﬂ&els of the cover image can be more sensitive to change than
changes do not interact. In others words, the change of a p'émers. The first called wet pixels (wjth= c); we must force

has no .effect on.the othgr p'X,EIS' In the case of b'na@fe embedding algorithm to keep such pixels unchanged. The
embedding operation, the distortion can be written as [11] second called dry pixels (wifh = 1) can be changed. In this
case we say that we have a wet paper channel [15]. The
D(X,y) = Zn:pi |Xi _yi| (3) syndrome coding is also applied to this type of channell using
i=1 wet paper codes [11], [12] and [15]. The polar code design for
wet paper channel with a given relative wetness

r=Hi: p =3| n, withe K| denotes the cardinality of the set

wherep;(X, y;) is the cost of replacing the cover pixelvith

2) Minimizing embedding impact
In this paper we use the PLS (Payload-Limited Sender) th%tiS described in Section IV-B.
that is to embed a fixed average payload while minimizing theg pglar Codes
average distortion opposed to DLS (Distortion-Limited Based on a new paradigm of coding, polar codes are
Sender) that maximize the average payload while intmduc“a%fined as the first codes that achieve thé channel capacity
a fixed average distortion [12]. The PLS is more commonlly it established by Shannon. A polar code of length 2° ’
used in steganography when compared to the DLS. Fora P d dimensiotk will be denoted bPC(n,K). W is a B-DMC

the sender tries to embed her secret message m so that the {g}ﬁgry-input Discrete Memoryless Channel). The symmetric

distortion D is minimized; that make the_ resulting apacity [18] of W is denoted by I(W) and the reliability
stego-system less detectable (more secure). This problem ameter is Z(W). Let A and its°Aespectively denote

been approached using var_iants of syndr_ome co ding [5}-[1 formation and frozen bits sets. The construction of polar
The sehder and the r_ece|ver, _respec.tlvely, implement tches is based on channel polarization. It consists in
embedding and 'extr'actlon functiofsnb: X' x M - and synthesizing of independent copies of a given B-DMC W to
Ext:y - M satisfying createn others channel@V ":1<i<n} . It is made up two

steps: channel combining and channel splitting [18] with we

EXt( Emt(x,m)) =m Uxtx JmiM, (4)  summarize as follows:

The embedding is seen as being universal because the combining  splitting W
distortion functionD is unknown at the receiver. For a (W,W,..,w) 00 W 0O D*{ n }izl,...,n' @
binary linear codeC of lengthn and dimensiom—-m

The channel combining combines copies of a given
B-DMC W in a vector channel WIt is done recursively by

Copyright O 2016 GiRI (Global IT Research Institute)



ICACT Transactions on Advanced Communications Technology (TACT) Vol. 5, Issue 5, September 2016 929

combining two copies of W). During channel splitting we
subdivide W, into n channelsw® , 1 <i < n. Channel

polarization can be seen as a recursive channel transformation TR w@ N
. n ‘u_l
process which can be represented as follows [15], [17]:

[y —— W’EU hEH

(W W) 0 R (W W) (@) S e

n—1
uy

Fig. 2. Equivalent of polar coding scheme.

The polar coding is done using the following relationships:
The most reliableV® are used to carry the information

X =Uu'G, bits and the least reliable ones contain the frozen bits
G, 0], 9 zZW")<zwWW), foranyiOA and jOA°
G =B G/)P=B n'2 o o )
" n-2 ""G,, G, Polar codes are several applications in information theory

and have been recently introduced in steganography [15].

with B, is a bit-reversal permutation matrix,, @G a

o ) ) lll. FIRSTPCS(POLAR CODING STEGANOGRAPHY) METHOD
generator matrixyi = (u,...,4), with 1<i<nand G, =[1]

Denote bySpc(n,m=n-K the steganography based on polar

and Gz:[i (l’] The Kronecker product between matrixcodePC(n,k).

A=[A;] 1<isnandxj<mandB=[B;],1<i<qand  A. Construction of Polar Codes in Steganography

1<j<ris defined by The construction of polar codes for the purposes of
steganography can be summed up in three steps [15] as shown
AB - AB in Fig. 3.
AOB=| : : (10)
AB - A B Gr
. . . . . n | Caleulation of N Determination Determination
which is amgpmr matrix. The Kronecker power is defined by =" ¢, and zw,®) o ofaamaac [ac ofH i
AP =ADOA"®? forallp>1, with A”° =[1]. i U
For polar codé’C(8,4) we have: Fig. 3. Construction of polar codes for steganographic purposes.
We calculate the reliability parameters as follows [15]:
100 000O0O00O0 100000O0O0DO0
11000000 10001000
10100000 10100000 : : : 2
Op_|{11110000 _l10101010 Z(WW) =2z (wla) -z (wU2) i jis ever
G2_10001000andGn_11000000 (11) (n) (n/2 ) (”/2 ) J ,(12)
11001100 11001100 i i 2 ape
10101010 11110000 Z(W,SJ)):Z(WLJZ/Z)) ifig odd
11111011 11111011

. ) ) ) The initial value is calculated with
The information wordu! is transformed in a code word

X'. Each bitx; of x borrows a copy of W and the gives the
i b of X > @ copy of Wand e g z(w®)=z(w)=2/w(0l) W0 = /p. Ep. ) (13)
bit y. of the received word/' as shown in Fig. 1.

— ) — where p, is the error probability of the channéV ,
= = W = p, =W(0|1)= W(1]Q and1-p, = W(0|0)= W(L|1.
U2 == G — Y2 To obtain A and A° we select channels with the
" parameters of the lowest reliabilities for data bits. The indices
N of these channels form the information bits Its cardinality
Uy = — Y is equal to the dimensiok of the considered polar code. The
. P | n-k other channels carry redundancy bits. Their indices
T H C
Fig. 1. Polar coding scheme. constitute A°®.

To determinate a parity check matrix of a polar code, we
In polar coding ifu has a uniform distribution thew”  use the lemma given by Goeda al.[19, Lemma 1] which
is the channel really seen by (Fig. 2). states that if the frozen bits are equal to 0 then the transpose of
the parity check matrix H of the polar code is given by the
columns of the generator matrix @hose indices are in°A
As examples, we use a polar co®€(4,1) for the
steganographgpc(4,3) andPC(8,4)for Spc(8,4).
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For PC(4,1) A={4}, A°={1,2,3 and a parity check

matrix is: argmin f(¢=D (eF <p ,e =p' e
s.t
eDiO,:}" binary vector (19)
1111 , o eH' =m-xH =s
H=10 011 anditstranspostl’ =\, | ;|  (14) e, initial solution= ¢ H = s
111

B with f the objective function and = {p;} 1<<» the change cost

If we use PC(84) then A _{4' 6.7, 3 ' vector. This is a problem of linear programming written in
A° ={1, 23, E} and from (11) we have : standard form. It can be solved using the methods simplex or
interior points [15].

1111111 1oo1 IV. NEw POLAR CODING STEGANOGRAPHICALGORITHM
_|looo0oo0111 r_[1011 In [16], we have proposed two approaches for complexit
H= andH' = (15) prop pp plexity
0011001 1o reducing. The first use lookup tables and the second exploits
0101010 t1o the form of the syndrome but its definition is based on lookup

tables. Additionally, only the second approach was

implemented in practice. In this section we propose a new
version of the second approach which does not need lookup
B. First Step tables, which is implemented in practice and compared to

By making the most of the particular form of H and itéDCS. We will consider constant profile case and wet paper
fodes.

The steganographic scheme is made up two steps.

transpose [ we can transform the equations of the relatio
yH™ = m in a system allowing calculating the coefficients of A. New PCS for Constant Profile

the stego vector y (see [15]): Consider the polar codBC(4,1) for the steganography
Spc(4,3). According to (14), the columnts$;, 1<j <4, of the

parity check matrix H satisfy the following equations:

T

Yi = Ve Hy + o+ Yo Hy, +m ;j=n- kdown tol (16)

with i the position of first 1 on colunjrof H'. For each, we H,+H,=H, +H,=(001J
calculate the corresponding. The vector y must be H +H =H +H = (010 (20)
initialized to the cover vector x before the calculations. With H'l + HI3 _ H.2+ H 4 = (011§
(16), we obtain a stego vectqgy werifying yH' = m but it is o 23
not the closest to the cover vector x.
o _ _ When using polar codePC(8,4) for steganography
C. Optimization of the First Solution Sec(8.4), the inequalities verified by the colurmidg, 1<j <8
The objective of this step is to find the stego vector ¥t the parity check matrix H (15) are:
closest to x by using the polar coB€(n k) Let g be the
embedding change vector corresponding to the stego vector y

found with the first step. The distortion (3) can be written: HitH,=H +H =H g H = H +H =(0001]

HitH;=H,+H ,=H ;+H ,=H &H &~ (0010

N H,+H,=H,+H,=H .+H ,=H +H '7=(OOllj

D(e)= Z,OI € (17) Hi+Hs=H,+H =H ;+H ;=H +H = (OlOOj (21)
i=1 H,+H,=H,+H.,=H ,+H ,=H +H '7:(0101j

H,+H;=H,+H=H ,;+H =H +H = (0110§

where |x-yi| = g andp; = 1 for constant profile ang = {100} H,+H =H,+H,=H ;+H =H #+H ~=(0111)
for wet paper channels. The insertion and extraction functions
become: First calculate the syndrome s = m -'xif it is equal to:
« Synd. 1 zero vector then the embedding change
Emh(x,m)=arg minD (e) vector e is also equal to zero vector;
eIcE) (18) - Synd. 2 one column of H let bl (s =H}), then it has
Ext(y)=yH'=me- eH= s= m-xH as first element 1 and the embedding change vector e has only

one 1 at position The columnsi (j = 1:n) of H represent the
Considering the problem in the following three points [15]binary values of the numbers betweemand 2-1 (see, for

- we have a first solution,e» initial solution, example, (20) and (21)). Thus, on colujirwe have the

- we have to minimize the distortionD(e)}»> binary representation oftj-1. The decimal valudec(H) = n
minimization problem, +j - 1. Hencej = dec(s) —n + 1;

. verifying eH = m - xH = s— constraints, - Synd. 3 sum of two columns of HH{; andH ) then it

we have a minimization problem with equalities constraintsas a 0 as first coefficient, see (20) and (21). The decimal
and initial solution g The problem can be formalized asvalue varies between 1 and.. The embedding change vector
follows: has two 1; the first at the first position and the second at
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positionj. The decimal value of the sum of the two column@|gorithm 1 Calculation of a syndrome coset leader.

H, andHj is equal to () + (n+j-1)) mod 21 = j-1. Then
dec(H,+Hj) =j - 1. Hencej = dec(s) + 1
These three cases are also valid for the equivalgstems.

According to these observations, there is a relationship
between the decimal value of syndrome s and the position
the 1 of the embedding change vector e. A necess

condition is 2*=2n=2"'. Then n-k=p+1. Hence

k=n-1-logn=2P-1-p. The validity of these observationsG.

concerns the values:

p0{2,3,4,567=P
nd{4,8,..,128 =N
kO{14,..,120 =K

(22)

withn=2,k=2-1-pand pOP.
For an arbitrary polar codeC(n,K) [18], the lengtm is a

power of 2 and the dimensidtis a positive integer in {1, 2,

Inputs: cover vector x, message m and parity check matrix H.
Outputs: syndrome coset leader e.

1: Initialization:

fp « an element oP; n=2"; k < n—-1-p;

e ©, ..., 0); y« X;

%.yCalculation:

5:1f xH" == mthen

s m — xH';
7 calculate decimal value of binary syndrome vector
8: tflec— decimalConversiolfs))
9: if 1% coefficient of syndrome s is equal tahen
10: affect thiglec+1-n)-thcoefficient of e to 1;
11: else
12: affectland(dec+1)-thcoefficients of e to 1;
13:  end (if)
14:End (If)

The function decimalConversios| converts a binary

..., h-1}. For a polar coding steganographic scheme, thgctor s into its decimal value.

optimality condition [15] ism=n —k > p = log n. The

For a given parametqy not in validity domain, we can

parameters of our polar code in the proposed approach satisiyays come down to valid parameter by subdividing it to one

this optimality condition because we havek =p + 1 >p.

Consider a given PC(N=2"K) for steganography

Spc(N,N-K). If NeN (i.e. P={8,9,...} = N\(PU{0,1}))) or
Kg K, we can always come down to a validity case.NraV,

of the valid parameters iR. Furthermore, we can choose one
of the valid parameters=P and subdivide the cover medium
size N tone A and the secret message sizedowith ke k.

if KeXC then we apply directly the steganographic method@ihis implies that we can choose the parametewhich

with (N,N-K) else we normalizeK. For NgN, we
normalizeN and therK.
« Normalization of N: subdivideN in several integens

so thatne . SinceN andn are both power of 2\ = 27 and
n=2"), with N >n, thenN is divisible by anyne /. The ratio
N_Z
n 2°

segments of sizee \ each.

=2 =2 is a power of 2. Thus, we obtaif

« Normalization of K: we aim to bringK back to an
integerke /C. But, since we are interested in the size n-k
of the message for steganography rather knainen we will
subdivideN-K in n-k = p+1 parts such as = 2’e N andk =
(n-1-log, n)e K. Since we know, we can determinle N-K is

not always divisible by-k LetN-K = (n-K)[G+r, with 0<r <
n-k If r = 0 then we subdividd-K in g segments of size-k
Otherwise (i.e. 8r <n-K), we havey segments of size-kand

minimizes well the embedding impact.

B. Wet Paper Polar Codes

In this section, we explain how polar codes can be used for
the wet paper channel. Give first two theorems that make
applicable polar codes for wet paper.

Theorem 1 (Rank of the parity check matrix): The rank of
a parity check matrix H of a polar code of block lengtmd
dimensiork is

rank(H)=n-k (23)

Proof: The generator matrix of the polar codeg &
invertible [18] i.e. the columns of Gare linearly
independents (none of the columns is linear combination of
the others). This is equivalent to rank(& n. The matrix H
is obtained by pruning thecolumns of G whose indices are
in the information set A [19]. Then,Gs the matrix H at
which we addk others columns which none is linear
combination of the others columns of.Fhus rank(H) +k

another one of size In this case, we complete this segment yank(G,) =n. Since rank(f) = rank(H). Then rank(H) k=

with (n-K)-r bits O to have a size equalrek

n. Finally rank(H) =n —k.

The embedding is done by pair of a cover medium segmentcgnsider still the set of wet elemen® The maximum

and a message segment. The number of cover segments mu
be equal to or greater than the number of message segmeni
The following algorithm Algorithm 1) calculates a coset

leader for a given syndrome s.

! Equivalent denotes the system obtained for another polar coding

steganographic parametedifferent to 8.

nuﬁ%ber of positions that we can lock for the wet paper
Eganography is — rank(H) =k.

Theorem 2 (Maximum number of locked elements): Let
Spc(n,m=n-K denote the polar coding steganography such

thatne A andke K. The maximum numbef,., for which we
are always able to lock any combinatior?gf, positions is
n

lra = =1

max =% (24)
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Proof. Consider, for example, the lockw® last positions
of the cover vector. This amounts to prune ti2 last

932

vectors, eH' = s, for i=1, 2, 3. In each quadruplet, a
syndrome is equal to the sum of the three other; therefore s =

columns of the parity check matrix H for the matrix producé, + s,+ s,. Let 6= e+ &,+ &, then gH = g'H" + &;H" +

yH™ = m. In this case, the second row of the matrix H has

dH =g+ +g=s Thus gis in the coset of s.

its elements equal to 0 and may then, be written as line@pnsequently, to lock the positipnwe choose as embedding

combination of the others (see for example (14) and (15
This means that we can't always loaf2 positions or more.
The maximal number of positions that we can always lock, f
any combination, is then less thef2. It is between 1 and

n/2-1. Let ¢ be the number of locked positions, theg 4 <

):)hange vector,eEach of the vectorg e, & has only one 1

r?spectively at different positiofpgh, andt. Then g has three

9 at positiond, | andt. If at least one of these three positions

is in 7, then we search another embedding change vector with

n/2-1. In our steganographic problem, we must lock a numb&@t Positions notit. To do so, we choose a pair in the triplet

of positions such that m has, at least, one solution.
Then, the system must have a number of unknowns more

after locking is equal to-¢ and the number of equationsigk
= 1+log(n) = 14p. Thus, we must have-¢ > n-kthen? < k.
The value off have two constraing € n/2-1 and? < k). So
lmax = min{k, n/2-1} = min{n-1-log(n), n/2-1}. Prove that
lmax = N/2-1. This amounts to demonstrate the2-1 <

n-1-log,(n). That is equivalent to prove that their differedce
= n-1-logy(n)-n/2+1 =n/2-log(n) = 2**-p is positive or null.

Consider the following functiofi: N \{0,1} - Z such that

f(p)= 2°L-p. This function is continuous and differentiable. Its

derivative isf(p)=(p-1)-2°*1> 0, forp > 2. This mean thdt

containing one or two elements belongingfoThe chosen

or equal to the number of equations. The number of unknowns ", letbel, ), is then replaced by another pdirg) which

is not included in7 with the equality of an equivalent system
of (21) (se&\lgorithm 2). The new embedding change vector
will have 1 at position$, g andt which and 0 at replaced
positionsh andl.

« If sisinSynd. 3(i.e. e has two 1 at positions 1 gnd
which at least one is i), then we search with (21) or an

equivalent, the paih(1) not included in7 usingAlgorithm 2.

The embedding change vector will have then two 1 at
positionsh andl.
For position replacement, the algorithm is as follows:

is monotonic and (2) = 0. Therf(p) > 0 foranyp>2=d>

Algorithm 2 Replacement of a pair by another nogjin

0. Consequentip-1-log,(n) > n/2-1. Finally, we havé . =

n/2-1.

On the one hand, we can lockositions but not any ones.
On the other hand, any combinatiomé?-1 positions can be
chosen for the locking. Then, to ensure to always succeed

locking, we will not exceednax
Let J be the set of wet elements, then:

6:
- If syndrome s is isynd. 1then we do nothing because

e is also a zero vector;

- If s is in Synd. 2then consider, by quadruplets, thed:

decimal values of the syndromes whose embedding changg: : _ )
HED: if (no good pairlg, t;) is found)

vectors have a single 1. These syndromes correspondrio t
columns of H and constitute the half of all possité=2 2n.

We have n/4 quadruplets and each consists of fouigi

consecutive syndromes:

Inputs: pair to replacei(j) the set of wet elemegt
Outputs: the new pair obtained, f).

1: While (notfoundand not end of)

fhe
3:
5:

Search a first positiop(from 1 ton) not in 7

Search a second positieift;> I,) notin 7
If ((I5, ty) verifies with {, j) one of the equalities of (21))
t«ty; return (I, t);
Elself (not end ofY)

Go to line 3.
End (If)

|<—|l,

7:

Go to line 2.
end (if)

Repeat until having a good péirt)
14: t«—t;; return (1, t);

14.

1y

End (While)

Q ={n+4i-4n+4i-3n+ 4-2n+ 4- 1 j= 1,. n /(25)

Searching to know the quadrupfgtof a given syndrome s,
we calculate its indekby:

i =[ (deds)-n+1) /4]

wherel 1 denote the ceil operator adeds) is the decimal

value of the syndrome s.

Proof. According to (25)deds) varies between+4i-4 and
n+4i-1 for quadrupletQ. Therefore deds)w+1)/4 is
included between3/4 andi. Thus, when applying the round
to the upper bound the(deds)++1)/4| is betweeni-3/4|=i

andi. This gives (26).
Lets, 3,  and g be the syndromes forming a quadruet

and e, ¢ &, & their corresponding embedding change

with bin(a) is the binary value of the numbeer
The new proposed scheme can be summarized as follows:

J=dec(s)+1

7
e=(0,.0,1,0..0)

‘Wet paper channel

(@b} = (f.g)

@ ledorje>

Fig. 4. New polar coding steganographic scheme.
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0.03

The upper part of the scheme deal with the constant profile R
case with the three possible cases. In the case of wet pap o
channel we continuous with the lower side by replacing the
wet elements indices. After replacement, the new positionsb
are set to 1 and the old reset to 0 in the embedding chanc .

vector e. After calculating e, we can obtain the stego vector b'§ /
y=x+e 001
/ /
V. EXPERIMENTAL RESULTS nms//

We have represented in Fig. 5 the embedding efficiency ﬂ//m L H L i _
e=nVD(x,y) of the proposed method in wet paper channel _ " Sizsorthe covervectorn .
according to relative wetness= [{i : p; = «}|/n. We have Fig. 6. The execution time of the two schemes for constant profile.

. 1 .
lookedv2-1 elements and thar= (vV2-1)h. The execution time of the new algorithm is lower than the

For relative wetness varying between 0.25 and 0.5, thepCS scheme [15] in constant profile (Fig. 6) as well as in wet
embedding ef‘ficiency increase from 2.4t0 5.9. The increasinp@per channel (Fig_ 7)_ The difference between the two curves
is faster than the relative wetness is great. This proves thereases with the size of the cover vecioFhis allows us to

goodness of the embedding efficiency. pronounce on complexity reducing. Therefore, the scheme
proposed in this paper allows minimizing the embedding
/ impact with a reduced time complexity when compared to
5 first PCS.
Y
5 4.5 0.06 .
8 : : : i | ——first SPC
% 4 —new SPC.
=0 0.08 1 1 2 1 2
£
= H
B 35 = 0.04 j
) p :
g E :
= e £ o0 |
— |
2.5 & 00 ;
0.25 0.3 0.35 0.4 0.45
Relative wetness T 0.01
Fig. 5. Embedding efficiency for wet paper codes. ;
|

We have also given the complexity variation of the ’ 20 R S ol 100 120
steganographic scheme based on polar codes [15] and thoseFig. 7. The execution time of the two schemes for wet paper channel.
of the algorithm proposed in this paper. To compare the ) ) )
complexity of algorithm PCS with the new algorithm, we W& can test the embedding scheme with cover images
measure the required time resources amount for solving fRMiNg from BOSSbase database version 1.01 (Break Our
problem of minimizing the embedding impact (here, researcf€90 System) [21] containing 10.000 512x512 8-bit
of the embedding change vector). For that, we observe th8Ryscale images gigm format coming from rescaled and
execution time on a computer. We perform several tests 6fPPPed natural images of various sizes of eigffewint
Dual Core CPU running at 3.46 GHz with 2 GB RAM. wéFameras.
chose a polar code of block length A" and dimensioke k. To make the message less detectable, we choose to permute

the pixels of the cover image before embedding. Because the

because our algorithm is applied to these values (see (22))34es have a fixed size of 512x512 pixels and 512 is a power

For each pair(,K €(V,K), 20 cover vectors and 20 messagegf 2, we can use the bit-reversal permutation mate, B

are randomly generated. Then, we calculate the executidescribed in Section |I-B, for permutation. This permutation

times average (in seconds) of messages embedding in caveitrix Bs;, can be used to permute the rows and the columns

vectors. This calculation is done for the two algorithms.  of the cover images before embedding the secret message as
The obtained results for constant profile and wet papshows by Fig. 8. After permutation the obtained image is

channel cases are respectively represented by Fig. 5 and Ejglitting in512/n=2" blocs because the bloc length2” of

6. Each curve represents specifically the average executibe used polar code is also a power of 2. Further, we can

times of the research algorithm of the embedding changermute the rows and the columns of these pixels bloc

vector corresponding to the syndrome calculated froimages using bit-reversal permutation matrix Bhen, we

randomly generated cover vector and message. The executigpeat the same process as in Fig. 8 with bloc imégeand

time curve of PCS algorithm is blue and the red one represeg&s

the proposed new algorithm.
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In Fig. 10, white pixels correspond to changes by +1 or -1
512x512 | W Rows

and the black ones correspond to pixels that did not change.

Rows and
1 , columns For the rows and columns permuted image, the changes are
original - | Bsy2 X i—3| permuted |3} Ix X Bs1o —>f permuted uniformly distributed over the whole image (right) when
imagel S image Ip T image Iz
Rows permutation Columns permutation

compared to the image without permutation (left) in which the
changes are all at the top of the image. The changes in the
stego rows and columns permuted matrix will, of course,

Blocs images : Splitting |
B 1<i<5iz/n | L ofly < more hard to be detected by an attacker.
Fig. 8. Permutation and splitting images. Difference Original-Stego Difference Original-StegoRC

Thus the changes will be scattered over isolated pixels of
the image making less detectable the secret message an
allowing a more secure insertion. After insertion, it is
necessary to find the original order of pixels of the cover
image. To achieve this, we still use the matrixsiice it is
invertible and equal to its own inverse. Note that permutation
technique was used in the pass but it depended on a key
derived from a password. The receiver needed the correct
secret key to be able to repeat the permutation which had — —
linear time Complexitp(n) in [5] our permutation technique Fig.10. Positions of the embedding cha'nges on non-permutqd image (Ieft)
depends only on the bit-reversal permutation matgiwich and rows and columns p:;qnggg%demﬁqgér'ghg,When 0-2bpp (bit per pixel) is
is already used in the construction of the polar code. o

In this manner, we have four images choices to embed the VI. CONCLUSION

secret message. We can choose the original cover image |, ojve proposed, in this paper, new practical steganographic
the rows permuted imagg, lor the columns permuted imagemethodology based on polar codes that significantly reduce
Ic, or rows and columns permuted imagg. IThis secret the complexity of PCS scheme [15] without using lookup

choice can be shared with de receiver and is unknown to f’ébles [16]. This approach exploits the form of the syndrome

another person. The image "28.pgm’ of BOSSbase is used g ated from the cover medium and the secret message, to

illustrate the permutation effects. The original image and ﬂ?]eetermine the embedding change minimizing the distortion

thfe_e per_muted 'mages are shows in Fig. 9 (top-_left ﬂ?ﬁnction. A relationship between the decimal value of the
original image, top-right the rows permuted image

bottom-left the columns permuted image and bottom-right théé(ndrom_e and the posmo_n of non-zero e_Iement_s of _th(_e
rows and columns image). embedding change vector is estap!lshed. This relationship is
used to evaluate the changes position on the cover vector. As

As we can see, the black band on the right columns of theS, this method allows minimizing the embedding impact

original image is also visible on the rows permuted imaggiith a reduced time complexity. The algorithm proposed in
In the same, the white pixels on the top remains on the tgpg paper provides good performance in terms of embedding

rows of the columns permuted image. Conversely, for th&ciency and has a lower time complexity than PCS for both

rows and columns permuted image the pixels are uniformly - ¢ profile and wet paper cases as shown by the

distributed. execution time comparison curves of the two schemes. We
Original image Rows permuted image have also applied the scheme on images in spatial domain. We
—— - have chosen to permute the pixels of images before
embedding the private message. The permutation can be done
only on the rows or only on the columns or both on the rows
and columns of the cover image. This allowed scattering the
changes at isolate pixels of the image and made the
stego-system more secure.

As part of our future research, we plan to propose an
adaptive steganographic scheme based on polar codes using
adaptive linear programming decoding of polar codes. We
also plan to propose a method of steganalysis.

Columns permuted image Rows and columns permuted image
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