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Abstract—In this paper, we cryptanalyze two sealed-bid auc-
tion schemes and show that both schemes are not secure against
the known-bid attack. In the first scheme, we show that a
dishonest sealer can swap the price of a sealed-bid and yet its
validity remains intact; in the second scheme, we show that a
dishonest auctioneer can forge a bidder’s bid if the bidder was
once a winning bidder. We propose a workaround for the former
using a designated confirmer signature but not the latter, which
is fundamentally flawed.
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I. INTRODUCTION

An auction is a type of economic activity for goods and
services trade among bidders. Ideally, auction trading takes
place fairly between the auctioneer and the bidders. There
are numerous types of auction [11], such as English auction,
Dutch auction, and sealed-bid auction. The English auction is
commonly used in selling of goods where the price in English
auction is successively raised until only one bidder remained.
The Dutch auction is the converse of English auction. The
price is announced by the auctioneer as an initial high price
which is successively reduced until one bidder accepts the
current price. Sealed-bid auction is a unique auction process
in which every bidder concurrently submits sealed-bids (buy-
ing price). Every submission of bid is confidential and the
winning bidder is rewarded with the item for the price bid
[11]. Therefore, different from the former auctions, sealed-
bid auction achieved fairness which is unbiased towards the
auctioneer. This property attracts the attention of researchers.

In 1996, Franklin and Reiter [3] published an electronic
sealed-bid auction scheme which enhances the anonymity for
bidders. The proposed scheme aims to provide confidentiality
to the bid, and only the winning bidder can collect the winning
item.

One of the common issues found in sealed-bid auction is
bid-rigging attack which happens when the coercers place
an order towards other bidders to bid at low prices in order
for the coercers to win the auction. In view of this, Sakurai
and Miyazaki [15] first pointed out that there exists the
problem of bid-rigging in electronic auction. Furthermore,
Sakurai and Miyazaki proposed a sealed-bid auction scheme
that provides anonymity, confidentiality, and non-repudiation
using convertible group signature and bulletin board as the
intermediate verification. Subsequently, Abe and Suzuki [1]
introduced the security property of receipt-freeness in sealed-
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bid auction to overcome the bid-rigging attack. They made two
physical assumptions, firstly, the bidding booth which enables
the bidder to perform bidding freely and secondly, one-way
untappable channel. However, Chen et al. [2] pointed out that
Abe and Suzuki’s scheme only provides receipt-freeness for
losing bidders. Subsequently, Chen et al. introduced a new
receipt-free sealed-bid auction scheme using homomorphic
encryption technique which provides receipt-freeness for every
bidder.

In 2008, Wu et al. [16] cryptanalyzed Liaw et al. [9]
electronic auction scheme and proposed a sealed-bid auction
scheme that provides better functionality and efficiency. In-
dependently, Lee et al. [8] published a sealed-bid auction
scheme based on group signature to achieve the properties of
anonymity, confidentiality of bid, public verifiability, and non-
repudiation. Similarly, Xiong et al. [17] used the technique of
ring signature and verifiable key chain encryption for sealed-
bid auction scheme. The security properties achieved using
ring signature are anonymity, confidentiality of bid, public
verifiability, and non-repudiation.

In 2011, Li et al. [10] proposed a secret electronic auc-
tion scheme that is suitable for English auction or sealed-
bid auction that fulfills the security requirements, namely,
anonymity, confidentiality of bid, public verifiability, non-
repudiation, and traceability. In addition, Li et al.’s proposed
scheme uses two managers, namely, registration manager and
auction manager with zero-knowledge protocol to achieve the
security requirements of anonymity, bidding privacy, confiden-
tiality of bid, verifiability, non-repudiation, traceablity, one-
time registration, and easy revocation. On the other hand,
Montenegro and Lopez [12] applied another approach into
sealed-bid auction scheme, namely, secure multiparty com-
putation that hides bidding information from the auctioneer.
At the same time, Nojoumian and Stinson [13] constructed a
second-price sealed-bid auction using verifiable secret sharing.
In the approach of verifiable secret sharing, each bidder can
verify the consistency of their bid with other bidders in the
auction.

In 2009, Howlader, Ghosh, and Pal [5] proposes a new
entity for sealed-bid auction scheme, namely, sealer to achieve
receipt-freeness. The bid structure of [5] has been modified
and reused in the works of Howlader, Roy, and Mal (HRM13)
[7] and Howlader and Mal (HM15) [6] schemes. In HM15,
a receipt-free sealed-bid electronic auction scheme was con-
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structed to endure threats from public network.

The security analysis of [5], [7], [6] assumed that the sealer
is not entirely trustworthy, i.e., some sealers are malicious. In
[7], a clear assumption comparison of some sealed-bid auction
schemes was given and it showed that the assumption of honest
auctioneer is not required.

Threats of sealed-bid auction are being classified into two
groups, outsiders and insiders. Outsiders attacks are usually
more difficult to detect compared to insiders attacks but
insiders attacks are more difficult to withstand. In the scheme
of HM15 [6], the threats of seal-bid auction were listed with
the consideration of attacks from both outsiders and insiders.
Furthermore, the entities involved in the threats were grouped
as follows.

o Auctioneer as insider is able to open the bid without
depending on the bid opening phase. This causes failure
in privacy of bid.

o Auctioneer is able to withdraw and submit unlawful bid.
This causes deprive in fairness.

o Auctioneer is able to suppress some valid bids and
promote certain bids to be winning bid. This causes lack
of correctness.

« Auctioneer is able to disclose the identity of bidder with
its bidding prices after the bid opening phase. This causes
failure in anonymous bidding.

o Coercer as insider is able to corrupt some authorities
to obtain information for bid-rigging attack. This causes
failure in uncoercibility.

o Adversary as outsider or insider is able to corrupt the bid
without being detected is considered failure to produce a
correct output for the auction [14].

A. Our Contributions

In 2013, HRM13 [7] proposed a receipt-free sealed-bid
auction in the coercive environment. Subsequently, HM15 [6]
published an improved version in 2015. These two sealed-
bid auction schemes are based on an entity known as sealer.
Their securities were analyzed under the security model which
assumes at least one of the sealers must be honest. Besides,
although HM15 claimed that the scheme could withstand ran-
domization attack, no concrete security analysis was provided.

In this paper, we present two known-bid attacks on HRM13
and HMI15 respectively. The first attack, which we term as
price swapping attack, views the malicious first sealer as an
adversary on HRM13 [7]. Specifically, we show that the adver-
sary is able to swap the bidding price by performing random
swapping towards the bidding price bid-vector, I';. Although
the adversary may not be able to achieve the same outcome
as in bid-ridging, the price swapping attack is sufficient to
corrupt the bidding system.

Besides, we discover that HM15 [6] reveals the winning
bidder’s classified information, namely, Y ES mark of the
winning bid (which indicates the bidding price) and bidder’s
secret seeds during the bid opening phase. Through these
revelations, the auctioneer is able to forge a valid bid for the
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subsequent bid of the winning bidder without knowing the
bidder’s secret key.

B. Organization

We organize the paper as follows. The basic definition of
sealed-bid auction is introduced in Section 2. In Section 3,
we demonstrate the price swapping attack on the sealed-bid
auction scheme of HRM13 to corrupt a bid and yet preserve
its validity. In Section 4, we mount a known-bid attack on
HM15’s scheme to forge a valid bid of a winning bidder.
Section 5 provides some discussions of the price swapping
attack and bid forging attack, followed by the conclusion in
Section 6.

II. SEALED-BID AUCTION SCHEME

Based on sealed-bid auction (SBA) schemes of HRM13
[7] and HM15 [6], we briefly describe the definition of SBA
schemes.

Definition 1. (SBA scheme) SBA scheme consists of 3-tuple
algorithms (Setup, Bid, Open):

Setup: The Setup algorithm distributes several parameters
such as private parameter of each entity, (i.e., auctioneer,
bidder, and sealer) and public parameters.

Bid: The Bid algorithm takes in bidder’s secret key. In the
Bid algorithm, the bidder selects, seals and submits the bidding
price. The Bid algorithm consists of Seal and Verify processes
as follows.

e Seal: The Seal process is used to hide the bidder’s
bidding price. A model consisting multiple layers of
sealers is used to seal the given bidding price. The sealing
completes after the sealed-bid is published on the bulletin
board by the final sealer.

o Verify: The Verify process is designed for user verifica-
tion of his sealed-bid. Through bulletin board, the bidder
can verify the published sealed-bid.

Open: The Open algorithm takes in the secret key of auction-
eer and the random seed of sealers. The auctioneer evaluates
the highest price of the price vector. After extracting the bid,
the winning bidder requires to redeem the winning bid from
the auctioneer.

A. Security Properties of Sealed-Bid Auction

In order to achieve a secure and reliable sealed-bid auction
scheme, three main security properties [16], [17], [8] are
required, namely, non-repudiation, anonymity and confiden-
tiality of bid.

III. PRICE SWAPPING ATTACK
A. HRM13’s Sealed-Bid Auction Scheme

We describe the HRM13’s sealed-bid auction scheme as
follows.
Setup: Let p be a large prime such that ¢ is a large prime
divisor of p — 1, G' be a unique subgroup of Z; of order g,
and g € Z,.
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o Set xp, € Z, as the private key and hp, = g*P: as the
public key of bidder B; € B.

e Set x4 € Z, as the private key and hy = g”4 as the
public key of auctioneer.

o Using Distributed Key Generation protocol [4], a set
of qualified sealers (QUAL) with public key of hg
are produced. Each sealer S; € QUAL computes the
private key of z;. Any group of ¢ > k/2 sealers that
seal every bidder’s encrypted bid-vector is denoted as
QRM C QUAL. Hence, QRM = {51,S55,...,5;:} and
sealer S; € QRM randomly selects his sealing key as
xs;.

« Each sealer publishes his public sealing key hg, = g*5t.
hs/s,.S,.....s, = hs/hs s, ...hs, is the shared public
key of sealers. Ultimately, hg/s, s,, 5, = 1 where S; is
the last sealer.

o Select a random g, € Z,, as the Y E'S mark.

o Assume that maximum estimated price of item is less
than 10”. Auctioneer publishes the price list P consisting
of D vectors such that P = Pp_y1,Pp_o, ..., Fp.
Assuming that P; consists of 10 elements, denoted as
P = Pkg, Pkg, ey Pk0~

Bid: Every bidder B; selects the bidding price o; from the list
P where 6p_1,0p_2,...,d are decimal values representation
of Py;. The 0, =0p_1,0p—_2,...,d9 be the bidding price in
decimal form. Py; marked Y E'S by representation of j = Jj
else P,; = 1. For every price index Py;, B; selects random
seeds r;,7; € Zp and encrypts the price list as follows.

I =(X;,Y5)

Xi=g"

v — (hAhS)”Gi,(k,j) If ij =YES
’ (hahg)™ Otherwise

Gi,(k,j) = Ti, (k)G and the Y 'S mark is represented by

G = g,"". The bid vector T'; could be represented as follows.

Ly = [(Xi,(k.5): Yi,(k,j) ) k=D-1,....0,j=9,....0

B; uses deniable encryption to provide a secure transfer
channel over Coercion resistant MIX (C'RM). The MIX com-
putes the deniable decryption, permutation, and publishes the
encrypted bid-vectors to the QU AL. The group of sealers per-
form in the sealing process is indicated as QRM C QU AL.
The sealing process involves at least ¢ > k/2 sealers partici-
pation to achieve the receipt-free bid-vectors. For every seal-
ing process, each sealer performs selection of random seeds
TSZi,(k,j)ﬂZSﬂ,(k',j) S Zp where k = D—1,...,0;5=9,...,0.
Once random seeds are selected, the first sealer performs the
sealing process as follows.

Xsyi,(hg) =984,(k,5) X (k,5)

Yo, (k) :fSli,(k,j)(hAhS/Sz)gli,(k,j)XiT(k?Jl')Y;,(’faj)
9

Rsi (k.5 =(H FSii,(k,5))

Jj=0
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The first sealer outputs (Xg, ,;, Ys, ,i, Rs,_,i) and the sub-
sequent sealers perform sealing process as follows.

X S1i,(ki) =95yi,(kyj) X Si—1is(k.j)

Ysyi,(k,5) =Fsui, (k) (Rahsysy,.080) 8, k.5)

—Ts

l
X, ey YSimai (k)
9

Reyithgy =] [ svish.)) R i
j=0

9 1
:(H H 72Sn,(k,j))
j=01t=1
After all sealers done their sealing processes, the last sealer
S; publishes the (Xg,; (k.5), Y,i,(k,5)s RSy, (k,5)) Sealed-bid
on the bulletin board. Then, the auctioneer computes and

9
publishes X; . = (]] Xs,4,k,;))%*. Next, the bidder is
=0

]_
allowed to verify the correctness of his bid using the response
published by the sealers as follows.

9 9
?
1 Y.ty = B Xk [ [ Gicry
j=0 j=0

Open: After successfully executing the bidding phase, the
bids are opened as per the scheduled time. Two sub-processes
involved are Evaluation of Y E.S Mark (EYM) and Extracting
Bid having Y ES Mark (EBY). The EYM needs the coopera-
tion between the sealers and the auctioneer. The price vector
is used as input for EYM and outputs the highest price index.
Let list L = {b;} be stack of sealed bids. All sealers cooperate
and compute Vs, x5y = [ L, v,e Psyi,(k.g) for 0 < j <9, the
product of all random seeds used to seal the value of bidding
price and send privately to the auctioneer. After receiving
Vs, (k,5) from ¢ sealers, the auctioneer computes evaluation
process as follows.

t
Vi = H Vsi(k.9)
=1

m t
=[111%s.9)

i=1[0=1

I Ysun X550
b;eL

t
= H Hszi,(k,j)[l]aj # O

b, €L =1

t
= H Hfslia(k,j)[Gi,(k,j)]aj = 0k

b;eLl=1

Y =

The auctioneer evaluates and outputs Y(k’ ) V(k, ) and
Gy = Y(kﬁj)V(kl’j). If G(x,5) # 1 then EBY process started.

EBY inputs the highest price index and outputs the list of
sealed-bids that contain Y £.S mark on the price index. List
L is divided into two halves, L1 and L2. Then all sealers

involved cooperate to compute Vg, (x ;) and the auctioneer
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recalculates the Vi ; and Yy, ; for L1 and L2. The resultant
values of 1 and G5 represent the respective lists, L1 and L2.

The checking for L1 is as follows. If G; # 1 and L1 > 2
then the process of EBY repeats. Else, proceed to swapping
algorithm for the list that contains Y ES mark. The similar
checking is carried out for L2.

The swapping algorithm is as follows. Let the inputs be
L = {b1,b2},V, = {v1,v2}. Using the Vg, ;) from ¢
sealers, repeats (Y(j ;) and V(; ;) the evaluation process to
find G ;) # 1 (determines the location of Y ES mark).

If the YES mark located at price index Pp_j ,,—1 is
found, the auctioneer carries out similar process until the
whole winning price is w = wp ... wq and the list of winning
bid Lg is determined.

The auction mechanism determines the winning bid, but the
identity of winner is unknown. Once the auctioneer announced
the winning bid, the winning bidder comes forward to claim
his winning by executing a zero-knowledge protocol with the
auctioneer to verify his winning. Let wy, be his winning price
for k=0,1,...,D —1, B; be the winning bidder that selects
a € Zyp, computes and sends o = g and 8 = g;; to auctioneer.
The auctioneer randomly selects ¢ € Zj, and sends to B;. Note
that, a correction has been made to the minor typing error
occurs in zero-knowledge protocol’s equation of the original
scheme. Then, the bidder computes and sends r = a + czp,
to the auctioneer. Upon receiving r, the auctioneer proves
that g;:B’i and hp, have the common exponent over g, and
g respectively as follows.

q" z ahfp,
? i
gy = Blgy"")"

B; discloses the random seed 7; and proves that X; and

Gi,(k,wk)ﬁfl have similar exponent over g and gZBi respec-
R D-1

tively. The bidder computes R; = [] Ti,(k,wy)- Lhe sealers
k=0

D—-1 D—-1

compute Rs,, = II 7s,i,(kwr) @and Rs, = D7 75, (k,wp)-
k=0 k=0
The auctioneer computes as follows.
D-1 ¢
> R
Xi = H Xs,,1, (k, wi)(g"=1 )
k=0
D-1
G =[] Giwn (B
k=0

B. The Attack

In this section, we show how to mount a variant of known-
bid attack, namely, the price swapping attack on [7]. In partic-
ular, we consider a malicious first sealer who can successfully
randomize the order of the bid without being detected. The
resultant bid undergoes the validation of Open algorithm to
prove that the bid belongs to the particular bidder. Using the
knowledge of the system public parameters (I';, hp,, ha, hs,),
the malicious first sealer as adversary A, can mount the attack
as follows:
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Once adversary A receives I'; that contains X (x j)
and Y; ;) from bidder through CRM, A performs
randomization process. For illustration purpose, let us
consider the case of dimension 0 < k£ < 4 and the
available price range is 0 < j < 9. A can perform row
swaps of the top row and bottom row in the bid vector
as follows:

X3,(3,0)5 Y3,(3,0) Xi,(3,9)7 Yi,(3,9)

X5,0,0): Yi,(0,0) X5,0,9): Yi,(0,9)

X4,(0,0)5 Y3,(0,0) X,(0,9)5 Yi,(0,9)

X4,(3,0)5 Y3,(3,0) Xi.(3,9)) Yi,(3,9)

A also can perform position swaps of j at the position
0" and ‘1’ in a specific row illustrated as follows.
Xi (k1) Vi, (k,1) Xn,Yn

1

Xi,(k,0)> Yi, (1,0)

Xi (k1) Yi, (k1) X, (1,005 Y, (k,0) Xn, Y

A proceeds to the sealing process with the randomized
bid vector. After A seals the randomized bid vector, A
passes the sealed-bid to the subsequent sealer for the
sealing process as usual.

Finally, the last sealer seals and publishes (Xg,; (x,j)
Ys,i,(k,j)s Rsi, (k7)) on the bulletin board. Then, the

9
auctioneer publishes X;, = (] Xg,i,(,5))"* on the
§=0

bulletin board.

In the Open algorithm, the auctioneer opens and reveals
the highest bidding price. Assuming that the randomized
bidding price came out as the highest bid, no bidder
will come forth to claim the bid and this results in an
ambiguous case.

In the occurrence of the ambiguous case, the auctioneer
finds out the winning bidder through zero knowledge
protocol. The suspected bidder selects a € Z,,, computes
and sends a = g¢g“ and 8 = gy to the auctioneer.
The auctioneer selects and sends ¢ € Z,, to the bidder.
The bidder computes and sends 7 = a + czp, to the
auctioneer. The evaluation of Y ES mark is computed
as follows.

g = ahf,
? .
gy = Blgy")"

The bidder computes the product of random seeds
. D-1 .

R; = II % (k.- The sealers computes Rg, =
ot k=0

I 7500,00w) and R,
k=0

D-1
= > TSy,i,(k,wy)- Lhe eval-
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uation of zero knowledge protocol provides verification
of bid validity of the bidder as follows:

D—-1 t
SR
X, = [ Xsuvis (kowg)(g= )
k=0

D—-1
G =[] Gitkowon) (B~
k=0

The bidder selects b € Z,,, computes and sends a = q°
and (B = 92 to the auctioneer. The auctioneer selects
and sends d € Z, to bidder. The bidder computes

and sends » = b + d(res) to the auctioneer, where
D—1
Tes = Y T (kuws)- The verification of bid validity is

k=0
computed as follows.

9" = X!

(95" )" = Ba(G)*

Notice that when the swapped bid was displayed on bulletin,
the actual bidder is not able to perform the verification for
the randomized bid. The bidder can then raise a complaint
regarding the alteration made towards his bid. Upon receiving
the complaint, the auctioneer will run the zero knowledge
protocol as in step 5 in the attack to confirm if the bid is
corrupted. However, the result of zero-knowledge protocol
turns out that the bid is valid and the complaint is not
convincing. In other words, the complaint is no difference from
a fake complaint of regretting a mistaken bid.

IV. KNOWN-BID ATTACK
A. HM15’s Sealed-Sid Auction Scheme

Due to similarities with HRM13’s scheme [7], we summa-
rize and highlight only the relevant portion as follows.
Setup: Similar to Setup in Section III-A.

Bid: Similar to Bid in Section III-A.

Open: Similar to Open in Section III-A. A significant dif-
ference found in the sub-process known as Trade. Trade
is used to determine the winner since the winning bid is
anonymous. Let bidder B; be the winning bidder who reveals
the Y ES mark, G = ngi, and all her secret seeds, ; (k)
and 7; (k) for k=0,1,..., D —1. Similarly, every sealers
reveal all their secret seeds, 7g,;(..) and 7g,;...). The rev-
elation enables the auctioneer to perform the verification of
winning bidder identity. For detailed algorithm, please refer

to [6].

B. The Attack

In the Trade of HM15 [6], it stated that the bidder reveals
all her secret seeds when she claims the winning bid. With
the revelation of the Y E'S mark and the bidder’s secret seeds
of 74 (k,wy) @nd 7 (1 w,,), We show that a malicious auctioneer
As, is able to forge a valid bid. In the auction scheme, Trade
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exposes g; %i of the winning bidder. A, can perform bid
forging as follows.

1) The bidder creates g, € Z, and performs the bidding.

2) In Trade, A, gets the value of ng'i.

3) Ay alters the value into g "> = (gu™*)* where k € z;

is selected randomly.

The auctioneer can always make the winning bidder bids
for the highest price in the subsequent round of the auction.
When the bidder raises complaint or performs verification on
the bid, the bid is always valid because the bidder’s secret key,
xp, is bound with the Y ES mark. In this attack, the success
rate is always 100% on the winning bidder in the subsequent
auction.

V. DISCUSSION

HRM13 [7] and HM15 [6] assumed some of the sealers are
malicious, i.e. some sealers are corruptible and no assumption
of honest sealers are required. Thus, there exists the possibility
that the first sealer is dishonest.

The similarities found on both schemes are that both contain
three algorithms, namely, {Setup, Bid, Open}, similar bid
component I'; = (X;,Y;) and price list P. Since similar bid
structure is used in HRM13 and HM15, the price swapping
attack mounted on HRM13 is also applicable to HM15.

The causes of the price swapping attack are the usage of
matrices vector as price indication and the identity of the
bidder which is only bound to the Y ES mark. The use of
bid-vectors causes alteration on the price; when the identity of
the bidder only binds to the Y 'S mark, this further simplified
the attack.

As for the remedial action for the price swapping attack, we
propose an integration with a designated confirmer signature
scheme [18] in the bidding stage where the bidder is required
to create and publish an extra signature on the bid vector
I'; that includes the placement of Y ES mark. With the
publication of I';, the bidder who suffers from the price
swapping attack can now prove that alterations have been
done on his bid by running the confirmation and disavowal
protocols of the designated confirmer signature. Besides that,
the security properties required, namely, bidder’s anonymity
and confidentiality of bid remain intact with the integration of
a designated confirmer signature.

In the second known-bid attack, revelation of Y ES mark
and all the winning bidder’s secret seeds cause the malicious
auctioneer to extract the values g,”'. Since this is a fun-
damental flaw, we do not recommend any solution for the
problem. As the alternatives, we recommend the use of the
fixed HRM13 and other secure schemes, such as [16], [8],
[17], [10], [12], [13].

VI. CONCLUSION

We presented a known-bid attack on HRM13’s scheme
[7] and HM15’s scheme [6] respectively. In the former, we
showed that a malicious first sealer can randomize the bidding
price without corrupting the bid; in the latter, we show that
a malicious auctioneer in HM15’s scheme [6] can forge a
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bidder’s bid after he won once. We managed to repair the
former scheme by using a designated confirmer signature but
not the latter which is vitally defected.
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