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Abstract— Cyber-Physical Systems plays an important role in
smart factories. Nowadays, factories are adopting highly
automated environment for more efficient and reliable industrial
operations. The industrial systems should operate continuously in
this highly automated environment. Therefore, fault detection and
tolerant systems has become an essential part of smart factories.
Fault detection and tolerance is a challenging task as it needs to
deal with uncertain and unpredictable nature of industrial
systems. We have developed a pick and place robot using LEGO
mindstorms NXT kit, for experimental purpose. Faults occurring
in the pick and place robot are detected. In order to remove these
faults, we have used neural network methodology. From the
results we can conclude that, the proposed system can detect the
faults as well as it has capability to reduce the faults up to great
extent.

Keywords— Cyber-Physical Systems, fault detection, fault
tolerance, neural network.

I. INTRODUCTION

Cyber-Physical Systems unite the cyber world of computing
and communication with physical components. Cyber-Physical
Systems are advantageous because of its characteristics such as
safety, security, adaptability and usability [1]. Cyber-Physical
Systems are an important part of the fourth industrial revolution
named as ‘Industrie 4.0’ [2]. The use of Cyber-Physical
Systems with production systems gives rise to the ‘smart
factories’. Smart factories are fully automated cyber-physical
production systems which will automatically manage the
industrial processes. These smart factories are adopting fully
automated environment for reliable and efficient operations.
Therefore, requirement of smart industrial systems is increasing
day by day [3].

The physical environment in which the industrial system
operates is fluctuating therefore, one cannot determine its
behavior. On the other hand, the cyber world of computing and
communication is not flexible. Therefore, failures can occur in
industrial systems, which decrease the productivity of the
system. Hence, it is necessary to detect faults in the system to
avoid further losses. Designing a reliable, intelligent and
efficient system can help to overcome the drawbacks of
physical systems. Author In-Geol Chun et. al. have proposed
faults and adaptation policy modeling method, to develop a
self-adaptive robot [4].
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Various types of robots are used for manufacturing and
production processes in industrial systems. Some of the
examples of robots are pick and place robot, welding robot,
painting robots, object sorting robots and so on. Robots with
independent decision making capabilities are suitable to operate
in smart industrial environment. These robots can work
efficiently to increase the speed of manufacturing process and
also helps to reduce human errors, resulting in high productivity.
Therefore, pick and place robot developed using LEGO
mindstorms NXT kit is used, for experimental purpose.

In this paper, we have proposed a fault detection and fault
tolerant system for smart factories. By using the proposed
technique, we can deal with uncertain and unpredictable nature
of industrial systems. A fault analysis model is developed to
organize all the possible faults in robotic system. Residuals are
generated to detect the faults. Some faults exists in sensors and
actuators of robot, which are unsynchronized in nature. But the
system should operate continuously hence a fault tolerant
system is required. Fault tolerance method using neural
network's feed forward and backpropagation techniques is used.
We have trained the faulty data using neural network
methodology to remove the faults occurring in pick and place
robot. Neural network is a self-adaptive, data driven technique
with high degree of accuracy.

The rest of the paper is organized as follows; Related work
is presented in Section I1. In Section 11, system modeling, fault
analysis model is described. Also fault detection and fault
tolerance methodology is discussed, in this section. Case study
and results are included in section V. And, we have concluded
this paper along with future work in Section V.

Il. RELATED WORK

A rapid development of industries is increasing the
complexity of industrial systems. Complex systems may lead
to failure and losses. Hence, a lot of research is going on, in the
area of fault detection and fault tolerant systems. The purpose
of fault detection system is to detect the faults quickly to avoid
the system failure. An adaptive threshold generation method for
fault detection in mobile robots is proposed by Farzad B. et. al.
in [5]. A fault detection mechanism monitors
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Figure 1: State-chart diagram for pick and place robot using UML

the systems input and output, which will notify the fault
detection by using alarm [6].

Actuator faults are considered most challenging, as it affects
the system performance by improper actuator movements [7].
Most of the research on actuator fault tolerant systems is based
on linear systems [8], [9], and [10]. Authors Duan et. al.
discussed fault detection and diagnosis along with fault tolerant
control techniques [11].

There are several neural network based fault tolerant
techniques developed for mobile robots. A path planning
algorithm developed using neural network and sensor data is
presented in papers [12], [13], and [14]. They have trained the
robot intelligently, to avoid obstacles and find path. Jasmin
Velagic et. al, designed neural network based controller for
motion control of robot using backpropagation optimization
algorithm [15]. Michael Hofbaur et. al., used model based
reasoning to improve the robustness of robotic systems [16].
Steinbauer Gerald et. al., mentions that model-based approach
not only formalizes the fault diagnosis problems but also
ensures that the results are accurate [17]. A fault detection
technique is experimented on welding robots, which shows that
to predict the faults in robotic systems neural network technique
can be used, in [18].

Self-adaptive systems must have ability to change its
operation and adapt the new policies automatically [19]. A
conventional feedback control systems results in poor
performance as well as malicious behavior of actuator and
sensors [20]. To overcome these drawbacks new approaches are
required, which can tolerate the system faults along with its
performance stability. Therefore, we have used neural network
approach for fault tolerance in this paper.

This paper is focused on development of fault detection and
fault tolerant system, for robotic systems. For case study
purpose, pick and place robot is used. The faults in this robot
are detected and tolerated. The results demonstrate the
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effectiveness of fault tolerant approach using neural network on
pick and place robot.

I11.FAULT DETECTION AND FAULT TOLERANT SYSTEM

Even today, the most efficient robot system may not perform
its operations perfectly, that anyone could imagine. An
occurrence of fault drastically changes the robots performance,
which may lead to some disaster, or human injuries. This is
because of lack of reliability of a robotic system to perform its
operations in the presence of faults. Therefore, a fault detection
and fault tolerance methodology needs to be developed. In this
section we will have a detailed look at system modeling, fault
analysis model and fault detection and fault tolerance
methodology.

A. System Modeling

Designing an intelligent robotic system is a complex process;
therefore a powerful model is required. We have used Unified
Modeling Language (UML) to design a robotic system.

To present the dynamic behavior of pick and place robot,
state-chart diagram is used. In pick and place robot, there are
six main states viz. initialization, object detection, pick and
place, conveyor belt, color sorting and ideal state. The robot
firstly initializes the system and all its components. If the
system is not initialized properly then, system resets. Later, it
goes in object detection state where, robotic system detect the
object using ultrasonic sensor. The ultrasonic sensor checks if
the object is within the given range. After the object has been
detected, the robot goes in pick and place state.

The state-chart diagram is shown in figure 1. In pick and
place state, there are three sub-states; approach, pick object,
place object. In approach state, pick and place robot approaches
towards an object which is detected by ultrasonic sensor. The
arm of the robot grabs an object. After getting a
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Figure 2: Fault Analysis Model (FAM)

transit instruction to move the motor, the arm places an object
on conveyor belt. The transition occurs from pick and place
state to conveyor belt state. Conveyor belt state, checks if touch
sensor is pressed or not. If touch sensor is pressed, the conveyor
motor starts to move. Next, the system transits to color sorting
state. In the color sorting state, color sensor detects an object
using given color code and sorts it. This is one complete cycle
of robot. After completing all these steps, the robot goes in ideal
state, where it waits for new object. If new object is detected,
the transition occurs from ideal to object detection state. If there
is no object then the robot ends the process. This is the main
functionality of pick and place robot.

B. Fault Analysis Model

To develop a fault detection and fault tolerant system, it is
necessary to organize the possible faults in proper manner. In
this section, Fault Analysis Model (FAM) is explained, which
determines various faults occurring in pick and place robot. It
is necessary to understand how and where the system can go
wrong. This helps to improve the operation of the system. Also,
this is necessary for robots safety.

There are various types of faults, such as faults in the
hardware, software bugs, or some abrupt situations, human
errors and so on. It is very difficult to differentiate between the
faults. There are several tools such as Fault Tree Analysis (FTA)
which analyses the faults in the system using fault tree and
graphical representation of the events [21].

We have developed a Fault Analysis Model (FAM), which
describes overall system structure including fault conditions
occurring in a system. It is a generalized model which can be
used for robotic system. Figure 2 shows the Fault Analysis
Model for pick and place robot. It is represented using a tree
structure. The top event shows model name, for example, in this
case, the top event is pick and place robot. The next level
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represents the tasks of the system. Hence, it is easy to sort the
faults in the system related with particular tasks. Components
used in each task such as sensors or actuators are noted below
each tasks. Every component is designed to perform some
specific operation. Measurement goal represents the goal of
every component. In the final stage, the fault conditions are
given. If the system cannot reach the given measurement goal
then faults can occur in a system. For example, the
measurement goal for motor C (as shown in figure 2) is 83
degrees but, if this condition is not achieved then fault can occur
in the system.

C. Fault Detection and Fault Tolerance Methodology

In this sub-section, fault detection and fault tolerance
methodology is explained in detail. Our designed, fault
detection and fault tolerant system, consists of two main
modules which are, fault detection unit and fault tolerant
system as shown in figure 3. The output data from robotic
system'’s sensors or actuators is given to fault detection unit for
detecting anomalies. After detecting the faults, this faulty data
is given as an input to fault tolerant systems, where the faults
are minimized using neural network technique. The details of
fault detection and fault tolerant system are given below.

1) Fault Detection System: Fault detection determines
system behavior and its performance. There are several
methods of fault detection. A model-based fault detection
method is used for detecting actuator faults in pick and place
robot. It consists of detection of faults in sensors, actuators by
calculating its input and output signals [22].
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Figure 3: Block diagram of fault detection and fault tolerant system

The fault detection unit, shown in figure 3 measures the
inconsistencies between actual output and target output. To
determine the faults occurred in the system, residual error is
calculated as shown in equation 4.1.

r=y —jy (4.1)
Where, r = Residual error

y = Target output

¥y = Actual output

Also, total number of errors in the actuators are calculated.
And highest priority is set to the actuator with maximum
number of errors. The residual error output of the actuator with
maximum number of errors is given to fault tolerant system to
minimize the faults. Therefore, the actuator with maximum
errors will get fault recovery fast. But, if the number of error in
the actuators are same, then first come first serve technique is
applied to the actuators.

2) Fault Tolerant System: Fault tolerance is the ability of
the system to perform its tasks continuously in the presence of
faults.

We have used neural network technique to reduce the
anomalies present in the robotic system. Neural network is
complex system with an adaptive learning technique. It has
input, hidden and output neurons. Each neuron is assigned with
some random weights. These weights are adjusted accordingly,
to achieve desired output. This neural network technique has
some advantages, such as adaptive learning, fault tolerance or
anomaly detection, real-time operation etc.

First of all, we have trained the neural network with a correct
pattern or target output. Neural networks are good at
recognizing the patterns. If the pattern is incorrect, the neural
network can detect the errors. Also it can be trained with the
desired output pattern. By using this technique errors are
reduced. Feed forward technique is used, in which input is
passed through neurons to get an output. This input is assigned
with randomly generated weights. Then all the inputs are
summed together with weights assigned to it. Later, it is passed
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through activation function and we get the output. The output
is calculated by using the equation 4.2. Hyperbolic tangent is
used as an activation function (equation 4.3).

Output = f(Zl- i; wi) (4.2)
Where, f= Activation function

i = Input

w = Weights

f =tanhx (ex_e_x)

eX+e™¥ (4.3)
The neural network will check if the output is similar to the
target output or not. If the output is similar, then there is no
error. But if the output is not same, as target output then there
is an error. The backpropagation technique is used to minimize
the error. This is the training process. It will update the weights
which were previously assigned to the neurons. As the weights
changes, the error will either increase or decrease. Neural
network will search the point where the error is minimum. For
this it will minimize the root mean square of errors in training
process (equation 4.4). The output with minimized errors is
obtained after this backpropagation technique. This output is
fed back as an input to the actuators of pick and place robot.

RMS = \/%Z?(targeti - actual,-)2 (4.4)

Gradient Calculation (equation 4.5) is used to distribute the
errors across neural network structure. The random weights
which are applied to each neurons needs to be adjusted to
minimize the errors and obtain the desired output. Here, eta is
the overall learning rate, which is set to 0.15 and alpha is the
momentum, set to 0.5.

AWt=naa—V;+ a AW, — 1 (4.5)

Using this fault detection and fault tolerant system, we can
minimize the faults occurring in pick and place robot.

IV.CASE STUDY

In this section, we have described the details about
implementation of pick and place robot using LEGO
Minstorms NXT Kkit. Also advantages of using neural network
are mentioned. Results of fault detection and fault tolerance
method are also mentioned in this section.

A. System Implementation

LEGO Mindstorms NXT is widely used for educational
purpose. Programmable robots can be developed by using
LEGO kit. LEGO NXT brick uses a 32-bit ARM processor with
a LCD Display powdered by battery. The 32bit ARM processor
comes with 256Kilobytes of flash memory for program storage
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and 64 kilobytes of RAM for storing data during program
execution. The brick consists of four input ports for connecting
sensors and three input/output ports for servo motors. One more
processor is used to deal with the data obtained from sensors.
This processor has 4 kilobytes of flash memory and 512 bytes
of RAM. To communicate with a computer Bluetooth or
Universal Serial Bus (USB) facility is provided. It comes with
NXT-G programming software.

TABLE |
L1ST OF LEGO MINDSTORMS COMPONENTS USED FOR PICK
AND PLACE RoBOT

LEGO Components

Ultrasonic Sensor
Servo Motors
Touch Sensor, Tetrix Servo Motor

Tasks

Object Detection
Pick and Place
Conveyor Belt

Color Sorting Color Sensor, Servo Motor

LEGO Mindstorms NXT kit consists of various sensors like
Ultrasonic sensor, Touch sensor, Color Sensor, Light sensor,
Sound Sensor etc. Ultrasonic sensor can be used for object
recognition/detection. It can operate between the ranges of 0-
255 cm. Color sensor is used or detection various colors. Color
sensor V2 can detect up to 17 different colors.

For designing pick and place robot using LEGO Mindstorms
NXT several components are used which are shown in Table I.
Also the model of pick and place robot is shown in figure 3.

We have implemented this pick and place robot using LEGO

Mindstorms NXT kit. There are four main tasks, viz. object
detection, pick and place, conveyor belt and color sorting.
Components used in each tasks, for developing this robot, are
shown in Table I. Also the model of pick and place robot is
shown in figure 4.
Object detection task uses ultrasonic sensor for detecting the
object. We have set the object detection range of 4-10 cm. If the
object is within the given range, the robot will detect the object.
Next task of the robot is to pick up the object. 2 LEGO NXT
servo motors (motor A and B) are used for movement of the
arm. Another servo motor is used to grab the object (Motor C).
To grab the object the motor C will move in 83 degrees in
forward and reverse directions. After grabbing the object,
motors A and B makes 3.5 rotations and places the object on
conveyor belt. The touch sensor is used as a switch for starting
the rotations of conveyor belt. If touch sensor is pressed the
conveyor belt starts to rotate. As mentioned in the Table I, tetrix
motor is used for conveyor belt. It stops by the color sensor,
which senses the color of object. We have used white and green
color objects. Motor D is a servo motor used to push the object,
it is white in color else the conveyor motor will move forward
with a speed of 8. Motor D moves in 55 degrees to push the
object.

B. Advantages of Neural Network Technique

Model-based fault diagnosis approaches depend upon
analytical mathematical models. The accuracy of these models
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has direct impact on system performance and reliability.

Figure 4: Pick and place robot using LEGO Mindstorms NXT kit

For complex and uncertain systems, use of mathematical
models can become very complicated as well as time
consuming. To overcome this drawback computational
intelligence and learning based mathematical approach can be
more promising. In last few decades, neural networks, fuzzy
logic, genetic algorithms is extensively used and successfully
applied to engineering systems.

NXT Remote Screen (]|

27 ‘
Greater

Sonarlalue:
Dist.

UltraSonicSensor ||
Error

Figure 5: Object detection using ultrasonic sensor (with error)

The fuzzy if-then rules or boolean methods requires expert
knowledge of the system, which can be a drawback of this
method. To handle the large quantitative datasets, neural
networks can be beneficial. Neural networks also provides an
excellent frameworks for identification of nonlinear systems.
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All these properties make neural network a promising tool for
various applications such as pattern recognition, clustering,
information integration, classification. And as a result, neural
network has been extensively applied to fault diagnosis. Neural
network based classifier is used for decision making, which
classifies health as well as faulty data from the system. But it
has a dis-advantage that it requires data from all possible fault
situations. In our proposed system, it uses the data from only a
particular component which is passed through fault tolerant
systems. Neural network based prediction methods,
automatically learns from the nonlinear data from systems. The
historical input and output data can be used to train the neural
network. Therefore, neural network based prediction methods,
have potential advantages such as self-learning, self-
adaptability, parallel processing capabilities.

NXT Remote Screen 8|

Sonarllalue: 7

Object Foundt

Figure 6: Object detection using ultrasonic sensor (without error)

C. Results

Object detection is one of the task in pick and place robot.
We have checked the error in object detection by using fault
detection unit. Figure 5 shows the output of ultrasonic sensor
with error. Figure 6 shows the output without error. The LEGO
NXT controller brick displays the status of error.

The next task is to detect errors occurring in the actuators,
used in pick and place robot. We have set input in degrees, for
the movement of these actuators. After the movement of
actuator, the actual output movement in degrees is measured.
This target value and actual output is passed through the fault
detection unit to calculate faults.

We have calculated the residual errors of two actuators,
motor C and motor D. The target output and actual output is
plotted on graph.

Figures 7and 8 shows fault detection of motor C for forward
and reverse direction respectively. For motor C, the target input
is set to 83 degrees which is shown by blue line. But, the actual
movement performed by motor C varies from target input. The
actual input is shown by dashed gray line in the figure.
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Figure 7: Fault detection of Motor C (forward direction)
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Figure 8: Fault detection of Motor C (reverse direction)

Target vs Actual Input of Motor D (Forward)
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Figure 9: Fault detection of Motor D (forward direction)

Motor D is used in color sorting module. Target input of motor
D is 55 degrees. That means the motor should move in 55
degrees in ideal condition with no faults in the motor. But the
actual input of the motor differs from target input. This fault is
detected by fault detection unit. Figures 9 and 10 shows fault
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detection of motor D
respectively.

in forward and reverse direction

Target vs Actual Input of Motor D (Reverse)
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Figure 10: Fault detection of Motor D (reverse direction)
The set of monitored output of motor C and D has been given
to fault tolerant system (shown in fig. 3) for minimizing the
faults occurring in the two motors.

Motor C (Forward) Fault Tolerant System Output

e

Input

e
wseserrss,
p——
I

1 11 21 31 41 51 61 71 8 91 101 111 121 131 141 151 161 171 181 191 201

Number of Readings
—— Target Input Actual [nput  eeeeee Output

Figure 11: Fault tolerant system output (Motor C forward direction)

In this paper, we have considered only actuator faults for
fault tolerance. The fault tolerant system trains the faulty data
from actuators using neural network technigue, to minimize the
faults occurring in motors. Figures 11 and 12 shows results of
angular movement of motor C for forward and reverse direction.

The angular movement of motor D is shown in figures 13
and 14 respectively. Target input is shown by solid blue line.
But, as there are errors in the system, actual input is different
than target input which is represented by dashed gray color line.
After applying neural network technique, we have successfully
reduced the errors in the system. The dotted red line shows the
fault tolerant systems output, which shows that the error can be
reduced up to great extent. The performance of pick and place
robot can be improved by providing this fault tolerant systems
output, as an input to the robot.
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Figure 12: Fault tolerant system output (Motor C reverse direction)
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Figure 13: Fault tolerant system output (Motor D forward direction)

Motor D (Reverse) Fault Tolerant system Output
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Figure 14: Fault tolerant system output (Motor D reverse direction)
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V. CONCLUSION

Now days, it is necessary to have fault detection and fault
tolerance techniques for smart industrial systems to increase the
productivity. In order to achieve this goal, we have proposed
neural network based fault detection and fault tolerance
technique. For case study, we have developed LEGO based
pick and place robot to implement our proposed system. After
developing the robot, we have measured the errors of sensors
and actuators. Residual generation method is used to compute
the difference between actual output and targeted output. By
using this error data, we have trained the neural network to
reduce the actual output. The results of this gives to the pick
and place robot to reduce the errors. The results shows that, the
actuator faults are minimized using fault tolerant system. Hence,
we can conclude that, the fault detection and fault tolerant
systems makes it possible, to identify the faults and react to
these faults, which can affect the operation of autonomous
robotic systems.
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