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Abstract— Cybercrimes are emerging trends on the Internet.
Free instant communications, like LINE or WhatsApp, bring
close to our family and friends around the globe. People in
Taiwan use LINE application more frequently than others. This
study uses Wireshark to explore the cybercriminal behind the
LINE voice calls. Some algorithms are identified to the criminal’s
IP address by way of LINE voice calls. It will be helpful for Law
Enforcement Agencies (LEAs) to prosecute cybercriminals, and
bring them to justice.
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I. INTRODUCTION

A. LINE Application

A great deal of attention has been placed on the rapidly
growing social chat applications recently. Free instant
communications, like LINE or WhatsApp, bring close to our
family and friends around the globe [23]. LINE is a
proprietary application for instant communications on
electronic devices such as smartphones, tablet computers and
personal computers. LINE Application was developed as a
mobile application for a variety of smartphone devices
(iPhone, Android, Windows Phone, BlackBerry, and Nokia).
The application also exists in versions for laptop and desktop
computers using the Microsoft Windows and MacOS
platforms [15].

B. Cyber Threats

Cyber threats are real and damaging, and shall continue to
evolve at a rapid pace. The impact of cybercrime has forced
Law Enforcement Agencies (LEAs) over the world to enter
into a new era of collaboration to effectively tackle cyber
threats together. The objective of a cybercrime investigation is
to identify what happened and by whom. Whether this is for
financial gain, the impact on the victims can be devastating
[17] [21].

1) Cybercrime Challenges for LEAs: There are several
challenges that investigators encounter when dealing with
TCP/IP as evidence. On dealing into an ISP, a criminal
will be assigned a dynamic IP address. Only a small
group of individuals might have access to a given
computer or the ability to use a specific IP address [4]
[22].
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2) A Lack of Sufficient Information: Every cybercrime
case is unique. Evidence is scattered on the network. Law
enforcement officers have to cope with a lack of
sufficient information to begin with, and some important
decisions may be made quickly and intuitively [1].
Looking for digital evidence on a network is a matter of
exploration. It is practical to create a case-oriented
checklist of all potential sources of evidence with an
associated method of collection.

3) The Need for Network Evidence: Network packet can be
very useful for verifying the sources of the target,
corroborating relationships in the logs, or reconstructing a
crime [5] [7]. Once a list of live IP addresses is gathered,
a target-specific identification is possible.

C. The Need for LEAs

1) [Identifying LINE Application User: The criminal using
the LINE application can be anonymous, and the victim
may not know who is talking to. In order to find the target
in LINE application, this study tries to collect the target’s
Internet Protocol (IP) address, date-time stamp and port
numbers by sniffing packets when the victim uses the free
VolIP conversations of LINE application.

2) Packet-Sniffing Software: There are various types of
packet-sniffing software. Each program is designed with
different goals in mind. A few popular packet-analysis
programs are tcpdump, OmniPeek, Wireshark, A-
PacketMan and E-Detective. Tcpdump is a command-line
program. OmniPeek, Wireshark, A-PacketMan and E-
Detective have Graphical User Interfaces (GUIs) [12]
[18]. Both of A-PacketMan and E-Detective are
commercial Internet interception systems to collect the
network traffic, and trace the user behaviors.

3) Put It All Together: A criminal will leave lots of clues in
different computers/servers over time. Associating an IP
address with a criminal may be conjectural ideas. More
evidence is necessary to prove without reasonable doubt
that the criminal at the crime scene committed the crime

[9].

ICACT2017 February 19 ~ 22,2017



International Conference on Advanced Communications Technology(ICACT)

The rest of the paper is organized as follows. Studies of
Ampkit VOIP platform, IP address, and hypothesis in LINE
experiment are discussed in Section 2. Section 3 describes a
novel approach to explore the criminal behind LINE voice
calls. The observation on experiment results is presented in
Section 4. Conclusions are given in Section 5.

II. LITERATURE REVIEWS

A. Ampkit VOIP Platform in LINE Application

LINE application uses UDP packets to send VOIP
messages and the lost packets on the Internet affect media
quality. Ampkit was developed as the LINE VoIP module to
improve the quality of LINE call feature. The entire flow of
Ampkit VOIP platform in LINE messenger is shown in Figure
1 [15][16][20].

1) VolP: Voice over Internet Protocol (VoIP) systems
employ session control and signalling protocols to
manage the signalling, set-up, and tear-down of calls. It
works with several protocols called SIP (Session
Initiation Protocol), H.323, SDP (Session Description
Protocol), RTP (Real-time Transport Protocol), Inter-
Asterisk eXchange (IAX) and so on. Various codecs in
the above protocols optimize the voice communications,
which are based on application requirements and network
bandwidth [11][20].

2) Jitter Buffer: There are two distinct types of network
delay, called fixed and variable. Because voice, video or
media is a constant bit-rate service, the jitter from all the
variable delays must be removed before the signal leaves
the network. Variable delays are handled through the de-
jitter buffer at the receiving router/gateway. LINE media
removes network jitter by expending proper de-jitter
buffer lengths, and directly contact with their peers
[10][16].

Domain C: LINE Server

gna [ TWeda |
(Redirect/Register) (Voice/Video)

: . N

Domain B: Called Y (Suspect, Criminal , or Target)

Domain A: Caller X (Investigator or Victim)

Figure 1. The flow of Ampkit VOIP Platform in LINE Messenger
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3) STUN Protocol: Session Traversal Utilities for Network
Address Translator (STUN) is a network protocol to
allow an end computer to discover its public IP address,
and to permit NAT traversal for applications of real-time
voice, message, and other interactive communications.
The STUN protocol allows applications operating behind
a NAT to discover the presence of the network address
translator and to obtain the mapped IP address and port
number that the NAT has allocated for the application’s
User Datagram Protocol (UDP) connections to remote
computers [19][20].

B. IP address in Cybercrime Investigation

1) TCP/IP Protocol: An investigator can use the source IP
address to get closer to the point of origin of the criminal.
Knowing the point of origin of TCP/IP traffic can also
help identify suspects [6]. The TCP/IP packet contains
crucial information required for two network interfaces to
communicate with each other [13]. It contains fields such
as source and destination IP addresses, ports, and the
protocol type. Each of these fields is vital for various
network layers to function, and especially for the Layer 7
application that makes use of the received data.

2) Network Packet Sniffing: Using network packets to
collect relevant IP address data surrounding the target can
give investigators a detailed snapshot in time of the
target’s location [7]. Network packet sniffing can be used
for cybercrime investigation, collect an exact copy of
network traffic, and capture every byte transmitted on the
network. It is supposed to be used for packet capturing,
network troubleshooting, or traffic analysis [3].

3) Log Identification in Cybercrime Investigation:
Essential to the core investigative clues in cybercrime
investigation are elements of finding the target. A logical
approach to finding the target in cyber investigations is
illustrated by the following elements: IP address, date-
time stamp, digital action, and response message [14].
Identifying an IP address in an illegal communication is
only the very beginning of a search warrant and arrest.

4) Identification of a Suspect: 1dentifying the IP addresses
of the target is the first step for investigators in the
cybercrime investigation [2][4]. Finding a public IP
address in a cybercrime communication is sufficient
evidence to govern the issuing of a search warrant and
arrest. When an IP address is used to potentially identify a
criminal by their ISP (Internet Service Provider) to their
perimeter router. LEAs will need to subpoena, warrant, or
court order to retrieve an IP address user from some ISPs
or request them preserve the data in question. The IP
address is used by intermediary routers to make a
decision on which path data packets should take from
source to destination [1]. Users could use dynamic IP
addresses to connect their laptops to the Internet. This
approach enables an ISP to reassign IP addresses at a
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given time to its customers whenever necessary to make
efficient use of them. Fortunately for investigators, ISPs
often maintain a log of dynamic IP address assignments
during a specific period [6]. Sometimes it is also vital for
ISPs to identify the user from the following additional
information: a particular IP address, date-time stamp,
relevant port number, account name or device name.

C. Hypothesis in LINE Experiment

Decisions to effectively progress cyber investigations may
have to be based on or guided by a hypothesis. Developing
hypothesis is a popular technique among criminal
investigators which can be used to try to establish the most
logical explanation for why and how a cybercrime has been
committed. Cyber investigators would be well advised to give
due consideration to the following [8]:

1) Information

* Ensure that sufficient information is available to
develop or test the hypothesis.

* Beware of placing too much reliance on a limited
number of hypotheses when there is insufficient information
available.

2) Consult

* Consult with experts to formulate hypothesis.
* Ensure that hypotheses are kept under constant review
and remain dynamic.

3) Define

* Define a clear objective for the hypothesis and develop
best fit hypothesis with the known information.

* Ensure a contextual understanding of the relevance,
reliability and sufficiency of any clues.

II1. A NOVEL APPROACH TO EXPLORE THE CRIMINAL
BEHIND LINE VOICE CALLS

A. Experimental Set-Up

This experiment has set up a controlled environment to
simulate the LINE voice calls, to collect IP address
information, and to find out the personal identity of the target
behind the LINE application.

1) Software Environment: The experiment environment
was also varied on different bandwidth and traffic
congestion, and affected the transmission time and the
packets size. All of the devices used in this study started
with the following configuration:

a. Laptop at Domain A
e  Wireshark v1.12.7

e LINE Ver. 3.6.1.931
e  Window 8.1

e Excel 2013

b.

Cell phone at Domain B
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e  Android Operating System v5.0
e LINE Ver. 5.1.11

2) Participants: There are two kinds of participants in
Figure 1: investigator and target. The domain A is
configured by the investigator or victim. The domain B is
use by the suspect, criminal, or target. All the
communication packets were sniffed by Wireshark.

B. Hypothesis Testing

Every hypothesis test contains a set of two opposing
statements. A hypothesis is proposed for the relationship
between the two data sets, and this is compared as an
alternative to a null hypothesis that proposes no relationship
between two data sets. The follow-up hypothesis that is
testable on the basis of observing the LINE process via a set
of random communications.

1) Null Hypothesis (H0): The null hypothesis, denoted by
HO, is usually the hypothesis that sample observations
result purely from chance. A simple hypothesis associated
with a contradiction to a theory one would like to prove.

2) Alternative Hypothesis (H1): The alternative hypothesis,
denoted by H1 or Ha, is the hypothesis that sample
observations are influenced by some non-random cause.
A hypothesis (often composite) associated with a theory
one would like to prove.

3) Can We Accept/Reject the Null Hypothesis? The
comparison is deemed significant if the relationship
between the data sets would be an unlikely realization of
the null hypothesis. A hypothesis test can have one of two
outcomes: Researchers reject the null hypothesis or
accept (or fail to reject) the null hypothesis. Acceptance
implies that the null hypothesis is true. Failure to reject
implies that the data are not sufficiently persuasive for us
to prefer the alternative hypothesis over the null
hypothesis. This study follows a formal process to
determine whether to reject a null hypothesis, based on
sample data.

C. The Process of Hypothesis Testing in LINE Application

The process of hypothesis testing in LINE application
consists of the following four steps.

1) State the Hypotheses: This involves stating the null and
alternative hypotheses. The hypotheses are stated in such
a way that they are mutually exclusive. That is, if one is
true, the other must be false.

2) Formulate an Experiment Scenario: The experiment
scenario describes how to use sample data to evaluate the
null hypothesis. All packets are sniffed and identified in
this evaluation by the researcher. Based on the LINE
communication architecture in Figure 1, users can
communicate with others through the LINE server. If
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users send messages, there is no IP address of the target in
sniffing packets. This set of experiment focuses on the
target’s IP address from voice communication, and
examine whether the IP address of the target appears in
the LINE voice communication of sniffer packets. The
data set of experiments focused on finding the target’s IP
address behind video calls through the sniffer packets.
Experiment scenario was designed to find whether target
B’s IP address was showed in the packets.

3) Analyze Sample Data: The related packets on the
Target’s IP address are analysed and preserved to find the
value of the test statistic in the analysis plan by the
researcher. Before the investigator A used LINE to call
the target B, target B has identified his IP address first
and the investigator knew it. After the experiment, the
researcher used that IP address to filter the packets, and to

figure out whether that IP address appeared in the packets.

4) Interpret Results: Apply the decision rule described in
the analysis plan. If the value of the test statistic is
unlikely, based on the null hypothesis, reject the null
hypothesis.

IV.EXPERIMENT OBSERVATION

This experiment collects information about the LINE
communication. The packets are intercepted, and the
contained data includes pictures, videos, passwords, private
documents or other data transmitted by network users. This
experiment is capable of analyzing the captured packets and
converting them into sensible statistical information.

A. Observation Set A

1) State the Hypotheses: HOa and Hla

HoOa: Investigators can’t find target B’s IP address in the LINE
voice communication of sniffer packets.

Hla: Investigators find target B’s IP address in the LINE
voice communication of sniffer packets.

2) Formulate an Experiment Scenario: The proposed
experiment scenario is formulated in the following steps:

a. Step 1: Set the environment
The target B told the investigator A his IP address was
223.136.112.115°. The investigator A installed the Wireshark
in a laptop, executed it to sniff packets under promiscuous
modes.
b. Step 2: Call and sniffer all the packets
Investigator A initiated a voice call function in LINE to
call target B. After the end of the voice call, investigator A
stopped Wireshark and saved the packets for later analysis.
c. Step 3: Find out target B’s IP address
In Figure 2, the researcher confirmed whether the target
B’s IP address did appear in the packets. The filter parameter
(ip.addr==223.136.112.115) was set up to find all packets
which have contained target B’s [P address.
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3) Analyze Sample Data: Investigators should be able to
review the captured packets and interpret that information
to form an opinion or a conclusion. The appearance of the
target’s IP address can be as important as the evidence
itself. Careful consideration should be made as to the
context of what is seen in the captured packets.

A 001.pcapng [Wireshark 1.12.7 (v1.12.7
fle Edit View Go Capture Analyze Statistics Telephony Jook Imtemals Help

Coimi BEEXT AesTILIBEE I QAQAB @EBB K
Filter: | Expression... Clear Apply Save

Ne.  Time Source Destination Interface id Encapsulation type Ari
1372 43.966218000 203.104.148.103 1.175.173.182 0 ethernet Ju
1373 43.968258000 1.175.173.182 203.104.148.103 0 ethernet Ju
1374 44.017525000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1375 44.026615000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1376 44.079975000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1377 44.084924000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1378 44.089329000 223.136.112.115 1.175.173.182 0 Ethernet Juf
1379 44.126645000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1380 44.143136000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1381 44.143779000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1382 44.185213000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1383 44.185397000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1384 44.248048000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1385 44,255615000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1386 44.305330000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1387 44.311082000 ZyxelCom_21:d0:7c IPv4mcast_7f:ff:fa 0 Ethernet Ju
1388 44.311474000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1389 44.374153000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1390 44,375394000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1391 44.434931000 203.104.148.103 1.175.173.182 0 Ethernet Ju
1392 44.438267000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1393 44.500460000 1.175.173.182 203.104.148.103 0 Ethernet Ju
1204 44 SN4RISOON PN 104 14R 102 1175 172 187 0 Erherner T

Frame 1378: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface 0

Ethernet II, Src: Ericsson_1f:89:79 (00:30:88:17:89:79), Dst: AsustekC_15:36:1a (bc:ee
PPP-over-Ethernet Session
Point-to-roint Protocol

88 1f 89 79 88 64 11 00
00 2c¢ 00 00 40 00 37 11
ad b6 ee 4c f1 f6 00 18

0000 bc ee 7b 15 36 1a 00 30
0010 04 0a 00 30 00 21 45 38
0020 44 28 df 88 70 73 01 af

Frame (68 bytes) | Not dissected data bytes (12 bytes)
@ 7 File: "C:\Users\Wu Wen\Desktop\001.pcapna” 623 k& 00:01:20
a. Identify the target B’s IP address
A 002.pcapng [Wireshark 1.12.7 (v1.12.7-0-g7fc8

Packets: 2733 - Displaved: 2733 (100.0%) -

file Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

eeiRd BEXRIQG+»aTF L EEQAQQAB I BERE O
Filter: |ip.addr==223.136.112.115 V| Expression.. Clear Apply Save

No. Time Source Destination Interface id Encapsulation type Arival Time
1139 31.202642000 223.136.112.115 1.175.173.182 0 Ethernet Jul 24, 20
1158 31.715568000 223.136.112.115 1.175.173.182 0 Ethernet Jul 24, 2€
1198 32.703509000 223.136.112.115 1.175.173.182 0 ethernet Jul 24, 2C
1241 33.818107000 1.175.173.182 223.136.112.115 0 ethernet Jul 24, 20
1245 33.896434000 223.136.112.115 1.175.173.182 0 Ethernet Jul 24, 2¢
1264 34.317846000 1.175.173.182 223.136.112.115 0 Ethernet Jul 24, 2€
1267 34.397040000 223.136.112.115 1.175.173.182 0 ethernet Jul 24, 2C
1279 34,707572000 223.136.112.115 1.175.173.182 0 Ethernet Jul 24, 2C
1280 34.717025000 1.175.173.182 223.136.112.115 0 Ethernet Jul 24, 2€
1281 34.730920000 1.175.173.182 223.136.112.115 0 Ethernet Jul 24, 2C
1283 34.794233000 1.175.173.182 223.136.112.115 0 ethernet Jul 24, 2C
1284 34,796733000 223.136.112.115 1.175.173.182 0 Ethernet Jul 24, 2C
1287 34.856074000 223.136.112.115 1.175.173.182 0 Ethernet Jul 24, 2€
1288 34.857040000 1.175.173.182 223.136.112.115 0 Ethernet Jul 24, 2C
1289 34,915909000 223.136.112.115 1.175.173.182 0 ethernet Jul 24, 20
1290 34,920066000 1.175.173.182 223,136,112.115 0 Ethernet Jul 24, 2C
1291 34.982979000 1.175.173.182 223.136.112.115 0 Ethernet Jul 24, 2€
1292 34.983120000 1.175.173.182 223.136.112.115 0 ethernet Jul 24, 2C
1293 34,986096000 223.136.112.115 1.175.173.182 0 ethernet Jul 24, 20
1295 35.028646000 1.175.173.182 223.136.112.115 0 Ethernet Jul 24, 2¢
1296 35.036091000 223.136.112.115 1.175.173.182 0 Ethernet Jul 24, 2€
1297 35.087476000 223.136.112.115 1.175.173.182 0 ethernet Jul 24, 2C
1298 35.088671000 1.175.173.182 223,136,112.115 0 Ethernet Jul 24, 2C

Frame 1139: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface 0

thernet II, src: Ericsson_1f:89:79 (00:30:88:1f:89:79), Dst: Asustekc_15:36:1a (bc:ee:7b:15:3
PP-over -Ethernet Session
Point-to-Point Protocol

0000 bc ee 7b 15 36 1a 00 30 88 1f 89 79 88 &4 11 00
0010 04 0a 00 30 00 21 45 38 00 2c 00 00 40 00 37 11
0020 44 28 df 88 70 73 01 af ad b6 9 8 cc d2 00 18

Frame (68 bytes) Not dissected data bytes (12 bytes)
© P [File: "C\Users\Wu Wer)\ Desktop\002 pcapng" 551 kB 00:01:07

b. Collect all target B’s IP addresses
Figure 2. Experiment Observation on Set A (HOa and Hla)

Packets: 2580 - Displayed: 1188 (46.0%) - Load time: 0
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4) Interpret Results: The researcher rejects the Hypothesis
HOa, and finds target B’s IP address in sniffer packets.
According to experiment results, the sniffer packets did
contain target B’s IP address. The researcher can find
target B’s IP address through sniffer packets during voice
call of LINE. The media communication of line will
directly connect with mutual digital devices (computers,
laptops, or mobile phones).

B. Observation Set B

1) State the Hypotheses: HOb and H1b.

HOb: There was no pattern when the target B’ IP address
appeared in the LINE voice calls of sniffer packets.

H1b: There were some patterns when the target B’ IP address
appeared in the LINE voice calls of sniffer packets.

2) Formulate an Experiment Scenario: The proposed
experiment scenario is formulated in the following steps
in Figure 3:

a. Step l: Expand all fields of packets, and apply all

fields as column

Step 2: Export packet dissections to a CSV file

Step 3: Open the CSV file in excel program

d. Step 4: Merge all experiments’ outcomes into one
file

e. Step 5: Find the records that the wvalue of
“Differentiated Services Codepoint” column is equal
to ”Assured Forwarding 13” (Figure 3a).

f. Step 6: Find the records that the value of
“Differentiated Services Field” column is equal
to ”56” (Figure 3b).

e

3) Analyze Sample Data

10068 - Excel BRI
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a. Find the records that the value of “leferentlated Serv1ces
Codepoint” column is equal to ” Assured Forwarding 13”
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b. Find the records that the value of “leferentlated Services
Field” column is equal to 56"

Figure 3. Experiment Observation on Set B (HOb and H1b)

4) Interpret Results: The researcher rejects the Hypothesis
HOb, and some patterns of the target B’ IP address
appeared in the LINE voice calls of sniffer packets. The
algorithm for finding the target B’s IP address is listed
below:

a. If the value of field “Differentiated Services
Codepoint” was equal to ”Assured Forwarding 13,”
or

b. If the value of field” Differentiated Services Field”
was equal to ’56,”

c. All the source IP address in sniffer packets would be
target B’s IP address.

C. The Observation on Experiment Results

Since this experiment requires actual user responses to
VOIP voice call, investigators have better to use the victim
account to call/sniff the target in a controlled environment.
The Wireshark was configured on the investigator computer in
promiscuous mode. The observation on this experiment results
is listed in Table 1. According to the experiment of LINE calls,
three opinions are proposed below. First, the target’s IP
address did appear in the packets during LINE VOIP calls.
Second, if the value of “Differentiated Services Codepoint™
column is equal to ”Assured Forwarding 13”, the source IP
address would be target B’s IP address. Third, if the value of
“Differentiated Services Field” column is equal to ’56”, the
source IP address would be target B’s IP address. The above
findings are helpful for LEAs to investigate cybercrime if the
criminal use LINE application. The resulting digital evidence
in this experiment can be used to corroborate other activities
on related clues.
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TABLE 1. THE OBSERVATION ON EXPERIMENT RESULTS
. Analyze
?ypf)thems State the Hypotheses Sample Interpret
esting Data Results
Investigators can’t find target
HOa B’s IP address in the LINE Find target
voice communication of . B’sIP
. Reject the .
sniffer packets. Hypothesis address in
Investigators find target B’s HOa sniffer
Hla 1P addres_s iq the LIN_E voice ’ packets.
communication of sniffer
packets.
There was no pattern when Some
HOb the target B’ IP address patterns of
appeared in the LINE voice the target
calls of sniffer packets. Reject the B’ IP
There were some patterns Hypothesis address di
when the target B’ IP address | HOb. ?I?S?ereEm
Hlb appeared ip the LINE voice voice calls
calls of sniffer packets. of sniffer
packets
(1) If the value of field “Differentiated Services Codepoint”
was equal to ”Assured Forwarding 13,” or
Experiment (2) if the value of field” Differentiated Services Field” was
Results equal to ’56,”
(3) all the source IP address in sniffer packets would be
target B’s IP address.

V. CONCLUSION AND FUTURE WORKS

If an IP address resides in the captured packets, it means
that the investigator should identify its provenance and
provide context as to when, how, and whether it has been
obtained from the target computer. The interpretation of such
information may help in proving, or disproving, a location of
investigation. This study has tested and demonstrated the way
to find the Target’s IP address in LINE voice calls. The novel
approach of finding the target’s IP address will be helpful for
LEAs to identify or prosecute cybercriminals. It would be
very interesting if researchers compare the contents of the
sniffer packets and improve our methodology to find more
patterns on various VOIP patterns. Several issues are worth
doing in our future research. First, we will investigate more
techniques to trace the patterns which are related to the target.
Second, we want to investigate the possibility of learning
normal patterns among various VOIP communications to
improve the verification of correlations and making
hypotheses.
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