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Abstract—Cybercriminals increasingly use sophisticated tools 
and advanced methods to attack bank systems. This study 
intends to highlight the cybercrime investigation of ATM heist in 
Taiwan. A cybercrime investigation framework of bank ATM 
heist from ISO/IEC 27043:2015 processes class is proposed to 
address the issue and to help investigators explore the truth. It 
describes a prototype framework that is current under 
development, and demonstrates how ISO/IEC 27043:2015 
processes class can provide investigators with great abilities to 
interpret data generated by cyber forensics tools. 

Keywords— ISO/IEC 27043: 2015, Cybercrime Investigation, 
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I. INTRODUCTION 

A. Cybercrime Threat 

1) Exploitable Vulnerabilities to Computer System: Zero-
day vulnerabilities are exploitable weaknesses that a 
software vendor is not aware of and for which no patch 
has been created. However, half-days are also prevalent 
on the black market where the software creator may know 
of the weaknesses. A patch may be available, but few 
users are aware and implementing those patches [1] [15]. 

2) Increasing Expertise of Cybercriminals: Hacking 
activities attempt or gain unauthorized access to 
information systems. The sophistication of cybercriminals 
and their advantageous positions as attackers will target 
the transactions for data breach, and innovate in ways to 
infiltrate computer systems [11][14].  

3) Undetected Cybercrimes on Malware Attacks: 
Cyberspace consists of interrelated and interdependent 
Information and Communication Technology (ICT) 
devices [3]. As ICT continues to change and evolve, some 
cybercrimes still remain undetected. Cybercriminals 
increasingly use sophisticated tools and advanced 
methods to distribute a wide range of malicious attacks 
[6].  

B. Profiling Hackers 

1) Cross-broader Hackers in Organized Crime Groups: 
Geographical boundaries have become trivial as cyber-
attacks are theoretically able to carry out from anywhere 

in the world. The cyber exploitations can occur outside of 
the reach of local Law Enforcement Agencies (LEAs) [3].  

2) Malware Black Market for Profit-oriented Hackers: The 
arrests or takedowns in cyber-attacks often lead to public 
media coverage. Even if a group or individual gets taken 
down, the vast majority of criminals does not get taken 
down [1][9]. The hackers in online black markets grow 
smarter as they learn from LEAs’ investigative techniques. 
Cybercriminals would like to hide in any particular 
jurisdiction and avoid prosecution. They can make use of 
the lucrative malware black market, raise funds for their 
activities, and gather intelligence on possible targets [2].  

3) The Need for Profiling Hackers: Investigating hackers is 
a time-consuming effort. No effective set of profiling 
cybercriminals currently exist. In this regard, the 
emergence of effective cybercrime investigation 
framework may rely on the experiences of cybercrime 
investigation pioneers. 

The literature reviews of ATM malware family, cyber-
attack phases, and digital investigation processes class in 
ISO/IEC 27043:2015 are discussed in Section 2. Section 3 
describes the Taiwan ATM heist case and the relevant 
behavioral attribute of ATM malware family. Discussions and 
analyses on the Cybercrime Investigation Framework of Bank 
ATM Heist are illustrated from ISO/IEC 27043:2015 
processes class in Section 4. Our conclusions are given in 
Section 5.  

II. LITERATURE REVIEWS 

An ongoing chronology of momentous data breaches 
raises awareness about cybercrime issues [13]. A review is a 
necessary step in the continued growth of a multi-faceted lens 
on cyber-attack or investigation process. The cybercrime 
investigation discipline intersects a number of fields including 
computer science, criminology, and management.  

A. ATM Malware Family 

The online banking malware of Carberp program is 
reported to have impacted hundreds of financial institutions 
around the world since 2009. In addition to its malicious 
capabilities, the Carberp malware family uses a combination 
of evasion techniques from the Zeus malware, and the 
invisible persistence feature from other viruses, worms, 
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Trojans or botnets. As evidenced by the appearance of ATM 
malware family such as Carberp, Skimer, Suceful, Ploutus, 
Qadars, Tyupkin (Padpin), GreenDispenser, Anunak, 
Carbanak, and Sekur, hackers can resort to open source codes 
to achieve their goals [4][8][12][16][21]. Since 2012 several 
ATM heists of this type were reportedly carried out in Russia, 
Europe and the USA. It appeared to be attacks by organized 
crime gangs, and the compromised ATMs were 
reprogrammed to dispense cash using malware. Ìn 2015, an 
international organized crime ring had stolen up to US$1 
billion from more than 100 banks in 30 nations [16].  

B. Cyber-Attack Phases 

Various forms of cybercrime use different malware to 
achieve specific goals [2]. Cyber-attack phases and their 
corresponding response can be listed in Figure 1, which 
illustrates the typical sequence of actions that occur in a 
cyber-attack [7][22]. It is unnecessary for any hackers to 
follow that chain in a strictly linear fashion. To cope with 
these threats, LEAs can utilize various security toolkits to 
collect evidences in cyberspace [17][19].  

Figure 1.  Cyber-attack phases and their corresponding incident 
response 

1) Reconnaissance and Footprinting: In this phase of 
reconnaissance and footprinting, hackers gather 
information about computer systems, reveal system 
vulnerabilities, and find ways to intrude into the 
cyberspace [14][15]. 

a. Reconnaissance: Gather Big-picture Information 

Hackers may perform reconnaissance for about 2 to 3 
times to gather big-picture view of a network or servers before 
they attempt an exploit. It identifies the IP addresses, pen 
ports, running services, and operating systems in the target 
network [15][19][22].  

b. Footprinting: Gather Specific Information 
Footprinting identifies the operating system, service pack 

or patches of the target, gathers the maximum information 
about the computer system or a network, evaluates the 
security of any IT infrastructure, and determines the follow-up 
attack path.  

2) Scanning and Enumeration: In this phase of scanning 
and enumeration, hackers gather in-depth information on 
the victims. Enumeration often occurs after scanning 
[14][15]. 

a. Scanning 
The more hackers know in advance, the fewer surprises 

they will have. They run scanning activities to infer 
vulnerabilities on the Internet. Once a computer is found 
vulnerable, they attempt to control or infect that computer 
based on the inferred vulnerability.  

b. Enumeration 
Enumeration refers to actively connecting to a target 

system, and identifies usernames, computer names, network 
resources, shares, and services.  

3) Gaining Access: In the phase of gaining access, these 
attacks can access an insecure access [15]. Hackers can 
gain access to the system, crack a password, and escalate 
privileges. 

4) Maintaining Access: Gaining access to a connection 
doesn’t mean hackers can access everything. The 
objective of maintaining access is to ensure hackers can 
have a long-term access.  

5) Covering Tracks: Log files contain the information of 
every computer activity. Hackers may try their best in 
hiding or obscuring the applications they leave behind. 
Covering tracks consists of removing or altering log files, 
hiding files with unclear attributes, or using tunnelling 
protocols to communicate with the information system 
[15].  

C. Digital Investigation Processes Class in ISO/IEC 
27043:2015 

A threat determines the risk, but for each risk LEAs can 
determine the following countermeasures. The digital 
investigation processes in ISO/IEC 27043:2015 are purposely 
designed at an abstract level so that they can be used for 
different types of cybercrimes [10]. In Table 1, the digital 
investigation processes in cyber-attack scenarios from LEAs’ 
perspective can be further discussed and analyzed into the 
following classes: Readiness, Initialization, Acquisitive, and 
Investigative. 
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TABLE 1. DIGITAL INVESTIGATION PROCESSES CLASS IN ISO/IEC 
27043:2015 

Processes Class People Process/Activities Technology 

Readiness 
An 

organization 

Pre-incident 

investigation/ 

plan and prepare  

Cyber-

attack 

phases 

Initialization  
First 

responders 

Digital 

investigation/ 

respond 

Live 

forensics 

Acquisitive 
Lab 

managers 

Physical 

investigation/ 

identify, collect, 

acquire, and 

preserve 

Dead 

forensics 

Investigative LEAs 

Event 

reconstruction/ 

understand, 

report and close 

Digital 

forensic 

analysis 

1) Readiness Processes Class: Pre-incident Investigation 
on Cyber-attack Phases for an Organization 

The first class of readiness processes is prepared in 
advance for a digital investigation. This class deals with pre-
incident investigation processes, and ensures that incident 
detection systems are in place [5][10]. 

2) Initialization Processes Class: Digital Investigation on 
Live Forensics for First Responders 

The second class of initialization processes deals with 
uncovering the potential digital evidence, and searching for 
traces of digital evidence in a legal process. It includes 
incident detection, first response, and preparation [10]. 

3) Acquisitive Processes Class: Physical Investigation on 
Dead Forensics for Lab Managers 

The third class of acquisitive processes deals with the 
physical investigation of a case where potential digital 
evidence is identified and handled. It includes identification, 
acquisition, transportation, and storage in potential digital 
evidence [10]. To succeed in a legal process it is essential that 
an organization has actively gathered the evidence to support a 
legal defense. 

4) Investigative Processes Class: Event Reconstruction on 
Digital Forensic Analysis for LEAs 

The fourth and last class of investigative processes 
develops a likely sequence of events. It includes investigating 
the incident, analyzing the evidence, interpreting results from 
the analysis, and reporting on results of the digital evidence.  

III.  PROFILING CYBERCRIMINALS IN TAIWAN ATM HEIST 

A. Sample Case: Taiwan ATM Heist 

LEAs seek to explore cyber-attacks. The arrest was 
made after police officers spent many sleepless nights 
watching surveillance videos and checking hotel registries in 

Taiwan. Mutual trust is vital to share information and trace the 
crime backwards between the victim and LEAs. Putting 
relevant data all together becomes essential to support or 
refute a cybercrime. The questions go along the lines of whom, 
who, how and why [18][20][21]. 

1) Whom are victims? The first ATM attack in Taiwan 
targeted the First Bank's network. The ATM heist 
occurred between July 9 and 10 2016, when members of 
ATM heist gangs stole over USD $2 million from 41 
ATMs in Taipei, New Taipei and Taichung using 
malware to hack into the computer system [16][21]. The 
Wincor Nixdorf ATM framework was targeted. 

2) Who are cybercriminals? Three cybercriminals were 
arrested on July 17, 2016, and each was sentenced to 
prison terms of 12 years. The 19 escaped cybercriminals 
have been put on a wanted list, and a total of 22 
cybercriminals from six countries were involved [16].  

3) How did hacker do? The heist was committed without 
using ATM cards or touching the ATM, but the ATM 
machines simply spited out bills. The cybercriminals use 
Whatsapp and other Internet-based communication 
methods to communicate internally and with other 
criminal cells [16][21]. 

4) Why did this attack happen? Most of the infections are 
from the different group and share the command and 
control (C&C) servers [4]. The profit attracts hackers by 
running vulnerable services. Cybercriminals try to 
maximize their financial gain while minimizing their risk 
[2].  

B. Behavioral Attribute of ATM Malware Family 

In several historical data breaches, hackers have 
exploited security flaws in specific ATMs, and cause the 
compromised machines to spew a flurry of bills onstage. The 
behavioral comparison of ATM malware family is listed in 
Table 2 [12] [16][21]. These three cases were arrested by their 
local LEAs. Lack of awareness of cybersecurity may enhance 
the vulnerability in the public or private sectors. Not only the 
Internet but also commercial bank systems are facing 
increasing physical and virtual risks [14]. 

1) Physical Process 

a. Criminals under arrest  
Three organized criminal groups were arrested in Russia, 

USA, and Taiwan. They were involved in large scale ATM 
jackpotting. Their methods of operation were similar to each 
other. 

b. Shadowy criminal group  
The group allegedly used a piece of malware, pilfered 

cash from ATMs, and made millions by infecting ATMs 
across the world.  

c. Assistance from other countries’ LEAs 
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It is difficult for any country to expand its power to 
other countries. The cybercrime arrest has better to be 
conducted with assistance from other LEAs [12]. Arrests often 
take years because the cybercriminals were located in 
countries where the local authorities would not arrest them. 

d. On-Premises to withdraw cash  
LEAs can theoretically catch criminals in the act with 

security cameras, since they must be on-premises to withdraw 
cash. However, it is difficult to differentiate a criminal and a 
regular customer. 

2) Virtual Process 

a. 32-bit Windows ATM platforms  
ATM malware worked on ATMs that run Windows 32-

bit operating systems. 
b. Through the ATM's pin pad 

With the help of ATM malware, cybercriminals were 
able to empty the infected ATM cash cassettes by issuing 
commands through the ATM's pin pad. 

c. No user account required  
The malware allows its operators to withdraw cash from 

ATMs without the requirement of any payment card. 
 

TABLE 2. THE BEHAVIORAL ATTRIBUTE COMPARISON OF ATM MALWARE 
FAMILY 

Category 1 2 3 

Case 

An organized 

criminal group 

name 

Carberp, Pawn 

Storm or 

APT28 

Unlimited 

Operations 

Russian 

Mafia 

Arrest by  Russia USA Taiwan 

Arrest date 
March 2012 May 2013 

July 

2016 

Physical 

Criminals under 

arrest  
V V V 

Shadowy 

criminal group  
V V V 

Assistance from 

other countries’ 

LEAs 

 V  

On-premises to 

withdraw cash  
V V V 

Virtual 

32-bit Windows 

ATM platforms  
V V V 

Through the 

ATM's pin pad 
 V  

No user account 

required  
V V V 

On-Premises to 

install the 

malware 

 V  

Avoiding 

detection  
V V V 

Note: ‘V’ means match. 
 

d. On-Premises to install the malware 
Cybercriminals started by unlocking an ATM's 

enclosure, and infected the computer with a piece of malware. 
Days later, they returned to the computer and dispensed from 
the ATM without the need for user account verification. 

e. Avoiding detection  
The ATM malware kept the exploit hidden most of the 

time, and had several features that helped it avoid detection 
[8]: 
 It was only active at specific times of the night on 

certain days of the week. 
 ATM malware implements anti-debug and anti-

emulation techniques 
 The malware could disable anti-virus system from the 

infected system. 

C. Exploring Hacker Methodology in Taiwan ATM Heist 

Although this attack targeted a bank, this attack vector 
could be launched from ATMs. Some malware behaviors and 
file names have been identified from the former cyber-attack 
phases [8][12][16][21].  

1) Reconnaissance and Footprinting: Cnginfo.exe and 
cnginfo_new.exe can read the information inside the 
ATM in the phase of reconnaissance and footprinting. 

2) Scanning or Enumeration: Once vulnerability is 
identified, a cyber-attack is relatively easy to disguise. 
There is no clear evidence from hackers’ scanning or 
enumeration. By monitoring logs of digital evidence, 
LEAs can look for the triggers or something suspicious. 

3) Gaining Access: The hackers initially compromised a 
vulnerable telephone recording computer used by the 
targeted bank in order to establish network access.  

4) Maintaining Access: Hackers used this network access to 
move laterally within the targeted bank’s network, and 
subsequently gained access to deliver software updates 
across the network. The malware masqueraded as a 
software update. They utilized the remote commands to 
empty the cash-carrying cassettes in the infected ATMs.  

5) Covering Tracks: In the final phase of the cyber-attack, 
the hackers deleted (sdelete.exe) components of the 
malware employed in the ATM heist. Sdelete.exe and 
batch file cleanup.bat deleted the other programs in the 
phase of covering tracks. 

 

IV.  EXPLORING THE CYBERCRIME INVESTIGATION 

FRAMEWORK OF BANK ATM HEIST FROM ISO/IEC 

27043:2015 PROCESSES CLASS 

The regulation of cyberspace law often lags behind 
technological development in cybercrime. Hackers will try 
their best to hide their identity and reduce their chances of 
detection across jurisdictional broader. Investigators can 
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locate, extract, and analyze data from digital devices, which 
LEAs interpret to serve as legal evidence [13]. Cybercrime 
investigation can be used in following digital investigation 
processes class.  

A. Readiness Processes Class: Initiate the Plan for an 
Organization’s Pre-incident Investigation 

The purpose of forensic readiness supports the business 
requirement to use digital evidence for incident response. 
Forensic readiness is the ability of an organization to 
maximize its potential to use digital evidence whilst 
minimizing the costs of an investigation. It deals with setting 
up an organization in a way that a digital investigation is 
required to plan incident detection or identify potential digital 
evidence sources [10]. The investigators of data breaches can 
initiate some plans, take the actions, and ensure overall results 
are linked to the organization’s overall mission and objectives. 
They can establish investigation strategy relevant to managing 
procedures during the planning phase. Some features are 
discussed below [10][17]. 

1) Assessment: Execute evidence assessment 

The identification, collection, acquisition, and 
preservation of potential evidence provide the foundation for 
investigating cybercrime and finding the fact. 

2) Management: Implement risk management 

It is appropriate to implement risk management and 
develop investigation measures with acceptable efforts. 

3) Strategy: Develop cybercrime investigation strategy 

The identification of appropriate best practices should 
develop cybercrime investigation strategy and meet the need 
of investigation. 

B. Initialization Processes Class: Execute the Procedures 
for the First Responder’s Digital Investigation 

The investigators of data breaches can do the task 
according to initiated plan, and execute the cybercrime 
investigation procedures. Some features are discussed below 
[10][18][19]. 

1) Operations: Establish cybercrime investigation 
operations 

This reflects the implementation of the cybercrime 
investigation procedures. This also includes the 
responsibilities for establishing direction for the cybercrime 
investigation operations and accountability for its execution. 

2) Practices: Create minimum essential cybercrime 
investigation practices 

This covers identification, collection, acquisition, and 
preservation in incident response. 

3) Governance: Establish cybercrime investigation 
governance 

This reinforces a direct relationship between cybercrime 
investigation and fact finding. 

C. Acquisitive Processes Class: Maintain Chain of Custody 
for the Lab Manager’s Physical Investigation 

The act in management cycle represents the action. The 
investigator should take reactive activities based on the results 
of the case reviews or other relevant information, to achieve 
continual improvement of the cybercrime investigation. Some 
features are discussed below [10][20]. 

1) Procedure: Sustain cybercrime investigation procedure 

This addresses the need for continual efforts to manage 
the cybercrime investigation procedure. 

2) Improvement: Identify the necessary improvements 

The investigation procedure will continue to evolve 
together with the requirement to incorporate new evidence and 
associated knowledge. 

D. Investigative Processes Class: Reconstruct the Scene for 
the LEAs’ Reconstruction Investigation 

Investigators can examine the evidences to measure 
performance against the determined objectives and report the 
results to the appropriate recipients for review. The intensive 
examination of event corroboration is desirable to identify 
useful cross-correlations on multiple sources. The follow-up 
analyses are discussed below [6][7][10]. 

1) Functional Analysis: Collect and analyze evidences 

This addresses the process of collecting the evidences 
identified in the investigation and conducts an analysis of the 
evidence as part of continuously managing investigation. 

2) Relational Analysis: Evaluate performance against 
established best practices 

This takes evidence analysis to put all information 
together from the targets or objectives. 

3) Temporal Analysis: Determine compliance 

This is an essential step for many LEAs, whose 
cybercrime investigation procedures are heavily influenced by 
legal and regulatory compliance requirements. 

V. CONCLUSION 

Major information systems of modern society are under 
burgeoning attack. Cyber security for banking or financial 
institutions becomes a vital business enabler to enhance 
customer confidence and bring in more business. It is vital to 
leverage investments in a range of societies to assure societal 
services. Anonymity techniques are employed on the Internet. 
The black market of organized group is on the increase and 
often connected with crime groups or nation-states. 
Organizations need the balance between security and 
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functionality in information security. The majority of 
cybercrime challenges cannot be resolved by a singular 
strategy. Technical minds alone cannot solve the issue of 
prosecuting cybercriminals. This must be approached by a 
team of policing and technical minds. Given limited time and 
resources, it is essential to maximally leverage knowledge, 
capabilities, and investments in a range of public-private 
partnerships to improve foundations of trust and enhance 
agility and resilience. This study outlines a set of profiling 
cybercrime investigation that aim to identify digital evidences 
in the face of increased complexity and vulnerability in 
hacking activities. By integrating an effective cybercrime 
investigation framework with the governance strategy, LEAs 
can minimize the cost of collecting evidence in a forensically 
sound manner. 
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