
Detection as a Service: An SDN Application 
 

Mehrnoosh Monshizadeh*†, Vikramajeet Khatri*, Raimo Kantola† 

*Nokia Bell Labs, Finland 

† Department of Comnet, Aalto University, Espoo, Finland 

mehrnoosh.monshizadeh@nokia-bell-labs.com*, mehrnoosh.monshizadeh@aalto.fi†, vikramajeet.khatri@nokia-bell-
labs.com*, raimo.kantola@aalto.fi† 

 
 
Abstract— In a cloud computing environment, future networks 
will most probably utilize network functions virtualization (NFV) 
which is a network architecture concept that proposes 
virtualizing network node functions into “building blocks” or 
entities that may be operationally connected or linked together to 
provide services. However, applying these mechanisms brings 
security challenges. Due to the programmability of software 
defined networking (SDN), if attackers gain access to an SDN 
controller, then the whole network may be exploited by the 
attackers. The attackers may change forwarding paths and pass 
malicious traffic to infect the SDN enabled network. To detect 
the security attacks and malicious traffic early enough and to 
protect the network, centralized monitoring and intrusion 
detection system (IDS) monitoring may be used for enhancing 
SDN, NFV and OpenFlow security. If the network traffic is 
analysed and the anomalies are detected, the SDN controller may 
be used to block such traffic from passing through the network 
by flow control, i.e. forwarding paths in a switch. IDS and 
intrusion prevention system (IPS) may be deployed at the 
gateway node to detect a security intrusion. Thus, the data traffic 
originated from a subscriber passes through each network 
element until the traffic reaches the gateway node. Such traffic 
may attack the network elements and may also cause a denial of 
service (DoS) attack in the network. IDS devices are designed to 
handle network traffic in real time, yet the cost and high 
processing time is a challenge for handling the traffic load. 
Combining dynamicity and programmability of SDN together 
with traffic filtering of IDS, enables a scalable, redundant and 
reliable anomaly detection for mobile network operators. In this 
study, we propose an architecture that combines IDS with 
programmability features of SDN for detection and mitigation of 
malicious traffic. Mitigation will be performed by SDN controller 
using flow control techniques. The proposed architecture can be 
applied to an SDN enabled mobile network with two different 
approaches for improved performance in terms of computation 
power. 
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OpenFlow, SDN, Security 

I. INTRODUCTION 

The mobile network is evolving and moving towards cloud 
with programmable and adaptive characteristics. In particular, 
it is assumed that 5G will follow the software defined 
networking (SDN) principles of separating the control and 
data planes as well as will use network function virtualization 
(NFV) for running network (control) functions on the cloud 
infrastructure. That brings additional security challenges and 

increases attack surface. Also, in the case of successful attacks 
on the centralized components, the potential impact is higher 
than in traditional networks and thus the security risks are 
heightened. In a cloud infrastructure, security mechanisms 
must address the new threats and ensure robustness of the 
centralized elements in the face of all security threats. This 
calls for urgent efforts to improve the individual security 
mechanisms, the processes how they are managed by the 
network administrators as well as for new approaches to 
network security.  For example, we should study the ways of 
harnessing the power of the cloud to boost the network and 
end system security [1]. 

Due to programmability of SDN, if attackers gain access to 
SDN controller, the whole network can be exploited [2-3]. 
Attackers can change forwarding paths and pass malicious 
traffic to infect the SDN enabled network or compromise the 
confidentiality of communications. To detect these attacks and 
malicious traffic early enough, centralized monitoring and 
intrusion detection system (IDS) is recommended to be used 
for SDN and NFV [4]. 

IDS is still a standard defense solution for networks. IDS 
monitors network traffic in real time and compares the 
received packet patterns with known patterns to detect 
anomalies in network. Yet the cost and high processing time 
to handle traffic load is a challenge in IDS [5]. Therefore, we 
should study how by combining dynamicity and 
programmability of SDN with traffic filtering of IDS we can 
create a scalable, redundant and reliable anomaly detection 
system for mobile operators. 

Traffic originated from mobile subscriber passes through 
all network elements till it reaches the gateway to the Internet. 
Traffic originated in the Internet traverses the mobile network 
elements in the opposite direction. Such traffic may attack 
network elements and can also cause a denial of service (DoS) 
attack on the network. Therefore, it is very important to stop 
the abnormal traffic to reach the network elements. To solve 
this problem, IDS is used to analyze the network traffic and 
detect the anomalies. The SDN controller can be used to 
isolate the infected users and elements. In this paper, we 
present a design and analysis of an IDS based mechanisms 
combined with SDN application to identify and prevent 
malicious traffic by blocking flows via programing SDN 
controlled switches. Moreover, we describe the actions that 
can be performed in the SDN application, if detection as a 
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service (DaaS) detects intrusions and conclude the 
implications on flows.  

The rest of the paper is organized as follows. Section II 
briefly reviews related work for intrusion detection and 
prevention in SDN. In section III, we discuss SDN security 
challenges and the need for detection of threats and attacks 
and their mitigation in forthcoming 5G mobile networks. In 
section IV, we propose an architecture to detect and prevent 
attacks on SDN and NFV using flow control techniques. In 
our terminology flow refers to forwarding rule in OpenFlow 
enabled switches, so the analysis would be done on packet 
level. In addition, two approaches for the framework are 
discussed. Finally, the conclusion is presented in the last 
section. 

II. RELATED WORK 

Han at el. [6] proposed an SDN based network security 
defense system for distributed DoS (DDoS). The scenario 
comprises of an SDN controller, an IDS decision making 
server and an IDS device. In the first phase IDS device 
samples and detects suspicious traffic. Upon detection of 
suspicious traffic, IDS device informs IDS server; and IDS 
server prepares action plan based on the type of anomaly. The 
action plan made by IDS server will be send to SDN controller 
for threat processing, which will also reduce the load on SDN 
controller for analysis. This study does not state that SDN 
controller will instruct the underlying switch to remove and 
drop malicious flows. The architecture also does not include 
any load balancer or clustering mechanism to reduce the load. 
The proposed system samples the packets for analysis, 
therefore it does not process each packet.  Furthermore, this 
patent explains more about IDS defense system and considers 
different scenarios such as ICMP flooding, UDP flooding and 
explains working methodology in each scenario. 

Luo [7] proposed a security platform on software level, 
which comprises of an application layer, a management layer 
and a data layer. The application layer comprises a network 
application, network services and a custom application 
interface. The management layer includes SDN controller, 
whereas data layer includes firewall, a web application 
protective system and IDS that detect unsafe traffic. SDN 
controller updates custom firewall security policy to block 
unauthorized access. However, the detection of malicious 
traffic in SDN enabled network and its mitigation i.e., removal 
of malicious flows has not been discussed in this study. 

Jo et al. [8] proposed a network intrusion prevention system 
(IPS), comprising of an IDS module which analyses and 
detects threats in an SDN enabled network. Upon detection, 
IDS module updates IPS module with threats list; and IPS 
module takes necessary mitigation actions.  

Puttaswamy et al. [9] discussed about flow deflection 
within SDN and data centers. The flow deflection is applied 
on computing resources including central processing unit 
(CPU) and ternary content addressable memory (TCAM). The 
resources are monitored and upon detection of overuse, flow 
deflection is enabled to direct flows from one network element 
to other network element and avoid failures in SDN. When 

resources are not overloading, the flows are deflected back to 
the first network element. Overall, the study aims to reduce 
load at SDN controller and computing resources to decide 
which network element (i.e., switch) flows should be 
forwarded. The proposed flow deflection mechanism does not 
perform any intrusion detection or clustering mechanisms but 
simply protects SDN from overloading by resource over-
utilization attacks. 

III.  LITERATURE REVIEW 

In large scale data center environment, hardware switches 
rarely handle end user traffic directly as the traffic is tunnelled 
via overlay tunnels (like VXLAN and MPLS over GRE/UDP) 
between virtual tunnel end-points (VTEPs). Hardware 
switches may have limited capabilities to inspect overlay 
payload and thus create the filtering rules on switches is not 
feasible. This is especially important in case the overlay 
carrier transports another overlay for example, GTP-U over 
VXLAN. Also, the scale of hardware switches doesn’t support 
end user filtering since current switches support few tens of 
thousands of flow rules. In case the switch is processing traffic 
for SAEGW VNF, it would be subjected to millions of end 
user flows. The processing power needed for inspecting every 
single packet in software switches on compute hosts requires 
lots of CPU resources and amount of those resources may 
make the solution commercially too expensive. Therefore, 
improvements in hardware capabilities may change the 
commercial aspect on the long run. It should be noted that in 
some use cases cost of network security is not the primary 
concern, this would include networking between financial 
institutions or emergency services and thus these use cases 
deploy all techniques needed and bear the related costs.  

In cloud computing technology, use of an SDN controller 
for the control of switch flow forwarding state is an 
unavoidable general feature of all SDN traffic control 
mechanisms. SDN has been designed to manage traffic in 
flexible manner within SDN network. Management in 
common language means forwarding traffic to proper 
endpoint to perform the load balancing and otherwise 
optimize use of available network resources on the way. By 
default, it is not used to mitigate malicious traffic and even if 
it would be, the SDN management system is missing the 
detection module that could identify malicious flows. While 
previous defense mechanisms are typically designed to stop 
malicious traffic at the border of the network like firewalls or 
border gateway protocols (BGPs). In our study, we tackle the 
forthcoming situation, where malicious traffic is already 
flowing inside the network, since the first suitable control 
point is in the middle of the network. Assuming our 
mechanism applies also to software based virtual switches 
residing in the hypervisors server and on compute hosts then 
solution is more feasible. A box called detection as a service 
(DaaS) detects the anomalies in the network traffic. 
Considering the amount of network traffic and the 
computation requirements, various DaaS units can be utilized 
for load balancing purposes. Our proposed mechanism detects 
anomalies in the traffic that passes through SDN network and 
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prevents malicious traffic from flowing into SDN network. 
Traditional IDS and IPS are often deployed at the gateway, 
and can detect intrusion. But still the traffic passes through the 
network if it is subscriber originated and is destined towards 
the Internet. With this mechanism, we aim to stop the 
malicious traffic from entering further and polluting the 
network elements. 

Furthermore, with our approach, each packet would be 
analyzed rather than sampled traffic; which means traffic 
mirroring would be used and a copy of packet would be 
analyzed. Unless the traffic is detected as malicious by a DaaS 
node, the traffic will be flowing normally. As soon as it is 
detected as malicious, flow removal process will be initiated 
so such traffic will not be forwarded. The flow tables of 
switch combined with clustering will be used to identify 
which traffic belongs to which cluster and a decision will be 
made to forward certain categories of traffic to respective 
DaaS node for analysis. Any clustering algorithm can be used 
with unsupervised learning since we do not need to specify the 
number of clusters in advance. The DaaS node analyzes the 
traffic and concludes whether it is malicious or not. If it is 
malicious, then it will inform SDN application. SDN 
application acts as an orchestrator and gathers the results from 
multiple DaaS nodes, formulates and sends a flow to 
controller. The controller then instructs the switch to perform 
actions including removal, modification or installation of flow. 
Thus, such malicious traffic would be dropped and will not 
pass through the switches.  

Our proposed architecture does not only protect against 
DoS or DDoS, but also against more targeted and less 
volumetric attacks such as exploit deployment and data in-or-
ex-filtration. The fundamental difference between this 
architecture and similar earlier studies is that the prior 
mechanisms use only switch to or from controller interaction 
and only has access to the initiating packet of the flow, and 
use this as a basis for the block or pass decision. Such 
approach has several drawbacks, such as vulnerability to SYN 
flooding with fake source addresses, which forces the 
controller to process each incoming packet as a separate flow 
and results in controller DoS [10-11], and vulnerability to 
malicious traffic which is transmitted after a harmless-
seeming flow initiation. In addition, previous studies don’t 
focus on preventing malicious traffic from switch by flow 
control mechanisms (i.e., flow removal, modification and 
installation of flows to accommodate safe traffic). In contrast, 
our architecture does the load balancing of packets for 
scalability, and also the heavy processing of malicious traffic 
detection in an entity that is completely separated from the 
SDN controller. The proposed architecture is also capable of 
total analysis of the network traffic and not only the beginning 
of new traffic flow. In addition, our architecture is in no way 
tied to a specific clustering algorithm. The clustering 
algorithm and its parameters need to be selected in such a way 
that the memory and processing limitations of both the 
element performing the clustering and the element doing 
cluster-based traffic forwarding are not exceeded. This 
selection is an embodiment and implementation specific task. 

There is no dependency between clustering features and SDN 
controller in our architecture. In the beginning, we consider all 
the features that are related to both mobile network and 
OpenFlow so we don’t miss any important feature for 
detection. After clustering and detection are done, we filter out 
the features that are applicable for OpenFlow in SDN 
environment. Such filtering of features is made by SDN 
application. SDN application after filtering features will 
formulate a flow that will be sent to the controller. Therefore, 
the features used by SDN application include source IPv4 & 
IPv6 address, destination IPv4 & IPv6 address, source MAC 
address, destination MAC address, source port number, 
destination port number, metadata of packet, VLAN id, IP 
explicit congestion notification (ECN), IP diffserv code point 
(DSCP), SCTP source and destination ports, ICMP type and 
code, ARP opcode, ARP source and target IPv4 address, ARP 
source and target MAC address, MPLS label, TCP flags and 
other fields as specified in OpenFlow Switch 1.5.1 
specifications [12]. However, similar techniques exist for 
example for mitigation of DDoS attacks in form of BGP flow 
specification but this technique lacks the described detection 
mechanisms, it only addresses countermeasures. BGP flow 
specification as mentioned in RFC 5575 [13], RFC 7674 [14] 
can be seen as early flow-based SDN that targets a very 
specific use case [15].  

Considering there is already means to deploy 
countermeasures, there probably exists means to detect 
malicious traffic directly on the mobile gateway and base 
stations as it would allow for pinpointing accuracy on the 
traffic of mobile subscriber. Applying detection mechanisms 
solely on switches means dealing more with aggregate flows, 
for example between gateway products and thus detection is 
either more demanding (looking up deeper in the packet 
required) or even impossible (traffic between gateway nodes 
may be encrypted like it is possible in case of SAEGW to and 
from eNB S1-U interface). Therefore, we couple our approach 
with the already mentioned BGP flow specification technique 
since we should not restrict ourselves to controlling only SDN 
aware switches but also edge routers. Especially in the case of 
DDoS, edge router play crucial role in mitigating attacks that 
originate from the Internet and possible towards user 
equipment (UE) in the mobile network. Malicious traffic 
detection can occur in the mobile network by SDN, but attack 
mitigation should take place as near the Internet edge as 
possible in order to avoid loading the core network with 
malicious traffic. Encryption of end user traffic can be used to 
circumvent detection. Compression of end user traffic may 
make the analysis too demanding [16] and thus may render the 
solution infeasible. Also, if end user uses the onion router 
(ToR) [17], the proposed architecture cannot analyze detailed 
flow information nor block individual flows as analyzer only 
sees single encrypted flow from the end user to the ToR relay. 
In general, type of encrypted or compressed flow is possible to 
deduce by analyzing beginning of the flow. Each network 
service tends to have a pattern specific to it that it follows 
when initializing the flow. These characteristic patterns are 
used, e.g., in dynamic experience management (DEM) [18] 
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functions to identify types of flows in order to be able to 
prioritize flows and to adjust the network parameters to 
support the best possible customer experience. In case of 
compressed flow contents, if content analysis is necessary, the 
system needs to be able to decompress flow contents starting 
from the beginning of the flow. Many of the most common 
compression methods introduce the used method in the 
beginning of the compressed data to facilitate decompression. 
Some of them also have similar characteristic patterns as 
mentioned above. This information can be used to perform 
decompression before actual analysis of the flow contents. It 
is possible to terminate the encryption of connections prior to 
the detection mechanism, allowing the mechanism to operate 
unhindered by the encryption. This is commonly done by 
proxies and traffic inspection systems by effectively 
performing a man-in-the-middle attack against the encrypted 
connection [19]. For example, in the context of secure sockets 
layer (SSL) connections by acquiring a trusted certificate for 
terminating the encryption for incoming traffic, decrypting 
and analyzing the traffic, and forming another encrypted 
connection with the destination through which the traffic is 
then sent [20-21]. Compression can be considered a subcase 
of encryption, where the similar approach of decryption and 
re-encryption can in theory be applied. In any case, the added 
complexity of dealing with encrypted communications is 
common to all network based traffic analysis [22-23]. 

IV. ARCHITECTURE 

There are two approaches to implement our architecture; 
the differences between these approaches lie in the cluster 
determining method, which are explained in detail here. 

In our architecture, the first (or any consequent) packet that 
arrives to switch would be mirrored into a clustering system 
and will be forwarded normally towards the destination (for 
the load balancing or other criteria). The mirrored packet will 
be forwarded for analysis to a corresponding DaaS node. The 
DaaS node will decide whether the traffic is malicious or 
normal. If DaaS node tags the traffic as malicious, the DaaS 
node will inform the SDN application running on top of SDN 
controller that the flow should be blocked. SDN application 
will direct SDN controller to perform the blocking. Then SDN 
controller will insert the blocking flow entry to switch and 
finally the switch will block the flow. The DaaS node will be 
provided with mirrored traffic. It can do any type of detection 
for that traffic that has been considered meaningful and are 
possible within given time and with available resources. Then 
as mentioned also earlier, the DaaS node will decides whether 
traffic is malicious or not and will inform appropriate SDN 
application to take actions. In a simple scenario, DaaS node 
could be even a rule based module without any capabilities for 
adaptation, further analysis or identification of unseen types of 
malicious traffic. 

Analysis on traffic is not carried in line, but rather traffic 
mirroring is used. In approach 1, a single flow will forward a 
copy of incoming traffic to clustering unit. In approach 2, 
there will be a single flow for each cluster that will forward a 
copy of incoming traffic from subscriber to respective DaaS 

node. Unless the traffic will be detected as malicious by a 
DaaS node, the traffic will be flowing normally. As soon as it 
is detected as malicious, flow actions (i.e., removal, 
installation or modification) will be initiated and then such 
malicious traffic will not be forwarded. 

A. Approach 1 
The approach 1 and its flowchart can be seen in Figure 1 

and Figure 2 respectively. 
 

 
Figure 1.  Approach 1 for DaaS in SDN 

We consider a scenario where traffic originates from 
subscriber i.e., UE and is destined towards the Internet. There 
are DaaSN units that will analyze traffic and find anomalies 
and maliciousness in traffic. In this approach, a single flow 
will forward a copy of incoming traffic to clustering unit. 

 
Switch 1 Switch 2

Traffic Mirroring

DaaS Node 1

Which DaaS node traffic 
should be sent for analysis. 

Node 1, 2, …, N

DaaS Node 2 DaaS Node N

Malicious ? Malicious ? Malicious ?

No action

No No No

SDN Application – Aggregation

Controller gets flow information 
and prepares for action

Flow removal, installation or modification to Switch 1

Yes YesYes

Clustering

 

Figure 2.  Flowchart for approach 1 for DaaS in SDN 
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The clustering algorithm will act as a load balancer or 
switching agent and decide which instance of DaaS the packet 
should be forwarded for inspection. It will read each packet 
and will place them into cluster x (x refers to any cluster that 
is initially programmed based on features of packet e.g., if 
packet comes from a specific IP address then it should be put 
into cluster 1 [24]). If the cluster x belongs to DaaS1, then 
packet will be forwarded to DaaS1 for inspection. Similarly, 
DaaS2, DaaS3 and so on DaaSN. If malicious packets are 
detected, the DaaS instance will send the malicious packet 
information to SDN application that will correlate and remove 
any redundant or duplicate information; and send the 
instruction (flow information) to controller to take needed 
flow action. The controller instructs the switch to perform 
actions (flow removal, modification or installation) so that 
suspicious or potentially malicious traffic is not forwarded to 
the network elements. 

B. Approach 2 
We consider same scenario as considered in approach 1. 

The approach 2 and its flowchart can be seen in Figure 3 and 
Figure 4 respectively. 

 In this approach, there will be a single flow for each cluster 
that will forward a copy of incoming traffic from subscriber to 
respective DaaS node. Here, the behavior of the earlier 
mentioned approach 1 is distributed to multiple components 
for load balancing and latency minimization purposes. We call 
it as adaptive cluster creation which is discussed in next 
paragraph. 
 

 
Figure 3.  Approach 2 for DaaS in SDN 

Initially clustering algorithm along with SDN application 
and controller takes care of forwarding incoming traffic to the 
respective DaaS node. A sample of packet (using s.flow) will 
be fed to clustering algorithm and the clustering algorithm will 
create even-sized clusters. Cluster information will be sent to 
SDN application. From cluster information, SDN application 
will formulate forwarding rules (flows) for different DaaS 
nodes and for load balancing. SDN application forwards 
flow(s) to controller and controller will deploy or install the 
respective flow(s) at the switch (switch 1 in Figure 3) so that 
all the traffic matching the flow will be forwarded to 
respective DaaS node. Eventually, traffic will be flowing to 

different DaaS nodes evenly. The traffic analysis and 
mitigation process will remain same as in approach 1 i.e., 
analyzing the traffic via DaaS node, sending its detection 
results to SDN application that will orchestrate and send 
action strategy to controller which eventually will stop 
malicious traffic from entering into network. 
 

 

Figure 4.  Flowchart for approach 2 for DaaS in SDN 

V.  CONCLUSION 

Intrusion detection systems (IDSs) can be combined with 
programmability features of SDN in order to create a 
redundant, reliable and scalable anomaly detection system for 
mobile network operators. 

Our network traffic security architecture has been 
suggested to be based on a software definition and refers to a 
security platform on software level. Our architecture 
comprises an SDN application, an SDN controller, a 
clustering algorithm, two switches and several DaaS nodes. 
The platform comprises of an application layer, a management 
layer and a data layer. The application layer comprises an 
SDN application and an application interface. The 
management layer includes the SDN controller and switches 
(control plane), whereas the data layer includes switches (user 
plane), a clustering algorithm that groups input data based on 
the traffic feature and several DaaS nodes to detect unsafe 
traffic. In proposed platform DaaS has been suggested to act 
similar to IDS which analyses and detects threats. Often 
conventional IDS are deployed at the gateway, and can detect 
intrusion; but still the traffic passes through the network if it 
came from subscriber and is destined towards internet. With 
our architecture, we aim to stop the malicious traffic from 
entering further and polluting the network elements. 
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The malicious traffic should be stopped as early as possible 
in a mobile network so it doesn’t affect the network elements. 
We have proposed utilizing IDS (DaaS) in conjunction with 
SDN controller in an SDN enabled network and mitigating 
malicious traffic using flow control techniques. DaaS will be 
analysing the network traffic and detecting the anomalies in it. 
Upon detecting malicious packet(s), DaaS will inform SDN 
application about threats. SDN Application will act as an 
orchestrator and will be gathering results from multiple DaaS 
nodes and formulate a flow that will be sent to SDN controller. 
The SDN controller then instructs the switch to perform 
actions including removal, modification or installation of flow, 
and thus such anomaly traffic doesn’t pass through switch and 
is dropped. Considering the huge amount of traffic, various 
instances of DaaS should be used and clustering mechanism 
would be distributing traffic evenly among DaaS instances for 
load balancing purposes. Two approaches have been 
considered for the proposed architecture. In the first approach, 
traffic clustering is carried out on each packet of the mirrored 
traffic. While in second approach clustering is done on 
sampled traffic instead of each packet. An implementation 
with different types of attacks for both approaches is already 
ongoing by authors to evaluate the performance. 

The proposed architecture will protect SDN from being 
overloaded and from resource abuse attacks. In addition, 
applied load balancing mechanism together with clustering on 
the sampled traffic would reduce SDN controller load and 
computing resources and therefore computation cost and 
latency. 
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