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Abstract— Nowadays, there is a stringent need for smart 
technology such as surveillance camera. Although these 
technologies can improve people’s life they are not failure proof 
and can be hacked, leading to various threats. In this research, 
we present a new tool in network forensic. We investigate the 
possible illegal access (attack) on wireless surveillance camera. 
This proposed tool is designed into two stages. First, a new 
monitoring scheme is built to keep the privacy of data. Second, 
investigation process that plays a big role for saving users’ 
privacy and highly secure places that use surveillance camera is 
facilitated. The analysis results obtained indicates that the 
proposed approach has a high efficiency and can be easily used to 
determine attacks. 
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I. INTRODUCTION 
Nowadays, many electronic devices depend on internet 

access to perform various tasks. Therefore, the value of these 
devices is associated with the connection availability. One of 
the latest technologies that concerns internet connectivity is 
represented by the Wireless Networks (WLAN), its adoption 
being widely accepted and it has many advantages [1]. There 
are multitude systems with wireless connections, in this work, 
the focus being on the wireless camera, which is one of the 
devices vulnerable to the threat of unauthorized access. Such a 
scenario is a nightmare for those who rely on it, especially in 
surveillance or high privacy places. Consequently, having 
conclusive evidences against the attacker of wireless camera is 
required for both the victim(s) and court. These software 
forensic applications are being influential on both social and 
economic aspects of video surveillance. The explosion of 
WLAN use opened the door for many crimes: eye teasing, 
child pornography, harassing personal lives, threatening via 
mobile phones, stealing personal data or credit passwords etc..  

Until no standard wireless network forensic framework was 
developed, this will continue. Consequently, crime analysis is 
very difficult [2]. In addition, there are not enough analysis 
tools, softwares and documentations regarding those crimes 
and forensic analysis. Therefore, there is a strong need for 
developing efficient tools which achieve the required results 
in a fast, intuitive and easy manner. 

      As computer and other digital devices became more 
common, investigators had to consider evidences 
substantiating crimes stored in these devices too. This leads to 
the development of cyber forensic tools for acquiring and 

analyzing digital evidences. Unfortunately, with these forensic 
tools, there are a series of problems related to: i) source 
identification in case of wireless loss networks [3]; ii) a high 
requirement of rapid software development; iii) the need to 
incorporate changes in the representation of available input 
data. In addition, sometimes customers report an important 
requirement at a later development stage. All these issues pose 
challenge to the normal functioning of the team and impede 
the classical implementation plan and software development 
process [4]. 

       Wireless network forensics is a branch of computer 
forensics which deals with the forensic analysis of live or 
captured computer network traffic [5]. This analysis may be 
aimed at detecting possible intrusions, collecting and 
gathering information and evidence about suspected attacks. 
All the information flowing on various network channels, 
regardless of its type (wireless, wired or fiber optic), is 
essentially volatile and dynamic in nature. For effective 
forensic analysis and later usage in a court of law as evidence, 
the traffic is required to be stored and then analyzed [6].  
Network monitoring and software analysis have increasingly 
become more sophisticated and potent with the passage of 
time. There are two locations where a network analysis and 
monitoring tool can be employed: on the host and/or on the 
network. For both these categories of monitoring, there are 
different tools such as Tcpdump, Tshark, Tcpxtract and 
wireshark. 

       Many network forensic analysis techniques and tools 
were developed and employed for intrusion detection and 
collection of evidence. Some of these tools are Tcpdump, 
Wireshark, TShark and Tcpxtract [7-8] but these are general 
approaches and are not especially developed for the problems 
specific to camera WiFi. Due to transient and volatile nature 
of the network traffic, forensic analysis requires a pro-active 
approach. 

      What concerns the wireless cameras is the majority of 
approaches tackle problems related to the mobile devices with 
incorporated cameras [9, 10]. On the other hand, for wireless 
closed circuit television (CCTV) usually used for surveillance, 
there are fewer works. The most comprehensible one is the 
one of Cole at al. [11]. It was concluded that, along with the 
vulnerabilities of classical IP based CCTVs (exposure to IP 
based vulnerabilities), the wireless CCTVs have a series of 
problems related to: remote, physical denial of service attacks 
due to the broadcast system, interception of traffic, protocol 
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vulnerabilities (layer 1- physical jamming-availability, layer 2 
– logical jamming) and lack of power. 

In this work, a forensic tool for wireless surveillance 
cameras is proposed. It is based on a detailed analysis of the 
network traffic for a given hardware configuration. 

II. PROPOSED APPROACH 
We investigate the possible illegal access (attack) on 

wireless surveillance camera. This proposed tool is designed 
into two stages. First, a new monitoring scheme is built to 
keep the privacy of data. Second, the investigation process 
that plays a big role for saving users’ privacy and highly 
secure places that use surveillance camera is facilitated. 

This developed tool runs under certain circumstances and is 
designed to work when it is attached to the complete system, 
which we call a model. This model consists of a default 
Gateway (G), an IP Surveillance Camera, both having static IP 
address, and a trusted PC. 

G works as a monitoring unit that watches all network 
traffics using wireshark. It is connected to the backup server 
(BS). Every period of time (t), the BS checks G that sends the 
capture files to the BS (Figure (1)). G and BS are run on the 
same network. Thus, for security issues, we transfer copies of 
all capture files to 

BS that has a log file which records all copied information 
(date, size, etc…), if BS does not receive any copy this 
indicate for attack. 

The gateway of the surveillance camera is set to G (Figure 
(2)). The network communicates with the IP camera and G. 
The IP camera traffic passes only through G and it can read, 
capture, and analyze. The destination of this traffic is the 
trusted PC. The specifications of the IP camera are illustrated 
in Table 1. 

The trusted PCs are the only devices allowed to have a 
legal access to the camera. Trusted PCs also are allowed to 
connect to each other (authorized access). See figure (3). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2.1 Monitoring Network Traffic 
G monitors the traffic using the Wireshark application. 

Wireshark has features that facilitate monitoring, capturing, 
and filtering the traffic (see Figure 3). The movement of the 
camera packets and trusted PC packets are traced out as 
shown in Figure (4). Every packet has data stored in one row 
and six columns which are No. (refers to the row number), 
Time (refers to the sending time duration), Source (indicates 
the source IP address), Destination (indicates the destination 
IP address), Protocol, and length info. In the analysis, we 
focus on the first three columns (No., Time, and Source). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. Gateway G and Backup Server BS 

Figure 2. Gateway G and Wireless Camera 

 

 
TABLE 1. The Specification of the Wireless Camera [12] 

Figure 3. Tool Design Overview 

Figure 4. Monitoring in Gateway G 
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2.2Monitoring Network Traffic 
     Wireshark is running all the time. The data that we need 
cannot be read directly from wireshark, the tool needs to 
capture and filter them. We use wireshark filter to get the 
desirable data. The command in Figure (5) is used to filter 
unneeded traffic associated with the IP address of the camera 
192.168.1.2 and to extract the capture file of certain IP address: 
 
 
 
 
 
 
2.3 Analysis of Captured File 

 The process of analysis starts after filtering the network 
traffic and exporting in a CSV format. The process of 
analyzing the wireless camera traffic is done into two cases. 

In the first case, the analysis is done by checking and 
comparing the source IP in IP camera capture file with the 
white list that contains a group of authorized IP addresses to 
access IP camera and consider the trusted machine that is not 
suspicious. If the result of the comparison matches any IP in 
the white list this means there is no attack. Otherwise, if the 
result of the comparison does not match any IP in the white 
list, then an attack by unauthorized access occurred and the 
file containing the row information is exported to the 
investigator. See Figure (6). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

In the second case, the analysis is done by checking and 
comparing the time. We focus on the time the packet is sent, 
information which is stored in the second column. We 
calculate the difference of every two rows and we compare the 
result of difference with the time factor (tf). 

For example, if we are calculating the differences of row 4 
and 5, such: row 4 (time) – row 5 (time) = difference time (dt) 
this dt compared with tf. Then, the mean value of the sending 
packet is computed, and considered as tf. Based on the default 

situation in which the camera works 24 hours, if there is a 
miss in time of sending packet, this means there is an attack 
occurring. On the other hand, if there are no more packets 
from camera, then the camera gateway is changed and we 
cannot watch it. Consequently, all recent and last transactions 
of the camera will be reported to the investigator. Figure (7) 
shows the flowchart of camera sending time analysis. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

III.  CASE STUDY 
The experiments in this study are done by using Household 

IP camera HD Network camera (UXD Mega-pixel UIP-IHF 
1028-B10 LEN:2.8MM LENS Adapter Power:5V/2A), The 
Wireshark Network Analyzer Version 1.12.8 (v1.12.8-
0g5b6e543 from master-1.12), Microsoft Windows 8 64bit as 
operating system, with the processor Intel(R) Core(TM) i3-
3120M CPU @ 2.50GHz, and RAM: 4,00 GB. 

As seen in (Figure 3) and (Figure 4), while we monitor 
camera traffic through wireshark, we capture camera 
transactions and export it in capture file with csv format, then 
to drop unnecessary data by using wireshark filter see (Figure 
5). Camera capture file of this case study consists 835 lines 
then we analyze this capture file with two algorithms (Figure 
6) and (Figure 7). First, we compare source IP in capture file 
with IP listed in the whitelist to record secure case as "match" 
and attack case as "NOT match". 

Second, calculating camera transmits time. Then, each 
transmit time compared with tf to detect attack case. 

 

IV. RESULT AND ANALYSIS 
All of the experiments use confusion matrix rates to 

evaluate the performance, and we compute true positive (TP), 
true negative (TN), false positive (FP), and false negative 
(FN). TP means the result of matching is secured when it is in 
real state it matches  any IP address in the white list, and the 

Figure 5. Filter Syntax 

Figure 6. Flowchart of Compared Source IP 

 

Figure 7. Flowchart of Camera Transmit Time Calculating 
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result of matching is attacked when it is in not real state it 
doesn't match any IP address in the white list.  FP means the 
result of matching is secured but it is in real "NOT match"  
state , any IP address in the white list will do ,or the result of 
matching is attacked but in real "match"  state any IP address 
in the white list will not there is no shown result of attack case 
in real state, or there is no shown result for secure case in real 
state. FN means there is no result of any wrong matching 
analysis. All these rates are used to acquire the result of our 
measurements; precision, recall, and accuracy. 

 
A. COMPARED SOURCE IP (CSIP) 

         The purpose of this analysis is to record the attack 
information on camera when we find not matching for any IP 
address in the white list with the capture file. The analysis 
here focuses on the source IP address, which is compared with 
the white list. The results are shown in Table 2. 
 
 
 
 
 
 
 
 
 
 

 

 
 
 

 
 
TP, TN, FP and FN values from Table 2. 
As it can be observed, precision and recall and accuracy are 
equal. This refers to powerful potential provided by our 
proposed tool. This means that the proposed tool provides a 
high accuracy, precision and recall. The reason behind this 
high rate is the Wireshark filter. We have seen the filter before 
in 2.2 and the analytical side using match algorithm with 
accurate whitelist. When we are looking for count, all matched 
IP address and our algorithm can count it accurately as well as 
counting not match IP address. Our tool grantees there is no 
miss-match result while the whitelist up to date and the last 
one is responsible for network admin. 
 
B. Camera Transmit Time Calculating (CTTC) 

We calculate the mean of time for packets from case study 
capture file to determine attack case. Figure (8) shows the 
time record of the camera capture file in our case study. We 
calculate the mean  of camera capture file and the results of 
analysis shown in Table 3. The camera capture file mean is 
3.030045917, so we can consider tf = 4.8.  
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
TP, TN, FP, and FN from Table 3. 
From the above results we can conclude that our tool can 
perform high rates in performance measurements with well 
defined hardware and software specification. 
 
 

V. CONCLUSIONS 
The objectives of this research were to develop a monitor 

scheme that facilitates the way of acquiring the evidences 
without preaching privacy of the data and to facilitate the 
process in which investigators collect, examine, and analyze 
the evidence. The proposed approach is based on a specific 
hardware configuration where Wireshark runs on gateway G 
to monitor camera and the trusted PC traffic and to preserve 
the data. Then, G sends the backup of capture files to server 
BS. The analysis of capture files starts filtering the data in 
order to determine the traffic belonging to the surveillance 
camera. The camera traffic was analyzed from two 
perspectives. 

First, the unauthorized IP which illegally accessed 
surveillance camera was analyzed.  To be able to do that, all 
source IP in camera capture file were read and compared. The 
comparison is done between the source IP and the whitelist. 
This analysis had a high performance, fact which was 

TABLE 1. Result of CSIP Camera Capture File from Case Study 

Figure 8. The Mean of CTTC  from Case Study 

TABLE 2. CTTC of Camera Capture File from Case Study 
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indicated by the high accuracy, recall, and precision. The 
second approach consist of finding the lost time of 
surveillance camera transactions in which any missing packet 
indicates that there is an attack on surveillance camera. The 
results have a recall score of 100%, and precision and 
accuracy scores of 99%. This facilitates monitoring 
surveillance camera incoming and outgoing traffic by time. 
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