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Abstract— The Information Centric Networking (ICN) 

is a novel concept of a large scale ecosystem of wireless 
actuators and computing technologies. ICN technologies 
are getting popular in the development of various 
applications to bring day-to-day comfort and ease in 
human life. The e-healthcare monitoring services is a 
subset of ICN services which has been utilized to monitor 
patient’s health condition in a smart and ubiquitous way. 
However, there are several challenges and attacks on 
ICN. In this paper we have discussed ICN attacks and 
ICN based healthcare scenario. We have proposed a 
novel ICN stack for healthcare scenario for securing 
biomedical data communication instead of 
communication networks. However, the biomedical data 
communication between patient and Doctor requires 
reliable and secure networks for the global access.   

Keywords— Internet of Things, Healthcare System, 
Information Centric Networking, Security Framework 

I. INTRODUCTION 

Nowadays, we need much sophisticated networking 
technologies in a very economical way. We cannot 
expect the feasible human life in this networking 
society without complex networking. If we can 
integrate our daily needs with home automation, 
monitoring, security surveillance, e healthcare and 
other smart applications using sensors or actuators that 
are integrated by the help of IoT at a reasonable cost is 
the main thing that attracts consumers. Personal 
wellness, remote health monitoring, and assisted 
living are growing healthcare markets that are 
expanding the use of mobile devices and services that 
can securely record, store, and share personal 
healthcare data. Smartphones and tablets are 
increasing in both consumer and healthcare sectors 
and there are thousands of medical and healthcare 
applications available. Consumers, healthcare 
providers, medical equipment vendors, and physicians 
are recognizing the benefits of mobile healthcare 
devices and services to monitor and share patient vitals 
with physicians, to provide personal access to 
aggregated health information, and to use in 

emergency response situations where there is limited 
access to infrastructure. However, these devices, 
systems, and applications also take up challenges 
around ensuring privacy and security, connecting 
multiple heterogeneous devices, and aggregating and 
sharing information. Such obstacles hinder the 
usability and deployment of solutions using existing 
networking technologies. Instead of piecing together 
network components and security services or 
segmenting infrastructure and information, we argue 
there is a clear need to develop a secure unified 
communication platform for access, storage, and 
transmission of health and wellness data. 
 

 
Fig. 1. Overview of publisher-subscribe communication system.  

 

The main aim is to share the common interest example 
online sharing the information. In the existing 
network, we have some problems those are security, 
mobility, multicasting delivering, and scalability. In 
the present era increase the demand of internet for 
more distribution and scalable of content required. 
ICN architecture mainly focus on contents [1]. To 
reach present demand, we need ICN, it is location 
independent naming, caching and in network and 
name based routing. ICN is mainly divided into two 
major parts one is intelligent part other is forwarding 
part, intelligent part that is aware of the a user demand 
based on provided information other is forwarding 
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parts that is forwards the user request or response. ICN 
is Publish and Subscriber model [2], it is also 
communication model like Request-Response, Push-
pull and Exclusive pair. In the Publisher-Subscriber 
model involved mainly publisher, broker and 
consumer. Initially publisher send the data to the 
topics which is managed by the broker. Publisher is 
not aware of consumer. Consumer taker the topics 
which is managed by the broker. When broker receives 
the data from publisher then he send to consumer 
shows in the Fig. 1. ICN network also like peer-to-peer 
network, distributed data base, content distributed 
network and cloud computing. In this paper, we 
discuss about how we can develop an efficient 
network topology for Hospitals to support discrete 
layering in each layer which allows to focus on a 
specific functions. We have used ICN based protocol 
for monitoring of patient's vital signals from wireless 
body sensor networks. And also, we have developed a 
biomedical data management and standardization, 
neighbour discovery, data analysis and visualization 
protocol based on ICN.  

The rest of this paper is organized as follows: 
Section II provides an insight to the motivation and 
their challenges of ICN scenario. Section III gives 
general requirements of health services based on ICN 
scenario. Section IV discusses ICN attacks and their 
related terminologies and body area networks. Section 
V presents conclusion and final remarks of proposed 
scenario as-well-as their feasibility of security and 
advantages.  

II. MOTIVATION  AND CHALLENGES  

The present internet architecture was designed some 
decades ago. At the time of designing of this 
architecture the main task is to transfer packets in 
between two nodes, which is simply point-to-point 
communication. This also can be taught as connection 
centric networking. However, all this connectivity is 
based on internet protocol (IP). Initially, the IP 
paradigm is very old at that time they are only design 
for communication but nowadays it is required mainly 
sharing the resources. It worked for those days’ 
requirements but it is not useful for present scenario as 
we need to connect many devices. In a research survey 
has declared that by 2020 almost 50 billion devices 
will connect to internet due to increasing the number 
of smart devices [3]. The present day requirements in 
design of internet are distribution, mobility and 
security. As we all knows that initially, internet was 
designed to the end-to-end connectivity substrate for 
the delivery of data. After that all the successive 
developments made for improving its architecture 
rotated around the conversation model that consists of 
communications between machines using the IP 
protocol. The present internet design is now a 
regularly and fatly developing interconnection of more 
networks, this act as a simple packet delivery service 
without guarantee. But this end point centric 

communication models does not manage present 
internet any longer. Most of the today’s traffic driven 
by produce the information and retrieve the 
information.  Every year traffic growth by a factor of 
1.7 [4] all the multimedia like TV, Video on demand, 
Internet and Peer to Peer Network would be continue 
to be approximately 90% of the global traffic by 
2015[5]. However, the improvement to present 
internet protocol  making many changes in old design 
we need so many patches and protocols, which is 
making the problem so complex. 
The main challenge is that sending user requested data 
to him without any errors and unnecessary data. The 
data what should be cached into browser is also a big 
issue from the view of a basic user. So from these two 
points we can summarize that the main challenge is 
that analysing of data before it is being to send to user. 
Energy loss is also a big challenge in this integrated 
system. As the devices doesn’t know when to send 
data and when not to send. Because of this many of 
those continuously takes power and cause power loss. 
Not only power loss but also the main reason for 
sending unrequired data which leads to often sensor 
data require freshness that could conflict with caching 
[16]. 

III.   ICN BASED HEALTHCARE SYSTEM  

ICN based healthcare platforms shall reduce the 
costs and self-management of chronic condition of the 
patients. The proposed healthcare scenario and stack 
have improved the quality of healthcare services and 
general wellness prevention by supporting the latest 
innovation of ICN based healthcare aggregate system 
shown in Fig.2. 

 

 
Fig. 2. ICN healthcare Scenario. 

 
ICN based router has capability to store healthcare 
data, maintain table and forward based on information. 
However, ICN does not require manual configuration 
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over router and biomedical sensor networks. Fig. 3 has 
shown an ICN healthcare stack to change the way of 
consumers and healthcare organizations that provide a 
stable and extensible to connect clean interface 
between consumers to healthcare aggregate.  
 

 
Fig. 3. ICN Stack Design. 

 
The stack work into the following order where ICN 
based application programming interface (API) used 
to communicate with a specific application in to the 
application layer. Transport layer is responsible to 
identify and conveying biomedical data traffic 
between application and network layer with the help 
of ICN based service discovery and ID-based node 
discovery protocol. ICN maintain policy based routing 
mechanism into the network layer and finally Data 
link layer is responsible for data and traffic 
management with the interest based data pipelining.   

A. Internal Network Infrastructure 

We have got an Internal Wireless body area network 
(I-WBAN) framework to achieve this task. I-WBAN 
builds an information-centric framework for WBAN 
applications. In this architecture, the data retrieval is 
chunk-level and driven by the receivers not the 
senders. All neighbour body devices can be connected 
with wireless links to build a whole information 
system. When one node wants to obtain a certain data 
chunk, it sends out the Interest packet, which contains 
the chunk name. Then, the I-WBAN system searches 
the data and delivers the required data back to it. Each 
body device is equipped with a novel CCN-based 
forwarding engine which enables the information-
centric data delivery. This forwarding engine includes 
three main components, which are the Content Store 
(CS), the Pending Interest Table (PIT) and the 
Forwarding Information Base (FIB) The CS is the 
buffer memory, which aims to cache arriving Data 
packets as much as possible. The PIT keeps track of 
Interest requests forwarded upstream towards content 
sources so that the returned relevant Data packets can 
be sent downstream to their requesters, respectively. 
The FIB is used to forward Interest packets towards 

potential sources of matching data. By leveraging the 
CCN features, I-WBAN nodes adopt a novel layered 
protocol model, which is featured with the name-based 
forwarding [7].  

B. Healthcare Aggregate System 
The concept of requesting data in Named Data 
Network (NDN) is based on a hierarchically structured 
name. The names contain human friendly components 
and are location independent unlike IP approach. 
NDN’s name structure allows applications to control 
the data transmission between producers and 
consumers more flexible. However, the same 
generated data from producer could be interesting for 
more than one consumers at the same time (e.g., care 
organization and a doctor). Therefore, NDN enables 
that intermediate nodes can save a copy of transmitted 
data. Now, the consumers are able to retrieve the 
generated data from any nodes in the network which 
has a copy of them without the need to forward the 
interest to the producer. Such mechanisms are 
beneficial for IoT systems because of reducing the 
traffic load in the network. 
However routing and forwarding the packets in a NDN 
node is based on the names. In NDN, the consumers 
do not need to know the address of devices in order to 
offer and/or request data. Furthermore, unlike 
traditional IP, NDN mobile devices do not need to 
reconnect their communication because of changing 
the addresses, names remain the same. Every NDN 
node has the name prefix of the data which can be 
covered and served on this node. The node announces 
the network about the name prefixes via routing 
protocol and every node builds the FIB entry based on 
received information. After building the FIB entry for 
the received prefix the node floods it to the neighbour 
nodes. To keep the FIB table sizes scalable to the 
number of data names, NDN proposes efficient 
approaches naming scheme in NDN should solve 
different problem like data aggregation in IoT 
environment. The research in [17] shows how efficient 
and useful data aggregation in Wireless sensor 
networks via NDN. They define a unicast faces for 
packet filtering to reduce the number of transmission 
in the network. Moreover, they design a forwarding 
services to create network overlay structures by 
applications. Many developed approaches propose 
routing and forwarding strategies for wireless network 
environment based on NDN name scheme. The 
research show that using such named-based routing 
approaches can achieve a high performance on the 
network because of the intelligent and adaptive of 
forwarding strategies in NDN. 
Caching: In-network Caching is one of the main 
concept of NDN, IoT could benefit from in-network 
caching in. Additionally, in-network caching has 
another advantage, the gateway can permanently save 
the transmitted data produced from devices in its 
range. This gateway can aggregate the received 
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information and answer of received Interest without 
the need to forward it to the original producer [18].  

C. Information Centric Networking 

ICN is giving the solutions to support all above 
problems. The present internet technology is IP based, 
this IP which refers to particular location of a device 
in the network. But ICN’s primary purpose is to 
change the location based coupling to name based 
coupling. ICN also focuses on changing the current 
connection centric or client server to a more suitable 
futuristic information centric internet. The cell or 
building block of any ICN architecture is contented 
addressing by its name which is a unique and basic 
machine language which can’t be understood by 
human [6].  

D. Wireless Body Sensor Networking 
As more embedded medical devices, or devices that 
can monitor human health become increasingly 
deployed, healthcare is becoming a viable alternative 
to traditional healthcare solutions.  Further, consumer 
applications for managing and interacting with health 
data are a burgeoning area of research and commercial 
applications. For future health applications, a unified 
IoT platform is critical for improved patient care and 
consumer health support by sharing data across 
systems, enabling timely actuations, and lowering the 
time to innovation by simplifying interaction across 
devices from many manufacturers.  
However, we have biomedical sensors enabled 
wearable devices for the developed global healthcare 
monitoring system based on ICN to manage and 
updated patient health condition in time [7].    

IV.  ICN ATTACKS 

The naming scheme for ICN is also proposed that the 
ICN name should be something like a URI with two 
parts namely label and value. The label may signify 
the type of the packet and the value may be the name 
of the packet. According to [8], an example of ICN 
packet name may be “/nitsikkim.com 
/ICN/documents/ICN-Introduction.pdf”, by 
considering both the name of the content and the host 
where the content is available. Later, in the timeline, 
in a paper from PARC [9], authors suggested that the 
name of the content should refer to the content item 
itself, not the particular host where that content is 
available. They have also proposed a more advanced 
scheme for securing the content where the link 
between the content name and content must be 
authenticated or mapped together rather than merely 
authenticating the content and its publisher.[9] This 
issue is well acknowledged by many researchers round 
the world and started working on it to propose a new 
scheme for securing the workflow in ICN as given in 
fig. 3. 
 

 
Fig. 3. An Overview of ICN attacks. 

  
A. Naming attacks 

This architectures façade more thread with respect 
to privacy of content. This architecture gives better 
access to end user request this will increase the 
attacker control on content they can stop content 
easily. This naming attacks is mainly categorized into 
two parts, one watch list and second one is sniffing. 
Node can access end user request, by using this 
attacker try to find the path location [10]. In the Watch 
list attack, attacker initially define list of content 
names whatever he want to filter or delete. Generally 
attacker observer in the link which matches to stored 
information. If it matches he will try to delete the 
matched information. In the sniffing, attacker observer 
the network to check the data if it presented in the filter 
or removed it. This is same as Watch list attacks but 
difference is that it won’t maintain the predefined 
information.  Naming related attacks have few impacts 
those are censorship, privacy and denial of services.     
B. Routing attacks  

In the ICN routing attacks information supply 
depends on publisher and subscriber. Which includes 
some extra effort to safeguard consistent amount 
distributed data state. In the routing attacks like 
jamming, timing, infrastructure, flooding attacks there 
main goal is to create unwanted traffic flow such as 
denial of service and try to exhaust computing 
resources. In the routing attacks is mainly classified 
into two category one is Distributed Denial of Service 
and second one is Spoofing. In the DDoS mainly 
attacker sends large number of request to ICN node. 
ICN node try to find the nearest copy from available 
position. In the time legitimate user sends the request 
then ICN node cannot take his request because that is 
over loaded situation from attacker [11]. If the number 
of request is significantly high it leads to denial of 
service. In some situation attacker find the number of 
nodes and then send large number of request to one or 
more number of ICN router, in this situation routing 
table and exhaust processing power and memory 
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resources. In this case router forward the request to 
neighbour router if that is exhaust then it will forward 
to neighbour router and so on. Consequently, if the 
response time exceeds the request timeout period. In 
that situation request may not give answer. Flooding 
attacks in ICN are designed to limit the number of 
requests, which are not appropriate for ICN. All above 
mention scenarios attacker main aim is to sends a 
number of requests that exceeds the limits of the ICN 
node. However, spoofing attack is mainly classified 
into three category those are jamming, hijacking and 
interception. In the Jamming attacks the attacker try to 
send the large number of malicious request to shared 
link. Attacker who masquerades as a trusted subscriber 
sends the request to disturb the flow of information 
system. The ICN node just forward the request the 
destination. In the Hijacking the attacker publicizes 
illegal route for some contents to attract the user 
requests. When genuine user sends the request to 
malicious router then ICN nodes simply forward the 
request to malicious nodes. Because of this the 
genuine user does not receives response for his 
request. In the Interception attacks: this is simply 
similar to “man in the middle attacks” here mainly 
attacker try to break up the user privacy.  Generally 
routing related attacks main impact on denial of 
service, Resource exhaustion, Path infiltration and 
Privacy [12].  
C.  Caching attacks  
Caching is the one of the advantages in the ICN 
architectures but at the same time caching attack is one 
of the great draw backing in ICN architecture.  
Generally caching attacks are mainly classified into 
three category, those are time analysis, bogus 
announcements and cache pollution attacks. In the 
time analysis attacks: the ICN node can potentially 
cache any content. The attacker try to measure the time 
difference between request time and response time of 
cached content and uncashed content. Here mainly 
attacker breaks the privacy rule of legitimate user 
because attacker gain information of legitimate user. 
In the Bogus Announcements attacks: attacker trying 
to send large number of bogus announcements to ICN 
node. As a result ICN node will not able match the 
legitimate user request in the existence of these quick 
network update. In the cache population attacks: 
generally attacker main is to spoil the ICN node 
caching system, by sending unpopular request. If 
attacker send continues unpopular request to ICN 
caches store unpopular content. Attacker continually 
send either random request or unpopular request to fill 
caching system with unpopular request. For this 
attacker required prior knowledge of popular content. 
Caching related attacks have an impact of privacy, 
Denial of service and cache population [13].   
 
 

V. CONCLUSION AND FINAL REMARKS  

ICN changes the internet architecture from host centric 
to information centric. Information is highly 
distributed and cached everywhere in the ICN 
architecture. This gives the motivation to the 
researchers to work on ICN architecture to improve 
the present architecture. It is mainly focus on content 
instead of host to provide a scalable and efficient 
content delivery. ICN subscriber access the content 
from different location. In this paper we have proposed 
secured ICN framework for healthcare monitoring 
services and finally, we discussed the feasibility 
advantages and challenges of ICN networking as-well-
as proposed an ICN security mechanism.  
A. Feasibility 
By the help of ICN integration with IoT, we can reduce 
maximum space and amount to be spend on hardware 
and we can also save a little bit of power from it. So 
first and basic one is elimination of hardware as much 
as possible. Secondly the data can be easily accessed 
and analyzed by the user from anywhere and anytime. 
Same device can be helpful for many users and 
reduces cost and time of access [14]. 
B. Advantages 
This integration made the devices which are going to 
interconnect are not only of same kind and range of 
transmission but also we can interconnect small 
sensors to radio frequency ranged transmitters and we 
can analyse them in High Performance Computers 
(HPC’s). We can provide the data from the actuators 
to the users most securely by using the method of 
encryption, which is the most advanced advantage of 
ICN. This preceding point is satisfied only in few 
viewpoints of the users and critics. Memory and data 
wastage are less with help of this integration as it uses 
caching process [15]. 
C. Security  
ICN infrastructure refers to support both the data 
storage and the data processing. Where the secure 
communication and authentication platform must be 
needed for the reliable information. Fig. 4 has shown 
that the ICN stack is lacking to ensure safety where the 
business by taking the infrastructure and necessary 
software to protect the data and allow users to decide 
what information could be exposed and what 
information should be kept private. The data 
encryption is best technique to control that can be 
assist data confidentiality because encryption of data-
at-rest provides confidentiality and integrity 
applications. It reduces legal liabilities to an 
unauthorized disclosure of data on its network. Full 
disk encryption is a key method to encrypt data-at-rest 
residing on a disk.  
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