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Abstract— An efficient hybrid security mechanism (called 

LIGER) for heterogeneous sensor networks (HSNs) was 

presented by Traynor et al. LIGER is composed of two 

subschemes: LION and TIGER. However, this paper present the 

LIGER has some designs and security flaws, and cannot be 

advocated for the real-time critical applications. We have 

identified that LION and TIGER are vulnerable to the 

impersonation attacks, gateway-bypass attacks, denial-of-service 

attacks, and man-in-the-middle attacks. Moreover, both schemes 

do not care about the dynamic session key which is an 

indispensable security requirement for the real-time 

heterogeneous sensor networks. 

 

Keywords— Authentication, session-key establishment, gateway 

bypass attack, man-in-the-middle attack  

I. INTRODUCTION 

Heterogeneous sensor networks (HSNs) are rapidly 

growing in 21st century human life’s, and are deploying 

everywhere in many real-time applications (e.g., homeland 

security, hydro-plant, agriculture and structural monitoring, 

etc.) [1][2]. HSNs consists of L1 nodes and L2 nodes [3]. An 

L1 node has low battery power, less computation power, low 

bandwidth and less memory; whereas, an L2 node (gateway) 

has high power, high computational, high bandwidth, and high 
memory. L1 node senses the environment data and forwards 

to the L2 node [3]. The ubiquitous nature of wireless sensor 

networks (WSNs) makes sensor data available to users 

anytime and anywhere, as needed. However, security is 

always a prime concern for a real WSN application success. 

With the fact of resource-constraint (less memory, low 

bandwidth, power) nature of L1 nodes, traditional security 

mechanisms are not applicable to the sensor nodes. Moreover, 

the wireless communication nature of sensor nodes makes 

application more vulnerable to security attacks. Thus security 

becomes a challenging task for the real-time WSNs 

application.  
 
However, for providing security to a real WSN application, 

a key management plays an important role that can support the 

efficient security functionalities (e.g., authentication, integrity, 

confidentiality, dynamic session key establishment, etc.) to the 

applications.  
 

In this regards, Traynor et al [3] proposed an efficient 

hybrid security mechanisms (called LIGER) for HSNs. 

LIGER is composed of two sub-schemes: LION and TIGER. 

In both schemes, numbers of randomly selected keys (k) are 

preloaded into the L1 node (i.e., 30 keys), and into the L2 
node (711 keys) before the nodes deployment into the terrain. 

LION scheme is a standalone key management which 

establishes a session key in two different scenarios: (i) an L1 

has a direct shared key with the L2 node; and (ii) when the 

two L1 nodes are not having a shared key, in this case, both 

the L1 nodes establish a session-key through L2 node. 

Whereas, TIGER is based on key distribution center (KDC) 

and performs probabilistic authentication (between L1-to-L1 

and L2-to-L1) and provides session keys with the least 

privilege. 

In this paper, we have identified that LIGER is not a secure 
mechanism for the real-time HSN application and susceptible 

to impersonation attack, gateway-bypass attack, denial-of 

service attack and man-in-the-middle attack. We will show 

that the security of LIGER suite is completely broken. In 

addition, LIGER does not care about the key revocation 

service (if, an L1 node is compromised), and no new node 

addition is allowed, so that it can maintain the node (L1) 

scalability for the applications. 

The rest of the paper is organized as: Section-II reviews the 

LIGER. In Section-III, we present the impersonation attack, 

gateway-bypass attack, denial-of-service attack and man-in 

the-middle attack on LIGER; and Section-IV discuss other 
security issues of LIGER. Finally, in Section-V concluding 

comments are given. 

II. REVIEW OF LIGER 

This section reviews the LIGER which is composed of two 

sub-schemes: LION and TIGER. Note due to the limited page 

restrictions we skip the key distribution processes, for details 

reader may refer to [3]. The outlines of the protocol 

executions are as follows: L1 and L2 nodes are preloaded with 

a random set of keys from an offline common key pool. The 

mapping of keys (i.e., sensor nodes keys) is kept in the KDC 

server. Upon distributing keys to L1 nodes, it is assumed that 
the L1 nodes are randomly dropped using an airplane into the 

terrain. However, LION operated in a standalone mode 

(without KDC) and establishes a shared session key. TIGER 

leverages on the presence of a KDC (with KDC). The details 

of LION and TIGER are shown below. The notations used in 

this paper are given in Table I, which is directly adopted from 

[3]. 
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TABLE 1. NOTATIONS AND DESCRIPTIONS  

Notation                                            Descriptions 

A, B                                         A and B are principles entities (i.e., L1 nodes) 

IDA0,.. IDAK-1                             Key identifiers corresponding to A’s keys 

KA                                                      Secret key known by node A 

KA,B                                             Shared session key between A and B 

KA_AUTH                                          An authentication key for node A 

L1 and L2 A                                 sensor node(L1) and a gateway (L2) 

MAC(KA,R|S)                   Message authentication code of R and S using KA 

MAPA                                                    Bitmapping of A’s keys 

E K {S}                                                S is encrypted using key K 

N                                                                      A nonce 

 
 A. LION: Standalone Key Management: To establish a shared 

key, an L1 node (A) learns its neighbouring nodes through the 

Hello messages and then establishes shared keys with them by 

sending the message (i.e., A, N, IDA0,… IDAK-1). Here, the 

IDA0,.. IDAK-1 are the keys identifiers. If a node (L2) has a 

shared key with the L1 node then they establish a shared key 

by following messages exchanges: 

 

    1. A*: A, N, IDA0,.. IDAK-1 

    2. L2A: A,L2, N, IDAi, EKAi{IDAi,L2,N} 

 

L1 node maintains a list of its neighbouring nodes that do and 

do not have shared keys. Now, L1 establishes keys with its 

neighbouring nodes that do not have shared key with L1 (A). 

To accomplish this, it (L1) uses the neighbouring node (e.g., 

L2) that has already shared key, as follows: 

 

    3. AL2: A,B,N 

   4. L2*: A,B,N, EKA,L2{KA,B,N}, EKB,L2{KA,B,N} 

 

Here KA,B is a session key between the A and B nodes, and 

will be deleted as soon as an end-to-end communication is 
setup. The flow of LION messages are depicted in Fig.1. 

 
Figure 1.  Flow of LION messages 

 B. TIGER: KDC-Based Key Management: This sub-scheme 

exploits the advantage of a KDC, which is available through 

the L2 node. In TIGER, L1 nodes preform probabilistic 

authentication using a temporary authenticator key (KA_Auth). 

Here, KA_Auth is generated using an XOR operation on some q 

keys which are selected from its pre-loaded key-set. Since, the 

KDC knows all preloaded keys (k) of nodes, it can easily 

compute the KA_Auth and authenticate to the L1 node. TIGER is 

divided into two scenarios: L1-L1 authentication and key 

establishment and L2-L1 authentication and key establishment. 

B.1) L1-L1 Authentication and Key Establishment: An L1 (A) 
node requests to establish a secure session key with its 

neighboring node L1 (B). To accomplish this task, node A 

generates a token, forward to the node B, as follows: 

 

1. AB: A,B,N,MAPA,MAC(KA_Auth, A|B|N|MAPA) 
 
Here MAPA is a sorted bitmap of keys (q) that is used to 

generate an authenticator key (KA_Auth). 
Upon receiving A’s token, B includes its own token to the 

A’s token and sends to the L2, as follows: 

2. BL2:A,B,N,MAPB,MAC(KB_Auth,A|B|N|MAPB),MAPA, 

MAC(KA_Auth, A|B|N|MAPA). 

Now, L2 forwards the B’s message to the KDC: 

3. L2KDC: Send message 2 to the KDC. 
 

After receiving the message 3 (from L2), KDC verifies the 

validity of node A and B by generating the authenticator keys 

(i.e. KA_Auth and KB_Auth) using the sorted bitmaps of identifiers 

corresponding to keys that are used to create each token. If 

both the tokens are verified, then KDC computes a message 

that having the following: (i) a session key which is encrypted 

with newly chosen authenticator key for both the A and B; and 
(ii) the message also contains a new bitmap (corresponding to 

each authenticator keys), which is also used to sign the session 

keys. Now, KDC responds to the L2 node, as follows: 

 

4.KDCL2:A,B,N,MAPAʹ,EKAʹ_Auth{KA,B,N}, MAPBʹ, EKBʹ_Auth 

{KA,B, N}, MAC(KA,B,A|B|N| KA,B| MAPAʹ |MAPBʹ). 

 
Upon receiving the message 4, L2 verifies the MAC and 

forward the session keys to the node A and B, as follows: 

 

5. L2A: A,B,N,MAPAʹ,EKAʹ_Auth{KA,B,N}, 

MAC(KA,B,A|B|N|KA,B| MAPAʹ). 

 

6. L2B: A,B,N,MAPBʹ,EKBʹ_Auth{KA,B,N}, 
MAC(KA,B,A|B|N|KA,B| MAPBʹ).The flow of L1-L1 is shown in 

Fig. 2(a). 

 

 
Figure 2.  Flow of TIGER messages ((a) L1-L1 and (b) L2-L1)  
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 B.2) L2-L1 Authentication and Key Establishment: L2 

broadcasts a Hello message and shows its presence to the L1 

nodes. Upon receiving the Hello message, L1 (A) node 

generates a token as in L1-L1 (above) and sends to L2/GW 

node, as follows: 

 

1. AL2: A,L2,N,MAPA,MAC(KA_Auth, A|L2|N|MAPA) 

   After receiving A’s message, L2 forwards the message to 

the KDC: 

2. L2KDC: Send message 1 to the KDC. 

   Now, KDC verifies the MAC, if verified, and then KDC 
generates a message and sends to the L2 node, as follows: 

3.KDCL2:A,N,MAPA′,EKDC,L2{KA,L2,N,EKA_Auth{ KA,L2,N}} 

   Next, L2 forwards the session key to the node A by 

generating a message: 

4.L2A:A,N,MAPA′,EA′_Auth{KA,L2,N},MAC(KA,L2,A|N| 

MAPA′, EA′_Auth{KA,L2,N}).The flow of L2-L1 is shown in 

Fig.2 (b). 

III.  SECURITY ANALYSIS OF LIGER 

In this section, we will demonstrate that LION is vulnerable 

to impersonation attack, gateway-bypass attack, and denial-of-

service attack. TIGER is vulnerable to impersonation, man-

inthe-middle attack. Furthermore, we will show that LIGER is 

lacking from other indispensable security services.  

In order to evaluate the security of LIGER, we are 

assuming that an attacker has following capabilities: (i) since 

sensors (L1) are not tamper-proofed, an attacker can easily 
capture few nodes from the terrain and dig out all the 

preloaded keys and cryptographic systems [4] [5]. In addition, 

Becher et al have shown real-world physical attacks on WSNs 

[6]. Moreover, authors claimed that node capture attacks can 

have major impact on WSN application [6]. (ii) An attacker 

can monitor the wireless channels and have full control over 

them. Traynor et al assumed that the L1 nodes are deployed 

randomly into the terrain using an airplane, and each L1 is 

preloaded with 30 keys with its keys identifier. 

A. LION analysis 

Since LION scheme does not care about the key revocation 

for a compromised node; it is practical that compromised 

nodes can join the network. Assuming that if an L1 node is 

compromised and some later time it can do the followings: (i) 

it (compromised node) can easily impersonate as a legitimate 

L1 node; and (ii) it can bypass the gateway (i.e., L2) node and 

create its own sub-network. Moreover, LION is vulnerable to 

the denial-of-service attack.  

 

L1 impersonation attack: The compromised node (L1c) can 
impersonate as a legitimate L1, as follows. L1c node creates a 

fake identity (Ac), nonce (Nc), and sends a message and 

establishes a secret key with the L2 node, directly 

1. Ac*: Ac, Nc, IDA0,.. IDAK-1 

2. L2Ac: Ac,L2, Nc, IDAi, EKAi{IDAi,L2,Nc} 
We have seen that the Ac has established a secure 

communication easily with the L2. Now, we will see that how 

an Ac can establish a session key (using an L2) with other 

legitimate neighbors. To accomplish this task, L1c node creates 

a fake identity (Ac), nonce (Nc), and sends a message to the L2 

(GW) node, and establish a session key, as follows: 

 

3. AcL2: Ac,B,Nc 

4. L2*: Ac,B,Nc, EKAc,L2{KAc,B,Nc}, EKB,L2{KAc,B,Nc} 

 

By doing so compromised nodes (Ac) can easily impersonate a 

legitimate L1 node. 

 
Gateway-bypass attack: In this attack, a malicious node can 

establish its own sub-network without involving the legitimate 

gateway (known as gateway-bypass). Now we will see how 

LION is vulnerable to the gateway-bypass attack. As we know, 

Ac (compromised) node has 30 keys, so it possible that many 

neighbouring nodes having shared keys with Ac. Thus, to 

perform this attack, Ac can broadcast a Hello message to its 

neighbouring nodes and show own presence as a legitimate 

L2c node (GW). Thereafter, L1 sensor nodes respond, as 

follows: 

 

1. A*: A, N, IDA0,.. IDAK-1 

2. L2cA: A,L2c, N, IDAi, EKAi{IDAi,L2c,N} 

 
Using message 1, L2c and L1 nodes can maintains their list of 

its neighboring nodes that do and do not have shared keys 

with L1 nodes. Now, if A (L1) node wants to communicate to 

the B (L1) node which are apart but they are having shared 

keys with L2c. In this case, L2c can easily comprise its own 

sub-network, as follows: 

 

3. AL2c: A,B,N 

4. L2c*: A,B,N, EKAc,L2c{KA,B,N}, EKB,L2c{KA,B,N} 

 

By doing this, a compromised (Ac) node can bypass the 

legitimate gateway and setup its own sub-network and control 

the real-time application. 

 

Denial-of-service attack: In LION, many of message 
parameters (such as identities, nonce) are open in the air (refer 

section-II, A. LION standalone; and messages are 1, 2, 3, 4). 

Therefore, any attacker easily intercepts the wireless message 

and alters them (i.e., fake identities and nonce), accordingly; 

and then easily forwards again and again the altered message 

to the L2 node. In this manner, L2 node will always keep busy 

with the altered messages, and will not perform its tasks, as 

expected. Thus, LION is vulnerable to the denial-of-service 

attack. 

B. TIGER analysis 

The same attack model (i.e., compromised L1 node) is also 

applicable to the TIGER which is based on KDC. TIGER 

scheme is entirely depend on the availability of KDC, since it 

contains information of all the preloaded keys (i.e., keys with 

their identifiers) of sensor nodes. B.1) Analysis of L1-L1 
authentication and key establishment: 
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L1 impersonation attack: In TIGER, a compromised node (Ac) 

can impersonate a legal node and can easily join the network. 

Moreover, it can establish a secure and authenticated session 

with other non-compromised node (B). To achieve this attack, 

Ac can compute a fake MACc, and map some of keys (MAPc) 

from its own key-pool. Now Ac can generate a token, send to 

the B node. Then B adds its own token into the Ac’s token 

and forwards to the KDC. Since KDC has all the keys, it can 
easily verify both the Ac and B by computing the 

corresponding tokens. Thereafter, KDC sends session keys to 

Ac and B through L2 node. The flow of impersonation attack is 

shown below: 

 

1. AcB: Ac,B,Nc,MAPAc,MACc(KAc_Auth, Ac|B|Nc|MAPAc) 

2.BL2:Ac,B,Nc,MAPB,MAC(KB_Auth,Ac|B|Nc|MAPB),MAPAc, 

MAC (KAc_Auth, Ac|B|Nc|MAPAc). 

3. L2KDC: forward message 2 to the KDC. 

4.KDCL2:Ac,B,Nc,MAPAcʹ,EKAcʹ_Auth{KAc,B,Nc},MAPBʹ 

EKBʹ_Auth {KAc,B, Nc}, MAC(KAc,B,Ac|B|Nc| KAc,B| MAPAcʹ 

|MAPBʹ). 

5. L2Ac: Ac,B,Nc,MAPAcʹ,EKAcʹ_Auth{KAc,B,Nc}, MAC(KAc,B, 

Ac|B|Nc| KAc,B| MAPAcʹ). 

6. L2B: Ac,B,Nc,MAPBʹ,EKBʹ_Auth{KAc,B,Nc}, MAC(KAc,B, Ac| 

BNc|KAc,B| MAPBʹ). 

 

By performing such methods, an attacker can easily 

impersonate an L1 node and join the network. 

 

Man-in-the-middle attack (MITM): Since TIGER does not 
allow the mutual authentication between all entities (i.e., L1, 

L2, and KDC), therefore, a MITM can easily involve (as an 

L2c) and control the sensor network. Suppose an attacker 

captures few L1 nodes (e.g., 10 nodes) and extract all the 

relevant material, as he needed. He can make use of own 

gateway (L2c) and load the all compromised keys (i.e. 

30*10=300) and other relevant material, such cryptosystems, 

nonce generator, etc. Now, L2c has enough keys and can take 

part as a MITM, as follow. 

 

1. AB: A,B,N,MAPA,MAC(KA_Auth, A|B|N|MAPA) 

2. BL2c:A,B,N,MAPB,MAC(KB_Auth,A|B|N|MAPB),MAPA, 
MAC(KA_Auth, A|B|N|MAPA). 

3. L2cKDC: Send message 2 to the KDC. 

4.KDCL2c:A,B,N,MAPAʹ,EKAʹ_Auth{KA,B,N}, MAPBʹ, EKBʹ_Auth 

{KA,B, N}, MAC(KA,B,A|B|N| KA,B| MAPAʹ |MAPBʹ). 

 

Upon receiving message 4, L2c can drop many original 
message parameters, such as MAPAʹ,EKAʹ_Auth{KA,B,N}, 

EKBʹ_Auth {KA,B, N}, MAPBʹ MAC(KA,B,A|B|N| KA,B| MAPAʹ 

|MAPBʹ). And it computes its fake messages and forwards to 

the node A and B, as follows: 

 

5. L2cA: A,B,N,MAPAcʹ,EKAcʹ_Auth {KA,B,N}, MACc(KAc,Bc, A| 

B|N| KAc,Bc| MAPAcʹ). 
 

6. L2cB: A,B,N,MAPBcʹ,EKBcʹ_Auth{KAc,Bc,N}, 

MACc(KAc,Bc,A|B| N| KAc,Bc| MAPBcʹ). 

 

After verifying the L2c messages, A and B can easily believe 

that they are connecting with a real L2, whereas in reality, it is 

a fake L2c. 

B.1) Analysis of L2-L1 authentication and key establishment: 

 
L1 impersonation attack: The L1 node can be impersonated 

as we have demonstrated above in the L1-L1 authentication 

and key establishment. In this attack, an Ac forwards its 

message to the L2 node, and then L2 sends Ac’s message to 

the KDC. Since, KDC has all the keys information; it can be 

easily verified to the Ac and responds with the new session key. 

The procedure of L1 impersonation attack is as follows: 

 

1. AcL2: Ac,L2,Nc,MAPAc,MAC (KAc_Auth, Ac|L2|Nc|MAPAc) 

2. L2KDC: Send message 1 to the KDC. 

3.KDCL2:Ac,Nc,MAPAc′,EKDC,L2{KAc,L2,Nc,EKAc_Auth{KAc,L2,

Nc}} 

4.L2Ac: Ac,Nc,MAPAc′,EAc 

_Auth{KAc,L2,Nc},MAC(KAc,L2,Ac|Nc|MAPAc′, EAc′

_Auth{KAc,L2,Nc}). 

     

Man-in-the-middle attack: Likewise to the above MITM 

attack model (i.e., L1-L1), the L2-L1 scheme is also 

susceptible to the MITM. To accomplish this attack, the fake 

L2c broadcasts Hello message and shows own presence to the 

L1 node (A). Then, node A sends its message to the L2c, it 

forwards the A’s message to the KDC. Upon receiving the 

L2c’s message, KDC verifies the message and responds to 

the L2c that contains the session key for the node A. The flow 

of MITM is as follows: 

 

1. AL2c: A,L2c,N,MAPA,MAC (KA_Auth, A|L2c|N|MAPA) 

2. L2cKDC: Send message 1 to the KDC. 

3.KDCL2c:A,N,MAPA′,EKDC,L2c{KA,L2c,N,EKA_Auth{ KA,L2c,N

}} 

 

Upon receiving the message from KDC, L2c can simply drops 

few message parameters, such as 

EKDC,L2c{KA,L2c,N,EKA_Auth{KA,L2c,N}} and can compute its own 

message, as follows: 

4.L2A:A,N,MAPA′ʹ,EA′

ʹ_Auth{KAʹ,L2c,N},MAC(KAʹ,L2c,A|N|MAPA′ʹ, EA′

ʹ_Auth{KAʹ,L2c,N}). 

By doing so, a MITM can easily involve and control the 

network, accordingly. 

Moreover in TIGER (L2-L2 communication link), during our 

analysis we have found that, since L1 has direct key sharing 
with the L2 node then both the L1 and L2 can establish a 

session key without involving the KDC. However, performing 

of additional steps (2 and 3) increases the computation and 

communication cost. 

IV. OTHER SECURITY SERVICES 

This section discusses the other security services issues of 

Traynor et al. Since L1 nodes are deployed in an open 
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environment, it is practical that any adversary can physically 

capture the nodes and controls the critical applications (as we 

have demonstrated above). However, authors have suggested 

that the intrusion detection mechanisms are available for ad-

hoc networks and can be easily applied on LIGER, as well. 

Indeed, we are agreed with authors, but key revocation 
mechanism is still required for non-compromised nodes, so 

that a compromised node cannot impersonate them. For the 

sake of simplicity, supposed that L1 nodes are deployed in a 

forest for the fire monitoring if key revocation mechanism is 

not provided then any compromised node can control the 

application and generate the fake fire alarms and warnings to 

the rescue teams. However authors did not care about the key 

revocation which is an important requirement for HSNs. 

Another issue is that, authors did not care about the new node 

addition mechanism, resultant, LIGER is not a scalable suite 

for the real-time applications.  

More importantly, mutual authentication and dynamic 
session keys are essential security requirements for the 

applications. Whereas LIGER performs the probabilistic 

authentication and establishes static session keys with the least 

privilege, thus not suitable to the real-time HSNs. 

V. CONCLUSION  

In this paper, we have pointed out that LIGER is insecure 

under the impersonation attack, gateway-bypass attack, denial 

of service attack, and man-in-the-middle attack. In addition, 

many of important security services are not considered, such 

as, key revocation, new node addition, and mutual 

authentication and dynamic session keys. Resultant, LIGER is 
not suitable for the real-time critical applications.  
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